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BEMEREIHIL 9, [ system node AutoSupport invoke -node * -type all -message MAINT= x h

CCTy _Xx_EXyFFo2BROoET (BR) TY,
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I network device-discovery show -protocol cdp | AL XS



PerLET

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-02/cdp

ela csl Ethl/2 N3K-
C3232C

e0b cs2 Ethl/2 N3K-
C3232C
clusterl-01/cdp

ela csl Ethl/1 N3K-
C3232C

e0b cs2 Ethl/1 N3K-
C3232C

4 entries were displayed.

4 BOZZARAVA—T 1A ADEBRT— XX RBEERT—R XA 2R L F T,
a Xy bI—UR—FDEMZERTLET,

network port show — ipspace Cluster



PerLET

clusterl::*> network port show -ipspace Cluster

Node: clusterl-02

Port IPspace
ela Cluster
healthy
elb Cluster
healthy

Node: clusterl-01

Port IPspace
ela Cluster
healthy
e0b Cluster
healthy

Speed (Mbps) Health
Broadcast Domain Link MTU Admin/Oper Status

Cluster up 9000 auto/10000

Speed (Mbps) Health
Broadcast Domain Link MTU Admin/Oper Status

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

4 entries were displayed.

a. LIF ICBd 31BHRERR™LE T,

I network interface show -vserver Cluster



PerLET

clusterl::*> network interface show -vserver Cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.209.69/16
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.49.125/16
clusterl-01 eOb true

clusterl-02 clusl wup/up 169.254.47.194/16
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.19.183/16
clusterl-02 elb true

4 entries were displayed.
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ONTAP 9.9.1L1&

ZHEATE X9 network interface check cluster-connectivity AN RZFEHALTI TR
RGO T IV RF v O ZRBL. FlZRTILET,

network interface check cluster-connectivity start $& U network interface
check cluster-connectivity show

clusterl::*> network interface check cluster-connectivity start

“ECEBEFoTHSIATY REZERTLT show

e RRL TSV,

clusterl::*> network interface check cluster-connectivity show

Packet
Node Date
Loss

clusterl-01
3/5/2022
none
3/5/2022

none

clusterl-02
3/5/2022
none
3/5/2022

none

IANRTODONTAP 1) —2

19:

19:

19:

21:

21:

213

:18 -06:00
20 -06:00
18 -06:00
20 -06:00

Source

LIF

clusterl-01 clus2

clusterl-01 clus2

clusterl-02 clus2

clusterl-02 clus2

Destination

LIF

clusterl-02 clusl

clusterl-02 clus2

clusterl-01 clusl

clusterl-01 clus2

FARTOHOONTAP)I)—XT. cluster ping-cluster -node <name> {EfiZfsad 2 ATV R ¢

cluster ping-cluster -node <name>



1.
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clusterl::*> cluster ping-cluster -node local
Host is clusterl1-02
Getting addresses from network interface table...
Cluster clusterl-01 clusl 169.254.
Cluster clusterl-01 clus2 169.254.
Cluster clusterl-02 clusl 169.254.
Cluster clusterl-02 clus2 169.254.
Local = 169.254.47.194 169.254.19.
Remote = 169.254.209.69 169.254.49.125
4294967293

Cluster Vserver Id

Basic connectivity succeeds

Basic connectivity fails on

Detected 9000

Local 169.254.
Local 169.254.
Local 169.254.
Local 169.254.

byte MTU on 4

19
19
47
47

.183
.183
.194
.194

to
to
to
to

on 4 p

209.69 clusterl-01
49.125 clusterl-01
47.194 clusterl-02
19.183 clusterl-02

183

ath(s)

0 path(s)

path (s
Remote
Remote
Remote
Remote

) :
169.254
169.254
169.254
169.254

Larger than PMTU communication succeeds on

RPC status:

2 paths up, 0 paths down
2 paths up, 0 paths down

IARTOYVZRALIFCOAI Y RDHBEMICHE>TWVWB Z & HESRL auto-revert £9,

(tcp check)
(udp check)

.209.69
.49.125
.209.69
.49.125
4 path(s)

interface show -vserver Cluster -fields auto-revert

PerLET

clusterl::
revert

Vserver

*> network interface show

Logical

Interface

Auto-revert

Cluster

clusterl-01 clusl
clusterl-01 clus2
clusterl-02 clusl
clusterl-02 clus2
4 entries were displayed.

true
true
true

true

ela
e0b
ela
eOb

‘network

-vserver Cluster -fields auto-



RDFIRE
"NX-OSVY 7 bz 724X —=ILLET",

NX-OS VT hUx7&A > A=]LLET

CODFIE ZFRALT. Nexus3232C VS RARRAAYFICNX-OSY I Dz 7Z1 >R
l\—)l/—t‘-\g ij_o

EH R

R % Bt B R0IC

c AM Y FREDREDNY I T v T,

c USRAANTELICHEEL TWDE (OFJICTT—HAV. FEIERAKROBENEELTWVS) o

* "Cisco Ethernet Switch O X—2", H7R— K THB0ONTAP ENX-OSD/N— 3 DWW TE. X1y F
DEHMORZSE LTIV,

* "Cisco Nexus 3000 > 1) =X 24w F"s CiscORAYFDT v TIL—REXUVAT VI L—RFIEDEF
MICDWLWTIE. CiscodWebt -+ F TAFRIBERY 7 bz 7HLUVT7 v TIL—RAHA REBEBLTKL
7230,

VIboxz7%ZA42AM=ILLET

FE Tlk. ONTAP J<Y > R ¥ Cisco Nexus 3000 V) —X XA wFIAY Y ROWMAZFERATINELNHD
To BICBHRINTLAVWHAEFD, ONTAP XY REFALET,

DOFIE Z5TT7 LTSIV NX-OSELURCFOA YA =Lz %&fmLFz 20 ) v L. ROFIEZRET
L&,

FIE
1. 9S4y FeBEEBRY hT—JIC8ERLEF T,

2. Tpings XY REMALT. NX-0S Y7 kY TT7EKURCF £HRZ FT3H—NADEEERERL
e

PerLET

TOFTIE. RAYFHRIP 7RL R 1721921 DY —NICEFHG TET I EZHRELE T,

cs2# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. USRRZRAAYFICEBEEINTUVBEE ./ — ROV SREAR— b ZRRLET,

I network device-discovery show | D& SICRIRINET
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4 BUVSAZAR—FOBEBEIT—RRACEBERT—RX AR LE T,
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PerLET

clusterl::*> network device-discovery show

Node/
Protocol
Platform

Local
Port

clusterl-01/cdp

C3232C

C3232C

ela

e0d

clusterl-02/cdp

C3232C

C3232C

ela

el0d

clusterl-03/cdp

C3232C

C3232C

ela

eOb

clusterl-04/cdp

C3232C

C3232C

clusterl::*>

ela

e0b

Discovered

Device

csl

cs2

csl

cs2

csl

cs?2

csl

cs2

(LLDP:

ChassisID)

I network port show -role cluster | D& SICRRINET

Interface

Ethernetl/7

Ethernetl/7

Ethernetl/8

Ethernetl/8

Ethernetl/1/1

Ethernetl/1/1

Ethernetl/1/2

Ethernetl/1/2

a gRTDIFRAXR— HEBBRETHHL TVWS I EZHR LTI,

N3K-

N3K-

N3K-

N3K-

N3K-

N3K-

N3K-

N3K-



PerLET

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false
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Node: clusterl-04

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

clusterl::*>

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

b. IRTDYIFREA>BZ—TxARX (LIF) DNR—LR—MICHBezHEBLET,

I network interface show -role cluster ]| DK SICRREINZET



PerLET

clusterl::*> network interface show -role cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 e0d true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl up/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

8 entries were displayed.

clusterl::*>

C. UZRADAADIZARRA vFDBERERTL TWVWBR I ZEELET,

system cluster-switch show -is-monitoring enabled-operational true Z{ER L £



PerLET

clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true
Switch
Model

csl
C3232cC

Serial Number:

Is Monitored:
Reason:

Software Version:

Version

Version Source:

cs?2
C3232C

Serial Number:

Is Monitored:
Reason:

Software Version:

Version

Version Source:

clusterl::*>

Type Address

cluster—-network 10.233.205.90 N3K-
FOCXXXXXXGD

true

None

Cisco Nexus Operating System (NX-0S) Software,

9.3(5)
CDP
cluster—-network 10.233.205.91 N3K-
FOCXXXXXXGS
true
None

Cisco Nexus Operating System (NX-0S) Software,

9.3(5)
CDP

S. S RALIFCHEBIUN—FEEWMLET, VT RAZLIFIZIN—bFF—ITRERAYFICTTAILA—

N=L. =T Y b RAYFTTP7YvTIL—RFIEZZITLTHEDFFED T,

network interface modify -vserver Cluster -lif *-auto-revert false

6. NX-OS V7 bz 7H KLUV EPLD ¥ X—T% Nexus 3232C X1 wFICAE—L 7,
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PerLET

cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxo0s.9.3.4.bin
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/nxo0s.9.3.4.bin /bootflash/nxo0s.9.3.4.bin
/code/nxo0s.9.3.4.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/n9000-epld.9.3.4.img
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@l172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/n9000-epld.9.3.4.img /bootflash/n9000-
epld.9.3.4.img

/code/n9000-epld.9.3.4.img 100% 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

7.NX-OS VI bz T7DRITHON—- 3 VR L £ I

'how version (/N\—<3 > DRR)



PerLET

cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2019, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 08.37
NXOS: version 9.3 (3)
BIOS compile time: 01/28/2020
NXOS image file is: bootflash:///nxos.9.3.3.bin
NXOS compile time: 12/22/2019 2:00:00 [12/22/2019 14:00:37]

Hardware

cisco Nexus3000 C3232C Chassis (Nexus 9000 Series)

Intel (R) Xeon(R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory .

Processor Board ID FOCXXXXXXGD

Device name: cs?2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 36 second(s)

Last reset at 74117 usecs after Tue Nov 24 06:24:23 2020
Reason: Reset Requested by CLI command reload



System version: 9.3(3)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s):

cs2#

8. NX-OS I A=A VA —=ILLET,

AAXA=DT7ANEA VA =ILTBRE AAyF2)T—hrI3LTICO—REINET,
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PerLET

cs2# install all nxos bootflash:nx0s.9.3.4.bin
Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.4.bin for boot variable "nxos".
[] 100% -- SUCCESS

Verifying image type.
[] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos.9.3.4.bin.
[] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos.9.3.4.bin.
[] 100% -- SUCCESS

Performing module support checks.
[l 100% -- SUCCESS

Notifying services about system upgrade.
[] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 Yes Disruptive Reset Default
upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt)
New-Version Upg-Required
1 nxos 9.3(3)
9.3(4) yes
1 bios v08.37(01/28/2020) :v08.32(10/18/2016)

v08.37(01/28/2020) no

Switch will be reloaded for disruptive upgrade.

Do you want to continue with the installation (y/n)? [n] y



Install is in progress, please wait.

Performing runtime checks.
[] 100% -- SUCCESS

Setting boot variables.
[] 100% -- SUCCESS

Performing configuration copy.
[] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
cs2#

9. X4 vwFD)T—FREIC. NXOSY T hrOx70HFLWN—a3 Y EERLET,

'how version (/N\—3 > DRT)



PerLET

cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 08.37
NXOS: version 9.3 (4)
BIOS compile time: 01/28/2020
NXOS image file is: bootflash:///nxo0s.9.3.4.bin
NXOS compile time: 4/28/2020 21:00:00 [04/29/2020 06:28:31]

Hardware
cisco Nexus3000 C3232C Chassis (Nexus 9000 Series)
Intel (R) Xeon(R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory .
Processor Board ID FOCXXXXXXGS

Device name: rtpnpi-mcc01-8200-ms-Al
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 14 second(s)

Last reset at 196755 usecs after Tue Nov 24 06:37:36 2020
Reason: Reset due to upgrade



System version: 9.3(3)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package (s) :

cs2#

10. EPLD A1 X—2% 7w I L—RL. X214y FE)T—FLET,

23



PerLET

cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x12
I0 FPGA Ox11

cs2# install epld bootflash:n9000-epld.9.3.4.img module 1
Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes Disruptive Module

Upgradable

Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required

1 SUP MI FPGA 0x12 0x12 No

1 SUP IO FPGA Ox11 0x12 Yes

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] y

Proceeding to upgrade Modules.

Starting Module 1 EPLD Upgrade

Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 04
sectors)

Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result

1 SUP Success

Module 1 EPLD upgrade is successful.
cs2#

1. NX-OSN—=2 3 293(IMNICT Y FIL—RT3BEIE EPLDAX—% 7y TIL—RL. AMVvF%
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H5—E)T—hrT23REBENHD EXT goldeno, TNUNDFZEIE. FlIE12IEAHFE T,
FMICOVWTIE. ZBRLTKIEETWVWEPLD7 y JJ L—R U =2/ =k, J1)—29.3(11)%

PerLET

cs2# install epld bootflash:n9000-epld.9.3.11.img module 1 golden
Digital signature verification is successful

Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes Disruptive Module

Upgradable

Retrieving EPLD versions.... Please wait.

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) 2 [n] y

Proceeding to upgrade Modules.

Starting Module 1 EPLD Upgrade

Module 1 : MI FPGA [Programming] : 100.00% ( 64 of 64 sect)
Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 64 sect)
Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result

1 SUP Success

EPLDs upgraded.

Module 1 EPLD upgrade is successful.
cs2#

12. 24y FOYT—rE. OV LTHLULUWAN—3 YO EPLD AEEICO— RSN/ e #RERLE
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PerLET

cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x12
I0 FPGA 0x12

1B. VSA2DUZAXR— rDREEMERER LTI,

a JSRAFAR—EDNEHLTED. IFXZNDIARTO/ —RTEBICBELTWE e 2L &
ERS

I network port show -role cluster | D& SICRRINET
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PerLET

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

Node: clusterl-02

Ignore

Health
Port
Status

Health
IPspace
Status

Cluster

Cluster

up

up

9000

9000

auto/10000

auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

Node: clusterl-03

Ignore

Health

Cluster

Cluster

up

up

9000

9000

auto/10000

auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela

Cluster

healthy false

e0d

Cluster

healthy false

Cluster

Cluster

up

up

9000

9000

auto/100000

auto/100000
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28

Node: clusterl-04

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

b. 7S ZZNE Ay FOREEMEZHERL I,

I network device-discovery show -protocolcdp | CAJILEX T



PerLET

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 N3K-
C3232C

eOd cs?2 Ethernetl/7 N3K-
C3232cC
cluster01-2/cdp

ela csl Ethernetl/8 N3K-
Cc3232cC

e0d cs?2 Ethernetl/8 N3K-
C3232C
cluster01-3/cdp

ela csl Ethernetl/1/1 N3K-
C3232C

e0b cs2 Ethernetl/1/1 N3K-
C3232C
clusterl-04/cdp

ela csl Ethernetl/1/2 N3K-
C3232C

e0b cs?2 Ethernetl/1/2 N3K-
Cc3232cC

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address

Model

csl cluster—-network 10.233.205.90 N3K-
c3232cC

Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP

cs2 cluster—-network 10.233.205.91 N3K-



C3232C
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP

2 entries were displayed.

AAYFICO—R LI RCF N=2 3 UIl&oTE cs1 Ry FIAVY —ILTROHENMNRTREN
B3 HDFET,

2020 Nov 17 16:07:18 csl %$ VDC-1 %$ %STP-2-UNBLOCK CONSIST PORT:
Unblocking port port-channell on VLANOO092. Port consistency
restored.

2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-BLOCK PVID PEER:
Blocking port-channell on VLANOOOl. Inconsistent peer vlan.

2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-BLOCK PVID LOCAL:
Blocking port-channell on VLANOO0S2. Inconsistent local vlan.

4. HSAADNEETHZI e =HERLET,
[ cluster show | ZEBBLTLETL

PeRrLET

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

15. 1w Fcs1TFIE6 ~14%5EDIRLE T,
16. V5 X2 LIF TE#:UN—FZBMILET,

network interface modify -vserver Cluster -lif *-auto-revert truez 38 L £ 9
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17. 95 X8 LIF B R—LR—RMMIUN—bENC 2R LET,

I network interface show -role cluster | DK SICKRTRENET

erLET

WIFNH DU S X ZLIFAR—LR— MR- TULWARWSESIE. O—AHIL/ —RKHSFEHTUN—-FLE

ER

network interface revert -vserver Cluster -1if <lif name>

RDFIRE

clusterl::*> network interface show

Current Is
Vserver
Port

Logical

Interface

Statu

-role cluster
s Network

Admin/Oper Address/Mask

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-01 |

e0d

clusterl-01

el0d

clusterl-02

e0d

clusterl-02

eO0d

clusterl-03

e0b

clusterl-03

elOb

clusterl-04

eO0b

clusterl-04

e0b

up/up
true

clusl

up/up
true

clus?2

up/up
true
up/up
true

clusl

clus?2

up/up
true

clusl

up/up
true
up/up
true

clus?2

clusl

up/up
true

clus?2

8 entries were displayed.

clusterl::*>

"RCFIER 7 71 ILZA XA —)LLET"TT,

169.

169.

169.

169.

169.

169.

169.

169.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23

Current

Node
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* 2 DM Cisco X1 v FD&HIF'CS1 XUV CS2' TY
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021 T9Y,
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DFIE 25T 7 LTLKEETWVW ' NX-OSEXURCFOAM YA F—)Lz#mLET"Z2I Vv I L. ROFIEZE

TLEY,
FIE
1. OSREAA Y FICERINTVWEE/ —FDISRER—-bERTLET,

I network device-discovery show | D& SICRRTINET

erLET

clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7
C3232cC

e0d cs2 Ethernetl/7
C3232C
clusterl-02/cdp

ela csl Ethernetl/8
C3232C

e0d cs?2 Ethernetl/8
C3232C
clusterl-03/cdp

ela csl Ethernetl/1/1
C3232C

e0b cs?2 Ethernetl/1/1
Cc3232cC
clusterl-04/cdp

ela csl Ethernetl/1/2
Cc3232cC

e0b cs?2 Ethernetl/1/2
C3232C

clusterl::*>

2. BRUSAHAR—PDEBRAT—RALEBERT—2AZHERLFT,
a gRTDITRAEAR— D EERIRETHD =R LE T,

network port show -role cluster

N3K-

N3K-

N3K-

N3K-

N3K-

N3K-

N3K-

N3K-
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PerLET

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false



Node: clusterl-04

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

clusterl::*>

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

b. IRTDYIFREA>BZ—TxARX (LIF) DNR—LR—MICHBezHEBLET,

I network interface show -role cluster ]| DK SICRREINZET

35



PerLET

clusterl::*> network interface show -role cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 e0d true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl up/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

8 entries were displayed.

clusterl::*>

C. UZRADAADIZARRA vFDBERERTL TWVWBR I ZEELET,

system cluster-switch show -is-monitoring enabled-operational true Z{ER L £



PerLET

clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch Type Address
Model
csl cluster-network 10.233.205.92
NX3232C
Serial Number: FOXXXXXXXGS
Is Monitored: true
Reason: None

Software Version:

Cisco Nexus Operating System (NX-0S) Software,

Version
9.3(4)
Version Source: CDP
cs2 cluster-network 10.233.205.93
NX3232C
Serial Number: FOXXXXXXXGD
Is Monitored: true
Reason: None

Software Version:

Version

Version Source:

Cisco Nexus Operating System (NX-0S) Software,

9.3(4)
CDP

2 entries were displayed.

3. USXALIF TEEBUN—FEEMICLET,

erLET

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert false

4. UFRAZRAYF cs2 T, /—RDIFRAAR—MIERINTVWBEIR—rZzdvy hETVLFET,



PerLET

cs2 (config) # interface ethl/1/1-2,ethl/7-8

cs2 (config-if-range) # shutdown

IIRAZAR—bMISIZXAyF cs1 THRAPETNTVBR-MIBITENTVBE I Z2BRLE T,

CHUCIIBHD DB EDBD ET,

I network interface show -role cluster ] DK S ICKRRINET

BlerLET

clusterl::*> network interface show
Status

Current Is
Vserver
Port

Logical

Interface

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

01 clusl
true

01 clus2
false
02 clusl
true

02 clus2
false

03 clusl
true

03 clus2
false

04 clusl
true

04 clus2
false

8 entries were displayed.

clusterl::*>

6. VSRAEANEETHB L ZHEBLET,

38

[ cluster show | ZEBBLTLETL

-role cluster
Network

Admin/Oper Address/Mask

up/up

up/up

up/up

up/up

up/up

up/up

up/up

up/up

1609.

169.

169.

169.

169.

169.

169.

1609.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23



10.

1.

PerLET

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

CREDRAYFREDAE—Z FTEFREFLTVAVEEIE. ROAXYRFOEAZTF I T 77)LIC

E—LTREFLET,

'how running-config'

WEDH X2 LEMEEERL 9 running-config A RCF 7 71 )L,
EAMNLREDSM%E "write_erase.cfg 7— 75wy a D771,
Ty FTL—REEIEFFHLVWRCF ZEEAT 25818, A1 Y FOREZHEEL TEREARTE

() ==AT38EPBDET. X1 vFEBELY FTYTTRICE. AT YFOSUTIL
qY YL K- MY B RENB D T

cs2# show run | section "switchname" > bootflash:write erase.cfg

cs2# show run | section "hostname" >> bootflash:write erase.cfg

cs2# show run | i "username admin password" >> bootflash:write erase.cfqg

cs2# show run | section "vrf context management" >> bootflash:write erase.cfg
cs2# show run | section "interface mgmtO" >> bootflash:write erase.cfg

RCF N—2 a3V 1.12 DB EIE. XOOAIY VY REEITLED,

cs2# echo "hardware access-list tcam region racl-lite 512" >>
bootflash:write erase.cfg

cs2# echo "hardware access-list tcam region gos 256" >>
bootflash:write erase.cfg

FLYIR—IDEEESR") E— MEREHIFLI-E F£Ciscor Y A—ARIT N XA Yy FOHREZ T ")
TS EHEFRICOVTIZ. TES5ETELIETL,

FEER 9 11 “write_erase.cfg’ 7 7 T ILISHAFE B D ICATIINE T,

show file bootflash:write erase.cfg
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12.

13.

14.

15.

16.

40

179 % "write erase HERFIN TV B EHAZEET IV R

cs2# write erase

Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway? (y/n) [n] y

DRINCRE LBEAREZ R — b7y FAY T4 FaLl—23ilaE—-LEY,
cs2# copy bootflash:write_ erase.cfg startup-config

2y FEI)IT—-rLET,

cs2# reload

This command will reboot the system. (y/n)? [n] y

FTP. TFTP. SFTP. SCPOWINHDELETO RN EFHL T, X1 v Fes20T—rT7Zva
[ICRCFZOE—L 9, Ciscod~ > RDOEFMIC DL Tl "Cisco Nexus 3000 Series NX-OS Command
Reference | Z&R L TLLEETWVWHA K,

PerLET

COBF. TFTP ZEALT. MY Fcs2DT— b7y 2 allRCFZIE—T3HEZRLT
WEJo

cs2# copy tftp: bootflash: vrf management

Enter source filename: Nexus 3232C_RCF_vl.6-Cluster-HA-Breakout. txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server
Established.

TETP get operation was successful

Copy complete, now saving to disk (please wait)...

T—r75vallailicdo>O0—RL7-RCF #EBALEd,

Ciscod Y Y RDEEMIC DWW TIlE. "Cisco Nexus 3000 Series NX-OS Command Reference 1 #£8 L T
TETWAHA R,
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PerLET

ROBIE. XA wF cs2 2 RCF 77 JL T Nexus_32323 RCF v1.6 -Cluster-HA-Breakout .txt | %
AVRAM=ITB3HEZRLTVET,

cs2# copy Nexus 3232C_RCF_vl.6-Cluster-HA-Breakout.txt running-
config echo-commands

17. hoDNF—HD%EHEZELE 9 show banner motd AV REE[TLEY IEELAFERIE) ICE8H T
NTVWBFIEZFTAT. AT YFEZIELLEREL. BIETIHNELRHD XTI,

41



42

PerLET

cs2# show banner motd

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

kAhkKkkkhkhkKh KKk %k

* NetApp Reference Configuration File (RCF)

*

* Switch : Cisco Nexus 3232C

* Filename : Nexus 3232C RCF vl.6-Cluster-HA-Breakout.txt
* Date : Oct-20-2020

* Version : v1.6

* Port Usage : Breakout configuration

* Ports 1- 3: Breakout mode (4x10GbE) Intra-Cluster Ports, int
el/1/1-4,

*x e1/2/1-4, el/3/1-4

* Ports 4- 6: Breakout mode (4x25GbE) Intra-Cluster/HA Ports, int
el/4/1-4,

*x e1/5/1-4, el/6/1-4

* Ports 7-30: 40/100GbE Intra-Cluster/HA Ports, int el/7-30

* Ports 31-32: Intra-Cluster ISL Ports, int el/31-32

* Ports 33-34: 10GbE Intra-Cluster 10GbE Ports, int el/33-34

* IMPORTANT NOTES

* - Load Nexus 3232C RCF vl.6-Cluster-HA.txt for non breakout config
*

* — This RCF utilizes QoS and requires TCAM re-configuration,

requiring RCF

2 to be loaded twice with the Cluster Switch rebooted in between.
*

* - Perform the following 4 steps to ensure proper RCF installation:
*

* (1) Apply RCF first time, expect following messages:

2 - Please save config and reload the system...

2 - Edge port type (portfast) should only be enabled on
POETS o o o

& - TCAM region is not configured for feature QoS class IPv4
ingress...

*

W (2) Save running-configuration and reboot Cluster Switch

*

* (3) After reboot, apply same RCF second time and expect

following messages:
o - % Invalid command at '”' marker



o - Syntax error while parsing...
*

o (4) Save running-configuration again

R R i e S b 2b b b b b b dh b e dh b Ih b SR b b b b dh b IR b S b 2R Sb b b b b db b db b b db b JR db b db b I 2h b dh b A b 2 db b 4

XAk Xk kX kkk kK

@ RCF ##&CiEHT B & Zl&. T Error : Failed to write VSH commands * 1 &LV X
T—UHRREINZH. BELTHEFLEH A,

18. RCF 7 7 M ILAEELWHLWAN—=23 > THE e xR LET,

'how running-config'

HH%ZFT vV LTELWVWRCF B$%H 2 =R T 2HaIE. ROBHRHAELVWC CZRERLTLRET
Lo

° RCF NF—
° /—RYR—-bDORE
e hRAEIAX

HARBIET 1 FOBRICK >TEBRD T, /T\ REZHBL. X b—JLLT RCF ICER
DEEHN BN Y-/ — b EBRLTRETE

19. BLHIDHRZIA X XA Y FOREICBEALET, "’T TIVERCABRICE Y 2 ZEREBRZ ER"W
ERTOMOEBEDOFMICOVTIE. ZBRL TS

20. RCFDN—=V 3V AA v FDREMNELWVWC & ZHESR L 75, running-config 7 77 -1 )L % startup-
config Z 7 JLICOE—LF T,

Cisco AV RDFEEMICDOWVWTIE. T OB TEIHA REBBL T /ZT L) "Cisco Nexus 3000 Series
NX-OS Command Reference J B L TL 7T W H1 K,

cs2# copy running-config startup-config
[#HHHHSHH A AR A AR H - H#44] 100% Copy complete

2. ZA4yFces2x)T—brLETo RAAYFDOYT—FRIC/—RICHLTIHRE SN T9TXEKR—FD
BLELTWS] ARV MIEHRLTHEFVEE A

cs2# reload
This command will reboot the system. (y/n)? [n] y

22. {L RCF #EAL. RITHOEREEZDHSI—EREFELET,
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PerLET

cs2# copy Nexus 3232C RCF vl.6-Cluster-HA-Breakout.txt running-
config echo-commands

cs2# copy running-config startup-config
(HAfHHHHAHHH A A H A A4 44#] 100% Copy complete

2. VZRIDY ZRAIR— bOEEMZERLET,

a JZ7AZADTANTD/ —RTedd R—bHBHBLTED. EBICEHELTVWS 2R LET,

I network port show -role cluster | D& SICRRINET
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PerLET

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

Node: clusterl-02

Ignore

Health
Port
Status

Health
IPspace
Status

Cluster

Cluster

up

up

9000

9000

auto/10000

auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

Node: clusterl-03

Ignore

Health

Cluster

Cluster

up

up

9000

9000

auto/10000

auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela

Cluster

healthy false

e0d

Cluster

healthy false

Cluster

Cluster

up

up

9000

9000

auto/100000

auto/100000
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Node: clusterl-04

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

b. VS XEZMNEZXAYFDANIRZRHERLET (LIF A e0d ICHR—LTHWEDH. X1 vF cs2 B'RR
EINRBVETREMED'BD FT) o



PerLET

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7
N3K-C3232C

eOd cs?2 Ethernetl/7
N3K-C3232C
cluster01-2/cdp

ela csl Ethernetl/8
N3K-C3232C

e0d cs?2 Ethernetl/8
N3K-C3232C
cluster01-3/cdp

ela csl Ethernetl/1/1
N3K-C3232C

e0b cs2 Ethernetl/1/1
N3K-C3232C
clusterl-04/cdp

ela csl Ethernetl/1/2
N3K-C3232C

e0b cs?2 Ethernetl/1/2
N3K-C3232C

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address

Model

csl cluster—-network 10.233.205.90
N3K-C3232C

Serial Number: FOXXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP

cs2 cluster—-network 10.233.205.91
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N3K-C3232C
Serial Number: FOXXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP

2 entries were displayed.

A YFICAO—R LI RCFN—=23 2 Ic&>TE. cs1 RAyFAVY —ILTRDOEH
IDRRINBZZeHHDET

2020 Nov 17 16:07:18 csl %$ VDC-1 %$ %STP-2-
UNBLOCK CONSIST PORT: Unblocking port port-channell on
VLANQO092. Port consistency restored.

(:) 2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-
BLOCK PVID PEER: Blocking port-channell on VLANOOOI.
Inconsistent peer vlan.
2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-
BLOCK PVID LOCAL: Blocking port-channell on VLANO0SZ.
Inconsistent local vlan.

() 75258/ —RAEETHELBESNBETIERASHID B LABD £ T,

4. JSRBZXAYF cs1 T /—RDIFRAR—MIBERINTVWBEIR— bz vy UV LFET,

PlerLET

ROPITIE. FIE1 OHEARZEALTVET,

csl (config) # interface ethl/1/1-2,ethl/7-8
csl (config-if-range)# shutdown

2. JSRZLIFNRZAAYF cs2 TRAFETNTWBR—MMIBITEINLICERELE T, CNISIZEHD

NBZehHBDEI,

I network interface show -role cluster ]| DL SICRREINET
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PerLET

clusterl::*> network interface show

Current Is
Vserver

Port Home

Logical

Interface

Statu

-role cluster
s Network

Admin/Oper Address/Mask

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-01 |

e0d

clusterl-01

el0d

clusterl-02

e0d

clusterl-02

e0d

clusterl-03

e0b

clusterl-03

eOb

clusterl-04

e0b

clusterl-04

e0b

up/up
false

clusl

up/up
true

clus?2

up/up
false
up/up
true

clusl
clus?2
clusl wup/up
false
up/up
true

up/up
false

clus?2

clusl

clus2 up/up

true

8 entries were displayed.

clusterl::*>

2. VSRANEETHB e ZzMEBLET,

I cluster show | #

SRLTIRETV

169.254.

169.254.

169.254.

169.254.

169.254.

169.254.

169.254.

169.254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23
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PerLET

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

27. 24w FestZDWT. FlE7T~23%#EDREL X7,
28. 5 XA LIF CHEBWIN—rEBEMICLET,

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert true

29. S RZR—MIEHREINTVERT Y FR—EDIEELTVWB L ZHRLE T,

ermLET

csl# show interface brief | grep up

Ethl/1/1 1 eth access up none

10G (D) --
Ethl/1/2 1 eth access up none
10G (D) --
Ethl/7 1 eth trunk up none
100G (D) --
Ethl/8 1 eth trunk up none
100G (D) --

30. cs1 & cs2 D ISLAEBEL TWB Z e EHESRL £,

R— b F v RILOBIE)
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PerLET

csl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s — Suspended r - Module-removed
b - BFD Session Wait
S - Switched R - Routed
U - Up (port-channel)
p - Up in delay-lacp mode (member)
M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol (SU) Eth LACP Ethl/31 (P) Ethl/32 (P)
csl#

31. VSRR LIF BNR—LAR—MIUN—FEINIcZ e ZHRLET,

I network interface show -role cluster | DK SICKRRENET
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PerLET

clusterl::*> network interface show

-role cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 e0d true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eld true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0d true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOb true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOb true

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true
8 entries were displayed.
clusterl::*>

WINH DY 5 A EZLIFNR—LR— MR TWRWERIE. FEITUN—FLET. network

interface revert -vserver vserver name -1if 1if name
R. VS RANEETHZ xR LET,

[ cluster show | ZE2BLTLmT L)
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PerLET

clusterl::*> cluster show

Eligibility

Node Health
clusterl-01 true
clusterl-02 true
clusterl-03 true
clusterl-04 true

4 entries were displayed.
clusterl::*>

true
true
true

true

B. VE—FIFREAVE—T 1 A0 ZHRLF T,
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ONTAP 9.9.1L1&

ZHEATE X9 network interface check cluster-connectivity AN RZFEHALTI TR
RGO T IV RF v O ZRBL. FlZRTILET,

network interface check cluster-connectivity start $& U network interface
check cluster-connectivity show

clusterl::*> network interface check cluster-connectivity start

EUEMHEoTH S AV FERITLT show iz RRL TS L,

clusterl::*> network interface check cluster-connectivity show

Source Destination
Packet
Node Date LIF LIF
Loss

clusterl-01

3/5/2022 19:21:18 -06:00 clusterl-01 clus2 clusterl-02 clusl
none

3/5/2022 19:21:20 -06:00 clusterl-01 clus2 clusterl-02 clus2

none

clusterl-02

3/5/2022 19:21:18 -06:00 clusterl-02 clus2 clusterl-01 clusl
none

3/5/2022 19:21:20 -06:00 clusterl-02 clus2 clusterl-01 clus2

none

clusterl-03

clusterl-04

IANRTODONTAP! 1) —2



FARTOHOONTAP) IJ—XT. cluster ping-cluster -node <name> IEHiZMERITH AT R .

cluster ping-cluster -node <name>

clusterl::*> cluster ping-cluster -node local

Host is clusterl-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0a

Cluster clusterl-03 clus2 169.254.1.1 clusterl-03 e0Ob
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 eOb
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 e0Oa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 e0Od
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0Oa
Cluster clusterl-02 clus2 169.254.3.9 clusterl-02 e0d

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)

RDOFIE
"SSH @E&E%Eﬁam"—c‘jo
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SSHE&TE DHEES

A—HFRY FIXALYFAIREZS (CSHM) #per OJINEMREEZFERAL TWLWDIHES
IF. 95 XARRA Y FTSSHF —ESSHE—DEMICHE > TVWBR e #ERELF T,
FIE

1. SSH A EMICH > TVWB e ERRLE T,

(switch) show ssh server

ssh version 2 is enabled

2. SSHF¥F =W BMICH>TWVWB e ZHERLF T,

show ssh key



PerLET

®

RDFIE

(switch) # show ssh key

rsa Keys generated:Fri Jun 28 02:16:00 2024

ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAAAGQDiINrD52Q586wTGJIJjFALJBl1FaA23EpDrZ2sDCew
17nwlioC6HBe jx1ulObAH8hrW8kR+gjO0ZAfPPNeLGTg3AP])/yiPTBOIZZXxbWRShywAMS5
PayxWwRb7kp9Zt1YHzVuHYpSO82KUDowKrL6lox/YtpKoZUDZjrZjAp8hTv3JZsPgQ==

bitcount:1024
fingerprint:
SHA256:aHwhpzo7+YCDSrp3isdv2uVGz+mjMMokgdMeXVVXfdo

could not retrieve dsa key information

ecdsa Keys generated:Fri Jun 28 02:30:56 2024

ecdsa-shaz2-nistpb521

AAAAE2VIZHNhLXNoYTItbmlzdHAIMJEAAAATbm] zdHAIMJEAAACFBABJ+ZX5SFKhS57e
vkE273e0Voqgzid/32dt+£14fBuKv80MjMsmLfJKtCWylwgVt1Zi+C5TIBbugpzez529z
kFSFOADb8JaGCoaAYe2HVWR/ f6QLbKbgVIewCdgWgxzrIY5BPP5GBAxQJIMBiOwWEdnHgl
u/9Pzh/Vz9cHDcCWIGGE780QHA==

bitcount:521
fingerprint:
SHA256:TFGe2hXn6QIpcs/vyHzftHI7Dceg0vQaULYRAL ZeHwQ

(switch) # show feature include scpServer

|
scpServer 1 enabled
(switch) # show feature | include ssh
sshServer 1 enabled
(switch) #

FIPSZA % —TILICT35EIF. ARV RZEALTAMyFOE Y MIZz256I1CEE Y 34
EHWHD £9 ssh key ecdsa 256 forceo sHMICDOWVWTIE. ZBBLTLLEETVWFIPS =
FRALTRY N —0CEXa )T ZRET D"

"2 Y FAILRERORE T,
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write erase
(cs2)# write erase

Warning: This command will erase the startup-configuration.
Do you wish to proceed anyway? (y/n) [n] y

2 2A4yF VYT F7E)O—RLET,

TEO— K]

(cs2)# reload

This command will reboot the system. (y/n)? [n] y
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