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—TJIA1 RO =RRLET,

I network device-discovery show -protocolcdp | CAJILE T

BlerLET

clusterl::*> network device-discovery show -protocol cdp

Node/
Protocol
Platform

Local
Port

clusterl-02/cdp

C31320Q0-V

C31320-V

ela

e0b

clusterl-01/cdp

C31320-V

C3132Q-V

ela

eOb

Discovered
Device (LLDP: ChassisID) Interface

csl Ethl/2
cs?2 Ethl/2
csl Ethl/1
cs?2 Ethl/1

4 BOSAZAVR—T T A ADEBIBIAT— XA ET-IZEBNMER T — X A =HRELET,

a Xy hT—UR—bOEMEERTLET,

network port show — ipspace Cluster

N3K-

N3K-

N3K-

N3K-



PerLET

clusterl::*> network port show -ipspace Cluster

Node: clusterl-02

Speed (Mbps)
Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status
ela Cluster Cluster up 9000 auto/10000
healthy
e0b Cluster Cluster up 9000 auto/10000
healthy
Node: clusterl-01

Speed (Mbps)
Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status
ela Cluster Cluster up 9000 auto/10000
healthy
elb Cluster Cluster up 9000 auto/10000
healthy

b. LIF ICEE T 21BHRERRLE T,

I network interface show -vserver Cluster | DK S ICRRINET



PerLET

clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.209.69/16
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.49.125/16
clusterl-01 eOb true

clusterl-02 clusl wup/up 169.254.47.194/16
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.19.183/16
clusterl-02 elb true

5. UE—FUSRALIFIC ping ZR1TLET,

[ cluster ping-cluster -node local 1 ZBBL T T W



PerLET

clusterl::*> cluster ping-cluster -node local
Host is clusterl-02

Getting addresses from network interface

Cluster clusterl-01 clusl 169.254.
Cluster clusterl-01 clus2 169.254.
Cluster clusterl-02 clusl 169.254.
Cluster clusterl-02 clus2 169.254.
Local = 169.254.47.194 169.254.19.

Remote =

Cluster Vserver Id

Ping status:

= 4294967293

Basic connectivity succeeds

Basic connectivity fails on

Detected 9000

Local
Local
Local
Local

169.
169.
169.
169.

byte MTU on 4

254.
254.
254.
254.

19.183
19.183
47.194
47.194

to
to
to
to

on 4 p

table...

209.69 clusterl-01 ela
49.125 clusterl-01 e0b
47.194 clusterl-02 ela
19.183 clusterl-02 eOb

183

169.254.209.69 169.254.49.125

ath(s)

0 path(s)

path (s
Remote
Remote
Remote
Remote

) g
169.254
169.254
169.254
169.254

Larger than PMTU communication succeeds on
RPC status:

2 paths up,
2 paths up,

0 paths down
0 paths down

(tcp check)
(udp check)

.209.69
.49.125
.209.69
.49.125
4 path(s)

6. IRTDYU T XX LIF T lNauto-revert ]| XY RABERICHR->TWBR e =#HERLET,

network interface show -vserver Cluster -fields auto-revert Z#ZE{TL £ ¢



PerLET

clusterl::*> network interface show -vserver Cluster -fields auto-

revert
Logical
Vserver Interface Auto-revert
Cluster
clusterl-01 clusl true
clusterl-01 clus2 true
clusterl-02 clusl true
clusterl-02 clus2 true
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PerLET

cs2# ping 172.19.2.1 vrf management
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. FTP. TFTP. SFTP. SCPOWIFNHA DEETO b JJL%ZERA L T. NX-0SY 7 k™7 = 7% Nexus
3132Q-VAA wFICOAE—L £, Ciscod~Y > RDFEFEMICDOWVWTIE. DZLETEHM REEBRELTLLE
T L) "Cisco Nexus 30002 1) —ZNX-OSOAY Y RU T 7 LY RHAR",

PlerLET

cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxo0s.9.3.4.bin
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1"'s password: XXXXXXXX

sftp> progress

Progress meter enabled

sftp> get /code/nxo0s.9.3.4.bin /bootflash/nxo0s.9.3.4.bin
/code/nx0s.9.3.4.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

4 NX-OSY I hTTT7DORTHON—T a3 Vv EEZELET,

'how version (/N\—<3 Y DRR)
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PerLET

cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 04.25
NXOS: version 9.3 (3)
BIOS compile time: 01/28/2020
NXOS image file is: bootflash:///nxo0s.9.3.3.bin
NXOS compile time: 12/22/2019 2:00:00 [12/22/2019
14:00:37]

Hardware
cisco Nexus 3132QV Chassis (Nexus 9000 Series)
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16399900 kB of memory.
Processor Board ID FOXXXXXXX23

Device name: cs?2
bootflash: 15137792 kB

usbl: 0 kB (expansion flash)

Kernel uptime is 79 day(s), 10 hour(s), 23 minute(s), 53 second(s)



Last reset at 663500 usecs after Mon Nov 2 10:50:33 2020
Reason: Reset Requested by CLI command reload
System version: 9.3(3)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :
cs2#

. NX-OS A XA—LZA VA —=ILLET,

AXR=TDT7AINEA VA M=IITBRE. RAAYFE)T—rF2PICO—RINEFT,
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PerLET

cs2# install all nxos bootflash:nx0s.9.3.4.bin
Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.4.bin for boot variable "nxos".
[] 100% -- SUCCESS

Verifying image type.
[] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos.9.3.4.bin.
[] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos.9.3.4.bin.
[] 100% -- SUCCESS

Performing module support checks.
[l 100% -- SUCCESS

Notifying services about system upgrade.
[] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default
upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt)
New-Version Upg-Required
1 nxos 9.3(3)
9.3(4) yes
1 bios v04.25(01/28/2020) :v04.25(10/18/2016)

v04.25(01/28/2020) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] y



Install is in progress, please wait.

Performing runtime checks.
[l 100% -- SUCCESS

Setting boot variables.
[] 100% -- SUCCESS

Performing configuration copy.
[] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
cs2#

6. 24w FDUT—FMEIC. NX-OSY TR 7OHLWN—-U 3V ERRELET,

'how version (/N\—<03 > DRTR)
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PerLET

cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 04.25
NXOS: version 9.3 (4)
BIOS compile time: 05/22/2019
NXOS image file is: bootflash:///nxo0s.9.3.4.bin
NXOS compile time: 4/28/2020 21:00:00 [04/29/2020 06:28:31]

Hardware
cisco Nexus 3132QV Chassis (Nexus 9000 Series)
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16399900 kB of memory.

Processor Board ID FOXXXXxXxX23
Device name: cs2
bootflash: 15137792 kB

usbl: 0 kB (expansion flash)

Kernel uptime is 79 day(s), 10 hour(s), 23 minute(s), 53 second(s)



Last reset at 663500 usecs after Mon Nov 2 10:50:33 2020
Reason: Reset Requested by CLI command reload
System version: 9.3 (4)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

cs2#
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"DIT 7 LY T 71l (RCF) D1 b—IL"
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FIE ICEWVWET, COFIEEFALT. RCFON—>2a>u®# 7y I L—RT3ZL
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B4 = MR

LA Y0))

C AV FREDREDONY I T v T,

* USREANTRICKEEL TWVWS (OJICIZ =AWV, FRIEEROBMENRELTVS) ,
CREOUT 7L VAT 7L (RCF) »

* RCFOA VR M= LEFICRHEBRZA v FADO Y — JLEER

* "Cisco 1 —HZw kA1 vF"s HR—KFETNTLWBONTAP XRCFON—3 DWW THE. AT Y FD
BEfMORESBLTLIETV, RCFOOT Y REBX L. NX-OSON—=2 3 IcH B ATV RIEBEX DR
ICIE. XY ROKEBRBRINFET DH5EeDHD X7,
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* U 2ZAZ LIF D%AEIE. T cluster1-01 _clus1 1 « [ cluster1-01 _clus2 1 . T cluster1-02 _ clus1
1« Tcluster1-02 _clus2 J « [ cluster1-03 clus1 ] T9%, [ cluster1-03 clus2' | . T cluster1-02
1« Tcluster1-04_clus1 1 « [ cluster1-04_clus2 | o

* Tclustert @ : *>1 POV T, 95 X2D&RI%ZTRLET,

CDRAZIZDWVWT

FE Tlk. ONTAP J<Y > R ¥ Cisco Nexus 3000 V) —X XA wFIAY Y ROWMAZFERATINELNHD
o BICERINTLARLAED, ONTAP IT Y REMALE Y,

CDFE TlE. BfERIREA Inter-Switch Link (ISL ; X1 wFRE > 7) IIHNEBHD £FH A, RCFD/N—2 3
VEEETDEISLESIC—RBNICKE T 3HEMRH Z 0. CNIERFTEDEETY, V5REZD/ V2R
Fy FPARL =23 %RIFITEH7HIC. ROFIE IF. 2—5 v F XA Yy FTOFIBEDEITHRIC. IRTD
IS ABLIFEEEL TWVWAN— b F—XA v FICBITLET,

DFIEZTTLTLEETWNXOSY I hUz7ELVI) T 7 LU RBRIT 7AINEA VA S—ILT 5%z
LET"ZT)vo L. ROFIEZRITLET,

FlE1 : R—bDRT—RRAZHRT S
1. 9SRZRA Y FICERINTVWEE/ —RDIFZZXZR—bERRLET,

I network device-discovery show | D& SICKRRINET

14



PerLET

clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 N3K-
C3132Q-V

eOd cs?2 Ethernetl/7 N3K-
C3132Q-V
clusterl-02/cdp

ela csl Ethernetl/8 N3K-
C3132Q-V

e0d cs?2 Ethernetl/8 N3K-
C3132Q-V
clusterl-03/cdp

ela csl Ethernetl/1/1 N3K-
C3132Q-V

e0b cs2 Ethernetl/1/1 N3K-
C3132Q-V
clusterl-04/cdp

ela csl Ethernetl/1/2 N3K-
C3132Q-V

e0b cs?2 Ethernetl/1/2 N3K-
C3132Q0-V

clusterl::*>

2 BUSRAAKR—PDBBIAT—RALIERT—2 R =R LF T,
a IRTDIVFTAAR—MDEREBIRETHD B LE T,

I network port show -ipspace cluster | D& SICKRRINET



PerLET

clusterl::*> network port show -ipspace Cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false



Node: clusterl-04

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

clusterl::*>

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

b. IRTDYIFREA>BZ—TxARX (LIF) DNR—LR—MICHBezHEBLET,

I network interface show -vserver Cluster | D& SICRTINE T
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PerLET

clusterl::*> network interface show -vserver Cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 e0d true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl up/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

clusterl::*>

C USRAADAADY ZARXA v FDIFERERTLTVWB I E=HEELE T,

system cluster-switch show -is-monitoring enabled-operational true Z{#EHAL £ ¢



PerLET

clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true
Switch
Model

csl
NX3132QV

Serial Number:

Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

cs?2
NX3132QV

Serial Number:
Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

Type Address

cluster—-network 10.0.0.1
FOXXXXXXXGS

true

None

Cisco Nexus Operating System (NX-0S)

9.3(4)
CDP
cluster—-network 10.0.0.2
FOXXXXXXXGD
true
None

Cisco Nexus Operating System (NX-0S)

9.3(4)
CDP

2 entries were displayed.

@ ONTAP 98L& TlE. OV FRZFEHL XY system switch ethernet show -is

-monitoring-enabled-operational trueo

. OZSARLIF TEBUN— M EEMICLET,

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert false

CHOIXYY FOERTRIZ. BB N-HENDICR O TV E 2R L TLIESE LY,

O FRAAAYF cs2 T /—RDISRAZR—MIEHRINTVWEIR— bz vy bETYLETD,
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cs2 (config) # interface ethl/1/1-2,ethl/7-8
cs2 (config-if-range) # shutdown

5. USRBAR—=EMISREZAAYF cs1 TRAPENTWEBR—MIBITINTWVWEZ L ZzHEBLET,
CHUCIIBMD DB BD ET,

I network interface show -vserver Cluster | D& SICRTRINE T

PlErLET

clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.3.4/23
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 ela false

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 ela false

clusterl-03 clusl up/up 169.254.1.3/23
clusterl1-03 ela true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 ela false

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 ela false

clusterl::*>

6. VSAANERTHB L zBRLET,

[ cluster show | ZBBL TV
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PerLET

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

clusterl::*>

FlE2: vy b7y T EERELTHERELET

1L IHEODXAYFREDIE—Z FLRERELTLVAVESIE. XOOYYROEHETEFI N T 7ILICO
to_ L/—C1%ﬁl/i-§_o

'how running-config'
2. 24y Fcs2 DiEMZ V) —>T7 v L. BEXNGEY M7y T2ETLET,

%L\ RCF £ BH £ L@AT 318814, X1 v FREENEL. EANADTERTE
(D 22BrB0ET, 21V FEBELY b7y TTEICE AV FOLUTILIASY —
LR — MBS ZUEAB D £ 5,

a REZHELZXY,
FlERLET
(cs2)# write erase

Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway? (y/n) [n] vy

b. 21 wvFZ2)T—-rLET,

PerLET

(cs2)# reload

Are you sure you would like to reset the system? (y/n) y
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3. FTP. TFTP. SFTP. SCPOWIFNHIDEETO LI EZFEALT. XM vFcs2DT—rTZv>

2ICRCFZOE—L %Y, Cisco AV RDFMICOWVWTIE. [ OZHT3HM REBRBLTLLIES
L\ "Cisco Nexus 3000 Series NX-OS Command Reference ] #&2B L TL<7EEWV H1 K,

PerLET

cs2# copy tftp: bootflash: vrf management

Enter source filename: Nexus 3132QV _RCF vl.6-Cluster-HA-Breakout.txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server
Established.

TETP get operation was successful

Copy complete, now saving to disk (please wait)...

4 J—bT7ZvPallmiicd 7 >O0—RLIRCF ZHEBLZE Y,

5.

22

Cisco AY Y RDFFMICDOWVWTIFE. [y DZHETEHHA FZBRL T TV "Cisco Nexus 3000 Series
NX-OS Command Reference ] #&BL TLL7EETW HA1 K,

PerLET

cs2# copy Nexus 3132QV RCF vl.6-Cluster-HA-Breakout.txt running-
config echo-commands

,— =

l'show bannermotd | A RDONF—HNZHERLE T, X1V FORECIREZBYNIZITSIC

MEBQIEFER ICKRHINTLVEFIRZ L KHATRITIZVEN DD 9,
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PerLET

cs2# show banner motd

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

kAhkKkkkhkhkKh KKk %k

* NetApp Reference Configuration File (RCF)

*

* Switch : Cisco Nexus 3132Q0-V

* Filename : Nexus 3132QV RCF vl.6-Cluster-HA-Breakout.txt
* Date : Nov-02-2020

* Version : v1.6

* Port Usage : Breakout configuration

* Ports 1- 6: Breakout mode (4x10GbE) Intra-Cluster Ports, int
el/1/1-4,

* el/2/1-4, el1/3/1-4,int el/4/1-4, el1/5/1-4, el/6/1-4

* Ports 7-30: 40GbE Intra-Cluster/HA Ports, int el/7-30

* Ports 31-32: Intra-Cluster ISL Ports, int el/31-32

*

* IMPORTANT NOTES

* - Load Nexus 3132QV RCF vl.6-Cluster-HA.txt for non breakout

config

*

* — This RCF utilizes QoS and requires specific TCAM configuration,
requiring

2 cluster switch to be rebooted before the cluster becomes
operational.

*

* - Perform the following steps to ensure proper RCF installation:
*

o (1) Apply RCF, expect following messages:

w - Please save config and reload the system...

* - Edge port type (portfast) should only be enabled on
POEES o o o

& - TCAM region is not configured for feature QoS class
Ibv4...

*

* (2) Save running-configuration and reboot Cluster Switch

*

* (3) After reboot, apply same RCF second time and expect

following messages:

* - % Invalid command at '"' marker
*
& (4) Save running-configuration again
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* - If running NX-0OS versions 9.3(5) 9.3(6), 9.3(7), or 9.3(8)

& - Downgrade the NX-0S firmware to version 9.3(5) or earlier if
* NX-0S using a version later than 9.3(5).

* - Do not upgrade NX-0OS prior to applying v1.9 RCF file.

W - After the RCF is applied and switch rebooted, then proceed to
upgrade

& NX-0S to version 9.3(5) or later.

*

* — If running 9.3(9) 10.2(2) or later the RCF can be applied to the

switch

* after the upgrade.

*

* — Port 1 multiplexed H/W configuration options:

o hardware profile front portmode gsfp (40G H/W port 1/1 is
active - default)

o hardware profile front portmode sfp-plus (10G H/W ports 1/1/1

- 1/1/4 are active)
u hardware profile front portmode gsfp (To reset to QSFP)

*
KA KAk AR A AR A A A A A A AR A AR A AR A AR A AR AR A AR A AR A AR AR A A A AR A A hA A A A A A A A A Xk kK

k) kkkkkKk*k

6. RCF 771D ELWVWFHLWLWN—=3 0 THB e xR LET,
'how running-config'

HA%FT v L TELVWRCF AHD %2R I581F. ROBHRHMNAELWI CEZERL TS
Lo

° RCF /N —
° J—REKR—FDRE
° HREIAX

HORBIET A FOBRICE>TELED XY, R—bOREZHRL. 1V X b—JLLT-RCF ICEH
DEEN BN Y-/ —bZ2BRLTILEE L,

RCFD 7w 7L —RRICIOGPER— b2 A >S54 VICTBFIRICOVTIE, FL Y IR
() —R0ESFEBELT 2TV, "Cisco 3132075 AZ X1 v F DI10GLER— hHiF > 5
1 AR,

7. RCF ODN—= 3 e RA Yy FDREHNELWVWC & ZESEL 5. running-config 7 7 - L% startup-
config Z 71 JLICOE—LF T,

Cisco AV Y FDOFMICDOWTIE. Ty OZETEH10 RZEEBL T ZE L) "Cisco Nexus 3000 Series
NX-OS Command Reference ] #&BL TLL7EETW HA1 K,
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PerLET

cs2# copy running-config startup-config
[ E A AR H A H AR H R4S HHHE] 100% Copy complete

8 XM wFces2%F)T—bLET AAYFOIT—FrRIC/—RICHLTIHRE SN TSR EZR—FH
BLELTWS] IRV MIERLTHEFVEE A

erLET

cs2# reload
This command will reboot the system. (y/n)? [n] y

9. EU RCF #EAL. RITHDOEREEZDHS—EREFELET,
MERLEY

cs2# copy Nexus 3132QV RCF vl.6-Cluster-HA-Breakout.txt running-
config echo-commands

cs2# copy running-config startup-config
(HFHFHAHAHEHFHF A HHHHAHHF A F S F R HHHHHHHHE] 1003 Copy complete

10. VS REDUSREAR— OREMZHELF T,

a JSRAFAR—EDNEHLTED. IFXAZRDIARTO/ —RTERBICBELTWE e 2L &
ERS

I network port show -ipspace cluster | DK SICKRRINET
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PerLET

clusterl::*> network port show -ipspace Cluster

Node: clusterl-01

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

Node: clusterl-02

Ignore

Health
Port
Status

Health
IPspace
Status

Cluster

Cluster

up

up

9000

9000

auto/10000

auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

Node: clusterl-03

Ignore

Health

Cluster

Cluster

up

up

9000

9000

auto/10000

auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela

Cluster

healthy false

e0d

Cluster

healthy false

Cluster

Cluster

up

up

9000

9000

auto/100000

auto/100000



Node: clusterl-04

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

b. JSREANSRA v FOREMERIELE T,

I network device-discovery show -protocol cdp | AL ET
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PerLET

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7
N3K-C3132Q-V

eOd cs?2 Ethernetl/7
N3K-C3132Q-V
cluster01-2/cdp

ela csl Ethernetl/8
N3K-C3132Q-V

e0d cs?2 Ethernetl/8
N3K-C3132Q0-V
cluster01-3/cdp

ela csl Ethernetl/1/1
N3K-C3132Q0-V

e0b cs2 Ethernetl/1/1
N3K-C3132Q-V
clusterl-04/cdp

ela csl Ethernetl/1/2
N3K-C3132Q-V

e0b cs?2 Ethernetl/1/2
N3K-C3132Q-V

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address
Model
csl cluster—-network 10.233.205.90

N3K-C3132Q0-V
Serial Number: FOXXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP

cs2 cluster—-network 10.233.205.91



N3K-C3132Q-V
Serial Number: FOXXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP

2 entries were displayed.

@ ONTAP 98L& Tld. OV FZERL XY system switch ethernet show -is

-monitoring-enabled-operational trueo

A4 Y FICO—R L7 RCFN=3 Il &oTES cs1 A4y FAVY —IILTROEAD
RACNBZEDHD FT,

2020 Nov 17 16:07:18 csl %$ VDC-1 %S %STP-2-
UNBLOCK CONSIST PORT: Unblocking port port-channell on

(:) VLANOO092. Port consistency restored.
2020 Nov 17 16:07:23 csl %S VDC-1 %S $STP-2-BLOCK PVID PEER:
Blocking port-channell on VLANOOOl. Inconsistent peer vlan.
2020 Nov 17 16:07:23 csl %$$ VDC-1 %$ $STP-2-BLOCK PVID LOCAL:
Blocking port-channell on VLANOO092. Inconsistent local vlan.

() 75258/ —RAEETHZLBESNB ETIERASHID BT LABD £ T
1. 252821 v F os1 T /—KDTFREK— FCBRINTOBR—FES vy RV LET,

PerLET

csl (config) # interface ethl/1/1-2,ethl/7-8
csl (config-if-range)# shutdown

122 95 XZ LIF B RA Y F cs2 TRAMEINTWVWER— MIBITINII e ZBRALET, ThICIZEHD
NBZEhBDEI,

I network interface show -vserver Cluster | D &S ICRTINE T
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PerLET

clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04
clusterl::*>

clusterl-01 |

e0d

clusterl-01

el0d

clusterl-02

e0d

clusterl-02

e0d

clusterl-03

e0b

clusterl-03

eOb

clusterl-04

e0b

clusterl-04

e0b

up/up
false

clusl

up/up
true

clus?2

up/up
false
up/up
true

clusl
clus?2
clusl wup/up
false
up/up
true

up/up
false

clus?2

clusl

clus2 up/up

true

1B VSAEANEETH B zBRLET,

30

I cluster show | #

SRLTRRETL

169.

169.

169.

169.

169.

169.

169.

169.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23



PerLET

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

14. 24 v Fes1 TFIE1~10Z#DBL £,

FIE3 : ZEZ )T — L THELEY
1. 93 X4 LIF TEBUN—FZBMICLFT,

PerLET

clusterl::*> network interface modify -vserver Cluster -1if * -auto
-revert True

2224y Fes1 &) T—bLET, ChUF. V5 RALIF DR—LR—EADOUN—rE M) H—F B
TUWET, ATy FOUT—FRIZ/—RIRLTHRESNE TS XFAR—EDMELELTWVS] 1RV
MIEHLTHEWVWEE A

PerLET

csl# reload
This command will reboot the system. (y/n)? [n] y

3. USRBAR—MIEHREINTLE R Y FR-EDPEMEL TVWB L ZREELE T,

show interface brief | grep up

31



PerLET

csl# show interface brief | grep up

Ethl/1/1

1 eth access up none
10G (D) --
Ethl/1/2 1 eth access up none
10G (D) --
Ethl/7 1 eth trunk up none
100G (D) --
Ethl/8 1 eth trunk up none
100G (D) --

4 cs1 & cs2 D ISLHAEBEL TWB e =R LE T,
MR—brFvRILOBIE)

PlerLET

csl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
b - BFD Session Wait
S - Switched R - Routed
U - Up (port-channel)
p - Up in delay-lacp mode (member)
M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol (SU) Eth LACP Ethl/31 (P) Ethl/32 (P)
csl#

5. VS RHA LIF B R—LR—BMICUN— N =HERLET,

I network interface show -vserver Cluster | D& SICRTINE T
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PerLET

clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 e0d true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eld true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0d true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOb true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOb true

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true

clusterl::*>

6. VSRAWERETHZ =R LET,
[ cluster show | Z&2BLTLETL

PlerLEd

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

clusterl::*>
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1. )E—FITZRARAVA—T 24 R ping ZRITL TEGZHESRLE S,
I cluster ping-cluster -node local | Z&8E L T T L)

erLET

clusterl::*> cluster ping-cluster -node local

Host is clusterl1-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0a

Cluster clusterl-03 clusZ2 169.254.1.1 clusterl-03 eOb
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0Ob
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 eOa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 e0d
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0Oa
Cluster clusterl-02 clus2 169.254.3.9 clusterl-02 e0Od

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)

8. ONTAP 9.8 LIS TIld. OOV RFEFEALT. 41— Y F XA YFAIREZAZOOTINEKEEXT
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L. Ry FEEOOI T 71 IILIRELF I

I'system switch ethernet log setup -password] XU Z AL ET
IS RT LAY FOA—Hxy bOTDEME

a. [ system switch ethernet log setup -password | E AL 9

PlerLET

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password

Enter the switch name: csl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc
Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:a1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

b. A7J7953<7 K system switch ethernet log enable-collection
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PerLET

clusterl::*> system switch ethernet log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?

{yIn}: [n] ¥y
Enabling cluster switch log collection.

clusterl::*>

C) CN5DOAT Y ROVWITNATIS—HIRENZGEIX. Xy b7y FHR—MIE/[L
ahtE<iETL,

9. ONTAP J1J—XZ 9.5P16. 9.6P12. LUV 9.7P10 LUED/NYF ) ) —ZXTlEk. XOIAX Y REFAL

36

T A=Y FRAYFAIILIEZZOOTINEREZEMCL. XMy FEEDOOT T 71 L2 &
LET,

I'system cluster-switch log setup -password'] KUV TT

'system cluster-switch log enable-colion

a. [ system cluster-switch log setup -password | ¥ AL 9



PerLET

clusterl::*> system cluster-switch log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system cluster-switch log setup-password
Enter the switch name: esl

RSA key fingerprint is
eb:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:a1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

b. AJJ79330V7 K system cluster-switch log enable-collection

PermLET

clusterl::*> system cluster-switch log enable-collection

Do you want to enable cluster log collection for all nodes in the

cluster?

{yvin}: [n] ¥y
Enabling cluster switch log collection.

clusterl::*>
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@ CNSDARYFOVWTNHATIS—HNBRINBZHEIE. Xy b7y THR-KIBEL
BhELEEI L,

A—HRZXYZIAYFAIREZZR) 0O INE
OJ INE#EEZ#FRA L T. ONTAP TRA Y FEEDOOT 7 71 IL#WNETET X,

A—HBRXY XA YFAILZREZR (CSHM) . VF5REZXYRNT—DRAYFERAML =Ry T —2
24y FOBEOBEMEZHEREL. TNVIRICRIyFOOJZRELE T, COFIETIF. XM yFH5
DR R— MO DOINEEZRES L UVUHBT 3 7O X% H K L. AutoSupportic & > TNE S />
EHIM AT — X D1 C C DUINEZRBEBL 9,

ERZRIBd BHIC
* Cisco 3132Q-VI S XX XA wF* CLI' A L TRENEY F 7y TN TVWB I e =L £ 9,

C AAYFDANILAEZEADBMICE > TVWBIHENRHD £, CNEHEERT BICIE. Is Monitored: 7
4 —JLRIE. system switch ethernet show ANYYRZETLET

Fg
1. 41— Y FRAYFAIREZ DO INEKBED /NI T — REZER L £,

S RTFLRAAYFA—Yxy rOTdEY Ty T - NI T—R]
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PerLET

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: esl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

2. OJWNEXRATBICIE. IOOAIY REEITL. deviceZgi®AY Y R THEALIERAAM v FICBE IR
¥, MADZA 7OOJINEDFIBINE T, Sl Y R— MOJ O EEHNA*T—2D1BEZ D
IRETY,

system switch ethernet log modify -device <switch-name> -log-request true
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PerLET

clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {y|n}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

100/F>THH6. OFIREN T T LI ez L F T,
system switch ethernet log show
C) CNSDIRYROVWTNATISI—MREINIIBE. FLEOTDOIENTT LEVE
BlE. NetAppHR— MCHRIVEDE CTZE L,
NSNS a—FTa>y

OJNERBEICL > TROVWITNHADIZ—RT—RADBREINTHEES (DHEAICKRTRIINETY) system
switch ethernet log show)T. MIGT 27T /N\vIFIEZHL F7,

OJIRETIS—XFT—4R RRARFE
* RSAxF—h'H D A ONTAP SSHF¥—%=B4m L £, NetApptR—
ICHEBVEHLELLTEETL,
2AYFINAT—RIS— LTI vILEKRIEL. SSHERZT X ~

L. ONTAPSSH¥—%B4mL£d, FEICDOWT
IF. RAYFDIYZ a7 ILZFEEET DD, NetAppt
R—RMIHERBVWEHDELTET L,

* FIPSICECDSAF—h'H b FHA* FIPSE— RABHMICHR > TWVWBIERIZ. BR1T93
BIICRMwF CECDSAFT—%24KTI3HNENHD F
XS
BFEoOIJHARREDOMD L1 XAy FEOUEIOOTINET 71 IILZHIBRL £
IR
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RAYFRA IO ITS5— Ay FA—HFICOTWNENERD H D =ML
F9, LEROEHREHEEBBL TV,

SNMPV3DEE

A—HBRY XA YFANILREZARY VY (CSHM) ZHR— k9 BSNMPV3%ZERET
BICIE. ROFIEICHRE->TL TV

CDRERIICDOWVWT
DAY > R, Cisco 3132Q-VZX A1 v FICSNMPV31—HZZHEL £,
* SREE7%: L*DIZE | snmp-server user SNMPv3 USER NoAuth
* MD5/SHASRSEDIZE™ | snmp-server user SNMPv3 USER auth [md5|shal AUTH-PASSWORD

* AES/DESEES bz R L 7=* MD5/SHASSEEDHZE™* . snmp-server user SNMPv3 USER
AuthEncrypt auth [md5|sha] AUTH-PASSWORD priv aes-128 PRIV-PASSWORD

ONTAP flITSNMPV31—H 4 ZKET DAV Y RIFRDEED T, cluster! : *> security login create -user
-or -group-name_snmp3_user_-application snmp-authentication-method usm -remote-switch-ipaddress
address’

RDAY > RiE. CSHMTSNMPV31—HHZEIIL £J, clusterl::*> system switch ethernet
modify -device DEVICE -snmp-version SNMPv3 -community-or-username SNMPv3 USER

FE
1. LS b2 FERTALDICAT Y FOSNMPV3A—HZH/ELE T,

show snmp user
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PerLET

(swl) (Config) # snmp-server user SNMPv3User auth md5 <auth_password>
priv aes-128 <priv_password>

(swl) (Config) # show snmp user

SNMP USERS
User Auth Priv (enforce) Groups
acl filter
admin md5 des (no) network-admin
SNMPv3User md5 aes-128 (no) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

(swl) (Config) #

2. ONTAP I TSNMPV31—H%2tw 7V L X7,

42

security login create -user-or-group-name <username> -—-application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212



PerLET

clusterl::*> system switch ethernet modify -device "swl
(b8:59:9£:09:7c:22)" -is-monitoring-enabled-admin true

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. HILLSNMPV31—H'TEHRTBLSICCSHMEREL 95

system switch ethernet show-all -device "swl" -instance
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PerLET

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name: swl
IP Address: 10.231.80.212
SNMP Version: SNMPv2c
Is Discovered: true
SNMPv2c Community String or SNMPv3 Username: cshml!
Model Number: N3K-C31320-V
Switch Network: cluster-network
Software Version: Cisco Nexus
Operating System (NX-0S) Software, Version 9.3 (7)
Reason For Not Monitoring: None <---- displays
when SNMP settings are valid
Source Of Switch Version: CDP/ISDP
Is Monitored ?: true
Serial Number of the Device: QTFCU3826001C
RCF Version: v1.8X2 for
Cluster/HA/RDMA

clusterl::*>

clusterl::*> system switch ethernet modify -device "swl" -snmp
-version SNMPv3 -community-or-username <username>

clusterl::*>

- #L<AEBL L7cSNMPV3Z—HTRART 3> U 7ILESH. CSHMAR—) » JHRDT T RICEIOFIET

SHALICDDLRALTHB =L ET,

system switch ethernet polling-interval show



PerLET

clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

swl
10.231.80.212
SNMPv 3

true

SNMPv3User
N3K-C3132Q-V
cluster—-network

Cisco Nexus

Operating System (NX-0S) Software, Version 9.3 (7)

Reason For Not Monitoring:

when SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for
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