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RDOARY RIF. T—XOB8ER%E 2 BEELELE T,

clusterl:> **system node autosupport invoke -node * -type all -message

MAINT=2h**

B BIUSABAVRA—ARXRIT R ZAAYFDE ) —RIZHEINTWVWRISAZA Y RA—ART AR —T

I1ADEERTLET,

PlerLET

clusterl

Node/
Protocol
Platform

I network device-discovery show -protocol cdp

::*> network device-discovery show -protocol cdp

Local
Port

Discovered
Device (LLDP: ChassisID) Interface

c92300YC

c92300YC

nodel

c92300YC

C92300YC

e0b

/cdp
ela

e0b

csl Ethl/2 NOK-
cs?2 Ethl/2 NOK-
csl Ethl/1 NOK-
cs?2 Ethl/1 NO9K-

4 entries were displayed.

4 BOUSARZAVEA—TIAADEBBAT—RAFIIIERT—2 A=A LT,

a Ry rIT—UR—bDEMZRRILET, network port show —-ipspace Cluster



PerLET

clusterl::*> network port show -ipspace Cluster

Broadcast Domain

Speed (Mbps)

Link MTU Admin/Oper

Cluster

Cluster

Broadcast Domain

up 9000 auto/10000
up 9000 auto/10000
Speed (Mbps)

Link MTU Admin/Oper

Node: node2
Health

Port IPspace
Status

ela Cluster
healthy

e0b Cluster
healthy

Node: nodel
Health

Port IPspace
Status

ela Cluster
healthy

e0b Cluster
healthy

Cluster

Cluster

4 entries were displayed.

b. LIF ICB8 T 31FHZRTLEX T,

up 9000 auto/10000

up 9000 auto/10000

I network interface show -vserver Cluster



PerLET

clusterl::*> network interface show

Logical Status Network
Current Is
Vserver Interface Admin/Oper Address/Mask
Port Home
Cluster

nodel clusl up/up 169.254.209.69/16
ela true

nodel clus2 up/up 169.254.49.125/16
e0b true

node2 clusl up/up 169.254.47.194/16
ela true

node2 clus2 up/up 169.254.19.183/16

eOb true

4 entries were displayed.

S YE—FUFRAARLIFIC ping ZRITLET,

cluster ping-cluster -node node-name

-vserver Cluster

Current

Node

nodel

nodel

node?2

node?2



PerLET

clusterl::*> cluster ping-cluster -node node2

Host 1s node?2

Getting addresses from network interface table...
Cluster nodel clusl 169.254.209.69 nodel
Cluster nodel clus2 169.254.49.125 nodel
Cluster node2 clusl 169.254.47.194 node2
Cluster node2 clus2 169.254.19.183 node2
Local = 169.254.47.194 169.254.19.183

Remote =

Cluster Vserver Id

Ping status:

4294967293

Basic connectivity succeeds

Basic connectivity fails on

Detected 9000

Local
Local
Local
Local

169.
169.
169.
169.

byte MTU on 4

254.
254.
254.
254.

19.
19.
47 .
47 .

183
183
194
194

to
to
to
to

169.254.209.69 169.254.49.125

on 4 path(s)
0 path (s)

path(s) :

Remote
Remote
Remote
Remote

169.
169.
169.
169.

254.
254.
254.
254.

Larger than PMTU communication succeeds on
RPC status:

2 paths up,
2 paths up,

0 paths down
0 paths down

(tcp check)
(udp check)

ela
e0b
ela
eOb

209.69
49.125
209.69
49.125
4 path(s)

6. IRTDY S XA LIF T auto-revert AX Y RAEMICHE->TWAR e =HERALET,

network interface show -vserver Cluster -fields auto-revert Z#3E{TL £



PerLET

clusterl::*> network interface show -vserver Cluster -fields auto-

revert

Logical
Vserver Interface Auto-revert
Cluster

nodel clusl true

nodel clus2 true

node2 clusl true

node2 clus?2 true

4 entries were displayed.

7. ONTAP 9.4 LUPEDIZEIX. IV REFERAL TRy FEEOOT 77 ILERETZ-HDIC. IFRA
ZAYFANILREZZOOJNEKEEEBMICLE T,

'system cluster-switch log setup-password ' & & U 'system cluster-switch log enable-collection



PerLET

clusterl::*> system cluster-switch log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system cluster-switch log setup-password
Enter the switch name: esl

RSA key fingerprint is
eb:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:al1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?
{yIn}: [n] ¥y

Enabling cluster switch log collection.

clusterl::*>
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PerLET

KOFTIE. RAYFNIP 7RLRX 1721921 DY —NICEFHTE I3 #HERELE T,

cs2# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. NX-OS V7 hUT7H &V EPLD 1 X—T% Nexus 92300YC R wFICOAE—L %7,



PerLET

cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxo0s.9.2.2.bin
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/nxo0s.9.2.2.bin /bootflash/nx0s.9.2.2.bin
/code/nx0s.9.2.2.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/n9000-epld.9.2.2.img
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@l172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/n9000-epld.9.2.2.img /bootflash/n9000-
epld.9.2.2.img

/code/n9000-epld.9.2.2.img 100% 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

4. NX-OS VI b T7DRITHON-I 3V ZRHEL T T,

'how version (/N\—<3 > DRR)
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PerLET

cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2018, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 05.31
NXOS: version 9.2(1)
BIOS compile time: 05/17/2018
NXOS image file is: bootflash:///nxo0s.9.2.1.bin
NXOS compile time: 7/17/2018 16:00:00 [07/18/2018 00:21:19]

Hardware
cisco Nexus9000 C92300YC Chassis
Intel (R) Xeon(R) CPU D-1526 @ 1.80GHz with 16337884 kB of memory.
Processor Board ID FD0O220329V5

Device name: cs2
bootflash: 115805356 kB

Kernel uptime is 0 day(s), 4 hour(s), 23 minute(s), 11 second(s)

Last reset at 271444 usecs after Wed Apr 10 00:25:32 2019
Reason: Reset Requested by CLI command reload

11



System version: 9.2 (1)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s):

cs2#

S.NX-OS A A=A VA =ILLET,

AXR=DT7AINEA VA =IITBRE. RAAYyFE)T—rF2PICO—RFINFT,
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PerLET

cs2# install all nxos bootflash:nxos.9.2.2.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.2.2.bin for boot variable "nxos".
[] 100% -- SUCCESS

Verifying image type.
[] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.9.2.2.bin.
[] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxo0s.9.2.2.bin.
[] 100% -- SUCCESS

Performing module support checks.
[] 100% -- SUCCESS

Notifying services about system upgrade.
[] 100% -- SUCCESS

Compatibility check is done:
Module Dbootable Impact Install-type Reason

1 yes disruptive reset default upgrade is

not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt New-
Version Upg-Required

1 nxos 9.2(1)
9.2(2) yes

1 bios v05.31(05/17/2018) :v05.28(01/18/2018)
v05.33(09/08/2018) yes

13



Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] y

Install is in progress, please wait.

Performing runtime checks.
[l 100% -- SUCCESS

Setting boot variables.
[] 100% -- SUCCESS

Performing configuration copy.
[] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[] 100% -- SUCCESS

2019 Apr 10 04:59:35 cs2 %S VDC-1 %$$ SVMAN-2-ACTIVATION STATE:
Successfully deactivated virtual service 'guestshell+'

Finishing the upgrade, switch will reboot in 10 seconds.

6. X4 yFD)T—FrEIC. NX-OSY TR T7OHLWN—a 0 EREERLED,

'how version (/N\—3 > DFRT)
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PerLET

cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2018, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 05.33
NXOS: version 9.2 (2)
BIOS compile time: 09/08/2018
NXOS image file is: bootflash:///nxos.9.2.2.bin
NXOS compile time: 11/4/2018 21:00:00 [11/05/2018 06:11:006]

Hardware
cisco Nexus9000 C92300YC Chassis

Intel (R) Xeon(R) CPU D-1526 @ 1.80GHz with 16337884 kB of memory.

Processor Board ID FD0O220329V5
Device name: cs?2
bootflash: 115805356 kB

Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 52 second(s)

Last reset at 182004 usecs after Wed Apr 10 04:59:48 2019

15
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Reason: Reset due to upgrade
System version: 9.2 (1)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :



PerLET

cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x7
I0 FPGA 0x17
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2

cs2# install epld bootflash:n9000-epld.9.2.2.img module 1
Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module

Upgradable

Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07
No
1 SUP IO FPGA 0x17 0x19
Yes
1 SUP MI FPGA2 0x02 0x02
No

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) 2 [n] y

Proceeding to upgrade Modules.
Starting Module 1 EPLD Upgrade

Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 04
sectors)

Module 1 EPLD upgrade is successful.

Module Type Upgrade-Result

17



1 SUP Success

EPLDs upgraded.

Module 1 EPLD upgrade is successful.

8 XAy FDUT—rRICBEOJI> L. HILLWAN—23 20 EPLD AEEEICO— RSN/ =HEEL
9,

erLET

cs2# *show version module 1 epld*

EPLD Device Version
MI FPGA 0x7

IO FPGA 0x19
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
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* FE TlE. ONTAP OX > R DMmAZFERTINENH D £ "Cisco Nexus 9000 1)
—Z 24 wF"; ONTAP O > RiZ. BICIEENLRVLEDFERINE T,

* COFIE #FI1TTBHIC. A1 YFEBEORFDONYITYITHHBD e xMaaL TR
TL

C> * ZOFIE TiE. BfEFIREAInter-Switch Link (ISL ; X7 wFR) > 2) IMEHD FH
Ao RCFON— 3 % BB 3 CISLIESIC—RMICHE T I8N H D70, ik
HEH EDEETT, VSRAED/ VAR YTARL— 3 VERBIZ-0IC. ROFIE
lE. 23— Y F XA Y FTOFIEOEITHIC. IRTDI T RAALIFE#FELTWE/N—F
F—RAYFICBITLET,

FIE

1L OSAZAAYFICERINTVWEE/ —RFDISRARZKR—bERRLET, [ network device-
discovery show

PlermLET

clusterl::*> *network device-discovery show*

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform
nodel/cdp

ela csl Ethernetl/1/1 NOK-
C92300YC

e0b cs?2 Ethernetl/1/1 NOK-
C92300YC
node2/cdp

ela csl Ethernetl/1/2 NOK-
C92300YC

elb cs2 Ethernetl/1/2 NOK-
C92300YC

clusterl::*>

2 BRUSAZAR—PDEBRAT—RALEBERT—2 A ZHERLF T,

a gRTDYFRARZR— MW ERLGRETH D ZHRL £ T, network port show -ipspace

Cluster
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PerLET

clusterl::*> *network port show -ipspace Cluster*

Node: nodel

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

elc Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
Node: node?2

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

elc Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
clusterl::*>

b. IRTDIFREA>BZ—=T AR (LIF) DNR—LKR—MCHBeZHEBLET. network

interface show -vserver Cluster



PerLET

clusterl::*> *network interface show -vserver Cluster*

Logical
Current Current Is
Vserver Interface
Port Home

Cluster

nodel clusl
elc true

nodel clus2
eld true

node2 clusl
elc true

node2 clus2
eld true
clusterl::*>

C. USRBZICHADY ZRAZXA v FOBEBRNIRTRINDEZHRLET T,

show -is-monitoring -enabled true |

Status

Network

Admin/Oper Address/Mask

up/up

up/up

up/up

up/up

169.254.

169.254

169.254.

169.254.

3.4/23

.3.5/23

3.8/23

3.9/23

Node

nodel

nodel

node?2

node?2

I system cluster-switch
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PerLET

clusterl::*> *system cluster-switch show -is-monitoring-enabled

-operational true*
Switch
Model

csl
NO9K-C92300YC

Serial Number:

Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

cs?2
NOK-C92300YC

Serial Number:
Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

Type Address

cluster—-network 10.233.205.92
FOXXXXXXXGS

true

None

Cisco Nexus Operating System (NX-0S)

9.3(4)
CDP
cluster-network 10.233.205.93
FOXXXXXXXGD
true
None

Cisco Nexus Operating System (NX-0S)

9.3(4)
CDP

2 entries were displayed.

3. USXALIF TEEBUN—FEEMICLET,

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert false

4. UFRAZRAYF cs2 T. /—RDIFRAAR—MIERINTVWBEIR—bZzdvy bEIVLFET,

cs2 (config) # interface el/1-64
cs2 (config-if-range) # shutdown

0. UZRAAR—EDBISZTRAARXA Y F cs1 TRARINTWVWBR—MIBITINTVWRZEEZERLET,
CNISIZEIDOIDZ e BHD FJ, network interface show -vserver Cluster
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PerLET

clusterl::*> *network interface show -vserver Cluster*

Current

Node

nodel

nodel

node?2

node?2

Logical Status Network
Current Is
Vserver Interface Admin/Oper Address/Mask
Port Home
Cluster

nodel clusl up/up 169.254.3.4/23
elc true

nodel clus2 up/up 169.254.3.5/23
elc false

node2 clusl up/up 169.254.3.8/23
elc true

node2 clus2 up/up 169.254.3.9/23
elc false
clusterl::*>

6. VS RAANEETHDZ & =MESEL £ :cluster show
BlermLET

clusterl::*> *cluster show*
Node Health Eligibility Epsilon
nodel true true false
node?2 true true false

clusterl::*>

7. WEDRA WFREDIAE— %2 FRHFEELTVLAVESIEZ. ROOTYYROEHETFFI T 7A)LICO

E-LTHREFLET,

'how running-config'

8 XA wF cs2 DIEEIV—>T v L. BEXBNEGEEY Ty TE2RTLED,

#HLUVWRCF ZEFHEITBERT %G1 X1 vFREZHEL. EXB

BREZRITY

(D axBrB0ET. RV FEBELY M7y TTAIE A YFOLUTILIALY —
VR~ MR 3UBABD £

a REZHELEI,
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PerLET

(cs2)# write erase
Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway? (y/n) [n] vy

b. 24 wvFZ2)T—-brLET,

PlEerLET

(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

9. FTP. TFTP. SFTP. SCPOWITNHADEZETO LI ZFHALT. XA VYFcs2DT—rTSvY
2ICRCF ZaE— L&Y, CiscodV¥ > FOFMICOVWTIE. T1 OFYTEIHA FZBRLTILETL
"Cisco Nexus 9000 > =X XA v F" HA K,

COBF. TFTP ZEALT. RAMvFcs2DT— b7y all RCFZIE—F3HEZRLTVE
ER

cs2# copy tftp: bootflash: vrf management
Enter source filename: /code/Nexus 92300YC_RCF v1.0.2.txt
Enter hostname for the tftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password:

tftp> progress

Progress meter enabled

tftp> get /code/Nexus 92300YC RCF v1.0.2.txt /bootflash/nxos.9.2.2.bin
/code/Nexus 92300YC R 100% 9687 530.2KB/s 00:00

tftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

10. 7=+ T7 3y allficd7>O—RL7RCF ZEAL XY,

CiscodY Y RDFEMICDOWTIE. [y OZHTB3HA RESEBL T TV "Cisco Nexus 9000 1) —
Z2A Y F" HA R,
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CDBIFE. RCFZ 7L %ERLTWET Nexus 92300YC RCF v1.0.2.txt X v Fcs2ICBDFITF %
ER

cs2# copy Nexus 92300YC_RCF _vl1.0.2.txt running-config echo-commands

Disabling ssh: as its enabled right now:
generating ecdsa key (521 bits)......
generated ecdsa key

Enabling ssh: as it has been disabled

this command enables edge port type (portfast) by default on all
interfaces. You

should now disable edge port type (portfast) explicitly on switched
ports leading to hubs,

switches and bridges as they may create temporary bridging loops.

Edge port type (portfast) should only be enabled on ports connected to a
single

host. Connecting hubs, concentrators, switches, bridges, etc... to
this

interface when edge port type (portfast) is enabled, can cause
temporary bridging loops.

Use with CAUTION

Edge Port Type (Portfast) has been configured on Ethernetl/1 but will

only

have effect when the interface is in a non-trunking mode.

Copy complete, now saving to disk (please wait)...
Copy complete.

M. RCFAERICN—Y N2 XA v FCHERLET,

'how running-config'
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cs2# show running-config

!Command: show running-config

'Running configuration last done at: Wed Apr 10 06:32:27 2019
!Time: Wed Apr 10 06:36:00 2019

version 9.2 (2) Bios:version 05.33

switchname cs2

vdc cs2 id 1
limit-resource vlan minimum 16 maximum 4094
limit-resource vrf minimum 2 maximum 4096
limit-resource port-channel minimum 0 maximum 511
limit-resource udroute-mem minimum 248 maximum 248
limit-resource ubroute-mem minimum 96 maximum 96
limit-resource m4route-mem minimum 58 maximum 58

limit-resource méroute-mem minimum 8 maximum 8
feature lacp
no password strength-check
username admin password 5
S5SHY9Kk3F9$YdCZB8iQJ1RtoiEFa0sKP5I0/LNG1k9C41SJfi5kesl
6 role network-admin

ssh key ecdsa 521

banner motd #
*  Nexus 92300YC Reference Configuration File (RCF) wv1.0.2 (10-19-2018)
* Ports 1/1 - 1/48: 10GbE Intra-Cluster Node Ports

* Ports 1/49 - 1/64: 40/100GbE Intra-Cluster Node Ports

* Ports 1/65 - 1/66: 40/100GbE Intra-Cluster ISL Ports

@ RCF ##I& CiEHT B & Fld. T Error : Failed to write VSH commands * ] £WS5 X wtz—
DHRREIND D, BEELTHEFVEFHAS



1. RCFZ7AIDELVFHLWNA—S3 > THB xR LEFT, show running-config

HAZFT v LTELWVWRCF %% 2R 515513, ROBHEMNMELVWI C2RBL TS
LYo

° RCF N+ —
° J—REKR—bDRE
°c HRAEIRAX

HORBET A FOBRICE>TELED XY, R—rOREZHRL. 1V b—JLLTRCF ICEH
DEEHGZVWHNI )=/ — b ZBRBLTIETEL,

2 RCFODN= 3V RAAYFDREDNELWVWI & ZHEFEL 75, running-config 7 7 -1 JL% startup-
config Z 71 JLICOE—LF T,

CiscodY Y RDOFEMICDOWTIE. [y OZHITB3HA RESBL T TV "Cisco Nexus 9000 1) —
ZZ2A Y F" HA R,

cs2# copy running-config startup-config
[] 100% Copy complete

3 RAwFcs2Zz ) T—hrLET, AAYFDIT—FRIZ/—RIHLTHRESINE T9FREZR— K
FLELTWVWS] ARV MIERLTHIVEEA,

cs2# reload
This command will reboot the system. (y/n)? [n] y

4. USREDY S RAAR— bOREMZHERLE T,

a JFZAZHADITARTD/ —RTedd R—rHBELTHED., ERBICHELTVWSZEZERELET,

network port show -ipspace Cluster
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PerLET

clusterl::*> *network port show -ipspace Cluster*

Node: nodel

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status
ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000
healthy false
Node: node2
Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status
ela Cluster Cluster up 9000 auto/10000
healthy false
eOb Cluster Cluster up 9000 auto/10000
healthy false

b. VS ZENERAYFDANILZAZHERLET (LIF A e0d ICR—LTHWED. X1 vF cs2 HRR
EINRBVAETBEEDBD FT) o



PerLET
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30

clusterl::*> *network device-discovery show -protocol cdp*

Node/ Local
Protocol Port
Platform
nodel/cdp

ela
N9K-C92300YC

eOb
N9K-C92300YC
node?2/cdp

ela
N9K-C92300YC

eOb

NO9K-C92300YC

clusterl::*> *system cluster-switch show -is-monitoring-enabled

-operational true*
Switch
Model

csl
N9K-C92300YC

Serial Number:
Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

cs?2
NOK-C92300YC

Serial Number:

Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

Discovered

Device (LLDP: ChassisID) Interface
csl Ethernetl/1
cs?2 Ethernetl/1
csl Ethernetl/2
cs?2 Ethernetl/2

Type Address

cluster—-network 10.233.205.90

FOXXXXXXXGD

true

None

Cisco Nexus Operating System (NX-0S)

9.3(4)
CDP
cluster-network 10.233.205.91
FOXXXXXXXGS
true
None

Cisco Nexus Operating System (NX-0S)

9.3(4)
CDP

2 entries were displayed.



XAy FICO—R L7 RCF N=2 3 2IC&k 2T
RRCNBEHHOET

2020 Nov 17 16:07:18 csl %$ VDC-1 %$$ %STP-2-
(:) UNBLOCK CONSIST PORT: Unblocking port port-channell on

VLANOO092.

Port consistency restored.

cs1 A0 wFAVY —ILTROHEAH

2020 Nov 17 16:07:23 csl %S VDC-1 %$ %STP-2-BLOCK PVID PEER:

Blocking port-channell on VLANOOOI.

Inconsistent peer vlan.

2020 Nov 17 16:07:23 csl %$ VDC-1 %$$ %$STP-2-BLOCK PVID LOCAL:

Blocking port-channell on VLANQ092.

Inconsistent local vlan.

5. USRRZAAYF cs1 T. /—RDIUZRER—MIEHREINTVWEIR—bZEI vy FEOYLET,

ROBITIE. FIE1 OHAOBZERBLTWVWET,

csl (config) # interface el/1-64
csl (config-if-range)# shutdown

6. 7S XZLIFHARAYF cs2 TRAMINTWER— MIBITINI-Z EZ2HE

WhZZehHDFJ, network interface show -vserver Cluster

PlerLET

mlLET. ThICIZER

clusterl::*> *network interface show -vserver Cluster*

Logical
Current Is
Vserver Interface
Port Home
Cluster

nodel clusl
e0d false

nodel clus2
eld true

node2 clusl
eld false

node2 clus?2
e0d true

clusterl::*>

Status Network Current
Admin/Oper Address/Mask Node
up/up 169.254.3.4/23 nodel
up/up 169.254.3.5/23 nodel
up/up 169.254.3.8/23 node?2
up/up 169.254.3.9/23 node?2

1. 95 ZADEETH S Z & %=MER L £9 :cluster show

b\
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PerLET

clusterl::*> *cluster show*

Node Health Eligibility Epsilon
nodel true true false
node?2 true true false

clusterl::*>
8. XM wFcs1 THIE7~14 %##DRLE T,

9. VSXZLIF TEBUN—FZBMILET,

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert True

10. 24y Fes1ZUT—bLET, THIE. IFRELF DFR—LR—EADIUN—rZ M)HA—FBHEIC
TVWET. MY FOUT=bRIC/—RICHLTHRESNL [T ZR-bHMBELELTVE] 1RY
MIERLTHEVEE Ao

csl# reload
This command will reboot the system. (y/n)? [n] y

M. OS5 RAR—MIEHEINTVWBRRAMYFR—EDPIELTVWBR I EZERELET,

csl# show interface brief | grep up

Ethernetl/1 1 eth access up none

10G (D) --
Ethernetl/2 1 eth access up none
10G (D) --
Ethernetl/3 1 eth trunk up none
100G (D) --
Ethernetl/4 1 eth trunk wup none
100G (D) --

12. CS1 & CS2 ORED ISL H&REL TUWL 3 Z & = FEER L £ 9 show port-channel summary
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PerLET

csl# *show port-channel summary*

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s — Suspended r - Module-removed
b - BFD Session Wait
S - Switched R - Routed
U - Up (port-channel)
p - Up in delay-lacp mode (member)
M - Not in use. Min-links not met

Group Port- Type Protocol
Channel
1 Pol (SU) Eth LACP

Member Ports

Ethl/65(P)

18. VS5 RB LIF BR—LR—KMMIUN—bENC BB LET,

-vserver Cluster

PerLET

Ethl/66 (P)

network interface show

clusterl::*> *network interface show -vserver Cluster*

Network Current
Address/Mask Node
169.254.3.4/23 nodel
169.254.3.5/23 nodel
169.254.3.8/23 node?2
169.254.3.9/23 node?2

Logical Status
Current Is
Vserver Interface Admin/Oper
Port Home
Cluster

nodel clusl  up/up
e0d true

nodel clus2 up/up
e0d true

node2 clusl up/up
e0d true

node2 clus?2 up/up
e0d true

clusterl::*>
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4. JSZAEADNEETHD Z & =MESEL £ :cluster show

erLET

clusterl::*> *cluster show*

Node Health Eligibility Epsilon
nodel true true false
node?2 true true false

15 UE—RIFREA VR —T T4 RIC ping ERITL TEFREZRERLET,

34
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PerLET

clusterl::*> *cluster ping-cluster -node local*
Host is nodel

Getting addresses from network interface table...
Cluster nodel clusl 169.254.3.
Cluster nodel clus2 169.254.
Cluster node2 clusl 169.254.
Cluster node2 clus2 169.254.
Local = 169.254.1.3 169.254.
Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

nodel e0la
nodel eOb
node2 ela
node2 e0b

P W w W
= O o U D

Basic connectivity succeeds on 12 path(s)
Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)
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ONTAP 9.8L4[%

ONTAP 9.8 B TIE. XODIOAR Y REFEALT. VXXX YFANIIREZ RO UNEMKBEZERIC
LT R4y FEEDOV 7710 ZNELE T, system switch ethernet log setup-
password}3$lfsystem switch ethernet log enable-collection

AJITHATY VR system switch ethernet log setup-password

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: ecsl
RSA key fingerprint is e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2
RSA key fingerprint is 57:49:86:al1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

FDRIZKRDIAY > R%E AJ] system switch ethernet log enable-collection

clusterl::*> system switch ethernet log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?
{yIn}: [n] y

Enabling cluster switch log collection.

clusterl::*>

ONTAP 9.4L1[%



ONTAP 9.4 LIPEDIBEIZ. OV REFRAL TR v FEEOOT 77 AILERET R -HIC. V5 R
BAAYFAINREZZOOTINEKEEZBMICLET,

'system cluster-switch log setup-password ' & & U 'system cluster-switch log enable-collection

I system cluster-switch log setup -password | ¥ AL X9

clusterl::*> system cluster-switch log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system cluster-switch log setup-password
Enter the switch name: ecsl
RSA key fingerprint is e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log setup-password
Enter the switch name: cs2
RSA key fingerprint is 57:49:86:al1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

FODRIZKRODIAY > R%E AJ] system cluster-switch log enable-collection

clusterl::*> system cluster-switch log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?
{yIn}: [n] ¥y

Enabling cluster switch log collection.

clusterl::*>
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C) CNBDIRYROVWTINTIZI—MRENZFEIF. Xy b7y T R—-MMIBEVWED
LT LY,

A —HRZY R RAYFAIIREZZ) 7 DOTINE

A—HXY FIXAYFAILREZAR (CSHM) 1F. VT REZRZY NT—O XA Y FER
fL—=2Ry D=0 XAy FOMEDREMZHIE L. TNV TRICAAMyFOoOT
ZINELXT, COFIETIE. A1 YyFHS50OFER Y R— MO DIEXRES &
URtB I3 7Ot X & HA1 K L. AutoSupportil & > TUNE I NI*ERR LT — 2 D1
BfEl C C DUINEZRImL £,

FIE

1. OJIREZRET BICIE. RAYFILICRODIAI Y RERTLEY, OJNERD Ry F&, 21—
. BEIUONRT—FOANZERDONF T,

2T LRy FA—Ry bOTE Y TV T -INZAT—FK]

erLET

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: csl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>
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2 O NEZBIRTBICIE. KOO RERERTL. deviceZBIODAY Y RTHEALIER A Y FICESFHERZ
£9, MADRA OO NELFIBINE T, sl Y R— MO O EENE* T —XDIEEC D
INETT,

system switch ethernet log modify -device <switch-name> -log-request true

PlerLET

clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

103> TH 5. OJIREDTT LIcC e =zHR/ LTI,

system switch ethernet log show

@ CNS5DAY Y ROVWTNHATIS—IRINTHZE. £HIEFOTOPRENTT LG VWG
B, NetAppHR—MIHBERVWEDLELTET L,

FSTIWNSa—FTa>0%1T5
OJINEKEICE > TROVWTNHADI T —XT—RADRETNIIZE (DEADICKRTEINET) system
switch ethernet log show)T. MIGT 2T /N\vIFIEZHHL X7,

OJIREIS—XT—RR RRARE
* RSAFxF—hH'H O £FHA* ONTAP SSHEF¥ —%# B4/ L £, NetApptrR—
ICEBUVWEHLELLTEETL,
AAYFNRAT—RIS— LTIy )L EREEL. SSHESRZ T X ~

L. ONTAPSSH*x—%B4L£d, FIEICDOWT
& R4 Y FDORYZ a7 I ZBRTSH. NetAppt
A= MICBBEVWEHE LTIV,
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* FIPSICECDSAF—H'H D FHEA* FIPSE—RABEMICHR>TVWBRHZEIE. BT 3
HIICRA v FCECDSAF—Z LT 3HENHD X

ERS

BEoOIJNREDOHMDELT A1y FEOURIOOJIRET 71 IILZHIBRL £
ER

AAYyFATOTIS— Ay FA-HICOTINEERDH S Z =8 L

F9, LELDRRFHZSRL TSI L,

SNMPV3 D& E

A=Y FRAYFAIREZZD) > (CSHM) ZHR— M BSNMPV3%RET
BICIE. ROFIEICRE>TLEEET L,

CDERTICDOVT
ROIAXR > R, Cisco 92300YC A A v FICSNMPV31—HEZHREL I,
* BREE7%: L*DIZE | snmp-server user SNMPv3 USER NoAuth

* MD5/SHAGREEDZE™ | snmp-server user SNMPv3 USER auth [md5|sha] AUTH-PASSWORD

* AES/DESEES bz MR L 7=* MD5/SHASSEEDZE* . snmp-server user SNMPv3 USER
AuthEncrypt auth [md5|sha] AUTH-PASSWORD priv aes-128 PRIV-PASSWORD

ONTAP I CSNMPV31—HRZH/HET DAV RIFRDEH D TT, cluster! : *> security login create -user
-or -group-name_snmp3_user_-application snmp-authentication-method usm -remote-switch-ipaddress
address’

RO R, CSHMTSNMPV3A—HZZMIIL X9, clusterl::*> system switch ethernet
modify -device DEVICE -snmp-version SNMPv3 -community-or-username SNMPv3 USER

FIE
1. uqu(‘:Bﬁ?ﬂZ’EﬁFﬁ?'%ck'DL_Z'f‘/?—(DSNMPVBZL HZE Ebi'd'o

show snmp user
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PerLET

(swl) (Config) # snmp-server user SNMPv3User auth md5 <auth_password>
priv aes-128 <priv_password>

(swl) (Config) # show snmp user

SNMP USERS
User Auth Priv (enforce) Groups
acl filter
admin md5 des (no) network-admin
SNMPv3User md5 aes-128 (no) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

(swl) (Config) #

2. ONTAP I TSNMPV31—H%2tw 7V L X7,

security login create -user-or-group-name <username> -—-application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212
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PerLET

clusterl::*> system switch ethernet modify -device "swl
(b8:59:9£:09:7c:22)" -is-monitoring-enabled-admin true

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. HILLSNMPV31—H'TEHRTBLSICCSHMEREL 95
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PerLET

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name: swl
IP Address: 10.231.80.212
SNMP Version: SNMPv2c
Is Discovered: true
SNMPv2c Community String or SNMPv3 Username: cshml!
Model Number: NO9K-C92300YC
Switch Network: cluster-network
Software Version: Cisco Nexus
Operating System (NX-0S) Software, Version 9.3 (7)
Reason For Not Monitoring: None <---- displays
when SNMP settings are valid
Source Of Switch Version: CDP/ISDP
Is Monitored ?: true
Serial Number of the Device: QTFCU3826001C
RCF Version: v1.8X2 for
Cluster/HA/RDMA

clusterl::*>

clusterl::*> system switch ethernet modify -device "swl" -snmp
-version SNMPv3 -community-or-username <username>

clusterl::*>

- #L<AEBL L7cSNMPV3Z—HTRART 3> U 7ILESH. CSHMAR—) » JHRDT T RICEIOFIET
SHALICDDLRALTHB =L ET,

system switch ethernet polling-interval show

43



44

PerLET

clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

swl
10.231.80.212
SNMPv 3

true

SNMPv3User
N9K-C92300YC
cluster—-network

Cisco Nexus

Operating System (NX-0S) Software, Version 9.3 (7)

Reason For Not Monitoring:

when SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for
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