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clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-02/cdp

ela csl Ethl/2
C9336C

e0b cs2 Ethl/2
C9336C
clusterl-01/cdp

ela csl Ethl/1
C9336C

e0b cs?2 Ethl/1
C9336C

4 entries were displayed.
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PerLET

clusterl::*> network port show -ipspace Cluster

Node: clusterl-02

Health
Port
Status

Broadcast Domain

Speed (Mbps)

Link MTU Admin/Oper

ela Cluster
healthy
eOb Cluster
healthy

Node: clusterl-01
Health

Port
Status

Cluster

Cluster

Broadcast Domain

up 9000 auto/10000

up 9000 auto/10000

Speed (Mbps)

Link MTU Admin/Oper

ela Cluster
healthy
eOb Cluster
healthy

Cluster

Cluster

4 entries were displayed.
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PerLET

clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.209.69/16
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.49.125/16
clusterl-01 eOb true

clusterl-02 clusl wup/up 169.254.47.194/16
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.19.183/16
clusterl-02 elb true

4 entries were displayed.
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PerLET

clusterl::*> cluster ping-cluster -node clusterl-02
Host is clusterl-02

Getting addresses from network interface

Cluster clusterl-01 clusl 169.254.
Cluster clusterl-01 clus2 169.254.
Cluster clusterl-02 clusl 169.254.
Cluster clusterl-02 clus2 169.254.
Local = 169.254.47.194 169.254.19.

Remote =

Cluster Vserver Id

Ping status:

4294967293

Basic connectivity succeeds

Basic connectivity fails on

Detected 9000

Local
Local
Local
Local

169.
169.
169.
169.

byte MTU on 4

254.
254.
254.
254.

19.
19.
47 .
47.

183
183
194
194

to
to
to
to

on 4 p

table...

209.69 clusterl-01
49.125 clusterl-01
47.194 clusterl-02
19.183 clusterl-02

183

169.254.209.69 169.254.49.125

ath(s)

0 path (s)

path (s
Remote
Remote
Remote
Remote

) g

169.254.
169.254.
169.254.
169.254.

Larger than PMTU communication succeeds on
RPC status:

2 paths up,
2 paths up,

0 paths down
0 paths down

(tcp check)
(udp check)

209.69
49.125
209.69
49.125
4 path(s)
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PerLET

clusterl::*> network interface show -vserver Cluster -fields auto-

revert

Logical
Vserver Interface Auto-revert
Cluster

clusterl-01 clusl true

clusterl-01 clus2 true

clusterl-02 clusl true

clusterl-02 clus2 true
4 entries were displayed.
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PerLET

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password

Enter the switch name: csl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc
Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:a1:09:80:6a:61:9a:86:8e:3c:e3:b7:1£f:bl

Do you want to continue? {yln}:: [n] vy

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?
{yIn}: [n] y

Enabling cluster switch log collection.

clusterl::*>
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'system cluster-switch log setup-password ' & T 'system cluster-switch log enable-collection

PlerLET

clusterl::*> system cluster-switch log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system cluster-switch log setup-password
Enter the switch name: csl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {y|n}::[n] vy

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:a1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yIn}:: [n] vy

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?
{yln}: [n] y

Enabling cluster switch log collection.

clusterl::*>
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TOFTIE. RAVFHRIP 7RL R 1721921 DY —NICEFHG TETIEZRERELE T,

cs2# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.
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PerLET

cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxos.9.3.5.bin
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/nxo0s.9.3.5.bin /bootflash/nx0s.9.3.5.bin
/code/nxo0s.9.3.5.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

cs2# copy sftp: bootflash: vrf management

Enter source filename: /code/n9000-epld.9.3.5.img
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1"'s password:

sftp> progress

Progress meter enabled

sftp> get /code/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.1img

/code/n9000-epld.9.3.5.img 100% 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

4 NX-OSYIRITT7DORTHON—C a3 v EEELET,
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PerLET

cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 08.38
NXOS: version 9.3 (4)
BIOS compile time: 05/29/2020
NXOS image file is: bootflash:///nxo0s.9.3.4.bin
NXOS compile time: 4/28/2020 21:00:00 [04/29/2020 02:28:31]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: cs?2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



5.
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Last reset at 157524 usecs after Mon Nov 2 18:32:06 2020
Reason: Reset Requested by CLI command reload
System version: 9.3 (4)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

cs2#

NX-OS M X—=2% AR b—=JLLE T,

AAXA=DT7ANEAVA—ILTBRE AAyF2)T—hg3TICO—REINET,



PerLET

cs2# install all nxos bootflash:nxos.9.3.5.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.5.bin for boot variable "nxos".
[###fdfHH#H#HHE#4###H] 1005 —— SUCCESS

Verifying image type.
[##fH#H 444 SH#4#4H#] 100% —— SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.9.3.5.bin.
[###H#H# S #E##E##E##E] 1005 —— SUCCESS

Preparing "bios" version info using image bootflash:/nxos.9.3.5.bin.
[##### 4 EH A4 H#SH4H#44] 1008 —— SUCCESS

Performing module support checks.
(H####HH#SHH#SHH#AH##4] 1008 —— SUCCESS

Notifying services about system upgrade.
(##HHH 4 H S HHE#E##] 100% —— SUCCESS

Compatibility check is done:
Module Dbootable Impact Install-type Reason

1 yes disruptive reset default upgrade is
not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt New-
Version Upg-Required

1 nxos 9.3(4) 9.3(5)
yes

1 bios v08.37(01/28/2020) :v08.23(09/23/2015)

v08.38(05/29/2020) yes



Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy
Install is in progress, please wait.

Performing runtime checks.

[######HHHH#E#HE##E##E] 1005 —— SUCCESS

Setting boot variables.
[ H#H#E#4###H] 1005 —— SUCCESS

Performing configuration copy.
[######HHHHH#HH###4#4] 1008 —— SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.

[####H#HHH#E#H#E##E###] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

6. A FDUT—HFEIC. NX-OSY TR TOHLWN—-23 V2R LET,
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PerLET

cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 05.33
NXOS: wversion 9.3 (5)
BIOS compile time: 09/08/2018
NXOS image file is: bootflash:///nxos.9.3.5.bin
NXOS compile time: 11/4/2018 21:00:00 [11/05/2018 06:11:006]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: cs?2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 277524 usecs after Mon Nov 2 22:45
Reason: Reset due to upgrade
System version: 9.3 (4)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

7. EPLD A X—=2% 7w T L—RL. R4 vFEUIT—rLET,
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cs2# show version module 1 epld

EPLD Device Version

MT FPGA 0x7

I0 FPGA 0x17

MT FPGA2 0x2

GEM FPGA 0x2

GEM FPGA 0x2

GEM FPGA 0x2

GEM FPGA 0x2

cs2# install epld bootflash:n9000-epld.9.3.5.img module 1

Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable

Retrieving EPLD versions.... Please wait.

Images w
Module
Required

The abov
The swit
Do you w

i1l be upgraded according to following table:

Type EPLD Running-Version New-Version
SUP MI FPGA 0x07 0x07
SUP IO FPGA 0x17 0x19
SUP MI FPGA2 0x02 0x02

e modules require upgrade.
ch will be reloaded at the end of the upgrade
ant to continue (y/n) ? [n] vy

Proceeding to upgrade Modules.

Starting

Module 1
sectors)
Module 1
Module

EPLDs up

Module 1

Module 1 EPLD Upgrade

IO FPGA [Programming] : 100.00% ( 64 of 64

EPLD upgrade is successful.
Type Upgrade-Result

SUP Success

graded.

EPLD upgrade is successful.

Upg-

No
Yes
No



8. ZAwFD) T—rEICBEOS 1> L. FILLUN—3 20 EPLD AIEEEICO— RSN e &2REEL

9,

PerLET

cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x7

10 FPGA 0x19
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2

9. FIE1~8%#E DR LT, XA VFcs1INX-OSY T bz 7Z2 AV AM—ILLET,
YNOESE]
"YDr LY AR T 7ML (RCF) DA VR L—IL"

)77 LA 771I)L (RCF) O +—=)L

Nexus 9336C-FX22X 1 v FZHH Tt b7 v F L7 T. Reference Configuration
File (RCF; U77L>YABRT7 7)) Z#AVAS—ILTETEYd, COFIEZFRHL
T. RCFON=23>z7yTIL—RIBCHTEZXT,

VERERIR T 3B1IC. ODFIBZZTLET "NX-OSELURCFOA VA b—)LE#HELET",

EAABEBRCFIBRDFMICOVWTIE. ZBBLTLLEETW, VI I T7DA YA M—=I)LT =2 T70—"

B4z T
BB D
* AV FREDREDONY I T v T,
* VI RAZHFELRICKELTWVWS (OJICTZ—H RV, FIEREKOBEIRELTWVDB) .
* IWEDRCF7 71 Lo
* RCFDA YR b —ILBHIRBEIR XA FAD Y — LR

HEINZFFaxX> b

* "Cisco Ethernet Switch D _—2" H7R— K TN TULBONTAP ERCFON—2 3 ICDWTE. X1y F
DEBEMORZSBE LTIV, RCFOOT Y RIBX Y. NX-OSON—=2 3 VIcHB AT RIBEXX D

BICiE. XY FOKEFEGRDIEET 3HEDHD 9.
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* "Cisco Nexus 3000 & 1) —ZX 24w F"s CiscORAYFDT v TIL—RELXUATVI L —RFIEDEHE
HICDWTIE. CiscodWebt 1 E TAFARERY T Iz 7ELVT7 v FIL—RAHA REESBLTL
7230,

RCFZ1 >R E—=ILLET

FlzDWT
CDFIEOFITIE. A vFE /) —RTROMEEEFALTVWED,

*22D® Cisco 21w FD&HIE cs1 & cs2 T,
* J—R&l&cluster1-01. cluster1-02. cluster1-02. & & Ucluster1-02T9,

* U5 XA LIF D%&HIIE. cluster1-01 _clus1 . cluster1-01 _clus2 . cluster1-02 _clus1. cluster1-02 _
clus2 . cluster1-03 clus1 T9, cluster1-03 clus2 . cluster1-04_clus1 . & &K U cluster1-04_clus2 o

* Tclustert : : *>1 POV T hE. 95 X2D&RI%ETRLET,
COFIEOHTIZ. 2200/ —FREEFERALEFT, D/ —FKRid. 2 DD 10GbE V5 RXEA VA —A%7D

fR—bkela & eOb ZFERALET, #EBL T TV "Hardware Universe" #271) w2 LT, 75w k7
F—LDITRAAR—EHELWS EZRERELET,

(D) av> KU ONTAP DU U—RIC&>TRAEZHENBD £T.

CDRRTICDOWVWT

FIETIE. ONTAP <> R ¥ Cisco Nexus 9000 ) —XRAwFIAX Y ROTMAZFERITINELHD F
I, FFICHHEEINTULARLWAED, ONTAP OY Y REFEARALE T,

COFIE TIE. ENfERTEEZARInter-Switch Link (ISL ; X1 v FREY>Y) IZBEBEHD FEA. RCFO/N—T 5
VEREY B CISLERIC—RICKE T ML H 571, ChIFRFTLOEETT, I5XE2D/ VX

fy TPARL =23 %FRTR70HIC. ROFIE IF. =5y R XA Y FTOFIBEBOEITRIC. IRTOD
IS AZLIFEEEL TWBAN—hF—XA v FICBITLET,

HLOWN—3aYDRAYFYITRITTERCFEZAVIAM=ILTBRIC. RAMYFDOHRESE

(D HEL. BxmnREERTIAUENBDET, SUTLIVY—LEBRLTRT v FI
BHTHUBNBDET, CORRI T, EBRY FI—2OREE LY FLET,

FlE1 : REOEEE LET
1. 9SRAZAA YFIEHRINTVWER/ —RDISRAEKR— b ERRLET,

I network device-discovery show | D& S ICRRINET
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PerLET

clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 NOK-
C9336C

eOd cs?2 Ethernetl/7 NOK-
C9336C
clusterl-02/cdp

ela csl Ethernetl/8 NOK-
C9336C

e0d cs?2 Ethernetl/8 NOK-
C9336C
clusterl-03/cdp

ela csl Ethernetl/1/1 NOK-
C9336C

e0b cs2 Ethernetl/1/1 NO9K-
C9336C
clusterl-04/cdp

ela csl Ethernetl/1/2 NO9K-
C9336C

e0b cs?2 Ethernetl/1/2 NOK-
C9336C

clusterl::*>

2 BUSRAAKR—PDBBIAT—RALIERT—2 R =R LF T,
a IRTDIVFTAAR— D EBBIRETHBEH L TVWA I xERLED,

network port show —-role cluster



PerLET

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false



Node: clusterl-04

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

clusterl::*>

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

b. IRTDYIFREA>BZ—TxARX (LIF) DNR—LR—MICHBezHEBLET,

I network interface show -role cluster ]| DK SICRREINZET

25



PerLET

clusterl::*> network interface show -role cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 e0d true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl up/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

8 entries were displayed.

clusterl::*>

C. UZRADAADIZARRA vFDBERERTL TWVWBR I ZEELET,

system cluster-switch show -is-monitoring enabled-operational true Z{ER L £



PerLET

clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch Type Address
Model
csl cluster-network 10.233.205.90 NO9K-
C9336C
Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP
cs?2 cluster-network 10.233.205.91 NOK-
C9336C
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP

clusterl::*>

3. USXALIF CEEBUN—FZEMILET,

PlerLET

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert false

FlE2 : R—bZ2RET S
1. 9SR2XA4YF cs2 T, /—RDIFRAAR—MIERINTVWBEIR— vy OV LFET,



PerLET

cs2 (config) # interface ethl/1/1-2,ethl/7-8

cs2 (config-if-range) # shutdown

CNUCIBBHD DB BD XT,

I network interface show -role cluster ] DK S ICKRRINET

PlerLEd

clusterl::*> network interface show
Status

Current Is
Vserver
Port

Logical

Interface

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

01 clusl
true

01 clus2
false
02 clusl
true

02 clus2
false

03 clusl
true

03 clus2
false

04 clusl
true

04 clus2
false

8 entries were displayed.

clusterl::*>

3. USREANEETHB L =MEIBLET,

28

[ cluster show | ZEBBLTLETL

-role cluster
Network

OSRZLFD I9F5RRZRA Yy F cs1 THEARETNTWVWBRR—MIBITENTWE e ZzHEBLF Y,

Admin/Oper Address/Mask

up/up

up/up

up/up

up/up

up/up

up/up

up/up

up/up

1609.

169.

169.

169.

169.

169.

169.

1609.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23



PerLET

clusterl::*> cluster show

Node

Health

Eligibility Epsilon

clusterl-01
clusterl-02
clusterl-03
clusterl-04

true

4 entries were displayed.

clusterl::*>

true
true
true

true

4 MEDZAA Yy FREDIAL—Z FEREFELTVAWVEEIE. ROOAYY ROEAZTF AT 7ILICO

E—LTREFLET,

show running-config

S. A v F cs2 DIEM=E V) —>T7 v T L. BRNGtY b7y TE2RITLET,

% L\\RCF #BH £ (BAT 318813, A1 v FREENEL. BEAMNADER =TT
(D 22BrB0ET. 21V FEBELY b7y TTAICE AT YFOLUTILIAYY —
JLE— Mo ZRELBD 7,

a XREZHELFT,

erLET

(cs2)# write erase

Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway?

b. 21 wvFZ2)T—-rLET,

PerLET

(cs2)# reload

(y/n) [n] ¥y

Are you sure you would like to reset the system? (y/n) y

29



6.

8.

30

FTP. TFTP. SFTP. SCPOWITMNH DEZXFOMIILEFEBLT. ATV Fcs2DT—rT3v>
2ICRCF%#JE—L %9, Cisco AV RDEMAICOVWTIE. T) DFYETEIHAREBBLTLLES
L) "Cisco Nexus 9000 Series NX-OS Command Reference | 2B L TLLIEET W H1 K,

PerLET

CDFE. TFTPZERLT. X1 yFcs2DT—rT7Z v allRCFZIAE—92HE%RLT
WEd,

cs2# copy tftp: bootflash: vrf management

Enter source filename: Nexus 9336C_RCF_vl.6-Cluster-HA-Breakout. txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server
Established.

TETP get operation was successful

Copy complete, now saving to disk (please wait)...

T =bT75v i allEiicd o> O— R LERCF Z@BALE Y,

Cisco AY Y ROFFMICOWVWTIE. Ty OFKET B340 RZBH L T LT L "Cisco Nexus 9000 Series
NX-OS Command Reference 1 Z&BBL TS W A1 K,

erLET

CDFIEF. RAYFes2 ICAVRAR=ILENTWS RCF 771J)L T Nexus_9336C_RCF v1.6
-Cluster-HA-Breakout .txt | Z.RLTWE T,

cs2# copy Nexus 9336C RCF vl.6-Cluster-HA-Breakout.txt running-
config echo-commands

'show bannermotd ]| AX Y RDONF—HAOZFHERELEFT, X1 v FORECEEEZBEIICITS ICIE.
ROFEZBRB L TERITITIHRELRHD XY,
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PerLET

cs2# show banner motd

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

kAhkKkkkhkhkKh KKk %k

* NetApp Reference Configuration File (RCF)

*

* Switch : Nexus NI9K-C9336C-FX2

* Filename : Nexus 9336C RCF vl.6-Cluster-HA-Breakout.txt
* Date : 10-23-2020

* Version : vl1.6

* Port Usage:

* Ports 1- 3: Breakout mode (4x10G) Intra-Cluster Ports, int
el/1/1-4, el/2/1-4

, €1/3/1-4

* Ports 4- 6: Breakout mode (4x25G) Intra-Cluster/HA Ports, int
el/4/1-4, el/5/

1-4, el/6/1-4

* Ports 7-34: 40/100GbE Intra-Cluster/HA Ports, int el/7-34
* Ports 35-36: Intra-Cluster ISL Ports, int el/35-36

*

* Dynamic breakout commands:

* 10G: interface breakout module 1 port <range> map 10g-4x

* 25G: interface breakout module 1 port <range> map 25g-4x

*

* Undo breakout commands and return interfaces to 40/100G
configuration in confi

g mode:

* no interface breakout module 1 port <range> map 10g-4x

* no interface breakout module 1 port <range> map 25g-4x

* interface Ethernet <interfaces taken out of breakout mode>
* inherit port-profile 40-100G

* priority-flow-control mode auto

* service-policy input HA

* exit

*

R R i e b b 2b b b b b I 2b I e dh b e Sh b SR S b b S dh b 4R b db b 2R Sb b db b b db b b b db b 2b db b db Ib I Ib b b db b A b dh db b 4

kX kX kk kKK

O . RCF 77A1IDBELVWHFLWLWAN—3 > THB e xERELET,

'how running-config'



HA%ZFT v LTELWVWRCF B'% 3 ZHR 9 515513, ROBHRMNMELWVWI CZ2mRBL TR
T L

° RCF /N\F—
° J—RER—bFODETE
° HARAIARX

HARBIEY 1 FOBRICE >TERD XY, R—bOREZHRL. 1> b—JLLTRCF ICEH
DEEHGZVWHNI =X/ — b ZBRBLTIEEL,

10. RCF DN—=2 3 Ve RAM Y FDREDELWVWC E 2R L /5. running-config 7 7 - JL% startup-
config Z 71 JLICOE—LF T,

Cisco AY Y RDFEMICDOWVWTIE. T OB TBIHA REBBL T /ZTL) "Cisco Nexus 9000 Series
NX-OS Command Reference 1 B L TL 72T W H1 K,

PerLET

cs2# copy running-config startup-config
[HeH##HH4HHHHSHAHEHSHHHE A AR A A H S HHH#] 100% Copy complete

M 214 yFes2%)T—rLET, XA YyFOBREFHHRIC/ —RTHRESN: TS XFZR—FDBETL
TW3] AIRYMIEFELTHEFVEEAS

PermLET

cs2# reload
This command will reboot the system. (y/n)? [n] y

12. 9SAZ2D U SR R— bOEEEZEELET.
a JZZAZHADITARTD/ —RTedd R— D BELTHED. ERBICHELTVWSZZEELET,

I network port show -role cluster | DK S ICTRRENET
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PerLET

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps) Health
Health
Port IPspace Broadcast Domain Link MTU Admin/Oper Status
Status
ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps) Health
Health
Port IPspace Broadcast Domain Link MTU Admin/Oper Status
Status
ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false

Node: clusterl-03

Ignore

Speed (Mbps) Health
Health
Port IPspace Broadcast Domain Link MTU Admin/Oper Status
Status
ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
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Node: clusterl-04

Ignore

Speed (Mbps) Health
Health
Port IPspace Broadcast Domain Link MTU Admin/Oper Status
Status
ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

a VIRAEADBRAYFDANIINRZMHEFELEFT (LIF AP e0d ISR—ALTHW =D X1 v F cs2 BRR
SNBWVWAIREMED B D XT) o



PerLET

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7
N9K-C9336C

eOd cs?2 Ethernetl/7
NO9K-C9336C
cluster01-2/cdp

ela csl Ethernetl/8
NO9K-C9336C

e0d cs?2 Ethernetl/8
NO9K-C9336C
cluster01-3/cdp

ela csl Ethernetl/1/1
NO9K-C9336C

e0b cs2 Ethernetl/1/1
NO9K-C9336C
clusterl-04/cdp

ela csl Ethernetl/1/2
NO9K-C9336C

e0b cs?2 Ethernetl/1/2
NO9K-C9336C

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address

Model

csl cluster—-network 10.233.205.90
NX9-C9336C

Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(5)
Version Source: CDP

cs2 cluster—-network 10.233.205.91
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NX9-C9336C
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)

Software, Version
9.3(5)
Version Source: CDP

2 entries were displayed.

AAYFICO—R LI RCF N=2 3 UIl&oTE cs1 Ry FIAVY =L TROHADMERT
TNBZehHhFT,

2020 Nov 17 16:07:18 csl %$ VDC-1 %$ %STP-2-UNBLOCK CONSIST PORT:
Unblocking port port-channell on VLANO092. Port consistency
restored.

2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-BLOCK PVID PEER:
Blocking port-channell on VLANOOOl. Inconsistent peer vlan.

2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-BLOCK PVID LOCAL:
Blocking port-channell on VLANOO0S2. Inconsistent local vlan.

18. VS RBZZXAYyFcs1 T /—RDIUZREZR—MIBEHREINTVWEIR—bZ2 vy bEUYLET,
erLET

TS A2 =T A1 2AOE B ERLE T,

csl (config) # interface ethl/1/1-2,ethl/7-8
csl (config-if-range)# shutdown

14. S XZLIFBRAYF cs2 TRAMINTWVWER— MIBITINICZ e ZBRLET, ThICIZEHD
NBZEehBDEI,

I network interface show -role cluster ]| D& S ICKRRINET

36



PerLET

clusterl::*> network interface show

Current Is
Vserver

Port Home

Logical

Interface

Statu

-role cluster
s Network

Admin/Oper Address/Mask

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-01 |

e0d

clusterl-01

el0d

clusterl-02

e0d

clusterl-02

e0d

clusterl-03

e0b

clusterl-03

eOb

clusterl-04

e0b

clusterl-04

e0b

up/up
false

clusl

up/up
true

clus?2

up/up
false
up/up
true

clusl
clus?2
clusl wup/up
false
up/up
true

up/up
false

clus?2

clusl

clus2 up/up

true

8 entries were displayed.

clusterl::*>

5. VSAEANEETH B zBRLET,

I cluster show | #

SRLTIRETV

169.254.

169.254.

169.254.

169.254.

169.254.

169.254.

169.254.

169.254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23
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PerLET

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

16. 21w Fcs1TFIEL ~1M%=EDRLET,
17. 9522 LIF TEBFIUN—bZEBMILE T,

PerLET

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert True

18 A4 yFes1ZzT—rLET, Thid. TR LIF DR—LR—EADOUN—+Z ) H—FBERIC
TUWET, RAYFOBEFPIC/ —FTHRESN VS XZR—EDBRETLTWVWS] ARY IR
FALTHFVEEA

PerLET

csl# reload
This command will reboot the system. (y/n)? [n] y

FIR3 : 1Ep e R L &9
1. 9 X2R—=MIEHRINTVWBE XA v FR— D up* THB 2R L FT,

show interface brief
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PerLET

Device-1ID
Port ID
nodel

ela

node?2

ela

cs?2
Ethl1/35
cs2
Ethl/36

Total entries

< »n
|

Local Intrfce

Ethl/1

Ethl/2

Ethl/35

Ethl/36

displayed:

4

VoIP-Phone,
Supports-STP-Dispute

133

133

175

175

csl# show interface brief | grep up
Ethl/1/1 1 eth access up none
10G (D) --
Ethl/1/2 1 eth access up none
10G (D) --
Ethl/7 1 eth trunk up none
100G (D) --
Ethl/8 1 eth trunk up none
100G (D) --
CRBELR/ —RBEFRINTVWR I ZHERLE T,

'How CDP Neighbors' Z8R L T 2T W

BlermLEd
csl# show cdp neighbors
Capability Codes: R - Router, T - Trans-Bridge,
Bridge

Switch, H - Host, I - IGMP

Hldtme Capability

H

R S I s

RS I s

B - Source-Route-

, r - Repeater,

D - Remotely-Managed-Device,

Platform

FAS2980

FAS2980

N9K-C9336C

NI9K-C9336C
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B XRDAYYREFHALT. 95R4/—RAELWISIAVLANICEFZFNTWARZ EEHEEL T,
show vlan brief

show interface trunk
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PerLET

csl# show vlan brief

VLAN Name

1 default
Ethl/3

Ethl/6, Ethl/7

Ethl/36

Ethl/9/3

Ethl/10/2

17  VLANOO17
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl/10/2

18  VLANOO18
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl1/10/2

31 VLANOO31
Ethl/13

Ethl/16

Ethl/19

Ethl/22
32 VLANQO32

Status

active

active

active

active

active

Ports

Pol, Ethl/1, Ethl/2,

Ethl/4, Ethl/5,

Ethl/8, Ethl/35,

Ethl/9/1, Ethl/9/2,

Ethl1/9/4, Ethl1/10/1,

Ethl1/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl/10/1,

Ethl/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl1/10/1,

Ethl/10/3, Ethl/10/4
Ethl/11, Ethl/12,

Ethl/14, Ethl/15,

Ethl/17, Ethl/18,

Ethl/20, Ethl/21,

Ethl/23, Ethl/24,
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Ethl/25

Ethl/28

Ethl/31

Ethl/34

33 VLANOO33

Ethl/13

Ethl/16

Ethl/19

Ethl/22

34 VLANOO34

Ethl/25

Ethl/28

Ethl/31

Ethl/34

csl# show interface trunk

active

active

Ethl/26,

Ethl/29,

Ethl/32,

Ethl/11,

Ethl/14,

Ethl/17,

Ethl/20,

Ethl/23,

Ethl/26,

Ethl/29,

Ethl/32,

Native
Vlan

Port
Channel

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl1/9/1
Ethl1/9/2
Eth1/9/3
Ethl1/9/4
Ethl1/10/1
Ethl1/10/2
Eth1/10/3
Ethl1/10/4

O T T Y S e e e S S S O = W = W =

trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking

Ethl/27,

Ethl/30,

Ethl/33,

Ethl/12,

Ethl/15,

Ethl1/18,

Ethl/21,

Ethl/24,

Ethl/27,

Ethl/30,

Ethl/33,



Ethl/11 33 trunking ==

Ethl/12 33 trunking ==
Ethl/13 33 trunking ==
Ethl/14 33 trunking -—
Ethl/15 33 trunking ==
Ethl/16 33 trunking ==
Ethl/17 33 trunking -—
Ethl/18 33 trunking ==
Ethl1/19 33 trunking ==
Ethl1/20 33 trunking -—
Ethl/21 33 trunking ==
Ethl/22 33 trunking ==
Ethl/23 34 trunking -—
Ethl/24 34 trunking ==
Ethl/25 34 trunking ==
Ethl/26 34 trunking -—
Ethl/27 34 trunking ==
Ethl/28 34 trunking ==
Ethl/29 34 trunking -—
Eth1/30 34 trunking ==
Ethl/31 34 trunking ==
Ethl/32 34 trunking -—
Ethl1/33 34 trunking ==
Ethl/34 34 trunking ==
Ethl/35 1 trnk-bndl Pol
Ethl/36 1 trnk-bndl Pol
Pol 1 trunking ==
Port Vlans Allowed on Trunk
Ethl/1 1,17-18

Ethl/2 1,17-18

Ethl/3 1,17-18

Ethl/4 1,17-18

Ethl/5 1,17-18

Ethl/6 1,17-18

Ethl/7 1,17-18

Ethl/8 1,17-18

Ethl/9/1 1,17-18

Ethl/9/2 1,17-18

Eth1/9/3 1,17-18

Ethl1/9/4 1,17-18

Ethl1/10/1 1,17-18

Eth1/10/2 1,17-18

Ethl1/10/3 1,17-18



Ethl1/10/4 1,17-18

Ethl/11 31,33
Ethl/12 31,33
Ethl1/13 31,33
Ethl/14 31,33
Ethl/15 31,33
Ethl/16 31,33
Ethl/17 31,33
Ethl/18 31,33
Ethl1/19 31,33
Ethl/20 31,33
Ethl/21 31,33
Ethl/22 31,33
Ethl/23 32,34
Ethl/24 32,34
Ethl1/25 32,34
Ethl/26 32,34
Ethl/27 32,34
Ethl1/28 32,34
Ethl/29 32,34
Ethl1/30 32,34
Ethl/31 32,34
Ethl/32 32,34
Ethl/33 32,34
Ethl/34 32,34
Ethl/35 1

Ethl/36 1

Pol 1

@ KFEDR— B LUVLANDFERAEDFMICDOWVWTIEF. RCFONFT—HLVEELRER
HOE 23 eBRLTIRE L,

4. cs1 & cs2 D ISLHHEBEL TWB e EESELE T,

R— b F v RILOBIE)
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PerLET

csl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s — Suspended r - Module-removed

b - BFD Session Wait

S - Switched R - Routed

U - Up (port-channel)

p - Up in delay-lacp mode (member)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports Channel
1 Pol (SU) Eth LACP Ethl1/35 (P) Ethl/36 (P)
csl#

5. UFRALIF BR—LR—KMMIUN—FENCeZHEELET,

I network interface show -role cluster ]| DL SICRREINZET
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PerLET

clusterl::*> network interface show

Current Is
Vserver
Port

Logical

Interface

Statu

-role cluster
s Network

Admin/Oper Address/Mask

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-01 |

e0d

clusterl-01

el0d

clusterl-02

e0d

clusterl-02

e0d

clusterl-03

e0b

clusterl-03

eOb

clusterl-04

e0b

clusterl-04

e0b

up/up
true

clusl

up/up
true

clus?2

up/up
true
up/up
true

clusl
clus?2
clusl wup/up
true
up/up
true

up/up
true

clus?2

clusl

clus2 up/up

true

8 entries were displayed.

clusterl::*>

6. VSAANERETHB L zHRLET,

46

I cluster show | #

SRLTIRETV

169.

169.

169.

169.

169.

169.

169.

169.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23



PerLET

clusterl::*> cluster show

Eligibility

Node Health
clusterl-01 true
clusterl-02 true
clusterl-03 true
clusterl-04 true

4 entries were displayed.
clusterl::*>

true
true
true

true

7. VE—FISRRAVA—T 4RI ping #RITL TEGEZESRLE S,

[ cluster ping-cluster -node local | % &g

LTRE
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PerLET

clusterl::*> cluster ping-cluster -node local

Host is clusterl1-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0a

Cluster clusterl-03 clusZ2 169.254.1.1 clusterl-03 eOb
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0b
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 eOa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 e0d
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0a
Cluster clusterl-02 clus2 169.254.3.9 clusterl-02 e0Od

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)

Cisco 9336C-FX27 5 XX XA v FTDSSHDOEHL
52821y FAILREZR (CSHM) H&UOJINEMEEEERT 315413, SSH
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F—Z2EBRLTHETTXAERXA Yy FTSSHZEBMICTBHENHD o

FIE
1. SSHAERNIC > TWBR E#HEEL 9,

show ip ssh

PerLET

(switch) # show ip ssh

SSH Configuration

Administrative Mode: . ...ttt iteneeennnnnnnn Disabled
SSOH POr Lt ittt ittt ettt et et et e 22
Protocol Level: ...t iintteeeeeeeeeeeeonaenns Version 2
SSH Sessions Currently Active: ........ceee.e... 0

Max SSH Sessions Allowed: . ...t neneennnnn 5

SSH TimeoUL (MINS) & & vttt vt et eeeeeneeneeneenes 5

Keys Present: ...t tiiteeteeeeeeeeeeenaeeeans DSA (1024) RSA(1024)
ECDSA (521)

Key Generation In ProgresSsS: . ......eeeeeeeeennn None

SSH Public Key Authentication Mode: ........... Disabled
SCP server Administrative Mode: ............... Disabled

2. SSH*¥—%Z&£RL %7,

crypto key generate
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PerLET

(switch)# config

(switch) (Config)# crypto key generate rsa

Do you want to overwrite the existing RSA keys? (y/n): y

(switch) (Config)# crypto key generate dsa

Do you want to overwrite the existing DSA keys? (y/n): y

(switch) (Config)# crypto key generate ecdsa 521

Do you want to overwrite the existing ECDSA keys? (y/n): y

switch) (Config)# aaa authorization commands "noCmdAuthList" none
switch) (Config)# exit
switch) # ip ssh server enable

switch) # ip scp server enable

switch)# ip ssh pubkey-auth
switch

( )
( )
( )
( )
( )
( )# write mem

This operation may take a few minutes.

Management interfaces will not be available during this time.
Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully.

Configuration Saved!

XM yFEI)T—LLFT,
BEO—K)
4. SSH A BE#ICHR->TWBR e =R LE T,

show ip ssh
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PerLET

(switch)# show ip ssh

SSH Configuration

Administrative Mode: ......iiiiii it ennennnn. Enabled
SOH POT Lt ittt ittt et e e et e e 22
Protocol Level: ...ttt n et eeeeeeeneeneaneenns Version 2
SSH Sessions Currently Active: ................ 0

Max SSH Sessions Allowed: .....i.itineeeennnennns 5

SSH TimeoUL (MINS) & v vttt it e oeeeeeneeneeneenes 5

Keys Present: ...ttt ittt enenenenenenenens DSA (1024) RSA(1024)
ECDSA (521)

Key Generation In ProgresSS: ... eeeeeeeeennnn None

SSH Public Key Authentication Mode: ........... Enabled
SCP server Administrative Mode: ............... Enabled

ROFIE
"OJINEZBMCLET"

A—HZXY AL YFANIREZR) VF0OOTIRE

OJUNEMEZFERAL T, ONTAP TRA v FBEDOT 7 7ML ZIRETEEXT, 1
—HRXY XA YFAILZREZAR (CSHM) E. V5 REARZXYNT—ORAYFER
L=y b= R0y FOEEDOREEMZHESEL. TNV IRBICRAyFoOd %
IRELXT, COFIETIE. A1 YyFHS50FFEE Y R—MOJDIREZRES LT
93 7Ot X% H K L. AutoSupportiC & > TUNE SN 7-*EHEN A * T — 2 D1BF
B DIEZRIBLE T,

EE %A T 38E0IC
* 9336C-FX20 S XA XA wF*CLI*"ZEAL TREN Y b7y TEINTVWB I 2R LE T,

C AAYFDINILRAEZZDERICBR > TVWBIRELRDHD FI, CNZHEFRTSICIE. Is Monitored: 7
4 —J)LRIE. system switch ethernet show AV RZZEITLEXT

FlE
1. A=Y I YTFAILREZRZOOVIEKED /NI T —RZERLE T,

AT LRAyFA—Txy bOJEY b7V T - NRXT—FK]
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2.

52

PerLET

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password

Enter the switch name: e¢sl
Would you like to specify a user other than admin for log
collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password

Enter the switch name: cs2
Would you like to specify a user other than admin for log
collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

OJWEZBIRTBICIE. ROV REFETL. deviceZBIOANY Y RTHEALIERAM v FICESFHERZ
¥, MADZA 7OOJINEDFIBINE T, Sl Y R— MOJ O EEHNA*T—2D1BEZ D
IRETY,

system switch ethernet log modify -device <switch-name> -log-request true



PerLET

clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {y|n}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

100/F>THH6. OFIREN T T LI ez L F T,
system switch ethernet log show
C) CNSDIRYROVWTNATISI—MREINIIBE. FLEOTDOIENTT LEVE
BlE. NetAppHR— MCHREIVEDE CTZE L,
NSO a—FTa>y

OJNERBEICL > TROVWITNHADIZ—RT—RADBREINTHEES (DHEAICKRTRIINET) system
switch ethernet log show)T. MIGT 27T /N\vIFIEZHL F7,

OJIRETIS—XFT—4R RRARFE
* RSAxF—h'H D A ONTAP SSHF¥—%=B4m L £, NetApptR—
ICHEBVEHLELLTEETL,
2AYFINAT—RIS— LTI vILEKRIEL. SSHERZT X ~

L. ONTAPSSH¥—%B4mL£d, FEICDOWT
IF. RAYFDIYZ a7 ILZFEEET DD, NetAppt
R—RMIHERBVWEHDELTET L,
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RAYFRA IO ITS5— Ay FA—HFICOTWNENERD H D =ML
F9, LEROEHREHEEBBL TV,

SNMPV3DEE

A—HBRY XA YFANILREZARY VY (CSHM) ZHR— k9 BSNMPV3%ZERET
BICIE. ROFIEICHRE->TL TV

CDRERIICDOWVWT
RDAR > RIF. Cisco 9336C-FX2X 1 v FICSNMPV3L—H B ZREL F T,
* SREE7% L*DIZE | snmp-server user SNMPv3 USER NoAuth
* MD5/SHASRSEDIZE™ | snmp-server user SNMPv3 USER auth [md5|shal AUTH-PASSWORD

* AES/DESEES bz R L 7=* MD5/SHASSEEDHZE™* . snmp-server user SNMPv3 USER
AuthEncrypt auth [md5|sha] AUTH-PASSWORD priv aes-128 PRIV-PASSWORD

ONTAP flITSNMPV31—H 4 ZKET DAV Y RIFRDEED T, cluster! : *> security login create -user
-or -group-name_snmp3_user_-application snmp-authentication-method usm -remote-switch-ipaddress
address’

RDAY > RiE. CSHMTSNMPV31—HHZEIIL £J, clusterl::*> system switch ethernet
modify -device DEVICE -snmp-version SNMPv3 -community-or-username SNMPv3 USER

FE
1. LS b2 FERTALDICAT Y FOSNMPV3A—HZH/ELE T,

show snmp user

54



PerLET

(swl) (Config) # snmp-server user SNMPv3User auth md5 <auth_password>
priv aes-128 <priv_password>

(swl) (Config) # show snmp user

SNMP USERS
User Auth Priv (enforce) Groups
acl filter
admin md5 des (no) network-admin
SNMPv3User md5 aes-128 (no) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

(swl) (Config) #

2. ONTAP I TSNMPV31—H%2tw 7V L X7,

security login create -user-or-group-name <username> -—-application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212
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PerLET

clusterl::*> system switch ethernet modify -device "swl
(b8:59:9£:09:7c:22)" -is-monitoring-enabled-admin true

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. HILLSNMPV31—H'TEHRTBLSICCSHMEREL 95
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PerLET

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name: swl
IP Address: 10.231.80.212
SNMP Version: SNMPv2c
Is Discovered: true
SNMPv2c Community String or SNMPv3 Username: cshml!
Model Number: N9K-C9336C-FX2
Switch Network: cluster-network
Software Version: Cisco Nexus
Operating System (NX-0S) Software, Version 9.3 (7)
Reason For Not Monitoring: None <---- displays
when SNMP settings are valid
Source Of Switch Version: CDP/ISDP
Is Monitored ?: true
Serial Number of the Device: QTFCU3826001C
RCF Version: v1.8X2 for
Cluster/HA/RDMA

clusterl::*>

clusterl::*> system switch ethernet modify -device "swl" -snmp
-version SNMPv3 -community-or-username <username>

clusterl::*>

- #L<AEBL L7cSNMPV3Z—HTRART 3> U 7ILESH. CSHMAR—) » JHRDT T RICEIOFIET
SHALICDDLRALTHB =L ET,

system switch ethernet polling-interval show
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PerLET

clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

swl
10.231.80.212
SNMPv 3

true

SNMPv3User
N9K-C9336C-FX2
cluster—-network

Cisco Nexus

Operating System (NX-0S) Software, Version 9.3 (7)

Reason For Not Monitoring:

when SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for
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