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PerLET

(cs2)# show bootvar
Image Descriptions

active

backup

Images currently available on Flash

(cs2) # copy active backup
Copying active to backup
Management access will be blocked for the duration of the operation

Copy operation successful
(cs2)# show bootvar

Image Descriptions

active

backup
Images currently available on Flash

4 RO EFOSY 7 I T7DON— 3 Vv EBERELET,

'how version (/N\—<3 Y DRR)



PerLET

(cs2)# show version

Switch: 1

System DesCription. ...t ittt eeeeeeeeens BES-53248A1,
3.4.3.3, Linux 4.4.117-ceeeb9%9d, 2016.05.00.05

MaChINE Ty . e vttt ettt ee e et eeeeeeneeeeaneeneans BES-53248A1
Machine Model. ... ..ttt ittt eeeeeeeeeanenn BES-53248
Serial NUMDET . .. ittt ittt ettt eeeeeeennnnns QTFCU38260014
Maintenance Level.. ... ettt eeeeeneeeeneeneans A
ManUfaCtUrer . v ittt ittt it e et e ettt ee e O0xbc00

Burned In MAC AddreSS .« .t et eeeneeeeeeeeennns D8:C4:97:71:12:3D
SOftwWare VerSion. o e et e et eeeeeeeneeneoneenns 3.4.3.3
Operating System. ...ttt ittt teeeeeeeeeenns Linux 4.4.117-
ceeeb99d

Network Processing DevicCe..........ciiviuenenn.. BCM56873 A0
CPLD VerSI0M e v vt ittt ettt eeeeeeeeeeeeeeaeennns O0xff040c03
Additional PackagesS. ... .eueieeeeeteneeeennenenns BGP-4
............................................... Q0S
............................................... Multicast
............................................... IPvV6
............................................... Routing
............................................... Data Center
............................................... OpEN API
............................................... Prototype Open API

S0 AAYFICAR=VT 7 ) Z2do>rO0-FLET,

AAXA=DT7ANETITATAR=JICAE—FBE. VT —FEHIZEDA X—=JICE > TEITHD
EFOS N—=2aYhIIEThFE T, UEIOA X=JR@FNv I 7y T LTERTE XY,



PerLET

(cs2)# copy sftp://root@l72.19.2.1//tmp/EF0S-3.4.4.6.stk active
Remote Password:**

L L SEFTP

Set ServVer IP. ..t iiiiiteeeeeeeeeeeeeaeeeeonaenns 172.19.2.1

=Sl o //tmp/

Filename. @ v vttt et ittt et eteeeeeseneeeeaneeneans EFOS-3.4.4.6.stk
DAt T P e v e et e et e et ee e eeeeeeeeeeeeeeeeeaeenans Code

Destination Filename........cuouitinenennnennnn active

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y
SFTP Code transfer starting...

File transfer operation completed successfully.

6. 7UOT 1 TBRENYIT Y TBEOT— A X—S%RRLET,
'How bootvar'

PerLET

(cs2)# show bootvar
Image Descriptions

active
backup

Images currently available on Flash

1. 24y Fe ) T—hrLET,

TBEO— R



PerLET

(cs2)# reload

The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully

Configuration Saved!

System will now restart!

8 BEOJA>YLT. HILWAN—3 VD EFOS Y 7RIz 7R LETD,

'how version (/N\—<3 Y DRR)



PerLET

(cs2)# show version

Switch: 1
System DesCription. ...t ittt eeeeeeeeens BES-53248A1,
3.4.4.6, Linux 4.4.211-28a6fe76, 2016.05.00.04
MaChINE Ty . e vttt ettt ee e et eeeeeeneeeeaneeneans BES-53248A1,
Machine Model. ... ..ttt ittt eeeeeeeeeanenn BES-53248
Serial NUMDET . .. ittt ittt ettt eeeeeeennnnns QTFCU38260023
Maintenance Level.. ... ettt eeeeeneeeeneeneans A
ManUfaCtUrer . v ittt ittt it e et e ettt ee e O0xbc00
Burned In MAC AddreSS .« .t et eeeneeeeeeeeennns D8:C4:97:71:0F:40
SOftwWare VerSion. o e et e et eeeeeeeneeneoneenns 3.4.4.6
Operating System. ...ttt ittt teeeeeeeeeenns Linux 4.4.211-
28a6fe’6
Network Processing DevicCe..........ciiviuenenn.. BCM56873 A0
CPLD VerSI0M e v vt ittt ettt eeeeeeeeeeeeeeaeennns O0xff040c03
Additional PackagesS. ... .eueieeeeeteneeeennenenns BGP-4
............................................... Q0S
............................................... Multicast
............................................... IPvV6
............................................... Routing
............................................... Data Center
............................................... OpEN API
............................................... Prototype Open API
RDF|E

"BES-53248 VS RRARAYFDTZA LV RZA VA R—=ILLET"

552 ONIEOST VA h—I)LZEB L CEFOSE® 7y I L—RLET
—AHDEFOS N—Y 3 VB FIPS ICEHLL TWT, H5—AD EFOS N—2 3 VA FIPS ICEHLL TULWR LS

BlE. XOFIEEERTTETET, ROFEIF. X1 vFHT—MIEKBLIIHZEEIC. ONIE H5 FIPS FEEEHL
F7-IX FIPS ZEHLD EFOS 3XX AT A=A VA M=ILTB1=OICERATETET,

() comses. EFOS 3xx MO FIPS EHUCH L TOBBATE £ 7,

FIE
1. 24y FZONEA VX M—LE—RTEEEBL £,

EHFPIC, OV T RDARRINISONIEZERLE Y,
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PerLET

*ONIE*ZEIRT B 8. A1y FHO—FETN. WSO DFERENRTEINE T,
L1 ZFERLE,

roso1 >R k—



PerLET

| *ONIE: Install OS
ONIE: Rescue
ONIE: Uninstall OS
ONIE: Update ONIE
ONIE: Embed ONIE
DIAG: Diagnostic Mode

|
|
|
|
|
|
|
|
|
|
|
| DIAG: Burn-In Mode
|
|
|
|
|
|
|
|
|
|
|

214 YFHONEA VA M—)LE—RTEFHLEFT,
. ONIE O E=FILEL. 1 —HRY MU RX—T 1 AZRELEX T

RDAyE—IUMRRENTH. *EnterrF—ZHH L TCONIEOD> Y —LZEHL X T,

Please press Enter to activate this console. Info: ethO: Checking
link... up.
ONIE:/ #

(D) ONEQBEASHTIN, XyE—UHaVY —LcEHShET,



Stop the ONIE discovery
ONIE:/ # onie-discovery-stop

discover: installer mode detected.

Stopping: discover...

ONIE:/ #

done.

B A—HRY b VE—T 14 XEREL.
U T route add default gw <gatewayAddress> | ZFERAL TIL—rEZEBML XY

[ ifconfig ethO <ipAddress> netmask <netmask>up 1 &

ONIE:/ # ifconfig eth0 10.10.10.10 netmask 255.255.255.0 up
ONIE:/ # route add default gw 10.10.10.1

4 ONEEAYZAb—ILT7AIZRZALTVWBR Y —NICTIERTETZ e zERLET,

ping

PlerLET

ONIE:/ # ping

PING 50.50.50.

64 bytes from
64 bytes from
64 bytes from
~C

50.

50

50.
50.
50.

50.50.50
(50.50.50.
50.50.50:
50.50.50:
50.50.50:

50): 56 data bytes

seg=0 ttl=255 time=0.429 ms
seg=1 ttl=255 time=0.595 ms
seg=2 ttl=255 time=0.369 ms

--- 50.50.50.50 ping statistics ---

3 packets transmitted,

round-trip min/avg/max = 0.

ONIE:/ #

3 packets received, 0% packet loss

369/0.464/0.595 ms

S. HLWRAYFY IR Iz T7HEAVAM—IILLET,

12

ONIE:/ # onie-nos-install http://50.50.50.50/Software/onie-installer-x86 64


http://50.50.50.50/Software/onie-installer-x86_64
http://50.50.50.50/Software/onie-installer-x86_64
http://50.50.50.50/Software/onie-installer-x86_64
http://50.50.50.50/Software/onie-installer-x86_64
http://50.50.50.50/Software/onie-installer-x86_64

PerLET

ONIE:/ # onie-nos-install http://50.50.50.50/Software/onie-

installer-x86 64
discover: installer mode detected.
Stopping: discover... done.

Info: Fetching http://50.50.50.50/Software/onie-installer-3.7.0.4

Connecting to 50.50.50.50 (50.50.50.50:80)

installer 100% |*******************************|

0:00:00 ETA

ONIE: Executing installer: http://50.50.50.50/Software/onie-

installer-3.7.0.4

Verifying image checksum ... OK.

Preparing image archive ... OK.

48841k

VIRIDZTHA VI b=ILEN, R4 YyFHRIUT—rENET, AV FEBEEEDICVT—RLT
HFHLWEFOS N\—>3>icLExEd.

6. FHILWRAWFY I ITTPHRAI YA M—ILENI-C e EZHERELET,

'How

bootvar'

erLET

[ 7

REZBAETICAAyFNRU T =L, ITHBHEAERKFOTI7AILMIVEY FENET,

ROFIE
"BES-53

(cs2)# show bootvar

Image Descriptions

active

backup

Images currently available on Flash

unit active backup current-active

1 3.7.0.4 3.7.0.4 3.7.0.4
(cs2) #

Ab—IZTRTLET,

248 VS RABRAAYFDIA L RAZA VA M—=IILLET"

13



%_ES-53248 VIR RAYTFDIA RV R%ZA VA M—ILLZE

BES-53248 VS XA XA wFDEARETILICIE. 16 D 10GbE 7R— b F7=ld 25GbE
R— b 2{ED 100GbE R— bR SAEATNTVWET, STEVAZENMBATS
. FILLWR—FEBMTEEI,

FEROEEL A A EERLET

BES-53248 V S RARX XA wFTIIRDSA Y A= ERATETE I,

ZAE VAR TAt2 XD PR—FENTWVWBR T 7—LTTT7N=23>
7
SW-BES- Broadcom 8PT-10G25G+2PT- EFOS 3.4.4.6 LI[%

53248A2-8P-2P 40G100GZ1 >R+
—. X190005/R

SW-BES- Broadcom 87R— k10G25G> 1t EFOS 3.4.4.6 LU f%
53248A2-8P- > AF¥—, X190005/R

1025G

SW- Broadcom 67K — F40G100GS 2 EFOS 3.4.4.6 LAP%
BES53248A2- > X% —_ X190005/R

6P-40-100G

LA>—514tE> X
RDFKIC. BES-532480 T AR XA wF CERATEAREKDSAERX%ERLET,

SAtERE2A A1 ADOFEM HR—rEINTWVWBE T 7—LTTT7N—=23Y
7

sw-BES - Broadcom 8P 10/252P40-100 - EFOS 3.4.3.3 L{[%
53248A1-G1-8P- > X%+ —, X190005/R

LIC

sw-BES - Broadcom 16P 10-M254P40-100 EFOS 3.4.3.3 LI&
53248A1-G1- A4t AF—, X190005/R

16P-LIC

sw-BES - Broadcom 24P 10-M256P40-100  EFOS 3.4.3.3 L{[&
53248A1-G1- Z14t > XF—, X190005/R

24P-LIC

SW-BES54248-  Broadcom 6Port 40G100G 51+ EFOS 3.4.4.6 LAp%
40-100G-LIC > AF—( X190005/R

14



FAECIRRZA AT ADFH HYR-—bETNTVWET7—LTITTN=3 >
7

SW-BESG538- Broadcom 8 7R— k 10G25G 5 EFOS 3.4.4.6 LU[%
8P-10G25G-LIC + > x*—. X190005/R

SW-BESBES-  Broadcom 16Port 10G25G S+t EFOS 3.4.4.6 L{[%

53248 16P- > AF— X190005/R
1025G - LIC
SW-BESG5- Broadcom 24Port 10G25G 1+ EFOS 3.4.4.6 LA[#

24P-1025G-LIC >z % —. X190005/R

() ERERICS 1> RBBHD EEA,

AT 74Nl Z2A A M=)
BES-532480 S X RAZRA Y FDZA IV R%EA VA M=)LTBICIF. ROFIEZETLET,.

FIE
1. 9SRARZAA Y FHEEEBRY hIT—UICEHELET,

2. Tpingys OAXYREFEALT. EFOS. 141X, RCF 7711 % KRR LT B H—N\ADEF* R
LEY,

erLET

TOFTIE. RAYFHNIP 7RLR 1721921 OH—NICEHINTWA xR LE T,

(cs2)# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. A1y F cs2 DIRED SV REARREHEEL XTI,

'How license'

15



PerLET

(cs2)# show license

Reboot needed. .. ...ttt ittt e teeeeeeenns No
Number of active licenses........iuiiiiiieeneen.. 0
License Index License Type Status

No license file found.

4 SAEYRT7AINZA YR M=ILLET,
COFIEZEDEBELT, SAEVXZEMO—FL, ERZ3F—A2VTVvIXBSZERALE T,

PerLET

KOFTIE. SFTPZFERL TSI R T7 7MLl 25— >FT v I 1ICAE—LE T,

(cs2)# copy sftp://root@l72.19.2.1/var/lib/tftpboot/license.dat
nvram:license-key 1

Remote Password:**

L L SFTP

SeL SerVEeTr TP . .ttt it it ittt eeenesonenesananess 172.19.2.1

= ol o /var/lib/tftpboot/
Filename. @ vttt e ittt ee et eeeeeeneeeeaneenean license.dat

L= ot A 7 1 license

Management access will be blocked for the duration of the transfer

Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the

duration of the transfer. Please wait...

License Key transfer operation completed successfully. System reboot

is required.

S. XAy Fcs2z)T—hrIBHIC. MEDSTA LY ABHRZEINRTRRL. F1EVADIAT—F X% X

ELEXT,

'How license'

16



PerLET

(cs2)# show license

Reboot needed...... ..., Yes

Number of active licensesS.......eieeeeeeennnenn. 0

License Index License Type Status

1 Port License valid but not applied

6. IRTDFAIEYRAR—rZERRLEFT,

'How port All | exclude Detach'

EMOZAEYXT7AINDOR—MI RAvFE)T—hFTBETRRINFEA

17



18

PerLET



(cs2)# show port all | exclude Detach

Actor
Intf
Timeout

Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/55
Enable
0/56
Enable

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

LACP

Mode

19



7.

8.

9.

20

AL yFE)T—rLZET,
TBEO— K]

erLET

(cs2)# reload

The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully

Configuration Saved!
Are you sure you would like to reset the system? (y/n) y

HLOWSAEY DT IT1TIB>TVWB I8, BLUSAEVAPEHAINTVWE L zBRLE

ERS

'How license'

PerLET

(cs2)# show license

Reboot needed. .. ...ttt ittt eeneenenns No
Number of installed licenses..........eeeeeen.. 1

Total Downlink Ports enabled................... 16

Total Uplink Ports enabled..........ciiee.... 8
License Index License Type Status

1 Port License applied

HLOWR—- D IRTHERAIETHS 2L E T,

'How port All | exclude Detach'



PerLET

(cs2)# show port all | exclude Detach

Actor
Intf
Timeout

0/1
Enable
0/2
Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/49
Enable
0/50

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

100G Full

100G Full

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

LACP

Mode

21



Enable long

0/51 Disable 100G Full Down Enable
Enable long
0/52 Disable 100G Full Down Enable
Enable long
0/53 Disable 100G Full Down Enable
Enable long
0/54 Disable 100G Full Down Enable
Enable long
0/55 Disable 100G Full Down Enable
Enable long
0/56 Disable 100G Full Down Enable

Enable long

O BMZ A2 R%EA VXM= BBAEF. FHLVWA Y E—T 1 AEFHTRET HBED
B ET, BEFROBRGEOXERZ v FICRCFEBEALAVTET L,
AVAM=ILICEAYBMED ST a—Ta 7175

SAEADA VA M= ILEFICEENRE LHEEIE. ZRITTBEIIC. KDdebugAY > FZRITLTLE
TWeopy ANV RZHSI—EXRITLET,

AT 37 /\Vw4 a7 > R: debug transferd & Ufdebug license(Z1 2> XD F /N w5

flzrmLET
(cs2)# debug transfer
Debug transfer output is enabled.

(cs2)# debug license
Enabled capability licensing debugging.

HRITITBE copy AV RICZEIBEL £9 debug transfer KU debug license BIRA T3>
ZEETI . OJHNIREINET,
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PerLET

transfer.c(3083) :Transfer process

transfer.c(3229) :Transfer process
/mnt/download//license.dat.l /mnt/fastpath/ >/dev/null 2>&1CAPABILITY

LICENSING
Fri Sep 11 13:41:32 2020:
CAPABILITY LICENSING

key or certificate file type =
key/certificate cmd =

43
cp

License file with index 1 added.

Fri Sep 11 13:41:32 2020: Validating hash value

29de5e9%9a8af3e510f1£f16764a13e8273922d3537d3£13¢c9c3d445¢c72a180a2e6.

CAPABILITY LICENSING

"license": {
"header": {
"version": "1.0",

"license-key":

"serial-number":

"model": "BES-53248"
by
"description":
"O+o6"

mn
14

"ports":
}
b

CAPABILITY LICENSING Fri Sep
contain 'features' field.
CAPABILITY LICENSING Fri Sep
QTFCU38290012 matched.
CAPABILITY LICENSING Fri Sep
matched.

CAPABILITY LICENSING Fri Sep
license file with index = 1.
CAPABILITY LICENSING Fri Sep
1.

TNYITHAT, ROREZHRBL T T

11

11

11

11

11

13:

13:

13:

13:

13:

41

41 :

41:

41:

41 :

"964B-2D37-4E52-BA14",
"QTFCU38290012",

32

32

32

32

32

Fri Sep 11 13:41:32 2020:

2020:

2020:

2020:

2020:

2020:

Parsing JSON buffer ({

License data does not

Serial number

Model BES-53248

Feature not found in

Applying license file

s STFIIBEMN TP 7)LES QTFCU38290012 —EH L TWB e ZHERL TL 2T L,
* 214 wFDETILA T M odel BES-53248 matched | THD & =MERLFT

CEBELESZAt Y RA YTy I IBUFICERINTVARVWIC CZBELES, 78R A>Ty
AT TIFERATINTUVREE ' ROILT—hRINZE T License file /mnt/download/ license.dat.1

already exists.

cR—=bSAEVRIIEBEST AV RATIEHD FHA. LTED>T ' ROXHEE TN TUWLWE S 'Feature not

found in license file with index=1 .

ZERALEYS copy R— b1 XZH—NICNY I 7y T$5IT R
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(cs2)# copy nvram:license-key 1
scp://<UserName>Q<IP_address>/saved license 1l.dat

@ AAYFITRIDITEN-I32 3446 D5RX VT L—RIBUBENDHZIHERIF. 1t
YADEIREINE T, CNIFBESNBZEETT,

MEION=23 >0V T 7T T7ICUN— T 3RIIC. BUYBREFEWSAE A2 YR M=ILTBRENDHD
9,

WICICSA e RENTR— 270717120

HLLLSAIEYRENTR—b2T7 074719 3ICI1E. RCFORHN—Ia>ZzimEL. ZHITBEKR— LD
FHlZE A MREIRTBZHBED DD T T,

FTIAILESAEYRIFZ. R—bF 01~016 XV 055~ 056 #7771 TICLET, Flo. FiIL 1t
VRAINTR—ME. FERABERS ALY ADEA TS LT, R— b 0117 ~ 0/54 DRGICHED £, 7=
¥ ZIE. SW-BES54248-40-100G-LICT A >R ET VT« JICTBICIE. RCFOXDE I 3>DOX > b
TR T B ELNHD XY,
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PerLET

|

! 2-port or 6-port 40/100GbE node port license block
|

interface 0/49

no shutdown

description "40/100GbE Node Port"
!'speed 100G full-duplex

speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/50

no shutdown

description "40/100GbE Node Port"
!'speed 100G full-duplex

speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/51

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216



26

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/52

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!'speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/53

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!'speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/54

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk



datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

0/49~0/54 L DERAR— FDFEIF. FR—bDAXY bZBBRLEFTH. ROFICRT &£
S1C. B R—FDRCFTIF1DD* speed ITOAAX Y F%fEBRL £ 9, speed 100G full-

@ duplex F7z1% speed 40G full-duplex *OWFNHTI, 0/17 ~ 0/48 L EDIEELR— ~DIFE
3. BYIBRSAEC VY ADTIT10 TSN TVWBREZIC8AR— I a>eE0 XY b
EBRL X9,

RDOFIE
"DI77LYRERT 7L (RCF) D1V E—IL"%

V77 L2REKT 71I)L (RCF) O1YXb—=)L

BE85324877Z/5’Z’(‘/9'-75: RELIEHEEFHLWS A XEZBAHLI-HEIC, U
7L YXEM T 71)L (RCF) ZA VA M—ILTEET,

TWN=3 DS RCF 27y I L—RT3EEIE. Broadcom X1 FDEREE )Y ML, %ZIKE’P&
REETO>TCRCF #HERTANELNHDEFT, CONEBZ. RCFETFY I L —RFRIFEETZU
ICETITR3MNELRHDET, 2BBLTLKETVW " CE50EMERT7T—T 1 7/ #ZBBLTLLETL

B = R

TEEZRRT BHiIC
* MY FREDREDNY I T v T,
* VI RAZHFELRICKELTWVWS (OJICTZ—HRV. FIEREKOBEIREL TWVDB)
* WAEDRCF7 7))L (5 AFHAIEE) "Broadcom 7 T AR AA wF" R—

* EFOSO&H %1 VA M—ILLTHREDRCFN— 3 V2T 3E815. BDT— b X—JH RS
NIERCFOT— FRENMBETT, BEDT— b A—CERMITZESICT— FEEEZEETIHNEN
H3H5E1E. HETUT—FLIEEZICELWN=U3 oY X203 K 51C. RCF =B
BY3RIICEETINELNHD X,

C AAYFADIAYY —ILiES . TIHHEERFORENSRCFEZ A VX M—ILTBHEICHETT, FLvP
R—Z2DEFEFERA LI e H 355, COBHIEFA TS a>TT "UE—MEGEEFLI-E
FBroadcom VYA —AF% T b A4 VvFDERE=TV ) T TDHE BEICEKREEZIZ VT LTELHBELHD
£9,

HREINBZRFFaxXT b

* HR—FINTWLBONTAP ERCFON—2 3 VIZDWVWTE. A1y FOEBRMEDREZBRL TS
Lo ZBRLTKIETVWEFOSY 7 F Uz 7DA TV O—R"R—JRCFO IV Y RHEX LEFOSD/N—
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@ AutoSupport X E—JIET I Z AN R—MIZDOXYTFURRZIAVICOWTER L.
X TF 2 ARERIET — RO EEERIMEIEINE T,

XROAR Y RIE. F—XOBEMER%Z 2 BRMELEL £ 9,

clusterl::*> system node autosupport invoke -node \* -type all -message
MAINT=2h

2. #EBRL ANJ)L% advanced ICEEL 9, 79 dh 5 %EFhoNi6. T*y* ] CAHNLET,
ladvanced | OMERHDNHNETY

advanced D 7OV 7k (*>) HARRIEINET,

B IVSRBARAA YFICEHRINTVWERE/ —RDISRAR— 2RI LET, network device-

discovery show
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4 BUVSAZAR—FOBEBEIT—RRACEBERT—RX AR LE T,
a IRTDIVFTAAR—MDEREBIRETHD B LE T,
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PerLET

clusterl::*> network device-discovery show

Node/
Protocol
Platform

clusterl-

53248

53248

clusterl-

53248

53248

clusterl-

53248

53248

clusterl-

53248

53248

clusterl:

cluster

Local
Port

01/cdp
ela

e0b

02/cdp
ela

e0b

03/cdp
ela

eOb

04/cdp
ela

e0b

WS

Discovered

Device

csl

cs2

csl

cs2

csl

cs?2

csl

cs2

(LLDP:

ChassisID)

Interface

0/2

0/2

0/1

0/1

0/4

0/4

0/3

0/3

network port show

BES-

BES-

BES-

BES-

BES-

BES-

BES-

BES-

-role



PerLET

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0b Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
eOb Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false
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Node: clusterl-04

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

clusterl::*>

Cluster

Cluster

up 9000 auto/10000

up 9000 auto/10000

b. IRTDIFREA>VBZ—=T AR (LIF) DNR—LKR—MCHBZHEELET. network

interface show -role cluster



PerLET

clusterl::*> network interface show -role cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0Ob true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

S. USRARICAADY FAZAA v FDBHRMNRTENBZ L ZREBLE T,
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ONTAP 9.8 LA[#%
ONTAP 9.8 & TIld. ATV REMFEARAL X,

-monitoring-enabled-operational true

system switch ethernet show -is

clusterl::*> system switch ethernet show -is-monitoring-enabled
-operational true

Switch Type Address Model
csl cluster-network 10.228.143.200 BES-
53248
Serial Number: QTWCU22510008
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
cs?2 cluster-network 10.228.143.202 BES-
53248
Serial Number: QTWCU22510009
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP

clusterl::*>

ONTAP 9.7 LLHf

ONTAP 9.7 HIDIZEIE. XOOAT Y REFEARAL X,

-monitoring-enabled-operational true

system cluster-switch show -is



clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs2
53248

Serial Number:

Is Monitored:

Reason:

Software Version:

Version Source:
clusterl::*>

Address

cluster-network 10.228.143.200

QTWCU22510008

true

None

3.10.0.3

CDP/ISDP
cluster—-network 10.228.143.202

QTWCU22510009

true

None

3.10.0.3
CDP/ISDP

1. [step6] ] 7 7 XX LIF TOBEEHIN— b ZE DL F T,

BES-

BES-

clusterl::*> network interface modify -vserver Cluster -1if * -auto

-revert false

FE2 : R— b EFRET D

1. 9ZSR2XA4YF cs2 T, /—RDIFRAAR—MIERINTVWBEIR— vy OV LFET,

(cs2) (Config)# interface 0/1-0/16
(cs2) (Interface 0/1-0/16)# shutdown

2. 9ZZZLFH IFZXRRAYF cs1 TRAMINTWVWER—MIBITINTVWB I ERELE T,
CHUCIBBHD DB EDBHD FT,

I network interface show -role cluster ]| DL SICRTEINET

35



PerLET

clusterl::*> network interface show

-role cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.3.4/23
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 ela false

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 ela false

clusterl-03 clusl up/up 169.254.1.3/23
clusterl-03 ela true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 ela false

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 ela false
clusterl::*>

B UVSARWEETHZD =R LE T, cluster show
BlzrmLET

clusterl::*> cluster show
Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 BEDODIXA Yy FREX FFRELTLAWVEEIZ. ROOTYY ROEAEOT 7 71 ILICOAE—LTRE
LF¥9,

show running-config
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5. ZA4 Y F cs2 DIEME I —>T7 v L. EXNAGEY 7y FTERITLET,
FrLWRCF 2B /-I3BA T Z58I1F. A1 vFREEZBEEL. BRANAREREEETT
(D) 22BAB0ET, 21V FREEBETSHICIE. SUTLIAVY—LEBRLTZA Y
FICHEHE T BUENB D £ T,

a. XA wFICSSHIERL £9

CDFIEIF. A VFDR—EDEITRTOISRAALIFZHIRL. BEZ V) 7T 3E[EHESTL)
BIHEICDARITLTLET L,

b. #ERE— FICYIDEZ X,

(cs2)> enable

(cs2) #

C RDIAXR Y REIE—LTEEDFF. UBIDRCFREZHIFRLFT WUFIORCFN—23avic&o>T
lF. BEDHRENBZWE—BFDIATY Y RTIS—HERTNBZEDAHDET) .
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PerLET

clear config interface 0/1-0/56

y
clear config interface lag 1

y

configure

deleteport 1/1 all

no policy-map CLUSTER
no policy-map WRED 25G
no policy-map WRED 100G
no class-map CLUSTER

no class-map HA

no class-map RDMA

no classofservice dotlp-mapping
no random-detect queue-parms 0
no random-detect queue-parms
no random-detect gueue-parms
no random-detect gqueue-parms
no random-detect queue-parms
no random-detect gqueue-parms
no random-detect gqueue-parms

~ o O b w N

no random-detect queue-parms
no cos—-queue min-bandwidth
no cos—-queue random-detect
no cos—-queue random-detect
no cos—queue random-detect
no cos—-queue random-detect
no cos—-queue random-detect
no cos—-queue random-detect

no cos-queue random-detect

~ o U b w N PO

no cos—queue random-detect
exit

vlan database

no vlan 17

no vlan 18

exit

d 2T 74FaL—>aVEIAA— Py 7OV T4 FaLl—avIlEELED,



PerLET

(cs2) # write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully .

Configuration Saved!

e XMy Fe)T—rLET,

erLET

(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

f. SSHEERLTRAvFICBEOY 1> L. RCFDA YA —IILEZRTLET,

6. A Y FICBMDR—bSAEYZANA VI F—IILENTVRIHEIF. RCFEEELTEMDZ 1R
R— b Z2RETIHERHDEF T, ZBRBLTKETVWHLICIA Y AENTR— 27071 T
L"ZzBRLTLIEE L,

7. FTP. TFTP. SFTP. SCP OWTNADEXTO LN ZFEHRALT. R4V Fcs2DT—rTSv>
2ICRCFZIE—LE T,

ROBNE. SFTPZFRALTRA Y Fes2DT— T Z v allRCFZIE—3 35 EZRLTVWET,
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PerLET

(cs2)# copy sftp://172.19.2.1/tmp/BES-53248 RCF_vl.9-Cluster-HA.txt
nvram:script BES-53248 RCF vl1.9-Cluster-HA.scr
Remote Password:**

WoXel56 0 0 0 0 0 000000 EDA0B00000000000000803000000000 SETP

SEeL ServVer IP. .. ittt ittt ittt tteneennnnns 172.19.2.1

== ol o 1 //tmp/

FLIEMEMB 0 0 0 0 00 000000000000000000000000000000600C BES-53248 RCF v1.9-
Cluster-HA.txt

= ot 7 Config Script
Degtilinatlonm FlleREME o coo0o0000000000000000000000¢ BES-53248 RCF v1.9-

Cluster-HA.scr

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

SFTP Code transfer starting...

File transfer operation completed successfully.

8. RUVTrHATYO—REh, BELET7AMIILATHRETNTVWS L ZHRLE T,

MRfEU X

PerLET

(cs2)# script list

Configuration Script Name Size (Bytes) Date of
Modification

BES-53248 RCF v1.9-Cluster-HA.scr 2241 2020 09 30
05:41:00

1 configuration script(s) found.

9. UV TRy FIERLET,
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PerLET

(cs2) # script apply BES-53248 RCF_vl.9-Cluster-HA.scr

Are you sure you want to apply the configuration script? (y/n) y

The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved!

Configuration script 'BES-53248 RCF v1.9-Cluster-HA.scr' applied.

10 DN F—HH%EEELE T show clibanner ANXY RERITLETRA v FDERTE CENEEXEYIS
1T5I1C1E XOFIEEBBL TERITITIHELHD £,
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PerLET

(cs2) # show clibanner

Banner Message configured

BES-53248 Reference Configuration File v1.9 for Cluster/HA/RDMA

Switch : BES-53248

Filename : BES-53248-RCF-v1.9-Cluster.txt
Date : 10-26-2022

Version : v1.9

Port Usage:

Ports 01 - 16: 10/25GbE Cluster Node Ports, base config

Ports 17 - 48: 10/25GbE Cluster Node Ports, with licenses

Ports 49 - 54: 40/100GbE Cluster Node Ports, with licenses, added
right to left

Ports 55 - 56: 100GbE Cluster ISL Ports, base config

NOTE :

- The 48 SFP28/SFP+ ports are organized into 4-port groups in terms
of port

speed:

Ports 1-4, 5-8, 9-12, 13-16, 17-20, 21-24, 25-28, 29-32, 33-36, 37-
40, 41-44,

45-48

The port speed should be the same (10GbE or 25GbE) across all ports
in a 4-port

group

- If additional licenses are purchased, follow the 'Additional Node
Ports

activated with Licenses' section for instructions

- If SSH is active, it will have to be re-enabled manually after
'erase

startup-config'

command has been executed and the switch rebooted

M. RCFEBALIEHEICRAYF T, SAEVZADEMENICR - FDBRFENTVWE 2R L FT,

'How port All | exclude Detach'
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PerLET

(cs2) #

0/1
Enable
0/2
Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/49
Enable
0/50

show port all |

Actor

Type
Timeout

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

exclude Detach

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

40G Full

40G Full

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable
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Enable long

0/51 Enable 100G Full Down Enable
Enable long
0/52 Enable 100G Full Down Enable
Enable long
0/53 Enable 100G Full Down Enable
Enable long
0/54 Enable 100G Full Down Enable
Enable long
0/55 Enable 100G Full Down Enable
Enable long
0/56 Enable 100G Full Down Enable

Enable long

12. 24y FTEBENMIONIC L EZRRBLE Y,

'how running-config'

(cs2) # show running-config

B RAwFE)T—bLIECEICRZ— Ty A2 T4 Fal—2avIilBdESIC. ET7a2>T7 0¥
L—>arvze®ELET,

IXEUDEZTAHA]

PermLET

(cs2) # write memory

This operation may take a few minutes.

Management interfaces will not be available during this time.
Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully.

Configuration Saved!

14 24y FEVT—brL. ETAV T4 XL -3 VPELVWIEZRERLES,

TEO— K]
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PerLET

(cs2)# reload
Are you sure you would like to reset the system? (y/n) y

System will now restart!

15. VS XRZZXA Y Fcs2T. /—RDIZZAZR—MCERINTVWER—hZzEBLFT,

(cs2) (Config)# interface 0/1-0/16
(cs2) (Interface 0/1-0/16)# no shutdown

16. 21 wFcs2DR— b EMEEEL 9, show interfaces status all | exclude Detach
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PerLET

(csl)# show interfaces status all |

Media
Port
Control

0/16
Inactive
0/17
Inactive
0/18

25GBase-SR

0/19

25GBase-SR

0/50
Inactive
0/51
Inactive
0/52
Inactive
0/53
Inactive
0/54
Inactive
0/55
Copper
0/56
Copper

10/25GbE Node Port

Trunk

10/25GbE Node Port

Trunk

10/25GbE Node Port

Inactive

Trunk

10/25GbE Node Port

Inactive

40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
Cluster
Inactive
Cluster

Inactive

Trunk

Node Port

Node Port

Node Port

Node Port

Node Port
ISL Port

Trunk
ISL Port

Trunk

Link

State

Down

Down

Up

Up

Down

Down

Down

Down

Down

Up

Up

7. 9SRZDUSRAZR—rDREMZHIELE T,

46

show -role cluster

exclude Detach

Physical

Mode

Auto

Auto

25G Full

25G Full

Auto

Auto

Auto

Auto

Auto

Auto

Auto

a JS5ZAZDIANRTD./) — R TelbR— FHAEEICHFBHL TWBR 2R LET,

Physical

Status

25G Full

25G Full

100G Full

100G Full

Type

network port



PerLET

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Health Health

Port IPspace
Status Status

ela Cluster
healthy false
elOb Cluster

healthy false

Node: clusterl-02

Ignore

Health Health
Port IPspace
Status Status

ela Cluster
healthy false
e0b Cluster

healthy false
Node: clusterl-03
Ignore

Health Health

Port IPspace
Status Status

ela Cluster
healthy false
e0b Cluster

healthy false

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/10000
Cluster up 9000 auto/10000
Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/10000
Cluster up 9000 auto/10000
Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/100000

Cluster up 9000 auto/100000

47



48

Node: clusterl-04
Ignore
Health Health

Port IPspace
Status Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela Cluster Cluster
healthy false
eOb Cluster Cluster

healthy false

b. 7S ZZNE Ay FOREEMEZHERL I,

up

up

9000

9000

auto/100000

auto/100000



PerLET

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl 0/2
BES-53248

e0b cs?2 0/2
BES-53248
cluster01-2/cdp

ela csl 0/1
BES-53248

e0b cs?2 0/1
BES-53248
cluster01-3/cdp

ela csl 0/4
BES-53248

e0b cs2 0/4
BES-53248
clusterl-04/cdp

ela csl 0/3
BES-53248

e0b cs?2 0/2

BES-53248



50

ONTAP 9.8 LA[#%
ONTAP 9.8 & TIld. ATV REMFEARAL X,

-monitoring-enabled-operational true

system switch ethernet show -is

clusterl::*> system switch ethernet show -is-monitoring-enabled
-operational true

Switch Type Address Model
csl cluster-network 10.228.143.200 BES-
53248
Serial Number: QTWCU22510008
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
cs?2 cluster-network 10.228.143.202 BES-
53248
Serial Number: QTWCU22510009
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP

clusterl::*>

ONTAP 9.7 LLHf

ONTAP 9.7 HIDIZEIE. XOOAT Y REFEARAL X,

-monitoring-enabled-operational true

system cluster-switch show -is



clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address Model
csl cluster—-network 10.228.143.200 BES-
53248

Serial Number: QTWCU22510008
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP

cs2 cluster-network 10.228.143.202 BES-
53248
Serial Number: QTWCU22510009
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
clusterl::*>

1. U3RBZZAAYFcs1 T /—RDIFZRAZR—MIEHRINTVWEIR—bES vy ATV LET,

RIS AVEZ=T A ZAOHENBZRLET,

(csl) # configure
(csl) (Config)# interface 0/1-0/16
(csl) (Interface 0/1-0/16)# shutdown

2. USZAZLFHARAYF cs2 TRAMINTWRR—MIBITINC 2R LET, CnICiFE#Hn
W2 ehHDFT, network interface show -role cluster
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3. USAANERETHB L zRLET,

PerLET

clusterl::*> network interface show

Statu

-role cluster
s Network

Admin/Oper Address/Mask

Logical
Current 1Is
Vserver Interface
Port Home
Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04
clusterl::*>

PeRrLET

clusterl-01 |

ela

clusterl-01

eOb

clusterl-02

ela

clusterl-02

e0b

clusterl-03

ela

clusterl-03

e0b

clusterl-04

ela

clusterl-04

elb

clusl up/up
false
up/up
true
up/up
false

clus?2
clusl
clus2 up/up
true
up/up
false

up/up
true

clusl
clus?
clusl wup/up
false

up/up
true

clus?2

clusterl::*> cluster show

Node

clusterl-01
clusterl-02
clusterl1l-03
clusterl-04

Health Eligib
true true
true true
true true
true true

4. Ay Fes1 TFIE4~14Z#EDIRLF T,

5. S XALIF TEEUN—FZEEBRICLET,

52

169.

169.

169.

169.

169.

169.

169.

169.

cluster show

ility

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23

Current

Node

clusterl::*> network interface modify



-vserver Cluster -1if * —-auto-revert true

6. A wFcs1Z)T—hrLET, THUE. ISRLLIF DR—LR—EADIUN—rZ Y H—FBEIC
TUWET, A1V FOUT—RFRIC/ —RTHREINS VSR AR—EHELELTVS] 1R MMIE
HLTHFEFVEEA,

PerLET

(csl)# reload

The system has unsaved changes.

Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved! System will now restart!

FIE3 - B ERER L £T
124y Fes1 Ty U5 REK— MIEHESN X1 v FR— D Tupy B> TVWB I L ERBLET,
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2. 24 wFcs1Ecs2fEDISLHBEREL TWA e 2 ESRL X T,

54

PerLET

(csl)# show interfaces status all |

Media
Port
Control

0/16
Inactive
0/17
Inactive
0/18
25GBase-SR
0/19
25GBase-SR

0/50
Inactive
0/51
Inactive
0/52
Inactive
0/53
Inactive
0/54
Inactive
0/55
Copper
0/56
Copper

10/25GbE Node Port

Trunk

10/25GbE Node Port

Trunk

10/25GbE Node Port

Inactive

Trunk

10/25GbE Node Port

Inactive

40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
Cluster
Inactive
Cluster

Inactive

Trunk

Node Port

Node Port

Node Port

Node Port

Node Port

ISL Port
Trunk

ISL Port

Trunk

Link

State

Down

Down

Up

Up

Down

Down

Down

Down

Down

Up

Up

exclude Detach

Physical

Mode

Auto

Auto

25G Full

25G Full

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Physical

Status

25G Full

25G Full

100G Full

100G Full

show port-channel 1/1

Type



PerLET

(csl)# show port-channel 1/1
Local InterfacCe. ..ttt ittt ettt eeeeeeenns
Channel NameE . v v v i e ittt eeeeeeeeeeeeeeeneeeenens

LinK State. i v it ittt et e e e e e et e e e
AdMIN MO . ¢ it it ittt ettt ettt e e e
L0206 0 0 000000000000000000000000000000000000000O0a

Load Balance Option. ..ot eeeeeeeeneeeennenenns
(Enhanced hashing mode)

Mbr Device/ Port Port

Ports Timeout Speed Active

0/55 actor/long Auto True
partner/long

0/56 actor/long Auto True
partner/long

1/1
Cluster-ISL
Up

Enabled

3. VS RALIF B R—LR—=FMIUN—FENZ %2R LE I, network interface show -role

cluster
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PerLET

clusterl::*> network interface show -role cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.3.4/23
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 eOb true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 ela true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela true

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true

4 USZRADNERTHZr=HRLEJ, cluster show
flzrmLFET

clusterl::*> cluster show
Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

S. UE—MIUFRRAVA—T 4RI ping ZRITL TiEMZMERLFXJ, cluster ping-cluster

-node local
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PerLET

clusterl::*> cluster ping-cluster -node local

Host is clusterl1-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0a

Cluster clusterl-03 clusZ2 169.254.1.1 clusterl-03 eOb
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0b
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 eOa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 eOb
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0a
Cluster clusterl-02 clus2 169.254.3.9 clusterl-02 eOb

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)

6. ¥ERL NJL% admin ICRL £,
MHFEEIEE
7. 57— 2O BEER T IS L 1= 813, AutoSupport X vt —S %O L THERZBEEMICLET,



I system node AutoSupport invoke -node * -type all -message MAINT=end | £W\D Xyt —IHRRE
nxd

RDF|E
"CSHM#ER 7 7 1)Ll > A —JLLET",
BES-53248 VS A X ALY FTSSH ZEMCL X

PDIRAZAAYFANIZXEZR (CSHM) B&UOJINEKEZFRY 2% 515, SSH
F—ZERLTHDBITRXERXA Yy FTSSHZBMICTBIHENHD T,

FIE
1. SSHAENICR > TWB ez R L £ 7,

show ip ssh

PerLET

(switch) # show ip ssh

SSH Configuration

Administrative Mode: .......iiiiiiinteeeennnnnn Disabled
SOH POT Lt ittt ittt ettt e ettt e e 22
Protocol Level: ...ttt et eeeeeeeneeeeoneenns Version 2
SSH Sessions Currently Active: ................ 0

Max SSH Sessions Allowed: . ...t eneeeeennennns 5

SSH TimeoUL (MINS) & v vttt oo e eeeeeeneeneeneenes 5

Keys Present: ... ...ttt itineteneneeennns DSA (1024) RSA(1024)
ECDSA (521)

Key Generation In ProgresSS: . ..eeeeeeeneeeeennns None

SSH Public Key Authentication Mode: ........... Disabled
SCP server Administrative Mode: ............... Disabled

2. SSH*¥—Z&ERLET,

crypto key generate
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PerLET

(switch)# config

(switch) (Config)# crypto key generate rsa

Do you want to overwrite the existing RSA keys? (y/n): y

(switch) (Config)# crypto key generate dsa

Do you want to overwrite the existing DSA keys? (y/n): y

(switch) (Config)# crypto key generate ecdsa 521

Do you want to overwrite the existing ECDSA keys? (y/n): y

switch) (Config)# aaa authorization commands "noCmdAuthList" none
switch) (Config)# exit
switch) # ip ssh server enable

switch) # ip scp server enable

switch)# ip ssh pubkey-auth
switch

( )
( )
( )
( )
( )
( )# write mem

This operation may take a few minutes.

Management interfaces will not be available during this time.
Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully.

Configuration Saved!

C) F—%ZEITBFUCSSHMEMICHR > TWBR I e ZER LTIV, EMICHE->TWS
E. A1 YFICEELRTINE T,

3 XMy FEYIT—rLET,
TBEO— K]
4. SSH WA BMICHR>TWBR e =/ERELE T,

show ip ssh
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PerLET

(switch)# show ip ssh

SSH Configuration

Administrative Mode: ......iiiiii it ennennnn. Enabled

SOH POT Lt ittt ittt et e e et e e 22

Protocol Level: ...ttt n et eeeeeeeneeneaneenns Version 2

SSH Sessions Currently Active: ................ 0

Max SSH Sessions Allowed: .....i.itineeeennnennns 5

SSH TimeoUL (MINS) & v vttt it e oeeeeeneeneeneenes 5

Keys Present: ...ttt ittt enenenenenenenens DSA (1024) RSA(1024)

ECDSA (521)

Key Generation In ProgresSS: ... eeeeeeeeennnn None

SSH Public Key Authentication Mode: ........... Enabled

SCP server Administrative Mode: ............... Enabled
ROF|E

"OJINEZBMCLET"

A—HZXY AL YFANIREZR) VF0OOTIRE

A=Y FZXAYFAILREZAR (CSHM) (I, V95 REZRXY N T—O XA wFER
ML=y b= R4y FOEEDREMZREEL. TNV IRBICAAyFoOd
ZINELEXT, COFIETIE. XM Y FHLE50OFEME T R—MOJTDINEXRES &
U d 2 7Ot X% H4 K L. AutoSupportiC & > TUIRE SN EEIN A * T — 2 D1
BRI C C DUIREZRIBR L £ 9,

ERZFIm Y BHIC

s OV NEEEEBMICT BICIE. ONTAP/N—2 3 2912 1L 5 K TU'EFOS 3.8.0. 2% 21T L TWLWD 4
BEAHDET,

C AAYFDONILRAEZZDERICBR > TVWBIRELRHD £F9, CNZHEERTSICIE. Is Monitored: 7
4 —JLRIE. system switch ethernet show ANXYRZZEITLET

FIE

1. OJNEHHRETDICIFE. RAMYyFTLICROAIY VY REZETLET, OJNERADR A v F&. 1—
. BEUNRT—ROADZERDENE T,

AT LRAAyFA—Txy bOJEY TV T - NRXT—FK]
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PerLET

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: esl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

2. OJWNEXRATBICIE. IOOAIY REEITL. deviceZgi®AY Y R THEALIERAAM v FICBE IR
¥, MADZA 7OOJINEDFIBINE T, Sl Y R— MOJ O EEHNA*T—2D1BEZ D
IRETY,

system switch ethernet log modify -device <switch-name> -log-request true
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PerLET

clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {y|n}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

100/F>THH6. OFIREN T T LI ez L F T,
system switch ethernet log show
C) CNSDIRYROVWTNATISI—MREINIIBE. FLEOTDOIENTT LEVE
BlE. NetAppHR— MCHRIVEDE CTZE L,
NSNS a—FTa>y

OJNERBEICL > TROVWITNHADIZ—RT—RADBREINTHEES (DHEAICKRTRIINETY) system
switch ethernet log show)T. MIGT 27T /N\vIFIEZHL F7,

OJIRETIS—XFT—4R RRARFE
* RSAxF—h'H D A ONTAP SSHF¥—%=B4m L £, NetApptR—
ICHEBVEHLELLTEETL,
2AYFINAT—RIS— LTI vILEKRIEL. SSHERZT X ~

L. ONTAPSSH¥—%B4mL£d, FEICDOWT
IE. RAYFDIZaT7IzBBT5H. NetAppt
R—RMIHERBVWEHDELTET L,

* FIPSICECDSAF—h'H b FHA* FIPSE— RABHMICHR > TWVWBIERIZ. BR1T93
BIICRMwF CECDSAFT—%24KTI3HNENHD F
XS
BFEoOIJHARREDOMD L1 XAy FEOUEIOOTINET 71 IILZHIBRL £
IR
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RAYFLAIOTITS— Ay FA—HFICOTWNENERD H D =ML
x9, LECOaHRRGEBBL TV,

SNMPV3 D& E

A—HBRY XA YFANILREZARY VY (CSHM) ZHR— k9 BSNMPV3%ZERET
BIClE. ROFIBEICHRE > TL T LY,

CDRATICDWT
DAY > R, Broadcom BES-53248 2 v F CSNMPV31—HE%ZHREL £,
* PREER L*DIZE ¢ snmp-server user SNMPv3UserNoAuth NETWORK-OPERATOR noauth

* MD5/SHASREEDIBE™ | snmp-server user SNMPv3UserAuth NETWORK-OPERATOR [auth-
md5|auth-sha]

AES/DESEES b % L 7=* MD5/SHASRSEDIZE™ | snmp-server user SNMPv3UserAuthEncrypt
NETWORK-OPERATOR [auth-md5|auth-sha] [priv-aesl28|priv-des]

ONTAP I CSNMPV31—HRZHET DAV RIFRD L H D TT, cluster! : *> security login create -user
-or -group-name_snmp3_user_-application snmp-authentication-method usm -remote-switch-ipaddress
address’

RDAT Y RiE. CSHMTSNMPV3A—HZ%ZEIIL £J, clusterl::*> system switch ethernet
modify -device DEVICE -snmp-version SNMPv3 -community-or-username SNMPv3 USER

Fg
1. SRS b2 ERTALSICAT Y FOSNMPVIA—HZR/EL X T,

show snmp status

PerLET

(swl) (Config) # snmp-server user <username> network-admin auth-md5
<password> priv-aesl28 <password>

(csl) (Config)# show snmp user snmp

Name Group Name Auth Priv
Meth Meth Remote Engine ID
<username> network-admin MD5 AES128

8000113d403d8c497710bee

2. ONTAP | TSNMPv31—H#%Ztw b7y L £ T,
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security login create -user-or-group-name <username> -—-application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212

PerLET

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:
Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. HILLSNMPV31—H'TEHRTBLSICCSHMEREL £ 9
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PerLET

clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7¢c:22)" -instance

Device Name: swl
IP Address: 10.228.136.24
SNMP Version: SNMPv2c
Is Discovered: true
DEPRECATED-Community String or SNMPv3 Username: -
Community String or SNMPv3 Username: cshml!
Model Number: BES-53248

Switch Network:

Software Version:

cluster—-network
3.9.0.2

Reason For Not Monitoring: None <---- should
display this if SNMP settings are valid
Source Of Switch Version: CDP/ISDP
Is Monitored ?: true
Serial Number of the Device: QTFCU3826001C
RCF Version: v1.8X2 for

Cluster/HA/RDMA

clusterl::*>

clusterl::*> system switch ethernet modify -device "swl" -snmp

-version SNMPv3 -community-or-username <username>

- #FL<AER L 7cSNMPV3A—HTRE I3 U 7ILESH. CSHMAR—) > JHIR DT TRICHIDOFIET
SHALICDDLRAILTHB =B L E T,

system switch ethernet polling-interval show
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PerLET

clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance
Device Name:

IP Address:

SNMP Version:

Is Discovered:

DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:

Model Number:

Switch Network:

Software Version:

Reason For Not Monitoring:

display this if SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

swl
10.228.136.24
SNMPv 3

true

<username>
BES-53248
cluster—-network
3.9.0.2

None <---- should
CDP/ISDP

true

QTFCU3826001C
v1.8X2 for
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