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PerLET

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-02/cdp

ela csl Ethl/2 N3K-
C3232C

e0b cs2 Ethl/2 N3K-
C3232C
clusterl-01/cdp

ela csl Ethl/1 N3K-
C3232C

e0b cs2 Ethl/1 N3K-
C3232C

4 entries were displayed.
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PerLET

clusterl::*> network port show -ipspace Cluster

Node: clusterl-02

Port IPspace
ela Cluster
healthy
elb Cluster
healthy

Node: clusterl-01

Port IPspace
ela Cluster
healthy
e0b Cluster
healthy

Speed (Mbps) Health
Broadcast Domain Link MTU Admin/Oper Status

Cluster up 9000 auto/10000

Speed (Mbps) Health
Broadcast Domain Link MTU Admin/Oper Status

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

4 entries were displayed.
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PerLET

clusterl::*> network interface show -vserver Cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.209.69/16
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.49.125/16
clusterl-01 eOb true

clusterl-02 clusl wup/up 169.254.47.194/16
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.19.183/16
clusterl-02 elb true

4 entries were displayed.
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PerLET

clusterl::*> cluster ping-cluster -node clusterl-02
Host is clusterl-02

Getting addresses from network interface table...
Cluster clusterl-01 clusl 169.254.209.69 clusterl-01
Cluster clusterl-01 clus2 169.254.49.125 clusterl-01
Cluster clusterl-02 clusl 169.254.47.194 clusterl-02
Cluster clusterl-02 clus2 169.254.19.183 clusterl-02
Local = 169.254.47.194 169.254.19.183

Remote = 169.254.209.69 169.254.49.125

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 4 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 4 path(s):
Local 169.254.19.183 to Remote 169.254.209.69
Local 169.254.19.183 to Remote 169.254.49.125
Local 169.254.47.194 to Remote 169.254.209.69
Local 169.254.47.194 to Remote 169.254.49.125

Larger than PMTU communication succeeds on 4 path(s)

RPC status:

2 paths up, 0 paths down (tcp check)

2 paths up, 0 paths down (udp check)

ela
e0b
ela
eOb
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PerLET

clusterl::*> network interface show -vserver Cluster -fields auto-

revert
Logical
Vserver Interface Auto-revert
Cluster
clusterl-01 clusl true
clusterl-01 clus2 true
clusterl-02 clusl true
clusterl-02 clus2 true

4 entries were displayed.
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PerLET

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password

Enter the switch name: e¢sl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc
Do you want to continue*? {y|n}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:a1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] ¥y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?
{yIn}: [n] ¥y

Enabling cluster switch log collection.

clusterl::*>
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'system cluster-switch log enable-colion

PermLET

clusterl::*> system cluster-switch log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system cluster-switch log setup-password
Enter the switch name: csl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:a21:09:80:6a:61:92:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?
{yIn}: [n] y

Enabling cluster switch log collection.

clusterl::*>

@ INSDARY FOVTNATIS—HREINBZIGZEIF. Xy b7y THR—MIERL
BhELEE L,



NX-OS VI b7 >VAM—=ILLET

COFE #FEALT. Nexus3232C VS RXARXAAYFICNX-OSY T NIDTT7HAVR
I\_)L—C\E? 35_3_0

E M= R
MEBRHD
* AM Y FREDREDNY I T v T,
* USAANELICKEELTWVWDS (OFICITS—AR0V. FHRIEEEROBEBESAEELTWVS)

* "Cisco Ethernet Switch D _X—", H7R— K TMNB0ONTAP ENX-OSDO/N—2 3 I DWTUE. X1 v F
DEBMDORZEBE LTIV,

* "Cisco Nexus 3000 > 1) —ZX 24w F"s CiscORAYFDT v TIL—REXUVA T VI L —RFIEDEE
HICDOWTIX. CiscodWebt 1 E TAFARERY T Iz 7ELV T v FIL—RAHA REESBLTL
=W,

VIboxT7%"A2AM=ILLET

FE Tldk. ONTAP <Y > R ¥ Cisco Nexus 3000 /) —X XA wFIAY Y ROWMAZFERATINENHD
T BICPHIZINTULALWAEFD, ONTAP OY Y REFALET,

DFIE 257 LTLEETWVW 'NX-OSEXURCFOA Y A F—)Lz%EfmLET"20 ) v I L. ROFIEZET
LETo

FIE
1. 9SRERAA1yFeEERY hT—JICERLE T,

2. Tping) AV REFHALT. NX-OSY 7 U 7ELVRCF £RR LT3 —NADESERERL
F9.

PerLET

ROBITIF. ZAYyFHIPT7RLRX 1721921 O —NICEHRTETS e 2R LE T,

cs2# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.
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PerLET

cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxo0s.9.3.4.bin
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/nxo0s.9.3.4.bin /bootflash/nxo0s.9.3.4.bin
/code/nxo0s.9.3.4.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/n9000-epld.9.3.4.img
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@l172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/n9000-epld.9.3.4.img /bootflash/n9000-
epld.9.3.4.img

/code/n9000-epld.9.3.4.img 100% 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.
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PerLET

cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2019, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 08.37
NXOS: version 9.3 (3)
BIOS compile time: 01/28/2020
NXOS image file is: bootflash:///nxos.9.3.3.bin
NXOS compile time: 12/22/2019 2:00:00 [12/22/2019 14:00:37]

Hardware
cisco Nexus3000 C3232C Chassis (Nexus 9000 Series)
Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of

memory.

Device name: cs?2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 36 second(s)

Last reset at 74117 usecs after Tue Nov 24 06:24:23 2020
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Reason: Reset Requested by CLI command reload
System version: 9.3(3)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

cs2#
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PerLET

cs2# install all nxos bootflash:nx0s.9.3.4.bin
Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.4.bin for boot variable "nxos".
[] 100% -- SUCCESS

Verifying image type.
[] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos.9.3.4.bin.
[] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos.9.3.4.bin.
[] 100% -- SUCCESS

Performing module support checks.
[l 100% -- SUCCESS

Notifying services about system upgrade.
[] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default
upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt)
New-Version Upg-Required
1 nxos 9.3(3)
9.3(4) yes
1 bios v08.37(01/28/2020) :v08.32(10/18/2016)

v08.37(01/28/2020) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] y
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Install is in progress, please wait.

Performing runtime checks.
[l 100% -- SUCCESS

Setting boot variables.
[] 100% -- SUCCESS

Performing configuration copy.
[] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading

bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

cs2#

6. R4y FDUT—RERIC.
¥

14

NX-OSY 7 D x7DFHLWVWN—23>THS [show version | =HEEAL £



PerLET

cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 08.37
NXOS: version 9.3 (4)
BIOS compile time: 01/28/2020
NXOS image file is: bootflash:///nxo0s.9.3.4.bin
NXOS compile time: 4/28/2020 21:00:00 [04/29/2020 06:28:31]

Hardware
cisco Nexus3000 C3232C Chassis (Nexus 9000 Series)
Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of

memory.

Device name: rtpnpi-mcc01-8200-ms-Al
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 14 second(s)

Last reset at 196755 usecs after Tue Nov 24 06:37:36 2020
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Reason: Reset due to upgrade
System version: 9.3(3)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

cs2#



PerLET

cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x12
I0 FPGA Ox11

cs2# install epld bootflash:n9000-epld.9.3.4.img module 1
Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module

Upgradable

Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x12 0x12
No
1 SUP IO FPGA O0x11 0x12
Yes

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] y

Proceeding to upgrade Modules.

Starting Module 1 EPLD Upgrade

Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 04
sectors)

Module 1 EPLD upgrade is successful.

Module Type Upgrade-Result

1 SUP Success

Module 1 EPLD upgrade is successful.
cs2#

17



8 XA wFDOUT— & BEOJA>L. EPLDd—IITYAX—=2%2F7 v T L—RL. A1y FZdH
S—EUT—FLEY,

BlermlLEd
cs2# install epld bootflash:n9000-epld.9.3.4.img module 1 golden

Digital signature verification is successful

Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module

Upgradable

Retrieving EPLD versions.... Please wait.

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] y

Proceeding to upgrade Modules.

Starting Module 1 EPLD Upgrade

Module 1 : MI FPGA [Programming] : 100.00% ( 604 of 064 sect)
Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 64 sect)
Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result

1 SUP Success

EPLDs upgraded.

Module 1 EPLD upgrade is successful.
cs2#

0. X4 wFD)T—rE. O LTHLWA—3 VO EPLD AERICO— RSN EERELE
ER
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PerLET

cs2# show version module 1 epld

EPLD Device Version

MI FPGA 0x12

I0 FPGA 0x12
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* Tclustert @ : *>1 POV T, 95 X2D&RI%ZTRLET,

CDRAZIZDWVWT

FE Tlk. ONTAP J<Y > R ¥ Cisco Nexus 3000 V) —X XA wFIAY Y ROWMAZFERATINELNHD
o BICERINTLARLAED, ONTAP IT Y REMALE Y,

CDFE TlE. BfERIREA Inter-Switch Link (ISL ; X1 wFRE > 7) IIHNEBHD £FH A, RCFD/N—2 3
VEEETDEISLESIC—RBNICKE T 3HEMRH Z 0. CNIERFTEDEETY, V5REZD/ V2R
Fy FPARL =23 %RIFITEHHIC. ROFIE IF. 2—7 v XA Yy FTOFIBEDEITHRIC. IRTD
IS ABLIFEEEL TWVWAN— b F—XA v FICBITLET,

DFIEZTZTTLTLETVWNX-OSBELURCFOA VA F—ILZEFLEFT"Z#0 U vy L. ROF|EZZET
LEY,

FIE
1. 9SRZRA4 Y FICERINTWVWEE/ —RDIZZAZR—bZRRLET,

I network device-discovery show | D& SICKRRINET
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PerLET

clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 N3K-
C3232C

eOd cs?2 Ethernetl/7 N3K-
C3232cC
clusterl-02/cdp

ela csl Ethernetl/8 N3K-
Cc3232cC

e0d cs?2 Ethernetl/8 N3K-
C3232C
clusterl-03/cdp

ela csl Ethernetl/1/1 N3K-
C3232C

e0b cs2 Ethernetl/1/1 N3K-
C3232C
clusterl-04/cdp

ela csl Ethernetl/1/2 N3K-
C3232C

e0b cs?2 Ethernetl/1/2 N3K-
Cc3232cC

clusterl::*>

2 BUSRAAKR—PDBBIAT—RALIERT—2 R =R LF T,
a IRTDIVFTAAR—MDEREBIRETHD B LE T,

network port show —-role cluster



PerLET

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false



Node: clusterl-04

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

clusterl::*>

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

b. IRTDYIFREA>BZ—TxARX (LIF) DNR—LR—MICHBezHEBLET,

I network interface show -role cluster ]| DK SICRREINZET
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PerLET

clusterl::*> network interface show -role cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 e0d true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl up/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

8 entries were displayed.

clusterl::*>

C. UZRADAADIZARRA vFDBERERTL TWVWBR I ZEELET,

system cluster-switch show -is-monitoring enabled-operational true Z{ER L £



PerLET

clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch Type Address
Model
csl cluster-network 10.233.205.92
NX3232C
Serial Number: FOXXXXXXXGS
Is Monitored: true
Reason: None

Software Version:

Cisco Nexus Operating System (NX-0S) Software,

Version
9.3(4)
Version Source: CDP
cs2 cluster-network 10.233.205.93
NX3232C
Serial Number: FOXXXXXXXGD
Is Monitored: true
Reason: None

Software Version:

Version

Version Source:

Cisco Nexus Operating System (NX-0S) Software,

9.3(4)
CDP

2 entries were displayed.

3. USXALIF TEEBUN—FEEMICLET,

erLET

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert false

4. UFRAZRAYF cs2 T, /—RDIFRAAR—MIERINTVWBEIR—rZzdvy hETVLFET,



PerLET

cs2 (config) # interface ethl/1/1-2,ethl/7-8

cs2 (config-if-range) # shutdown

IIRAZAR—bMISIZXAyF cs1 THRAPETNTVBR-MIBITENTVBE I Z2BRLE T,

CHUCIIBHD DB EDBD ET,

I network interface show -role cluster ] DK S ICKRRINET

BlerLET

clusterl::*> network interface show
Status

Current Is
Vserver
Port

Logical

Interface

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

01 clusl
true

01 clus2
false
02 clusl
true

02 clus2
false

03 clusl
true

03 clus2
false

04 clusl
true

04 clus2
false

8 entries were displayed.

clusterl::*>

6. VSRAEANEETHB L ZHEBLET,

26

[ cluster show | ZEBBLTLETL

-role cluster
Network

Admin/Oper Address/Mask

up/up

up/up

up/up

up/up

up/up

up/up

up/up

up/up

1609.

169.

169.

169.

169.

169.

169.

1609.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23



PerLET

clusterl::*> cluster show

Node

Health

Eligibility Epsilon

clusterl-01
clusterl-02
clusterl-03
clusterl-04

true

4 entries were displayed.

clusterl::*>

true
true
true

true

I REODAAYFREDIE—Z FLEFELTLVAWVEEIF. ROOYYFOEAZTHFI ST 7ILICT

E—LTREFLET,

'how running-config'

8. XA W Fcs20H/REZHEL. A1y FEVT—FLET,

%L\ RCE £ EH £ EAT 318814, (v FREEBEL. BANADTERTE
(D 22BrB0ET, 21V FEBELY b7y TTAICE. AV FOLUTILIASY —
JLE— ST 2 REABD 7,

a REZHELEY,

erLET

(cs2)# write erase

Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway?

b. 24 wFZ2)T—-rLET,

erLET

(cs2)# reload

(y/n) [n] ¥y

Are you sure you would like to reset the system? (y/n) y

. XM wFDEAKREEERTLET, BB LTLKIETWVW"3232CU S RAAA v FEHRELEZI" #2BL
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10.

1.

12.
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TS L,

FTP. TFTP. SFTP. SCP OWINHIDEXETO NI EFERLT. X1 YFcs2DT—rTS5v>
AICRCFZJEF—L &Y, Cisco AV ROFMICDOWVWTIE. [y OZETEIHAREBRBLTLIES
L) "Cisco Nexus 3000 Series NX-OS Command Reference ] #&2B L T H1 K,

FlERLET

ZDFE. TFTPZFERALT. X1 vFcs2DT—hT75wPalClRCFZ#IAE—92H%E%RLT
WEd,

cs2# copy tftp: bootflash: vrf management

Enter source filename: Nexus 3232C_RCF_vl.6-Cluster-HA-Breakout. txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server
Established.

TETP get operation was successful

Copy complete, now saving to disk (please wait)...

T—r75vallhilicd4o>O0—RL7-RCF #@EBLE9,

Cisco AV Y ROFMICOWVWTIE. [ OFZETB3H0 REBERL T2V "Cisco Nexus 3000 Series
NX-OS Command Reference | Z&B L TLEEWVW A1 K,

PlEerLET

ROFNNE. XA v F cs2 I RCF 77 )L I Nexus_32323 RCF v1.6 -Cluster-HA-Breakout .txt | %*
A1VZAL=ILTBHEZRLTVWETD,

cs2# copy Nexus_3232C_RCF_vl.6-Cluster-HA-Breakout.txt running-
config echo-commands

Mo DONF—HH%ERESEL £ show banner motd AY YV RZER{TLEYT IFEELAFEFRIA] ICEEHT
NTVWABFIEZSFHTAT. AT YvFEIELSEREL. BIETEIHNELHD XTI,
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PerLET

cs2# show banner motd

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

kAhkKkkkhkhkKh KKk %k

* NetApp Reference Configuration File (RCF)

*

* Switch : Cisco Nexus 3232C

* Filename : Nexus 3232C RCF vl.6-Cluster-HA-Breakout.txt
* Date : Oct-20-2020

* Version : v1.6

* Port Usage : Breakout configuration

* Ports 1- 3: Breakout mode (4x10GbE) Intra-Cluster Ports, int
el/1/1-4,

*x e1/2/1-4, el/3/1-4

* Ports 4- 6: Breakout mode (4x25GbE) Intra-Cluster/HA Ports, int
el/4/1-4,

*x e1/5/1-4, el/6/1-4

* Ports 7-30: 40/100GbE Intra-Cluster/HA Ports, int el/7-30

* Ports 31-32: Intra-Cluster ISL Ports, int el/31-32

* Ports 33-34: 10GbE Intra-Cluster 10GbE Ports, int el/33-34

* IMPORTANT NOTES

* - Load Nexus 3232C RCF vl.6-Cluster-HA.txt for non breakout config
*

* — This RCF utilizes QoS and requires TCAM re-configuration,

requiring RCF

2 to be loaded twice with the Cluster Switch rebooted in between.
*

* - Perform the following 4 steps to ensure proper RCF installation:
*

* (1) Apply RCF first time, expect following messages:

2 - Please save config and reload the system...

2 - Edge port type (portfast) should only be enabled on
POETS o o o

& - TCAM region is not configured for feature QoS class IPv4
ingress...

*

W (2) Save running-configuration and reboot Cluster Switch

*

* (3) After reboot, apply same RCF second time and expect

following messages:
o - % Invalid command at '”' marker

29



o - Syntax error while parsing...
*

o (4) Save running-configuration again

R R i e S b 2b b b b b b dh b e dh b Ih b SR b b b b dh b IR b S b 2R Sb b b b b db b db b b db b JR db b db b I 2h b dh b A b 2 db b 4

XAk Xk kX kkk kK

@ RCF ##&CiEHT B & Zl&. T Error : Failed to write VSH commands * 1 &LV X
T—UHRREINZH. BELTHEFLEH A,

13. RCF 774D ELVWHLWN=a3 > THZ e ZzBRLET,
'how running-config'

HHZEFTvI LTELWVWRCF B'% 3 L Z2HRT 515513, ROBHRMNMELVW I e ZzmRBL TS
LYo

° RCF N\ F—
° J—RER—bDEE
° NRBIAZR

HARBIET A FOBRICE>TELEDET, R—MDEREZMEL. 1 X —JLLT7=- RCF ICEA
DEEH BV —X /) —+rZBBLTLIEEL,

14. RCFDN—= 3V e R4 Y FOHREDELWVWI & ZHEEL 75, running-config 7 71 JL% startup-
config 7 7/ JLICOAE—LE T,

Cisco AY Y RDEMICDOWVWTIE. Ty OB THIHA REBBL T /ETL) "Cisco Nexus 3000 Series
NX-OS Command Reference J ZEBRBL T TV HA R,

cs2# copy running-config startup-config

(AR AF AR A A A SR AH LA RHHH] 1005 Copy complete

15. 24 wFces2%FZ)T—bLET, RAYFOUT—rHIC/—RISHLTHRESINT: TS XER— D
BLELTWVWS] ARV MIERHLTHEVEE A

cs2# reload
This command will reboot the system. (y/n)? [n] y

16. FLC RCF Z@A L. RITHOREZLS—EREFLE T,
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PerLET

cs2# copy Nexus 3232C RCF vl.6-Cluster-HA-Breakout.txt running-
config echo-commands

cs2# copy running-config startup-config
(HAfHHHHAHHH A A H A A4 44#] 100% Copy complete

7. 9SR8D VS R2R— ORBEMZHELF T,
a JZ7AZADTANTD/ —RFTedd R— D HEBLTED. ERICEELTVWS C CZ2HE

I network port show -role cluster | D& SICRRINET

a

=3

S

/Gy

LE9,
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PerLET

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

Node: clusterl-02

Ignore

Health
Port
Status

Health
IPspace
Status

Cluster

Cluster

up

up

9000

9000

auto/10000

auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

Node: clusterl-03

Ignore

Health

Cluster

Cluster

up

up

9000

9000

auto/10000

auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela

Cluster

healthy false

e0d

Cluster

healthy false

Cluster

Cluster

up

up

9000

9000

auto/100000

auto/100000



Node: clusterl-04

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

b. VS XEZMNEZXAYFDANIRZRHERLET (LIF A e0d ICHR—LTHWEDH. X1 vF cs2 B'RR
EINRBVETREMED'BD FT) o
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PerLET

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7
N3K-C3232C

eOd cs?2 Ethernetl/7
N3K-C3232C
cluster01-2/cdp

ela csl Ethernetl/8
N3K-C3232C

e0d cs?2 Ethernetl/8
N3K-C3232C
cluster01-3/cdp

ela csl Ethernetl/1/1
N3K-C3232C

e0b cs2 Ethernetl/1/1
N3K-C3232C
clusterl-04/cdp

ela csl Ethernetl/1/2
N3K-C3232C

e0b cs?2 Ethernetl/1/2
N3K-C3232C

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address

Model

csl cluster—-network 10.233.205.90
N3K-C3232C

Serial Number: FOXXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP

cs2 cluster—-network 10.233.205.91



N3K-C3232C
Serial Number: FOXXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP

2 entries were displayed.

A YFICAO—R LI RCFN—=23 2 Ic&>TE. cs1 RAyFAVY —ILTRDOEH
IDRRINBZZeHHDET

2020 Nov 17 16:07:18 csl %$ VDC-1 %$ %STP-2-
UNBLOCK CONSIST PORT: Unblocking port port-channell on
VLANQO092. Port consistency restored.

(:) 2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-
BLOCK PVID PEER: Blocking port-channell on VLANOOOI.
Inconsistent peer vlan.
2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-
BLOCK PVID LOCAL: Blocking port-channell on VLANO0SZ.
Inconsistent local vlan.

() 75258/ —RAEETHELBESNBETIERASHID B LABD £ T,

18. S XZZXAYyFcs1 T /—RODIVFZRER—MIBEHREINTVWEIR—bZ2 vy bEUYLET,

PlerLET

ROPITIE. FIE1 OHEARZEALTVET,

csl (config) # interface ethl/1/1-2,ethl/7-8
csl (config-if-range)# shutdown

19. VS XZ LIF B RA Y F cs2 TRAMINTWVWER— MIBITINIIEZBRLET, ChICIZEHD

NBZehHBDEI,

I network interface show -role cluster ]| DL SICRREINET



PerLET

clusterl::*> network interface show

Current Is
Vserver
Port

Logical

Interface

Statu

-role cluster
s Network

Admin/Oper Address/Mask

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-01 |

e0d

clusterl-01

el0d

clusterl-02

e0d

clusterl-02

e0d

clusterl-03

e0b

clusterl-03

eOb

clusterl-04

e0b

clusterl-04

e0b

up/up
false

clusl

up/up
true

clus?2

up/up
false
up/up
true

clusl
clus?2
clusl wup/up
false
up/up
true

up/up
false

clus?2

clusl

clus2 up/up

true

8 entries were displayed.

clusterl::*>

2. VSRANEETHB 2B LET,

36

I cluster show | #

SRLTIRETV

169.

169.

169.

169.

169.

169.

169.

169.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23



PerLET

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

21. 24w Fcs1TFIE7 ~15%EDRLF T,
22. 5 X LIF TEHEBIN—rEEMICLET,

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert true

2. S RAR—MMEHREINTVE Ry FR—EDIEELTLWB L ZHRLE T,

ermLET

csl# show interface brief | grep up

Ethl/1/1 1 eth access up none

10G (D) --
Ethl/1/2 1 eth access up none
10G (D) --
Ethl/7 1 eth trunk up none
100G (D) --
Ethl/8 1 eth trunk up none
100G (D) --

24. cs1 & cs2 D ISLHEBEL TWB Z e ZREEEL £ 95

R— b F v RILOBIE)



PerLET

csl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s — Suspended r - Module-removed
b - BFD Session Wait
S - Switched R - Routed
U - Up (port-channel)
p - Up in delay-lacp mode (member)
M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol (SU) Eth LACP Ethl/31 (P) Ethl/32 (P)
csl#

2. JZZAZLIFBR—LR—MIUN—rENlezBRBLET,

I network interface show -role cluster | DK SICKRRENET
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PerLET

clusterl::*> network interface show

-role cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 e0d true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eld true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0d true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOb true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOb true

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true
8 entries were displayed.
clusterl::*>

WINH DY 5 A EZLIFNR—LR— MR TWRWERIE. FEITUN—FLET. network

interface revert -vserver vserver name -1if 1if name
2. YZRARADPEETHZ e =HERBLE T,

[ cluster show | ZE2BLTLmT L)



PerLET

clusterl::*> cluster show

Eligibility

Node Health
clusterl-01 true
clusterl-02 true
clusterl-03 true
clusterl-04 true

4 entries were displayed.
clusterl::*>

true
true
true

true

21 VE—FUSRARAVA—T 4RI ping #RITL TEGEZESRLE S,

40

[ cluster ping-cluster -node local | % &g

LTRE



PerLET

clusterl::*> cluster ping-cluster -node local

Host 1s clusterl-03

Getting addresses from network interface table...

Cluster clusterl-03 clusl
Cluster clusterl-03 clus2
Cluster clusterl-04 clusl
Cluster clusterl-04 clus2
Cluster clusterl-01 clusl
Cluster clusterl-01 clus2
Cluster clusterl-02 clusl
Cluster clusterl-02 clus2

169.
169.
169.
169.
169.
169.
169.
169.

254.1.

254.
254.
254.
254.
254.
254.
254.

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8

169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

w W w w L PP

3 clusterl-03
clusterl-03
clusterl1-04
clusterl-04
clusterl-01
clusterl-01
clusterl-02
clusterl-02

O o U s J o =

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to
Local 169.254.1.3 to
Local 169.254.1.3 to
Local 169.254.1.3 to
Local 169.254.1.3 to
Local 169.254.1.3 to
Local 169.254.1.1 to
Local 169.254.1.1 to
Local 169.254.1.1 to
Local 169.254.1.1 to
Local 169.254.1.1 to
Local 169.254.1.1 to

RPC status:
6 paths up, 0 paths down
6 paths up, 0 paths down

A—HRY AL YFAIIIREZR) VOO TRE
O UNEKBEX R L T. ONTAP TR wFEEDOOT 771 IILZNETET T,

Remote 169.
Remote 169.
Remote 169.
Remote 169.
Remote 169.
Remote 169.
Remote 169.
Remote 169.
Remote 169.
Remote 169.
Remote 169.
Remote 169.
Larger than PMTU communication succeeds

(tcp check)
(udp check)

254.
254.
254.
254.
254.
254.
254.
254.
254.
254.
254.
254.

w W w wkEkErPrwwwwEe
O 0 U1 b J oy O 0 U BN J O

ela
elb
ela
eOb
ela
eld
ela
e0d

on 12 path (s)

1
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—HRY FRAYFAIREZAZ (CSHM) F. VTS RERY NIT—DRAYFE AR
L=y 8D —0 20y FOEEOREMZHESREL. TNV ITRICRAMyFOOT %
INELEXT, COFIETIX. ATy FHS50FEL Y R—MOJDOIREZRES LU
a9 27Ot X% HA K L. AutoSupportic & > TIE SN i-*EHIN AT — X D18
B DONEZRBLET,

ERZRImY BHIC
* Cisco 3232CU T RA XA v F*CLI" 2R L TREN Y b7y TENTVB e 2R L E I,

C AAYFDNILRAEZEZDERICBR > TVWBIRELHD £9, CNEHRTSICIE. Is Monitored: 7
4 —JLRIE. system switch ethernet show ANY Y RZETLET

FIE
1. A=Y FRAAYFAIINREZZOOTIEED /NI T — REER L E T,

S RTFLAAYFA—Yxy rOTdEY T v T -NNZAT—R]

erLET

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: e¢sl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

2. OJWNEXRATBICIE. XOOAIY REEITL. deviceZgiOAY Y R THEALIERAAM v FICBE IR
¥, MADZA 7OOJINENFIRINE T, ALY R— MOJ O EHNA*T—2D1BE D
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INETT,

system switch ethernet log modify -device <switch-name> -log-request true

PlerLET

clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

103/ TH 5. OJIRED T LIcC e =zHRBLE T,

system switch ethernet log show

C) CNEDOAT Y ROVWITNATIS—HRENIGE. £EO07DIRENTT LAEWVE
&lF. NetAppHR—KMICBERBRVEHELIEETL,

cSOWNa—FTa>0
AOJUNERKBEICE > TROVWTNADI S —XAT—RANREINTIHE (DHAICKRIEINET) system
switch ethernet log show)T. MIGT 2T /N\vIFIEZHL 7,

AJPNEIS—XT—R R RGE
* RSAF—H'HB D FEA? ONTAP SSH¥ —ZB4EmM L £, NetApptHR— bk
ICEBVWEDhE TV,
24 YFNRAT—RIS— LTIy )LZREEL. SSHiERiZ T X b

L. ONTAPSSH¥—%B4mL£d, FEICDOWT
& RAYFDOIZ a7 I)ILZMEERT 5D NetApptf
R—FMIBERVWEDLELTEETL,

43



* FIPSICECDSAF—H'H D FHEA* FIPSE—RABEMICHR>TVWBRHZEIE. BT 3
HIICRA v FCECDSAF—Z LT 3HENHD X

ERS

BEoOIJNREDOHMDELT A1y FEOURIOOJIRET 71 IILZHIBRL £
ER

AAYyFATOTIS— Ay FA-HICOTINEERDH S Z =8 L

F9, LELDRRFHZSRL TSI L,

SNMPV3 D& E

A=Y FRAYFAIREZZD) > (CSHM) ZHR— M BSNMPV3%RET
BICIE. ROFIEICRE>TLEEET L,

CDERTICDOVT
ROIR > I, Cisco 3232C XA v FICSNMPV31—HEZHREL FJ,
* BREE7%: L*DIZE | snmp-server user SNMPv3 USER NoAuth

* MD5/SHAGREEDZE™ | snmp-server user SNMPv3 USER auth [md5|sha] AUTH-PASSWORD

* AES/DESEES bz MR L 7=* MD5/SHASSEEDZE* . snmp-server user SNMPv3 USER
AuthEncrypt auth [md5|sha] AUTH-PASSWORD priv aes-128 PRIV-PASSWORD

ONTAP I CSNMPV31—HRZH/HET DAV RIFRDEH D TT, cluster! : *> security login create -user
-or -group-name_snmp3_user_-application snmp-authentication-method usm -remote-switch-ipaddress
address’

RO R, CSHMTSNMPV3A—HZZMIIL X9, clusterl::*> system switch ethernet
modify -device DEVICE -snmp-version SNMPv3 -community-or-username SNMPv3 USER

FIE
1. uqu(‘:Bﬁ?ﬂZ’EﬁFﬁ?'%ck'DL_Z'f‘/?—(DSNMPVBZL HZE Ebi'd'o

show snmp user
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PerLET

(swl) (Config) # snmp-server user SNMPv3User auth md5 <auth_password>
priv aes-128 <priv_password>

(swl) (Config) # show snmp user

SNMP USERS
User Auth Priv (enforce) Groups
acl filter
admin md5 des (no) network-admin
SNMPv3User md5 aes-128 (no) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

(swl) (Config) #

2. ONTAP I TSNMPV31—H%2tw 7V L X7,

security login create -user-or-group-name <username> -—-application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212
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PerLET

clusterl::*> system switch ethernet modify -device "swl
(b8:59:9£:09:7c:22)" -is-monitoring-enabled-admin true

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. HILLSNMPV31—H'TEHRTBLSICCSHMEREL 95
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PerLET

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name: swl
IP Address: 10.231.80.212
SNMP Version: SNMPv2c
Is Discovered: true
SNMPv2c Community String or SNMPv3 Username: cshml!
Model Number: N3K-C3232C
Switch Network: cluster-network
Software Version: Cisco Nexus
Operating System (NX-0S) Software, Version 9.3 (7)
Reason For Not Monitoring: None <---- displays
when SNMP settings are valid
Source Of Switch Version: CDP/ISDP
Is Monitored ?: true
Serial Number of the Device: QTFCU3826001C
RCF Version: v1.8X2 for
Cluster/HA/RDMA

clusterl::*>

clusterl::*> system switch ethernet modify -device "swl" -snmp
-version SNMPv3 -community-or-username <username>

clusterl::*>

- #L<AEBL L7cSNMPV3Z—HTRART 3> U 7ILESH. CSHMAR—) » JHRDT T RICEIOFIET
SHALICDDLRALTHB =L ET,

system switch ethernet polling-interval show
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PerLET

clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

swl
10.231.80.212
SNMPv 3

true

SNMPv3User
N3K-C3232C
cluster—-network

Cisco Nexus

Operating System (NX-0S) Software, Version 9.3 (7)

Reason For Not Monitoring:

when SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for
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