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* noded I¥. node2 ICBLTWE7J U —bDER—LFAIBEE &
VIREDFAEETY,

"ZT7—=T6 [Ty ITIL—RERT RT—Y6TIE FILW/ —RAELLEY F 7y FEINTVWB L

LExg L. BEMABEMAEFLVL —RHAHBIHEIEX NL—JBE
{EEIINVEZRELTCEY R 7y LET, £/-o gLV —FRDE
F%{ELE L. SnapMirrorD LIBT3 HENHD X7,

AT—I1 7y 7L —Rz%E(H
2 T—I10OEE

2ATF—I1TIE. FaEREETL. BEICBL T I IS — FOFRBHEEBELE T,
FUR—RF—IR2—TJvEFALTR ML —BEEEEEL TULT, SnapMirrorks
BRZzARIETBESIEIRTET I H5RIE. FEDBHROERL THETET,

FIE
1."/—F2T7yFIL—F2%Hm2zLET"
2 "FUR=—RF—IRx—vEFEALTRA ML —VBESLZEELEY"

J—R=T7yvTIL—FI2%EwmeLET

A2 hO—S0XBTOLXTIF. FTEOSFAHEENRITINE T, Few FED
BFTHEATZHDICTO/ —FICEHTZEHREZNEL. BEICIGC TERFDOBECHE
SRS TDRATZH/HELE T,

FIE
1T.ONTAP OX Y RSAYTROIARYY RZAAL T, 2> bO-S0MBTOEL X ZMBLFT,

system controller replace start -nodes <node names>

@ system controller replace start 1< > R{d. advancedfRL NI)L TOHAEKRITTEX T, set

-privilege advanced



TOFDLSBEANRTRINE T, HAICIE. VT AZTRITINTULBONTAPO/N— 3 VU HRRE
nx7J,

Warning: 1. Current ONTAP version is 9.15.1

2. Verify that NVMEM or NVRAM batteries of the new nodes are charged,
and charge them if they are not. You need to physically check the new
nodes to see if the NVMEM or NVRAM batteries are charged. You can check
the battery status either by connecting to a serial console or using
SSH, logging into the Service Processor (SP) or Baseboard Management
Controller (BMC) for your system, and use the system sensors to see if
the battery has a sufficient charge.

Attention: Do not try to clear the NVRAM contents. If there is a need to
clear the contents of NVRAM, contact NetApp technical support.

3. If a controller was previously part of a different cluster, run
wipeconfig before using it as the replacement controller.

4. Note: This is not a MetroCluster configuration. Controller
replacement supports only ARL based procedure.
Do you want to continue? {y|n}: vy

2. Ty =%z, ROENHERTEINFT,

Controller replacement operation: Prechecks in progress.
Controller replacement operation has been paused for user intervention.

Y RT LTIFROERIERNEITEIN. HETFIRTHEAT 37DICKRFREROBEIDERINE T,

ERFTvy Bl

IS RADEEEF T v ISAZADIANTD/ —RPEETHZ e E=ERLET,

TV — R NOBRBRT—RRAF 77UTX—FOBEREEBEN T TICRTPRTH I ES5Hh ERERELE

TvY T 7TV —OBEREEXERTHDEE. FvIIdKkHBL
x9,

EFILEADFTvY (ModelName COFIBEBTIAY FO—SETILAYR—FINTVBRIHE SHhERE

Check BLET, EFILDYR—FTNTULRWNGE. X VIFIKMLE
ER

DSRBAIA—Z LFT VY TG B/)— RN +—SLICHBR e =EELET, /—RhHY

F—FLEBH L TVRWESIE. R TDKRBLE T,



EgiFTvy
AAX=SDON=2a>VFTvy

HARXRT—XAFTvD

TV —RNAT—RIAFT VY

TARIRAT—RAF VY

T—RLFRT—RXFTvY

JIARLIF AT—RR

ASUP XT—HRFxT v

CPURBXRFIT VY

VIOV rDOBBRF VY

J—=RT7 745743 TFzvy

3. AY hrO—SORMMEBEHLN BTN TERHRNT T 5. WBN—FHELETBHD. /—R3D

GG

gD/ —RTRERIL/N—3 >0 ONTAP BERITEhTWB &
HHEELET, ONTAP M X—=SDON—2 a3 VhBLED e, R
IFEBMLET, FILLW/ —RIZIE. T/ —REBLEN—=23 2D
ONTAPOX B A1 YA F—ILETNTVWBRHENRHD T, FILL/ —
RICBIDN—3 2D ONTAP A1 Y X b= ILENTWBIEEIE.
RERICHLLWIYNO—ZZXRY N T—FT23HREBLRHD X
Fo ONTAP D7y UL —RAZEICOVWTIE. Zz8RLTLET
W"SZEBR" 1) > o% : ONTAPD 7w 79 L—R

I BMAED/ —RHBNATRAZE) T (HA) RTHEHIC
BOTWBNESHEERLET, I hO-5TRML—I T
AN =N=DBEHCB>TUWEWEE, ZFXTIERBLET,

—LFAEETHEVWTIUS— b Z2RRT3/—RAFABELTVS
. TDRRAVIIKBLET, O—AILUANDT T )7 —h%zFh
B3/ —FREABLABVTLREEL,

R D/—RIZFRRBLTWVWBRT 1 RV XIFEENEELTVS
T4 RAIDBBHE. FAVRBKRBLET. BDBWVWT1 RIDH
6%AH\%ﬁFLT<t.L”ﬁ%QWCUT?4Z78$UT
7U7 FDEIBIC) VT BICIE. CLL . _ TwmEALL—
BIEICHERALEY, HARTDINL—J%FBRET BICIE. .
_A%TN«%EU%«%@ ZERALET,

X3/ —RICO—HAILUNDT—42 LIF BH B2 Hh 5 H = FER
LEd, "—LFAEETHEWVWT—A LIFA/—RICEENEWVELDS
ELT(EGHOD—twuﬂw?—&UFﬁuThﬂw/—FE
SENTVREE. 2XVIFEKMLET,

MAED/—RTUOSXRALIFHOEELTWVWADESHEREEL
?077X&UFﬁF¢LTMé%AM\&Zﬁﬁ%%bi?o

ASUP BRINERE SN TLWARWVLE, 4X7IBKBLEY, J> b0
—SOXRMAFIEZRIET 5H1IC ASUP ZBMICT 2HENHD F
ER

g3/ — D CPUFIAEN 50% 2B TVLWEWLHNE SH ZHE
AL &E Yo CPUEARIHERD DREICHT>T 50% ZHBR S
. RRATIBKRMLET,

WINHDT—27J )7 — F TEBBESRTEINTVEHESH
ZHERLETT7IIVT - b OBERZERTROBE. FRTIEKM
LETo

J—=RT7 747423 THEITINTVEIDESHZEREEL E
To /—RT7 T4 2T 423 THERTHDHE. FzvIIdEKBL
£9,

E

Ks

RICHE TREICHZARED DD HNBHRENETET T,



ROWEREDAFF 70082 DY AT LEZFERAL TWRERIE. 7y T L—R%=HIAT 30
IS, 9T RELIFE /) —RZEI2DDYI S RARAR—MIBITLTHR—LR—MIRLE
ER

° J—RTEIZ2DULED I SR ER—

@ ° ;R— beda. edb. edc. eddEER T Z-ODTL—I 7T FE—RKDslotdDT 5 XX

AR —ART b A— R L. R—bede. edf. edg. H&Uesh

J—=RIEICIVSRAGR=bD2OUEHZ I O—-FDT7 Y TIL—RZRTTB L.
Ty FIL—=RRIZHFLVWIY FO-5DT 5 XZLIFANRON B EIREMD B D £7,

FHHICOVWTIE. FLYIR-XDEFZERL T "FERT T AZLIFPARELRT T
ZLIFZHIFRS 2754 <fET L,

4. OZF LAYV —=ILT, A rO—ZOXBAFIEOIERICE T, XOOAIXV Ry FEETLETD,

B/ —RICEREINTULWE DU TIILR=FT, ROIYY FOHNZERICEITLTRELE T,

o

o

vserver services name-service dns show

network interface show -curr-node <local> -role <cluster,intercluster, node-
mgmt, cluster-mgmt, data>

network port show -node <local> -type physical
service-processor show -node <local> -instance
network fcp adapter show -node <local>
network port ifgrp show -node <local>
system node show -instance -node <local>
run -node <local> sysconfig
storage aggregate show -r
storage aggregate show -node <local>
volume show -node <local>
system license show -owner <local>
I storage encryption disk show | D& SICRRINET
I securitykey manager onboard show-backup ] Z&BL TV
I security key-manager external show | C AL XY
I security key-manager external show-status |

network port reachability show -detail -node <local>

FUR—RF—ITF%—T v (OKM) %Z{#EF L 7=NetApp Volume Encryption (NVE) F7c

@ IENetApp Aggregate Encryption (NAE) ZfERL TW31551F. FIEORFDIIETF—

ERY-IIOBREZRITTESLSIC. F—EBY-ILDONRTL - Z2EfHELTHEL
TLIRT L,

5. AT LTHERESILRZ1 T 2FEAL TULWBIHEEIE. Knowledge BaseDXEX BB L T TV "R S
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A THFIPSTEENE DN ZHEFE T 255" 7y T L— FRNROHART TERATNTWVWSEEESER
SATDRA TR 5. ONTAP V7 U 73, RO2BEDBEHESILR S T2 R—FLTL
9,

° FIPSERRE DNetApp Storage Encryption (NSE) SASK T+ 7 7=IINVMe R 51 7
° FIPSIEXI D B EES{ENVMe K 577 (SED)

"WIR—FENTVLBBEEESILR M T OFMZRRTEET"

ARL OEFIFESRICKB LB RIE. 7 UT — OB HEZELE

TIVF—=hRT—=2AF Ty IICKBMLIESEEIE. N—hF—/—RDFABEIBZT7I VT — b ER—LFE
E/—FIIRL. BRSOt A zBERRI ZBELRDHD XTI,
FIE

1L N=bF—/—=RPRERBLTVWE T U — b ER—LFABEE/ —RICRLE T,

storage aggregate relocation start -node-source_node___ destination_destination-node-aggregate-list *

2. node1 ¥ node2 DEESHIREDFAREE (KR—LFRBETIEZARW) 7JUSX—RrE2FrELTLWAWVCZ &
HHESRLET,

storage aggregate show -nodes_node_name -is-home false -fields owner-name. home-name. statez 15
ELEXY

ROBNE. 7T VT — b DREOAREE L R—LFABEDORAN/ — RICHBHBEDNIAT Y FOHAF%Z
TLTWET,

cluster::> storage aggregate show -nodes nodel -is-home true -fields
owner-name, home-name, state
aggregate home-name owner—-name state

aggrl nodel nodel online
aggr?2 nodel nodel online
aggr3 nodel nodel online
aggr4 nodel nodel online

4 entries were displayed.

%

OV bO—SORB|TOLRZBRIZIVBENHD £,
'system controller replace start-nodes_node _name °
fERETA

ONTAPS A2 XADFMICDOVTIE. ZBRBLTLLETVW "SI XEE,
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ONTAP 915 1L Tid. FILLWIY FO—FETIIICR—XR—REEI> FO—F (BMC) 8LUE
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5.

C) node3 27— R 3 L. RDEE X vt —IHRTEINBIBERHD ET,

WARNING: The battery is unfit to retain data during a power outage. This
is likely because the battery is discharged but could be due to other

temporary conditions.
When the battery is ready, the boot process will complete and services

will be engaged.
To override this delay, press 'c' followed by 'Enter'
TEEAYE—IDNKRTEINZEHE FIE42ERAL T ROBFEZRITLET,

a. NVRAM Ny FUETUNDREEZTRT IV —ILXAvE—AE0WHREE L. HEICKRLE TR L
£9,

b. Ny TFUDRBLEEB TOLANETITE2FETHLEET,

@ IR DBERERLBVTLREEV. Ny TU—DORBICKMTZ . T—2H5%D
nedsenhHoErI, *

() msBLTCRRSW =y b T — F R,

6. [[step6] RO WVWITNHODIEEZFIRL T, Ry F T —MERERELF T,
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2y hT— MG LCEBA— M EEU P EERTABENBDET, Ty TIL— R
()  oEFRCT—K LFIP2ERLAVT S0, F—4& LIF SMELET 3 RSN S0 &
7.

FHNRZAMERZONIIL ( E3%E

DHCP ) DIKAE

R{THTY J—rREJOVT A TROITYY RZ2EALT. BENICERZEE
L %79, ifconfigeOM -auto



BRI MERTORTIL (B
DHCP ) DIREE

RITTNhTVWEEA J7—rREJOYT P TROIYY FZERAL T, #ReFHTREL
e
ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addrid. ARL—ISXFLDIP7RLZATY (WA o
netmask &« ARL—CSRFLORY NT—ORRXUTY (WA
gateway &« AL =SS RFLDT— DA TY (WKAH) o

dns addr &, Ry b7 —=0 EDR—LTF—NDIP7RLZXTY (7
3V o

dns _domain I&. Domain Name Service (DNS; R XA > x—LH—E
R) RXAYHTY (FTF>ay) .

AR =T A4 RCEL>TIE. ZOMDINT A —ZHRE

LR35 HDET, 77—Loxz7 - JOYFLTT
help ifconfig 1 C AT 3 L. HMNRTIINET,

7. [[step7] node3 THY b T—rZETLF T,
netboot\http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz’

I <path_the_web-accessible_directory> | (&. T <ONTAP_version> image.tgz | 40> 0O— K L7315
FrEisLxd "+~ b7 — b ZZEfFE,

() rsvozdmLALTEEL,

8 T—hXZa—-Hm6FTF2av[(MNFLVWYINIZITZRINCAVAL—ILTZ | ZBIRLET

CDRZa—FF2arvZBRTBZL. HILLVONTAP A X—IDNT— b FNA RICZ T O—RFELTV
U ey ¢ -

MDAy =D IFEBELTLEEL,
This procedure is not supported for Non-Disruptive Upgrade on an HA pair

JI>bA—507 v 7L —RTIEH<. ONTAP ICLBRBEOEEFELT v T L —RHEHRINTVE
ER

HLOW —REFLITZAA=JICEHITDHEIE. TRy b IT—rE2FERALTLEE
Wo BIDAZETHLLWID FO—FICAX—=FAA VA M=I)LLTEZE. ELWAX—
(D)  PUYRE—LEThBVCEABOFT. COBBEFEAIONTAP U U—2F 7> 30%
IBELTXRY T —MFIERETTS (7) Install new software J—hXTFT o4 7%
HELT. MADAX—=NX—FT 0> aVICEILONTAP N—U 3 U %EEBL X9,

9. FIEZHATIBNESHERRI B X Vv E—IHRRENLIFEIF. Tyl CEANL. NyT—2DF
A7 KRR ENIS URLZASLE T,

http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version> image.tgz’ Ic 7Vt AL XY
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10. [[step10] A> FO—FETa—ILz) T—rF3ICIF. ROFIEZETLET,
a xo7AY T rHBRRRENIES N ZANLTINY I Ty T« VANV ZRFYTLET
NI Ty TREESTSETLETH ? {yn}
b. xp7OY T EHKRRINES Y EADLTHESLET

"FILKAYRA =LY 7 b 7 OERZEBRT3ICIE /- F2EEHTIHENHDXTS
TSV T—=rLETH?{yIny

aobO-5FDa—LIEVT—brLETH T—rXZa—TELELEY, ThiF. T—rTNAIH
BI7A—NYFEINLILICED BT 22 VRA LT TR2HEDNHBHTI,

N T=hXZa—DEXYTFYRE—F 5] ZFRL. EBZHITIBLSICKRDZ IOV T MK
menfes Tyl EAAILET,

12 Ao bO0—ovy—YHHAL LTSN TVWS I #BELET,
I ha-config show |
XRIZ 'ha-config show AY Y FOENBIZRLEFT

Chassis HA configuration: ha
Controller HA configuration: ha

PRT LG HARTIERHA AR Y B T7OVEBKN%E PROM ICECERL £9. REF. XX
(D) YE7OYSRFLELRHARTROTATOIAVE—KY FTEALTHBBENS D
7.

13. Ao bO—F vy —IAHAL LTHER TN TULAVESIX. KOOV REFERAL TEREEEL
ER

I ha-config modify controller ha | Z&8RL T ZE L)
I ha-config modify chassis ha | Z8BL T2 WL

U A —H 2y b T TADESEICHERTZ3TATOA — YRy hR— bHR P L= LTHRSATL
BCCERRLET,

storage port show

RACNDIHEAIE. SRTLERICK>TERD X, XoEAfIE. 2Oy FMICXA L= H—R
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15.

16.

17.

18.

19.

20.

21.

22.

23.

*> storage port show

Port Type Mode Speed (Gb/s) State Status VLAN ID
ella ENET storage 100 Gb/s enabled online 30
ellb ENET storage 100 Gb/s enabled online 30

ARL=PICRESNTUVWRWR—rZ2ZELF T,

storage port modify -p <port> -m storage

A=Y DL 7ICERESNIEIRTOA =Ry bAR—ME TR TIVTICTIERATES

EOICA L=V L TR I BHBEDNHD XTI,
XTFVRAE—RZRTLET,
[ halt J
T—hRIEZOVTRTCH+C F—ZiIRL T BB T —bZFRKILE Y
node2 T. Y X7 LDAMN. B, ELUVRA LY -V ZRELET,
B%)
node3 T. J—rREOYI A TROOAY Y FZFERAL THAERERELF T,
A=ERH
HEIZIHELC T, node3 THZRELET,
set date <mm/dd/yyyy>
node3 T. 77— hrRIEO7OY T TROAT Y FZFRAL THRRIZEELE T,
MBFfE.
HEIZIGE LT, node3 THRZIZREL £
set time <hh:mm:ss>
J—hrO—4—®Dnode3lC$H 3 /N\— b F—> AT LIDEREL T,
setenv partner-sysid <node2 sysid>
/—R3MDIFE. partner-sysid node2HDTHINEHLHD X7,
a RE=ZREFELETT,
‘aveenv

[[auto_install3_step21]=MEE2 L £ 9 partner-sysid / — R3DIHE :
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printenv partner-sysid
24. NetApp Storage Encryption (NSE) RS0 J%#BHL TWLWZHEIE. XOFIEZRITLE T,

FIE TINETICIT 22 EHRWVIEEIE. Knowledge BaseDEtEEBBL T2 L
() ESaInFPSEEN L ShERRT 55 AL TVBHEEBLR ST TO% 1 T%
FEER Y B 1c8o

a. BT

X TE bootarg.storageencryption.support 7T U true £/l false :

RD KRS THMERPDIZE RIS

FIPS 140-2L-R)L20D B2 =21t
BHEICEHLIEINSERS 1T

v 7w FDIEFIPS SED

setenv bootarg.storageencryption.support true

setenv bootarg.storageencryption.support false

b. R T — b XZa2—IIBHLTA S>3 V% BERLET (10) Set Onboard Key Manager

recovery secretso

NRATL—XE, BIOFIETFIE ICBRL TEWNY I Ty FEREZANLET, 2BRBLTE
SVW'F YRR F—IXR—IvZFERALTA ML —URESILEEELET

2. J—RZT—brXZa—IZBMLET,

I boot_ontap menu

26. /—R3T. J—bXZa—IC8BL. 22/72FEALTRELA > a v EBRLET

boot after controller replacemento JOY K T. nodel DT+ X% node3 ICHEEIDHT
IBICIE ROFIDKSICAALET,
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https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified

aAYV—IILonNblzERELEY

LOADER-A> boot ontap menu
<output truncated>

All rights reserved.

R R I e A b b I b S S b 2 I e db b b S b b I S S S 2 S i I
* *
* Press Ctrl-C for Boot Menu. *
* *

KAKRKkANRA AR Ak AN A I AR I A XA XAk A XAk Xk %

<output truncated>

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)2? 22/7

22/7) Print this secret List

25/6) Force boot with multiple filesystem disks missing.

25/7) Boot w/ disk labels forced to clean.

29/7) Bypass media errors.

44/4a) Zero disks i1f needed and create new flexible root volume.
44/7) Assign all disks, Initialize all disks as SPARE, write DDR
labels

(
(
(
(
(
(

<output truncated>

(wipeconfiqg) Clean all configuration on boot
device

(boot _after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition

(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
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initialize node with partitioned disks.

(9¢) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.
The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.
Normal Boot is prohibited.

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup

to disks. Are you sure you want to continue?: yes
<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs



27.

28.
29.

30.

31.

32.

Terminated
<node reboots>
System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...
<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} y

Login:

ROV —ILDOEABTIE. PRNY R ST RION=T123=>7 (ADP) T«
()  20zEATELRTLOBEE ONTAP £5/1— h+—/ — REDANERD SNE

o

WS KX YE—IDBRTREINTEURATLO) T—=RIL—THEELTHEIE no disks found. T4 X
JOBEDYUTTHENRELIECLERLTVWET, BEEZERTBICIE. ZBBLTLKIETVW" LS
IN>a—TFT14>0%175",
BEhJ— hRICEHLT. 7OV F b Tctrl-c /—RK#%{E1EL LOADER> £,
LOADERZOYFh T XVFTFYVRE—RIZUIDEZRZF T,

[ boot_ontap maint | ZfEAL T ZEL)

T4 RT7DES. A O—SDOETILXFS). HABR. $ELUTEDOMD/N—RT = 7OEFICEET S
xR L £ 9,

XTFVRAE—RERTLET,

[ halt J
LOADERZOYFhTT7—FLZET,
I boot_ontap menu

CNT. 7= rEICUEICEIDETONTVWEIRTDT A RV%Z/ — R TRETE S L5180 BE
EBEDICT—FTETELIICBDET,

g2 722/ —RFHIL— bR a—LES{EZERLTWVWSHE. ONTAPIZT « XID SR a—
LIEHREFZAMD D TETFEA - R)a—LDOF—ZUZXLT7LFET,
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(D . JL— bR 2—LTNetApp R 2 —LESEZFERBL TLWBIIERICOAZEL X
ER

a BT —hAXAZa—ICRDET,
LOADER> boot ontap menu

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

) Configure node for external key management.

Selection (1-11)2? 10
b. MmSaomMMKwameWWHMMMS(?)ﬁ—F#—?*—PVUﬁNUD—ObW
DERTE) *ZERLEFT
C. ANT2IXYVR yROTOVT EHKRREINET,

This option must be used only in disaster recovery procedures. Are you sure?
(y or n): vy

d ZOY7rT. F—BEBY—-ILONZXTL—XZANLEFT,
e. 7OV hMREREINID N ITVvTFT—RZANLET,

@ TNRNRITL—=RENY I T TT—RZAFLTIBKBEDHBDET "/ —FzeT7v T
JL—F32%EeLET" COFIEOEIS 30

. OAFLHBERGESX - 1—%EHL1-5. S>> 3>* (1) Normal Boot *#R{TFLET
@ COBMETIZ—IRETIGENHDEFT, TZ—IRELEEZEEIEZ. O XTLDIE
BICT—FIBFTOFIEEEDIRL X7V 32 £9,
/ l\ 30)’1//2 l\—'}lx%ﬁgn/u\bij

node1 O¥IEAR— D\ node3 D¥PIEAR— MIELKYYEYTINTWVWS C & ZHER
FTRAIURELNHDET, CNICEKD. node3 1. 7y I L—RBICVSAZADMD /
_l‘j:JctU‘*‘/ I\lj 7& 1E—Ci§5$j(lu7’a~oi-§_o
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CDRRAIICDWT

#HBBLTL TV "SEZ 5" Hardware Universe ICY > L THLW./ — RDKR— MMIET3EREIET
BIClF. ROFIEEEITLET. COEISa>ORFOBEREFERLET,

YIBR—FDLATIME /—RODETFILICE>TERBZGERHDET, FiLLW/ —RKRHAT—rT 3.
ONTAP |&. BEIMNICO #— S LICBMT37=DICVSRALIF # KA MTZ3R—bEHFILESELET,

node1 O¥IER— kD node3 DYIER— MICEEI YE YT INTULRWEEIE. ROt 3> EBREL
TLIEETW /=R 3TRY NIT—=IHREZVART Xy O —UB5EEBETI-OICERTIHNELNDHD
x9,

node3 D1 YA h—JILET—rDTET LS. ELKAYRAM=IETNTVWBR I EZHERTIHENHD F
To node3 NI =S LICBMT5DZ2RF>THHS. BEEVIEZBRIZIVENDD XTI,

FIED C DR T node3 MU #— S LICEMY 3. WEH—FHELEL FT,

FIE
1. /J=R3MVTF+—FLIZBMLTVWSR 2R L

cluster show -node node3 -fields health’
Mhealth | 74 —JLROHAIE Ttrue | THIFNULED £H A,
2. /J—F3Hnode2 LFAILYVFZREICEENTED. /—RIHWEETHZIZzHRLET,
[ cluster show | ZBBBL TLEEL
3. advancedtEfRE—RICYIDE X £,
aE)

4. 2> bO—SRHEMIBOZXT— 2 2 ZHR L. /— R 1 ZELET 31 CRETRELREICHR ST
WB ez LT, FILLWIAY FO—Z0REET —TILOBBOYIENB X RV ZRITLET,

I system controller replace show | ¥ RRINET

I system controller replace show-sdetails | WS TS —hWFRREINET
S. A hO—SOXRMMIBZBRAL F7,

27 LY b O—ZOXEN B

6. ¥ FO—FORMII—FHELEL. ROXYyE—IDNRRINET,
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Cluster::*> system controller replace show
Node Status Error-Action

Nodel (now node3) Paused-for-intervention Follow the instructions
given in

Step Details
Node?2 None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the

desired port.

2 entries were displayed.

C) COFIETIEZ. VLAN. ifgrp. LV TO—RF ¥ I bR XA VOERICEAT 20> 3
> D%BIN. node3 DXy FT—UKRENDHKAID _Restore ICEETNTWLWET,

7. hO—-S0XE—FHEILREBICLIERKEBTROE I a VICEAT. /—ROXY FT—UREZ
DA77 LET,
J—R3TRYI—UREZVRALT

node3 M #—S LICHD. node2 CIBETETBHMELI 5. nodel D VLAN, 1A —T A RY
W=7, XUV TO—RF VY IR XA D node3 ICHBD e =R LEFT. /. node3 DITRTDRY
FD—OR—FAELWIO—RFY A MRXASVICHRETNTWVWBR I EZERLET,

CDRRAIICDWVWT
VLAN, 13— x4 RTIN—7. LUV TO—RF v X R XA VDER EBIEROF@ICOWVWTIE. &
BRELTLLIETVW'ESZER]" 20w oL T _ Ry bhD—08E [CUVILET,
FiE

1. 7w I L—RENfnodel (node3) ICHZIYBR—bEIRT—ERRLET,
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4.

network port show -node node3

J—ROIARTOYIERY FT—2UR—k. VLANR— bk, BXUVA I EX—T A RTIL—TR—EHK
ONTAP IC& 2T lCluster] 70— RF* v X b R XA VICBEINI-YIE

TENEI. COHEAD S,

R— P ERRTEET, COMNEFALT,

LIF # RA R B=HICAVR—T A RATIL—T AN

—R—=k. VLAN R=R—h, FLBFXEZYR7OVOMBR—- b LTERTZR—FZRETEF

ERS

IIRZDTO-—RFF VYA RXAVO—EZRTLET,

I network port broadcast-domain show |

node3 ICHDITANTDR— FDRLEFREMEZ )X MLE T,

I network port reachability show | D& SICRRINEFT

ROBID &K S BHADNRTENE T

ClusterA::*> network port reachability show

Node Port
Status

nodel node3
eOM
elOa
el0b
elOc
el0d
ela
elb
ela
e’b

node2 node4
e(OM
eda
edb
edc
edd
e3a
e3b

Expected Reachability

Default

Default:

Cluster:

Cluster:

Default

Default:

Cluster:
Cluster:

18 entries were displayed.

:Mgmt
Default:

Default

Default

Cluster

Cluster

:Mgmt
Default:

Default

Default

Cluster
Cluster

Reachability

ok
ok
no-reachability
ok
no-reachability
ok
no-reachability
ok
no-reachability

ok
ok
no-reachability
ok
no-reachability
ok
ok

LEEDHFITIE. nodel _noded (FAY FOA—ZOREICT— M LIZIEDD T, —BDR— MIEES

N3TO0—FFv AP RXAVICHETETRV D, BEHNUBETT,

'node3 DER— ~DEEAGEMZ 'OK' UANDEERREMER T —ZXATEELITROIAR Y R 2 RH)
ICEROYRIER— FTEITL. RICEED VLAN R— b T—EIC1 DFDORITLET,
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network port reachability repair -node <node name> -port <port name>

ROPID K S BHAHRREINE T,

Cluster ::> reachability repair -node nodel node3 -port eda

Warning: Repairing port "nodel node3: e4a" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {yl|n}:

FROEEAvE—JIF BEAREMERAT—R2ADR—FT, REREINTVWSJO—RFv I MR X
A1 DREENREMERT—RACIIBLBIAEMNHIBZEICRRINET, R—bEEZEY £7d'n' D
EizEERRLET
ITARTOMER— MIBESNIEETEMLH D e 2R LTI,

I network port reachability show | DK S ICKRINET

BETREMDEENEITINDE. ONTAP IFEELWIO—RFv I RXAMVICR—FERELELS C
LET, Il R—bOBEAMEMEZHHTEY. BIFOLOTO—REFY I M RXAVIZHELTWL
BUEER. ONTAP ZCNSDR—MAICHLWIO—FFv X b RXA 2V ZERLE T,

S. AVA—T A RTIN—TOHRENFLVWIY FO-FOYEBR— LA 7T bE—HLARVZEIE K
DFIEICRE > THREZZEELE T,

a JIINS. AVEA—T A RTIN—TDAIN—R—FITIYEBER— 2. TNENOTO—-KRF¥y

AL RXARAYN=2y THSHIRTBRENHD E T, CheiT5ICiF. ROARY RZFERAL
9,

network port broadcast-domain remove-ports -broadcast-domain <broadcast-
domain name> -ports <node name:port name>

b. 4122 =T xARTIN—TICAYN—FR—bZEBMLET,

network port ifgrp add-port -node <node name> -ifgrp <ifgrp> -port
<port name>

CAYVRA—TTARTI—TIE. RUDAYN—R—EHEMEINTHSH 1 BRICTO-—FFvr I+
FXAVICEERICEMESNE T,

d 128 —T AR N—THEYETO—RFrv ISR XA VICEBMENTC e Z2HELET,
network port reachability show -node <node name> -port <ifgrp>

AA—T A RTIN—TFOEEAEERT—X2 AN TOK ] THWESIZ. @Y7 O0—-RFv¥ X
FRXAICEIDHETETY,

network port broadcast-domain add-ports -broadcast-domain
<broadcast domain name> -ports <node:port>
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6. XOFIBEIC->T. TAO—RF v X b FXAA VISEYLBYIER— FZEIDHT cluster £75
a. 'Cluster 7O—RF v X b « RXA VICHERRERR— FZHBILFT

I network port reachability show-reachable-broadcast-domain Cluster : Cluster |

b. BEAIEEM R T—2 XN TOK 1 THRUWHEIE. [ Cluster ] TO— RF v X bR XA VICHERTRE
BINRTOR—+ZEBELFT,

network port reachability repair -node <node name> -port <port name>

7. OWVWFNH DAY REZFERALT. OOYIEBR—FZELVWIO—RF VY XA MRXIVICBEHLE
ER

network port reachability repair -node <node name> -port <port name>
I network port broadcast-domain remove-port | KD ICED XY
I network port broadcast-domain add-port ]| ¥ AL E T
HERRIFLEFHLAVWR- M EELAVWCCZERELE T, ROOAVY RZFERAL TINTOMIE
%‘f— FOBEAREMR T —2XZF v I L. HAZFARTRT—2ZH TOK] THB e zMHRLF
I network port reachability show-detail’ | EFRREINET
8. ROFIEZERITLT. OASHIATEEMDH S VLAN ZET L F 75
a. WOASTNIEVLANDYU R b ¢
lcluster controller -replacement networkZfiZ- VLANs show] ¥ RRENET
RDESBHEADRTINE T,

Cluster::*> displaced-vlans show
(cluster controller-replacement network displaced-vlans show)

Original
Node Base Port VLANS
Nodel ala 822, 823
eda 822, 823

2 entries were displayed.

b. LEIONR—XR—rHSWOATNT- VLAN Z1ETLE T,
SRR« A bOA—F3RY FT—OHBROATNELIVLANKU X R T7EINFELT

KIS AR =T A RJIL—"T a0a hSHIBRE N VLAN ZRILA 2 —T 1 XTIL—TICU R
F7920l%ERLED,
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Cluster::*> displaced-vlans restore -node nodel node3 -port ala
-destination-port ala

RIS R—b Te9a) THIFRENTVLANZ le9d) ICUR 79 3FZ2RLET,

Cluster::*> displaced-vlans restore -node nodel node3 -port e9a
-destination-port e9d

VLAN OETHRINT B £, IEEINTIZBER— M. lOAN SNz VLAN BMERRSNE T, TR T
A %= aVR— bR EA—T A RTIN—TDAN—THBIHE. FLFTRATH%—gY>
R—=EHWE T LTWVWBHEES. VLANDOU X M7k £,

FLKURRMZLIEVLAN DBEYIARTO—RF VY XA MRXASVICEBESND E TN 1 DFBE 9,

a PEICHLCTIZZRAZOY FO—533 Ry kT =20 TIFHWVWLANR— AICETLUVLWLANAR— &
ERL L £ IHAVLANIZHEAZ R L FTHMMOYIER— N ETHERITI2HRELHD XY

9. R—rDEENIRTRET LIS, ZOTO—RFFv I RXAVZHIBRLED,
network port broadcast-domain delete -broadcast-domain <broadcast domain name>
10. [[step10] ] R— ~ DEERTREM Z R L £ 9,
[ network port reachability show | DL SICRRINET
ITARTOR—FDBELLERESN, ELVLWITO-FFv I RXAVIZEMENTUVWSIEE. [ network
port reachability show | <> Ri&. FEHEINTVWBI IR TDR— FDERERTREM X T—2 X% [ ok
1 MENICESRE SN TULWARWVWR— DX T—42 X% [ no-reachability | ¥#RETZIHREHNHDET,
D2 DBNDRT—ZIANBEESNTcR— bH DB B15EIF. BEFTRIEEEZRTL. OFIEICRK>TT
A—RF v A RXAUITR— M ZEMEIFHIBRL FT FIE 40
N FRTOR=bHATO—RFF Vv IR A VICERBESNcC 2B LE Y,
I network port show | DK SICRRINET

12. 7O0—RFXx ¥ AR AL VD ITARNTOR— T IELLY Maximum Transmission Unit ( MTU ; ARG
dA=wv k) EREINTVWR =R LET,

I network port broadcast-domain show |

13. MOFIBICRE>T. YR ST7HREL SVM B LUV LIF DR—LKR—bHHZHEIE. ENSEIBELT
LIF O/R—LR—bZUIRT7LET,

a BTN LIF ZRRLET,

I dispaced-interface show |
b. LIF O R—L/—FREKR—LKR—bZUIXLT7LET,

cluster controller-replacement network displaced-interface restore-home-node
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-node <node name> -vserver <vserver name> —-lif-name <LIF name>
14, RTDLIF ICKR—LER—EHHDH. BERWICEEREICR > TVWE e xEELET,

network interface show -fields home-port. status-admin

J—R3ITHF—EEYV-IDEEZVALSTLET

NetApp Volume Encryption (NVE) & & U'NetApp Aggregate Encryption (NAE) % f&EF8
LTT7vTIL—RITB3XTLDAR) a—L%zBELT 3551 BEILEREEZHL
W/ —RICERTIBRERHDFT., F—BEY—IZEPALAEVEGS. ARLZEAL
T/ —R1O7T0)r5r—rz/—R2H6 ./ —RIICBEEET D . /—R3ICEFSILIN
TR a—LeTIVTG— b ed T4 ICT 3ODRERES{LF—DABUVNTDIC
BENRETI_EHHBD FT,

CDRRAIICDWT
RDOFIEZETL T, BELREZFHLL/ —RICEBLET,

FIE
1. /—R3W5XDIYY REETLE T,

MtxalT0F—IR—2v A R— REHA

2. F—=8T7JV)r— b ZBEBY BHIIC. /— F3DSVM-KEKF—h Ttruel ICU X 7SN &z R
L&Y,

::> security key-manager key query -node node3 -fields restored -key
-type SVM-KEK

il

::> security key-manager key query -node node3 -fields restored -key
-type SVM-KEK

node vserver key-server key-id
restored
node3 svml " 00000000000000000200000000000a008a81976

2190178£9350e071£fbb90£00000000000000000
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J—RATHREINTVWAIL—FIADTIT VS —RENAS T—XLIFZ, /—K 2
o/ —R3ICBHLET

J—R3DRYNI—UHREEXHERL. /—R2HhE5/—RI3IZT7ITVTF—2BEE
IBEIIC. /—FR2IC/EHZ/—R1ICET S NAS 7—X LIF B node2 hr5 ./ — R
SICHEBESNIC CZHEETAINELHD XTI, £7-. /—F 3ICSANLIF HEET
BECDERTIRELRHD XY,

CDRRAIICDWT

TwIIL—RFIBEORTH. VE—FLIFIXESANLUNAD FS T woRMIBLET, 7vTIL—RE
ICTS AP —EXDBREMZ#IEFT 37-5IC. SANLIF ZBE#HTINEIEHD T A. SANLIF [F. ¥
LWR—RMIIXYvETTRIRBEALRVWDTOBIINEEA. /—R3ZADSAICLIEHE. LIFH
ERICKELTED., BYARR—MIEBBEINTWS I 2R LET,

FIE
1. BERREM R v &2 FEHAL T, iSCSILIFAEELWAR—LKR— b ZBEFHMICHEELE T, FCH &L

U'NVMe/FC SAN LIFIZBEEIRICIZBILEFEA. 7v I L —REIDR—LER— NI SHEIRTIN
9,

/—R3MSAN LIFZRESEL 9,

a. M2k MIBRTF—R22A%EZHREL TLWBISCSISANLIFZH LW TF—XR—MIZBELZX T,

network interface modify -vserver <vserver> -1lif <iscsi san 1if> admin down

network interface modify -vserver <vserver> -1if <iscsi san 1lif> port
<new_ port> node <node>

network interface modify -vserver <vserver> -1if <iscsi san 1if>

b. FLWIAY bO—5DR—LICHBFCHEIUNVMe/FC SANLIFZZEL. HrLuwi> ro—3
DFCPR—KIC 2Lkl OFERT—2XEZHREL £,

network interface modify -vserver <vserver> -1lif <fc san 1lif> admin down

network interface modify -vserver <vserver> -1if <fc san 1if> port
<new port> node <node>

network interface modify -vserver <vserver> -1if <fc san 1lif>

2. BEEBUEZBERLE Y,
27 LY b O—S5 DA BRI
VRATLIFRDERXT2RITLET,

C ISRV =S LFTVY
° X7 L ID DHERR
CAX=TDN=TarvFIvy
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o=y N TTYNTF—LDFT VD
o Ry NI —UHERIEEF v Y
2y FD—OBEREMEF T v IO DR TUEN—FHEILELE T,

- BECELEZBRLET,
27 LY FO—5 DA BRI
SRATLIERODF Ty I EEITLET,

VI RAADBEMF I VY

c USRABZLFDRT—RRAZMHRLET

INS5DF Ty IDETE. nodel TAREENTWLWBIL—EUADT T U4 — b NAS T—4& LIF B
LWIY bO—7F node3 ICHEBEENE T, UV —XOBEENT T IS, I¥ bO— 5 OHRMNIEN
—BHEILEL E T

- TIVT— bOBERBUIEL NAS T—4 LIF OBBNIEDO R T—2 X 2B L £,

I system controller replace show-sdetails | ¥ WS TS —HDRRINET

Y bO—STEAFIEN—RELEL TWEBESIE. T5—DH3B8IEFcv I LTEIEL. XIC TH
BEresume ] 7V v o L TEE=HITLE D,

- MEICHLC T BIOALIELIFZUX T LTUN=FLET, DAL LIFZRTLET,

cluster controller -replacement network ELZ5— (VS XZO> bO—SXBRy fT—IHBDOATN
FL7z) -interface show

LIF BRI INBRL B o TeBBIE. R—L/—R%Z/—RFR3ICUART7LET,

IZZ% - A0 bO-SXMRy bT—IDRMOATNELIcA > 2T —R « 1) X b7 -home-node
- CONIBZBERATIE. BEBERRIAMFIVIDETZIDRATLICKDZ 7OV T EHRRRENFT,
Y7Ly FO—5OREEH B

RDRZASF TV IDNETEINET,

C ISRV FA—FLFTVY
CUSRADEEMF VY

c TV —NOBERFI VY

c FUVF—hDRAT—RREHRLET
CTARIVDAT—RRAZHRLET

c UTZRBLIFDRAT—RREHRLET
cARa—LFIvY
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27—24 0 J—R20DBECHE

2 TF—J4ADHE

AT—I4T IL—RUADT7 T 1) 55— k ENAST— A LIFZnode2h* 5node3ICBEIE L
9, HETFIETHERAITA7=HICHNER/ —R2DBHRHEETHLTH I, /—R22#
ELE,

FIE
1L "IN— R UNDT T )T — k¥ NAS T—4 LIF % node2 H*'5 node3 ICHECE L 3"
2. ") —R2EHE"

IL—RUNDT7 )4 — b & NAS T—4 LIF %= node2 55 node3 ICBEE L X9

J—R2% /= RAICHRT BEIIC. /—R2DB BT 3IL—EAADT7 TV — b
ENAST—4ZLIFZ / —R3ICBREL XY,

EE%BIRT R0IC

BIDERME TSR LI-HEIC. node2 DY —X 1)) —IAEENICEHBINE T, IL— AT T ) 45—
k& SAN LA DT —4 LIF 5 node2 H'5 node3 ICFEITENE T,

CDRARIICDOWVWT

Ty I L—RFIEOETH, UE—FLIFIESANLUNAD CS T woxMIBLET, 7y I L—RE
ISR —ERDBEEZHIFTD7-HIC. SANLIF #BETI3HEITHD FH A

IOV —hELIFOBITHTET T2 L. REEDLOHICMIBEN—FHELEENE T, CORMET. JL— FUSAD

TIVF— R SAN MADT =4 LIF B IR T node3 ICBRITTNTWVBEINE SHZHER T ZHENLDHD £
ERS

@ TIOVT—=rBLUVLIF OR—LFABEIRREESNIEA. HEOFBEDHHEEINE
ERS

FIE
1L L= AADITRTDT IV = DAV SA2 T /=R I TENSOREICHE>TWVWE Z AL
9o

storage aggregate show -node _node3 --state online -root false

RDBNIE. node2 DIL—rUANDT T V7 — DA SA VIR >TVWBIEZRLTVWETD,

36



cluster::> storage aggregate show -node node3 state online -root false

Aggregate Size Available Used% State #Vols Nodes
RAID Status
aggr 1 744 .9GB 744 .8GB 0% online 5 node?
raid dp normal
aggr_ 2 825.0GB 825.0GB 0% online 1 node?

raid dp normal
2 entries were displayed.

TOVTF— DT TSAVICH-1BE. £zl node3 THABICH > 7HBEIE. FT7T VTS — MWL T
ROOAR YV RZRITLTENSDT IV —hZ2A 2 ZAICLET,
storage aggregate online -aggregate aggr_name’

2. node3 TXDIAY Y REZETFTL. HAZARNT, IRTOR) a—LHN/—R3ITHYSAVICHE->TW
BPexEERLED,

volume show -node _node3 --state offline’

node3 ICA 7 A VDR a—LHHB5EIF. BRIV 2—LICHLTROIARY FZRTLTENSD
R)a—LZAdYZA4ICLET,

'volume online -vserver_name_-volume_name_’
CDOOY > RTHERTY 3'vserver_ name'lF BiDvolume show A Y ROHAICHD £7

B LIFAELWR—RMIBEISN. XT7—2ZXD Tup ) ICBE->TVWBRZEZHELET, LIFHA 1 DTHE
LELTWBHZER. XROOAYYRZLIF JXIC1BIASIILT. LIFOBEBIXT—42X%Z Tupy ICEREL
x9,

Inetwork interface modify -vserver vserver_name — lif_lif name-home-node_name__-status-admin up

4. F—Z LIF Z#ZRERIFLTVWBR—EAFHLOWN\—RI T ZICEELAVESIE. JO—RF+vy X LR
XA UHSHIBRL £7,

I network port broadcast-domain remove-ports 1| ¥ AFJL £ 9

5. [[Step5] 1 DAY REAFIL. BHZFAXRT. node2 ICTF—ZR LIF B> TWAWI CERERELF

(e}

network interface show -curr-node _node2 -role data

J—R2#%#HE

J—R2ZEETBICIF. FT/—F2ZELIv Yy OV L. Ty T &ETEY v —
UHEBDALFT,
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FIE
1. B zBELEY,

Y7 LY bO—5OEH BRI

J/—RIZBEBMICIELELE T,

I’
Ty TTL—RDETRIC. node2 DEAZFLETEE T, 2BRLTKLTVW"HELWI R T LDERAZZE
LE",

AT7—=5  /J—RAaZAVAM=)LLTT—LLZFT

2T —I5DE

27— 5T, noded %1 VA R—=I)ILLTT—FL7HBE. node2 DY 5 XAAKR— bk
E/)—REBEEBR—MDASAUICHEL>TWVWBR I x2ESE L. noded D1 VA M—=)LH
HBrzMRLET. NVEZEFEHAL TLWB55IE. key-manager configurationZ ') X
7L ET, node2®NAST—ARLIFEIL— RSN D 75 ) 5 — K Hnode3H* Snoded |
BEEL. SANLIFH'nodedil$Hd xR L £,

FIE

1."/—F4%ZA4>Z=)LLTT—FLET"

2" )—RADA VR —)LZHERLET"

3"/ —RA4THF—EBEY-IIOREZUVALTLET"

4. "node2 ICE > TARETNTWARIL—RUAND T T )7 — k2 NAS T—4 LIF Z. node3 H*5 node4 I
BELE9"

J—RAZAVRA=)LLTT—hLET

/= R4z Sy JICWMO [T J— R200%RK%Z / — F4llEmxl. /—F4zT—hL
T ONTAPZA VA b—=ILLE T, RIS, TOEIZa>VTHATSELDIC. /—F2
DEBDART T4 RI I—bRVa2—LICETZT 14 RXT. BLXULHEIIZ/ — R3IC
BEESNTULWED 2TIL—UNDT IS — b ZzBEIDETLE T,

CDRRAIICDWT

BRELEICZDT T —XOMEFIC—RELEINE T, COTOLRFIIFEACDBEMLINTED. WIE
B—FHELE L TR TR X ZHRTETE T, COMBRFHTHRATIHVENHD T,

node2 ICEIL/N—3>® ONTAP 9 i1 Y X b —ILTNTULARLWESIE. noded Zxw T — T 3HE
NHD ET, noded DA VA R—ILHART LIS, Web H—/NICKRIMEIN TS ONTAP9 A X—SH 5T
—hLET, FDOB. ODFEICKEST. BHEDUATLDT—MIMERAITBIELVWI 7L ET—MXT4 7
TNARATVA—RTEEY "%y T — FE%EfFS

FIE
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1. [[auto_installd_stp1] / — R 4 I+ DB TV I AR—ZADHZ e xR LET,

node4 ' node2 LIFRID S v —ICH B HEIE. node3 LEILIFFRIC noded ZEETEF £, node2 &
node4 HEIL S v —ICH 2% EIE. noded HBEYE T W I DIFFAICT TICHEEL TWVWBRELFT,
2. /J—RETILD _Installation and Setup Instructions _ DFIBICE>T. /—R4E SV IICKRBELE T,
3 /—Rax7—JIEHRELEI, node2 h*5 noded ICIEFZBEIL £,
B/ —RADTZy T +—LICDWT. [Installation and Setup Instructions J F7=I& [ FlexArray

Virtualization Installation Requirements and Reference forthe node4 Jj « ZHT23T 4 XAV TILTDR
FaX> k., XU _High Availability management _ OFIBICHE> T, XOFEFE T —TILIEHLE TS

EBBL TSV "SZEE FlexArray REMLT VX F—LBHESLVU T 7 LY ZENS TARLSE
D71« BEADD VY,

e aAvyY—JL (UE—FEEKR—-F)

° T RRR—FLHAR— &

° F—&KR—hk

© 95 REA— L) — REEA— b

° Serial-Attached SCSI (SAS) & & U'EthermnetX kL —U7R— b

° SAN#ERY : iSCSIT —# % v k. FC. NVMe/FCRA v FR—k

BRI FO—-FETILCHA—RETIILETHEERAM 2RI 2702, FHIEDOO
hO=SRDOAEA—0%0 N —TILOEENRBICRZIZENHD £, CEA
DYRATLDA =2y FAML—=S IO —TIVERY Y TICD2WTE. 258
BLT"VATLDA VA R=ILFIE" <TEEL,

@ ONTAP Q.15 1LETEASNICOY b A—-5Tld. IFXZA X —0FRT b LHAAT
Y2 =%V bTRLR=-bDERINE T, XA v FEEHER TIE. FAHROR— %
RLI SRRy FICERTBVENHD 9, Lz BFOI> ~O-5hH
SAFFAIKICTY v 7L —RT35HEIE. MAD/ —FDelalR— ce—HDX1 v F
g?&fﬁ L. AD/ —FDe7aR—hZdH5—HDRA Y FICHEHT IUENHD &

4. node4 NDERZANTHS. VY —JUHRT Ctri+C F—ZIRL TT— 7O R ZzHFHL. T—F
BRIR7OY7FMMI77€ALEFET,

C) noded 27— F§3 L. RDBEX vt —SHRTRINBIBEAHD T,
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WARNING: The battery is unfit to retain data during a power outage. This
is likely

because the battery is discharged but could be due to other
temporary

conditions.

When the battery is ready, the boot process will complete

and services will be engaged. To override this delay, press 'c'
followed

by 'Enter'

S. FlE 4 TEEX Yy E—IDRRINIIFGEIE. ROBEZEITLET,

a. NVRAM Ny T UETUNDREEZRT IAVY — I XAvE—AE0HREE L. SEICKRE TR L
£9,

b. NwTFUDREBELEH O ANRTITZFTELET,

(D AR BERERLAVTREEV, Ny TU—DREBICKERI B . T—2h5%KD
nesenhdHbExd, *

() msBLTCESW =y b T — F R,
6. ROVFNHERITLTRY b T — MEFERELET,

Ry hT— MEGE LTEBR— R BEU P 2BATIRBABO ST, 7y ITL— R
()  oEFRIcF—& UFIPEBRLAVT RSV, 7— & LIF BMELET 3AEENSD &

o

BRRX MERTONIL ( FE
DHCP) DiR#E&

EITHTY J—rREZOV7ETROOTY RZFERL T, BFNICERZHRE
L %9, ifconfigeOM -auto
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BRI MERTORTIL (B
DHCP ) DIREE

RITTNhTVWEEA J7—rREJOYTFTROIRYY FZANL T, BEREFHMTREL
e
ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addrid. ARL—ISXFLDIP7RLZATY (WA o
netmask &g AML—CSRTFLDRY NT—ORRXUTYE (WA o
gateway &« AL =SS RFLDT— DA TY (WKAH) o

dns addr &, Ry b7 —=0 EDR—LTF—NDIP7RLZXTY (7
av) .

dns_domain & DNSRXAYEHTY (FTF>3Y) o

AR =T TARIE>TUE. EDOMMD/INT A —ZHHE
ICBR3HB8DHDFET, 77—LoxT7 - 7AYFHRTT
help ifconfig 1 £ AT 3. FHNRTIINEFT,

7. /J—R4TRYMIT—FZERTLET,
netboot\http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz’

I <path_the_web-accessible_directory> 1 |&. FIE 1 ®D I <ONTAP_version>_image.tgz | Z4 7> O—
RLIBARICEEE T A2HENRHD £ "% v b T — Lz ZEfFE"

() rsyomdmLALTREEL,

8. EEIXZa—hHBA T3> (7) Install new software first GFLWY 7 I 72 RIICA VA M=)
) BBIRLE I,

COARZa—FT2aVzBERTDIE FHILVLONTAP A X—I N T = b FNA RCHAT>O-RELV
1A B=ILENFET,

MDAy EZ—DIFEBELTEEL,
This procedure is not supported for Non-Disruptive Upgrade on an HA pair

A>bO—507 v 7L —RTldH<. ONTAP IC&BBEBOEREFELET7 Y I L —RBEHRINTVLE
ER

HLOW —REFLITZAA=JICEHFIDHEIE. BTRy b IT—rE2FERALTLIEE
Vo BIOAETHLWLWIY FO—FICAX=JFA VA M=LLTEGE. ELVLWAX—=2
(D)  PUURE—LThBLCEABD FT. CORBEEEAIONTAP U U—2F 7> a3 %
IEBELTRY T —FFIERZETTS (7) Install new software J—hXTFT o4 7%
HELT. BADA A= N—FT 4> aVICBEONTAP N—U 3 v %#BBLE T,

O FIEZEHATI BN ESIH ERRIT DA v E—IWFRRINES. Tyl CAAL. Ny T—SDAN%EK
HoNnfc5 URLEZADLET,
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http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz’ IC7 2Vt AL XY

10. X FIEZzERTLTCI> FO-FEZa—)ILE)T—-rLET,
a XROTAYTEHRRESNES N ZANDL TN I Ty T - UAN)ZZXX Yy TLEY

Do you want to restore the backup configuration now? {y|n}

b. XxOTOVT EMRRREINLS Y CEANLTEESHLET

The node must be rebooted to start using the newly installed
software. Do you want to reboot now? {yl|n}

a2 bA—ZEDa—-I)LdUVT—bLETH T XZa—TELELET, SN T—FFTNA
ADNBT A=Y bSNIILICED, BT —FZ VAT IBHRENHB7-DHTT,

N T=h + XZa—DBRXYTFYR - E—R 5] ZBRL. T—hZHT95L5I1CKkDBZTOVTH
MERREINS Tyl CAALET,

12 3> bO—-Z2v =D HABRICAE > TWE Z SR L F 9,
I ha-config show |
JRIZ 'ha-config show Y Y ROHAFIERLET

Chassis HA configuration: ha
Controller HA configuration: ha

2T LIE. HARTIERHD X2 R 7OVE/MD % PROM ICEBEFL £, REIX. XA
C) VURPOVYZIFLELIE HARTHOTARTHO IV HE—2> hTRL TH 3 REHDH D
9,

B a2bO—-Fov—2DHA L L TERTN TVWAWSEEIX. ROIYY R2FRL THEREEBEL £
ERS

I ha-config modify controller ha J ZBHL T & L)
I ha-config modify chassis ha | ZBRL TV

U A=y b T TANDOERICERTZIRTOAN—F Ry bAR—FDRZI L —JC LTHEBINTL
BEEERLET,

storage port show

KREINBHEAIE YRTLBRICK>TELGD LI, ROEHAFIF. 2OV FMUICARL—=2HA—F
MOBHINIC/ —FICHTEHDTY, YXATLOHAIRELZZENDHD XTI,
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http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz`

15.

16.

17.

18.

19.

20.

21.

22.

23.

*> storage port show

Port Type Mode Speed (Gb/s) State Status VLAN ID
ella ENET storage 100 Gb/s enabled online 30
ellb ENET storage 100 Gb/s enabled online 30

ARL=JICHESNTVWRWR—rZZEBELET,
storage port modify -p <port> -m storage

A=Y DL 7ICERESNIEIRTOA =Ry bAR—ME TR TIVTICTIERATES
FOICRAPL—JELTHEBRI BBEDHD XTI,

XTFVAE—RERTLET,
[ halt

J—rREBOTOY T T Ctr+C %23 L. AUTOBOOT % HlL £,

[auto_install4_step15]] / — K 3 T. X7 LDOBEMT. B, BLKUVERALY -V =HERLET,
BoEY

node4 T. 77— rREO7OY b TROOAY Y RZFEHAL THAZRERELE T,
]

MBIZHE LTy node4 ICATEREL X9,

set date <mm/dd/yyyy>

node4 T. 77— hRIEOTOV A TROOTY REFERL TREZEELE Y,
S

MBIZH LTy noded ICBREIEREL 95

set time <hh:mm:ss>

J—hrO—4—®DnodedildHZ/N\— b F+—> AT LIDERELE T,

setenv partner-sysid <node3 sysid>

/—R4DIFAE. partner-sysidnode3D ./ — R THIUBBEHHD 7,

HEZREFELET,

'‘aveenv

[[auto_install4_step21]=HEEEL £ 9 partner-sysid / — R4DIHE ©
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printenv partner-sysid
24, NetAppRX FL—TBES1E (NSE) RS THEDFIF5SNTVWEIESIF. ROFIEEZRTLET,

@ FIE TINETICIT 22 EHRWVIEEIE. Knowledge BaseDEtEEBBL T2 L

RS THFIPSERENE Sh ERER T 2 A5 FEELTVWSBEEESItRS1T0a214 7%
R 378,

a. BT

X TE bootarg.storageencryption.support 7T 1 true £/ falseo

RD KRS THMERPDIZE RIS

FIPS 140-2L RNJL20EHEEES{t setenv bootarg.storageencryption.support true
BHICERLIINSER S0 T

v 7w FDIEFIPS SED

setenv bootarg.storageencryption.support false

b. R T — b XZa2—IIBHLTA S>3 V% BERLET (10) Set Onboard Key Manager

recovery secretso
NRATL—XE, BIOFIETFIE ICBRL TEWNY I Ty FEREZANLET, 2BRBLTE
SVW'F YRR F—IXR—IvZFERALTA ML —URESILEEELET
2. J—RZT—brXZa—IZBMLET,
I boot_ontap menu
26.

noded T. 7—hXZa—ICBEL. 2272FEBALTRLA > a>&ERLET

boot after controller replacemento JHAY kT node2 L AJIL. RDHFID &K SIC node2 D
T4 XY % noded ICHBEIDHTLET,
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aAYV—IILonNblzERELEY

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot

device
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(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to

restore the system configuration, or option (4) to initialize all
disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure

you want to continue?: yes
<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:

<nodename of the node being replaced>

Changing sysid of node node2 disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>



varfs backup restore: restore using /mroot/etc/varfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device
varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device
varfs backup restore: successfully restored env file to the boot
device wrote

key file "/tmp/rndc.key"
varfs backup restore: timeout waiting for login
varfs backup restore: Rebooting to locad the new varfs
Terminated
<node reboots>
System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy

Login:

FROIAVY—ILOEABITIE. PRAYZA ST RIN=FT1>3=>%F (ADP) T+«
()  2UEEETELR7LOBEE ONTAP 15/3— hF—/ — REODANERD S1E

o
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27.

48

LOADERZOY 7 hTT—hLZE T,
I boot_ontap menu

CNT. T—hEICUENICEIDETONTWVWEIRTDT A XRV%Z/ — R TRETE 3 LS5O BE
EEDICT—FTEBRELIICBDET,

g2 722/ —RPIL— bR a—LES{EZERLTWVWSHE. ONTAPIZ T« XID SR 2 —
LIERZHAMD CENTETE A =RV a—LDOF—ZJIMT7LET,

=R 2—LHESEENTVWBREERIF. S RXTLDNIIL— b RY2—LZREHETETBELSIC TR
—FF—BE—ILybZVANILET,

a FHBT—hXZa—ICRDET,
LOADER> boot ontap menu

Please choose one of the following:
) Normal Boot.
Boot without /etc/rc.
Change password.
Clean configuration and initialize all disks.
Maintenance mode boot.
Update flash from backup config.
Install new software first.

Configure Advanced Drive Partitioning.

(1
(2
(3
(4
(5
(6
(7
(8
(9
(10) Set Onboard Key Manager recovery secrets.
(1

)
)
)
)
)
)
) Reboot node.
)
0
1

) Configure node for external key management.

Selection (1-11)2? 10

b. (10) Set Onboard Key Manager Recovery secrets (F > hR—RF—<I %= UANUS—TL Yy
FDERE) *ZBERLET

C ANTZIXRVR yROTOVT RHRREINET,

This option must be used only in disaster recovery procedures. Are you sure?
(y or n): vy

d ZOY7rT. F—BEBY—-ILONXTL—XZANLEFT,
e. 7OV hRRIREINE. Nv I TV TIT—2%ZANLET,

@ TNRNRITL—=RENYIT T T—REAFLTIBKBEDHBDET "/ —FzT7vT
JL—Fd2EFEzLET COFIROEI>a >,

. ORF LI BESHAREESIX —a—%E&LT=5. 77> 3>* (1) Normal Boot *#E{TL £ 9



@ COBBETIS—NRETZHEDNHDET, TS —NRELLBSIE. P XTLHE
BICT— 92X TOFIEZRDRL X7 v 727 &9,

J—FRADAVR =) 2HRLET

node2 OYJIER— b H' noded DYPIBR— MCIELK I VEY T EINTWBRZ &SR T
BZREBELAHDEFT, CNICED. noded 1x7 v I L—RRBICVSZAZADMMWD / — K
BSLUVRY FT—JCBETEBRLSICHDET,

CDRRAIICDWT

EESB L TLIETV "&2Z &8 Hardware Universe ICU 27 LTHLW./ — ROR— MMIET2BHREINIET
BICl3. ROFIEEEITLET. COEISa>ORFOBEREFERLET,

YIBR—EDLATIRE. /—RODETFILICE>TELRZGEDHDEFT, FILWLW/ —KRHBT—rTB L.
ONTAP I&. BEIMICY =S LICBMTB37=DICV XA LIF # KA MTZ3R—bEHFILESELET,

node2 OYJIER— b H' noded OYPIER— MIEZET Y E T INBRVERIZ. ROt/ avIilkEEEd /
—RADRY FT—=UHTFE=Z) AT LET XY N)— VB2 EBETIEDICHERITINELHD £,

J—RADAVA =L ET—bDTET LIS, /—FABRELLAVRAM=IILETNTVWB MR T S

MBERHDE T, /=R AT —FLIZBMIT3D=HFo>ThH 5. BEEENEZBHRITIHENHD F
ERS

FIEO CDEERT. /—R 4D =S LICBMY 3E. WEHN—FHELEL FT,

FI&E
1. J=RANT+—FLIZBMLTVWSR C 2R L

cluster show -node node4 -fields health®
lhealth ] 714 —ILROEAIE Ttrue 1 TERITHIERD FE A,

2. /J—=R4N/—RILALIFRRIIEENTVWE L, BLUV/—FADEETHDICzHRLF
ER

[ cluster show | ZE2BLTLETL
3. advanced #E[RE— RICUIDEZ £ 9,
MSE)

4. 3> rO—-SKHNMBD R T— X XA %FE L. node2 #EIE T 3FI R URET—REIEREICHR > T WL
BLCzERLTC HLLWIAY FO—SOWMD IR Tr—TILOBEBOYIBZ RV ERITLET,

I system controller replace show | ¥ RIRINET
I system controller replace show-sdetails | ¥ WS T —HDRRINET
S. A hO—SOXRMMIBZBRAL F7,

Y7 LY bO—Z DA BRI
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6. 3> FO—ZSORMS—FHELEL. XDOXyvE—IDRREINET,

Cluster::*> system controller replace show
Node Status Error-Action

Node2 (now noded) Paused-for-intervention Follow the instructions
given in

Step Details
Node?2

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be

manually adjusted to match the new physical network configuration of the
hardware.

This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed

commands and instructions, refer to the "Re-creating VLANs, ifgrps, and
broadcast

domains" section of the upgrade controller hardware guide for the ONTAP
version

running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show"

to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement

network displaced-vlans restore" to restore the VLAN on the desired
port.

2 entries were displayed.

C) COFIETIE. VLAN. ifgrp. LUV TO—RF ¥ IR XA VOERICEAT 27> 3
YDLEIN T _noded ICHBXY hT—IREDIR LT ICEBEINTUVET,

7. A2 bO—Z0 e —BEILREICLIERETRDOEI S a VIEAT. /—ROXRY NIT—UKRES
JRART7LET,

J—RA4DRYy FI—IOREZVARTLEY
node4 B #—S LICHD. node3 CBETETBC%MHEELT=5. node2 D VLAN., 41X —T 1 RYJ

W=7 BLUVTO—RFVYAMRXA YN noded ICHZD e ZHERLET, £foew /—F4DITRTOX
YED=OR—bAELVWITO—RFvIFRXAAMVICRETNTVSRCEZERLE T,
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CDRRAIICDWT

VLAN, 122 —T x4 RTIN—7, BLUVTO—RFF ¥ XA MR XAV OERE BERDEEMICOWVWTIE. %
BRLTLKIEIVWEZERN" ZI )y ILT _ Ry bT7—088 (CUYILET,

FIi&
1. 7y 7 L—R&EN/node2 (node4) ICHBIMIBER— b2 IRT—ERRTLET,

I network port show -node node4 |

J—ROIRTOYEXRY FT—UR—b. VLANR—b, BLUVAMVEZ—T A RTIL—TR—bHE
TENET, COHAINS. ONTAPICK T lNCluster ] 7O—FF v X b R XA VICBEIINIYIE
R—bZHERTEEY, COHENZFEALT. 120X —T A XTI—TFAYN—FR—F VLANR—X
R—bk. FLFLFZERIAMTBZREZR7O0VOMEBER— L TERTZR—FERETEET,
2 92O TO—RFvIARXAVO—EZRRLET,
I network port broadcast-domain show |
3. noded IZHBITRTDR— FOEBEAREMZ VI M LE T,
I network port reachability show | D& SICKRRINEFT

AT ROHEAFZERICSRLE T,
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ClusterA::*> network port reachability show
Node Port Expected Reachability Reachability
Status

nodel node3

e(OM Default:Mgmt ok
elOa Default:Default ok
elOb = no-reachability
elOc Default:Default ok
el0Od = no-reachability
ela Cluster:Cluster ok
elb = no-reachability
ela Cluster:Cluster ok
e7b = no-reachability

node2 node4

eOM Default:Mgmt ok
elOa Default:Default ok
el0b = no-reachability
elOc Default:Default ok
el0d = no-reachability
ela Cluster:Cluster ok
elb = no-reachability
ela Cluster:Cluster ok
e7b = no-reachability

18 entries were displayed.

LEDHFITIE. node2 noded B> FO—ZOREEICT—bINcE LET . BEAREMDLRVER
DR—bHHD. BEMTEMEIF vy o ZHREBLTVWET,

. /=R 4DER—FOEEREEME 'OK UNDEHZEFBEMR T —X A TEBELEFIXDODIV Y RER
NEZOYIER— FTERITL. RICHEED VLAN R— R T—EIC1 DT D2EFTLE T,

network port reachability repair -node <node name> -port <port name>

RDESBHADVKRRIEINE T,

Cluster ::> reachability repair -node node2 noded4 -port el0a

Warning: Repairing port "nodeZ noded4: ella" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

FROBEEAYE—T1F, BEFMREERXT—RIAOR—FT, HEEKESINTWLWSTO—RFFvy XA FX



1YV DEERGRMERT—F A LIFEBRBARED D EHEICKRTEINET T,
—hE@EZY Fld 0 OESEEERRELET

ITNTOYER— MIBESNBEERRUN DS C c ZRLE T,

I network port reachability show | D& SICKRRINEFT

ﬂéi*ﬁ@%@#%ﬁ N3E. ONTAP IFIELWIA—FF v b RAASVICR—hZRELLS
LET, el R—hOREANREZHRITEY. BFEOLEDTO-RF ¥ A RXAVIZHELTY
BWISE. ONTAP 13 C nb®$ FRICHILWIO—RFv I b RXA 2 ZERL &Y

. AR —TxARTIN—TDHREIFFHLVWI FO—SOYIBR— LA 7T bR LEBEVESIX. X
DFIEICR->THREEZZEELE T,

a RIS AR —TIARTIN—TDAYN—R—=ITEIMER— 2. TNEhOTO-RFv

AL RXAXXYN=2y THSHIRT BREDNHD E T, CheiT5ICid. ROARY FZFERAL
9,

network port broadcast-domain remove-ports -broadcast-domain
<broadcast domain name> -ports <node name:port name>

b. 128 =T A RTIN—FICXAYN—R—rZEBMLFT,

network port ifgrp add-port -node <node name> -ifgrp <ifgrp> -port
<port name>

CAVR—T A RTIN—TIF. BRIIDAN—R—FEHEBMINTH SN 1 DERICTO—R*vy I+
KX VICEHEBMICEBIMEINE T,

d 18— A RTN—THEYNETO—RFrv I RXAVICEBMENTCEZHELET,
network port reachability show -node <node name> -port <ifgrp>

AR —T A RJIN—TFORERAMEMIT—2ZH TOK] THWEEIF. BYIATO-FFv X
FRXAVICEIDETET,

network port broadcast-domain add-ports -broadcast-domain
<broadcast domain name> -ports <node:port>

6. WY)RYIER— b % Cluster JO—RF ¥ X b« RXAVICEIDYTET
. 'Cluster 7O0—RF* v X b« RXAVICHERRERR— hEHBILET

I network port reachability show-reachable-broadcast-domain Cluster : Cluster J

b. ZECREM X T—R XN TOK ) THWESRIEZ. TCluster] JO—RFv X bR XA UICEERRE
BRIRTOR—FEEBELET,

network port reachability repair -node <node name> -port <port name>

1. ROWETNHD DY REFEALT. BOOYIER— b ZELWVWITO—RF v IS RFXAAVICBRELE
ERS
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network port reachability repair -node <node name> -port <port name>
I network port broadcast-domain remove-port | DK S ICHRD XY

I network port broadcast-domain add-port ]| ¥ AL ET

HERETLEFHLBAVWR-MEELBRVWICEZRELE T, ROOVY F2EAL TIRTOYE

R—OFEAREMUERT—2XZF v I L. HAZARTRT—2IN TOK) THBZ I ZRHEBLF
ER

I network port reachability show-detail’ | EFRREINET
8. MOFIEZRITLT. MOASINITTEEMEDH S VLAN ZBT L £,

a mOhANTNIVLANDU X k@

lcluster controller -replacement networkZfiZ- VLANs show] ¥ RIRENET

RDESBHADVKRRIEINE T,

Cluster::*> displaced-vlans show

(cluster controller-replacement network displaced-vlans show)

Original
Node Base Port VLANS
Nodel ala 822, 823
elOa 822, 823

b. UIOR—RKR— D SEDNTINT- VLAN 28T LT,
PSR - A2 bO—5XHB2y bT—IOHWMOASINELIVLANDY U X 7 ENELL:

RIS AR =T A RXJI)—TF a0a hSHEIBRE NI VLAN ZRLCA >R —T A XJI)IL—FICU R
b7 BPERLET,

Cluster::*> displaced-vlans restore -node node2 node4 -port ala
—-destination-port ala

KiZ. R— b Te10ay THIBRETNVLANZ Te10b]) ICU R 732072 RLET,

Cluster::*> displaced-vlans restore -node node2 node4 -port elOa
-destination-port elOb

VLAN OETHRINT B &, IEEINIFEER— M. DN SNz VLAN BMERSNE T T AT
A %= aVR— R EA—T A RTIN—TFDODXN—THIHE. FLETRAT4H%—3Y>
R—EHRE I LTVWBES. VLANDU X M7 IFkBL %7,
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HLKURBT7 LI VLAN BBEY)IRTO—FF v A b RXAVICEEBESNZ X TR 1 9F5E T,

a PEIZIGLCTIZRE2O> b O—5FRy fT—2 TR VWWLANAR— FAICEHT LUWLWLANAR— &
ER L £ 9HAYVLANIZHE DZ R L A MOYIER— ~ ETHEBRTZ2HELNHD XY

9. R—rDEENIRTET LIS, ZOTO-RFv I MRXAVZHIBRLED,
network port broadcast-domain delete -broadcast-domain <broadcast domain name>
10. R— b DOELERTREM ZREE L F 9
[ network port reachability show | D& SICRREINET
IRTDOR—FHBELCRESIN. ELWITO—RFFvy IR XAVIZEMENTWVSHE. [ network
port reachability show | <> Ri&. FEHEINTVWBI IR TDR— ~FDERERTREM X T—2 X% [ ok
1 ENICERINTUVWRWR— DX 7T—42 X% [ no-reachability | $#RETIHENHDET,
D2 DUNDRT—FZANRETNBZR— b HZ5HEIF. BETREMEEEZRITL. OFIRICE->TT
A—RF v A RXAUIR— M ZEMEIFHIBRL FT FIE 40
N IRTOR— A TO—FF v I RAA VICRBESNC L ZRERLET,
I network port show | DK SICRREINET

12. 7O—KRF v A FRXAYDITARTOHR— FT. 1IEL LY Maximum Transmission Unit ( MTU ; RK{EX
dA=wv k) EREINTVWBR =R LET,

I network port broadcast-domain show |

13. SVM DR—LR— X LIF D7R—LR—b (HBBE) ZVANTIZ2BELRHDIBEIE. ThoEis
FELTLFDER—LR—FrZUINT7LET,

a BESINLLIFZRRLET,
I dispaced-interface show |
b. LIF D R—LR—FrEJIXLT7LET,

displaced-interface restore-home-node -node <node name> -vserver
<vserver name> -lif-name <LIF name>

4. IRTDLIF ICHR—LAR—bHHD. BEXMICHEEREICAE>TWS e ZERELE T,

network interface show -fields home-port. status-admin

J—RATHF—EEREY-IDEREZVALSTLET

NetApp Volume Encryption (NVE) & & U'NetApp Aggregate Encryption (NAE) % f&EF8
LT7yvTIL—RITBZ3RTLDAR) a—LzlESLT 3551 BE{LREZHL
W/ —RICERRTIRERHDFT, F—BEY—-ILZEPALLRVEEIE. ARLZER
LT/ —R2D77 V45— b/ —R3DE/—R4CBEEET S . /—R4ZEBSLE
NIER)a—LeT7I)T— b ad T4 UICT R1OICBEBEREBES{EF—DRL AL
BB TZZeHHDFT,
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CDRRAIICDWT
ROFIEZERITL T, BEIEREZHLLVL/ —RICEHHLEY,

Flig
1. J—R4ah' 5k IVT Y REEFTLET,

Mexa) T4 F—IR2—JvF2R— RREEA

2. T=RF7JVS— b= BEEY BR1IC. / — R4TSYMOKEKF—H Ttruel ICU X T ENZ &z
AL &EJo

::> security key-manager key query -node noded4d -fields restored -key
-type SVM-KEK

ll

::> security key-manager key query -node noded4d -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

node4 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

node2 [C& > TFAEESNTWAIL—FUANDT I )45 — k& NAS T—4 LIF %=,
node3 H'5 noded ICHBEILF T

J—R4DRY NI—UREZHEL. /—R3IDSB/—R4ICT7IIVTF—=BEREE
TBEIC. /—FR2ICHE/—RIICETBANAST—HLIFH. /—R3IHMNS5/—R
4 |[CBREESNTVWBR I ZERITI2UNENHD X9, £7-. /— R 42 SANLIF H'F
EITBCDHERTIVENDHD XTI,

CDRRAIICDWVWT

Ty TIL—RFBEBOETH., UE—FLFIESANLUNAD ST v o RMIBLET, 7V I L—RE
ICOSRAPY—ERODBREUEHIFTB1-DIC. SANLIF ZBE#HTIXEILH D £t A, SANLIF (F.
LWR=MIIXVEITTRIRENBRVWDTOBIHINERA. /—Ra4ZADFTAICLicHEe. LIFD
FREICEELTHD., BUYARR—MIBBESNTWAZEEMHERLE T,

FIE

1. BERREME X ¥ v > & FHA L T, iSCSILIFAELWR—LR— b EBEENICERBELEFT, FCE K
U'NVMe/FC SAN LIFIZBEEIRICIZBFILEFFA. 7 v I L—REIOR—LR—MIF|ISHEIRRIN
E I
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/J—RA4DSAN LIFZHEESL £ 95
a. Mk MBRT—2X%RELTLVBISCSISANLIFZH LWTF—4R— MIEELFT,
network interface modify -vserver <vserver> -1lif <iscsi san 1lif> admin down

network interface modify -vserver <vserver> -1lif <iscsi san 1lif> port
<new_port> node <node>

network interface modify -vserver <vserver> -1lif <iscsi san 1if>

b. iLWIY FO—SDR—LICHBFCELUNVMe/FC SANLIFZZEL. HrLLwarrOo—35
DFCPR— kI TELE] OEBMERT—2 A ERELF T,

network interface modify -vserver <vserver> -1if <fc san 1if> admin down

network interface modify -vserver <vserver> -1if <fc san 1if> port
<new port> node <node>

network interface modify -vserver <vserver> -1if <fc san 1if>
2. BicBENEZBERELE T,

Y27 L3> bO—ZOREH BRI

SRTLIIRDRRVZRITLET,

CIZRABRY AT LTFTVY

° X7 L\ ID DHER

A A= DN=T I VFITVY
cB—lFYy N TITYNTF—LDFTVY

o Xy hT—URERREFI VY

v b T—OBEAREMETF YD DR TUIEN—FHEIELX T,

3. HRtBNIEZHALET,
Y27 LY FO—SOEAERH]
SRATFLIIRDF v IO ERITLET,

VI ARADBERF VY
c USRZLFDRAT—RRAZHBLET

NEDFTVvIDETHER. PATLICES>T node2 lIc&>TRRETNTWLWARIL— MDD TH ) 7 —
X NAS T—H LIFAEHLWIY FO—5 noded ICBEEEINE T, VY —XDBERENTT T3 L.
AV FO—SOXBUMIBR—BHELEL F9,

4. 75 ) — rOBERBUMIEY NAS T—4 LIF OBEMUIED R T — X X =MHELE T,

I system controller replace show-sdetails | Y WS TS5 —HMRRINET
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Oy hO—SXBAFIEHN—HELEL TWBIBEIF. T57—HIH2BEEFc v LTEIEL. XIC TR
Bresume ] #0Vw o L TIREESEITLE T,

BT OALTELIFZUX 7 LTUN=-FLET, BOALLLIF ZRRLET,

cluster controller -replacement network ELZ5— (VS XZ > bO—SXFRy fT—OHEBDOA TN
FL7#) -interface show

LIF RO A SN EIE. "—L/—R%E/—R4|CUXRNPLET,

ISR - A2 bO—XHBry hT—IOHhWOASTNELIcA > EZT T —X + )X ~7T -home-node
CDNIBEBRTZIE. BREBRAMNFIVIDERTZIIATLICKSZ IOV FRHARREINET,
Y27 L4302 FO—SOXEHER

RDRARNF TV IDEITEINET,

C PSRRI A—FLFTVY

c USRADBEMF T VY

o TV —FOBEBEFT VY

o IS —brDRAT—HAAEERLET

C FURUIDAT—RATHRLET

° JSRALIF DRAT—HAAEERLET

cR)a—LFTvY

AT7—26 7y TIL—RZERETLEY
AT—TJ6DIHE

AT—=U6TlE FILW/ —RAELLEY b7y TFEINTVWBR e ZHEEL. BSLH
BWERFLV —RBHB35E1F. X ML —TBES1E £ 7zIENetApp Volume Encryption

ZRESSVEY N TYTILEY, £ VWV —ROERZELEL. SnapMirrord 4l

BzBRATIVENDD XTI,
FIE

1.

58

"KMIP —N\ZERAL TR EEL £

2 "HLVwaY A= ELLEY b Ty TENTVWB R L £

3. "H;LWIY hO—5EYa2—/LT Storage Encryption Ztw 7 v FLEF"
4.
5
6

"HFrLWad> bO—3ZEY 21— )L TNetApp Volume X 7zI&Aggregate Encryptionzt v k7w 7L £ 9"

MHWO R T LDERZEL"
. "SnapMirror {LIE= B L £9"



KMIP F—N\%Z{HEAL CRIEZBIELXT

Key Management Interoperability Protocol (KMIP) H—N\%ERAL T, 8BEEF—% 5
BTEXT,

FE
1. HLnwayrO—>%EMLEd,

I security key-manager external enable | C AFIL X
2. X—EEBY-I)ILZEBMLET,

I'security key-manager external add-servers -key-servers_key manager_server_ip_address | D& S IC
BELET

3 F—EBEY—/\HRESN. VFAZHRDIRTD/—RTHERATEZczHRELET,
I security key-manager external show-status |

4. )Y ENIEIRTOF—BET—NOREF—ZH LV —RICUILT7LED,

'security key-manager external restore -node new_controller_name’

FLOLWIFO—SHELLEY MY TETNTWVWBR 2R LET

ELWEY F 7y TEERTBICIE. HARTEBRICTIRERHDET, T 5IC.
node3 ¥ noded MEEDA RL—JICT7 IR TEB 8. BELVIZIAXAROMD /
—RICBTDT—FLFZFrBL TVWAWVWI E 2R TINELRHD F9, Fi.
node3 ' node1 D7 F )/ —rZFRBELTHED. noded ' node2 D7) 47— k%P
BLTWAZY,. BLUMAD/ —RDR) 2a—LDBAVSA U THDZ 2RI S
MEBHRHD XY,

FIE

1. node2 DF T v U%. node2 VS AADAKL—STxAIINA—N—8ETSAZHARTHREMICHED
To MWEBHATTITDE. MAD./ —RIC T Completed | EREREN. Z7)—2T7y TBHARTINE
ER

2. Ak [/_9“7 I{)Lj—_l\\‘_b{ﬁéﬂ‘:@’)_(-b\é: t%ﬁﬁmubijo
I storage failover show | Z27)w o LEY

ROBNE. A L= T AN —N—DEMIB>TVWBHBEOINY FOEAFZRLTVWET,
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cluster::> storage failover show

Takeover
Node Partner Possible State Description
node3 nodei true Connected to noded
node4 node3 true Connected to node3

KDIAYY REFEALT. node3 ¥ noded HEIL IV T ARICBLTWB Z =ML £9, xR
LExd,

I cluster show | ZEBLTLEEL)

- ROAXY FZfEAL T, noded & noded BMEEDRA ML —JICT7 IR TE Szl LET, B

HhzmRLET,
I'storage failover show -fields local-missing-disks. partner-missing-disks

KOAY Y REFEAL T, node3 ¥ noded U S ARANDMD /) — RICK>THR—LFFEINTWS T
— R LFERELTVWARVWI tEZERLET,

I network interface show | 2B L TLZT W

node3 ¥ node4 B'7 S XAXADMD / — RICE > THR—LFAETNTWVWST—4 LIF ZFrE L TL\AW
BAlF. T—42 LIF 2 h—LFRBEZICUN—FLE T,

I network interface revert | D&

J=R3DB/—=R1DOT7IIVT—bZRRBLTWVWB L, LU/ —FR4aW/—R 2077 )5—b%z
FMELTVWA e zmaRLEJ,

storage aggregate show -owner-name <node3>
storage aggregate show -owner-name <node4d>
FTZAVIIHRL2TWVWBRY a—LHBRWVWHEERLE T,
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cluster::> storage failover show

Takeover
Node Partner Possible State Description
nodel node? false Unknown
node?2 nodel false Node owns partner aggregates as part of the

non-disruptive head upgrade procedure. Takeover is not possible: Storage
failover is disabled.

ROBIE. )T — bk FTIF/IX=Z v I D T storage failover show 1| AY Y ROEHAHIZRLTVWET,

cluster::> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 = Unknown
node?2 nodel false Waiting for nodel, Partial giveback, Takeover

is not possible: Storage failover is disabled
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