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Warning:

1. Current ONTAP version is 9.x

2. Verify that NVMEM or NVRAM batteries of the new nodes are charged,
and charge them if they are not. You need to physically check the new
nodes to see if the NVMEM or NVRAM batteries are charged. You can check
the battery status either by connecting to a serial console or using
SSH, logging into the Service Processor (SP) or Baseboard Management
Controller (BMC) for your system, and use the system sensors to see if
the battery has a sufficient charge.

Attention: Do not try to clear the NVRAM contents. If there is a need to
clear the contents of NVRAM, contact NetApp technical support.

3. If a controller was previously part of a different cluster, run
wipeconfig before using it as the replacement controller.

Do you want to continue? {yln}: vy

3. Tyl ZBRLET. ROENDRTEINE T,

Controller replacement operation: Prechecks in progress.
Controller replacement operation has been paused for user intervention.
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BOTWBNESHEERLET, I hO-5TRML—I T
AN =N=DBEHCB>TUWEWEE, ZFXTIERBLET,

—LFAEETHEVWTIUS— b Z2RRT3/—RAFABELTVS
. TDRRAVIIKBLET, O—AILUANDT T )7 —h%zFh
B3/ —FREABLABVTLREEL,

R D/—RIZFRRBLTWVWBRT 1 RV XIFEENEELTVS
T4 RAIDBBHE. FAVRBKRBLET. BDBWVWT1 RIDH
6%AH\%ﬁFLT<t.L”ﬁ%QWCUT?4Z78$UT
7U7 FDEIBIC) VT BICIE. CLL . _ TwmEALL—
BIEICHERALEY, HARTDINL—J%FBRET BICIE. .
_A%TN«%EU%«%@ ZERALET,

X3/ —RICO—HAILUNDT—42 LIF BH B2 Hh 5 H = FER
LEd, "—LFAEETHEWVWT—A LIFA/—RICEENEWVELDS
ELT(EGHOD—twuﬂw?—&UFﬁuThﬂw/—FE
SENTVREE. 2XVIFEKMLET,

MAED/—RTUOSXRALIFHOEELTWVWADESHEREEL
?077X&UFﬁF¢LTMé%AM\&Zﬁﬁ%%bi?o

AutoSupport BRINEREINTLWARWE, XX TIEEKBLEY, O
> hAO—-ZSOXR¥EAFIE =Y BE1IC. AutoSupport Z BRI
TRIRELHD XTI,

Hed B/ —RDCPUFAERHN50% 2B TLWEWLWHE SHERE
BLZE9d, CPUERERIMAHLAD DERIICHT=>T 50% 28X 3
. RRAVIEKBLE S,

WINH DT =277 )5 = THBBERERNEITEINTULEHNESH
ZHELET 7TV - FOBRBREEZRITHOBE. 2 X7IFKM
L&Y,

J—=RT7 742743 THEITINTVEIDNESHEREELE
To /J—RT7 7427423 THRTHDFE. Fo v IIidEKKL
x9,

4. 02 bO—SORBIEL IR EN TERRI T T T3 . WEH—FHFELEL., 2> bO-5D7 v
JL—RF 7O ROBFTUEICH AN DD HABRENETETET,

S. YRF LAYV —ILT, A bO—ZOXEAFIEDIERICKEST. XOOAT Y Ry b EEITLET,

B/ —RIERINTVB DU TILR—FT ROAYY FOEAZERNICETLTRELE I,

o vserver services name-service dns show
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° network interface show -curr-node local -role cluster,intercluster,node-
mgmt, cluster-mgmt, data

° network port show -node local -type physical
° service-processor show -node local -instance
° network fcp adapter show -node local

° network port ifgrp show -node local

° system node show -instance -node local

° run -node local sysconfig

° storage aggregate show -node local

° volume show -node local

o storage array config show -switch_switch_name_°

° system license show -owner local

> T storage encryption disk show | D& SICRRINEFT

° I securitykey manager onboard show-backup | Z&BL TL/ZE L)
I security key-manager external show | ¥ ABLEXT

> I security key-manager external show-status |

° network port reachability show -detail -node local

FohR—RE*—TR—T v ZERA L 7=NetApp Volume Encryption (NVE) % 7z(ZNetApp
@ Aggregate Encryption (NAE) ZFRL TW35HEIE. FIBEOBFOIETEF—EEY—I
DHFIPZRITTERLOIC. F—BEY—ILONRTL—Xz#E E LTEVWTLIEE

6. >XFLTHECHES{ERSA T2ERL TLW3I5EIE. Knowledge BaseDXERX BB L TLEETWVW"RS
A IDFIPSRERENE SWZMER T 554" 7y T L— RRHROHART THERINTLWSEEESER S
A1TDRA THBERT 3, ONTAP Y 7 b7 IE. RO2BEOECKESILRSA &Y R—MLTULE
ER

° FIPSEEE DNetApp Storage Encryption (NSE) SASK S+ 7 £7=IENVMe R 51 7
° FIPSIEXTOD B 2RES{tNVMe K 517 (SED)

FIPSES A 713, BIL/ — R XIFHART THO XA TORSA T ERBESESZLIFT

@ TFEEA

SEDCIERESTILR S A TZRE L/ — RELIFHART TREESEZ LN TETFT,
"WR—-FENTULWBECESILF S TOFMZREE TSI EI"
ARL OERIFERICKRBLISBEIE. 7I VT — FOFBEEZELE

TIVF—hRT—=2AF Ty IICKBMLIESEIE. N—hF—/—RDFRBEIBZT7I VT — b ER—LFE
E/—FICRL. FaiER 7O A zBERRBI ZBENDHD XTI,
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FIE
1L.N=bF—/—=RARAERBLTVWE T U — b ER—LFABEE/ —RICRLE T,

storage aggregate relocation start -node-source_node__ destination_destination-node-aggregate-list *

2. node1 ¥ node2 D6 BHIRIEDFREE (KR—LFREETIEZARWV) 7IUFXF—rZRBLTVLWARNVI X
HHESRLE I,

storage aggregate show -nodes_node_name -is-home false -fields owner-name. home-name. state% g

ELFT

ROPNE. 7T VT — FDIREDFABE L R—LFABEOEAN/ —FICHBHBEDIR Y FOHAAZ
TLTLWET,

cluster::> storage aggregate show -nodes nodel -is-home true -fields
owner-name, home-name, state

aggregate home-name owner-name state

aggrl nodel nodel online
aggr?2 nodel nodel online
aggr3 nodel nodel online
aggr4 nodel nodel online

4 entries were displayed.

=T
AV MO—SOXRB IO R =BRATIHERHD T,

'system controller replace start-nodes_node_name °

fEFAETA

U7 ARZRDE /) —RIZIE. HMEDNetAppZ 12> X7 71)L (NLF) DRBRETT,

NLFA B WEEIF. V5 REDRAEZF ALY ATNTVWARKEZHLVWIY FO—STHERTE XY, 2
L. ZAEYRATNTVAVWKEEZ I FO—5TEATI 1Y AEZNISER T 3 EI8EEN B D 720,
TyTTL—ROFETRICHALVWIY FO—SHDONLFZA VX h—ILT2HENHD FT,
HBRELTLLLETV"SZER]" NLFZEISTES_ NetApp Support Site (1) > LEd o NLFIEZ. VT D
T7 5412 ZA_ D MySupport I3V TAFTEFET, BEANLFHAHY A1 MMIABWEEIE. NetAppD=
FHEHAFICEBULWEHLEL T L,

SAEYRADFHHICOVWTIE. ZBRLTLKEETVW"'SEER" 20 1) v LT, System Administration
Reference( ¥ AT LEEBU 77 LX) ICUYILET,

FUR=—FF IRy ZERALTR ML —VlES{tZEBELET
FVR—FF—IR—Tv (OKM) Z2fERALTHESItLTF—2EBETEE I, OKMZt vV
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c7y FLIEBEIE. 7y T L—RZRIBIBFICNRTL =X Ny o7y TEWR
ZECER L THELKBELRHD X7,

FIE
1. 9 R22EDNRTL—X %z H\LET

CNUE. CLIF7IERESTAPIZERA L TOKMZ RRE R TcIEEH LI E EICAN LN TL—X T,

2. #ERTLT. F—EBEBY-IILOBEHRE/NYIT7 v FLET security key-manager onboard show-
backup AX Y RZEITLET
SnapMirror RzZAKIELFT (A TF>3Y)

FE%FATI BHIC. TRTD SnapMirror BARHAMRIEIREICE > TWB Z X HRT 2B HD X9, 1K
IEE N7z SnapMirror BfRIE. VT —FRELV Tz AMINA—N—BHKRIEREDEXTY,

FliE
1. FRAT4FZ—=>3 >0 5 XZD SnapMirror RO AT — R A ERERL £95

I Snapmirror show | D& SICRRINET

@ CDRT—RZN TTransferring] DHFEIE. ERXZTHRIETIHENH D £9, snapmirror
abort -destination -vserver _vserver_name _°

SnapMirror BZDIREED® T Transferring 1| THUVWISEIX. FLEIFKBL £,

2. 3 ZRBDITRTOBEFRERLELF T,

snapmirror quiesce -destination-vserver *

AT7T—22, VY —XAZBEEL TnodelZHELET

B

AT—=U2T, /—FR1DI =TTV 5 — R ENAST—ALIFZ / —R2ICBEEE L £
T, cOTOLRIIEICBFLINTED. XAT—X X %R T 3 -DHICUIBLR—FHE
WLEY, CONBIIFETBRIZAIDENHD XT, NEICIHLT. BEHLIRELLE
T —KEIFERESN=-7I VS — 2B E . /—R1OBHREFIBORETE
HATE3LSICERLTHL S, WMiHTD/ —RIOVRTLES S a—-I)ILEBL, /—

Kiz#ELT. 7vSI9L—RLiE/—R1z2R%y b T—FLET,

Fig

1.")—RABPFREBETZIL— LN T TV TF—FRENAST—X LIFZE/—R 2 ICBEREELET"

2 "BEARELETIUS— FEBRETZH

3. ") — R 1 BEE"

4." ) —R1DIRTLES a— )L &L ET"
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9. "%w k7 —k nodel1"

/;;1ﬁ%ﬁ?%w—hu%®TﬁU$—hthms?—auF%/—FZEEmE
L

=Rz AT LDT7 Yy I L—RBARRBEED 32— LB 381IC. IL—RUANDT
J)F—KENAST—HLIFE /—R1H5/ —R2ICBELTH S, /—FR1DUY—2X
EARBAS AT LATEITINTVWE/ —RUCUR MNP TIRELRHDFT, CO7OF
2IEEICEFELINTED. RT—AXEERTD1-DICNEBEN—BHEILEL £,

ERZRIm Y BHIC
COMIEIF. RXTDRBIFICT TIC—FHELESNTVLWEARELR DD FT. FHTERIZUELNDD X7,

CDRRAIICDWT

TwTIL—RFIBEBOERTH, JE—FLFIZSANLUNAD rS 74w o%MIBLET, 7v T L —RE
IS 95 RAZFIEIH—EXDEEEDT=HIC SANLIF #BETIMNEITHD FH A, node1Z=aTHFHT X
FTLELTHYZAVICLTES. LIFAEE T, BYAR—MIBBEINTVWS I EZHRITINENHD X
ER

@ 7OV T b BLVLIF DR—LFABEEREESNEEA. BEDFAEEDADEEINE
EE

FIE
1. 77U — FOBERBUIEY NAS 7—4 LIF OBRFUIBZERBL 9,

Y27 LY FO—SOXHNERH]
IW—=RUANDT TS — k& NAS T—4H LIF (3FART. nodel H'5 node2 ICBITEINE T,

BN —FHELETZ T, /=R 1DIL—FUADT I U — k& SAN UADT—45 LIF BAIART
node2 ICEITENTWVBRDNESHZHERTEET,

2. 7S —hOBEBUIEYE NAS T—4 LIF OBBUIBO X T—2 XA %R L £,
I system controller replace show-sdetails | ¥ WS TS —HWRRINET

3 MIBR—BMEIELcE F. L—FUADITARTOT I IS — FH node2 TENENDRETH >S5 A VIS
o TWBZ xR LET,

storage aggregate show -node _node2 --state online -root false

KOFIE. node2 DIL—UADT I VT = DA STAICHE->TVWEZEERLTVWET,
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cluster::> storage aggregate show -node node2 state online -root false

Aggregate Size Available Used% State #Vols Nodes RAID Status
aggr_ 1 744.9GB 744.8GB 0% online 5 node2

raid dp,normal

aggr_2 825.0GB 825.0GB 0% online 1 node2

raid dp,normal
2 entries were displayed.

TIVT—= DA TSA VIR -T35E. £7ld node2 TARRICHE - T=5EIF. 7T V=ML T
1Bl node2 TRDIAVXYRZFERBLTT7ZIVTG—rZA2F14VICLET,

storage aggregate online -aggregate aggr_name’

- node2 TRDIXRY RZzEAL. HANZHEART. IXNTORY2a—LHF US> THB ez LF
ER

volume show -node-node2 --{REEA T S5 >

node2 EICAT7SA4 VDR a—LEH35EIF. SRV a—LICKLT1E. node2 TXOIAT> R
ZERALTAYZ1ICLET,

'volume online -vserver_name_-volume_name_"
C DAY Y RTEERT 3'vserver_name'ld’ BiMDvolume show I Y RDHAICHD 9

- [[step5] WENH'D LIF BMZELEL TWBIEEIE. KOOIV REFEAL T, FLIFICXLT1EYDLF
DEBIXT—2R% Tupl ICRELET,

Inetwork interface modify -vserver vserver_name _ lif_lif_name_-home-nodename_-status-admin up

BEENRELLTI VT — b ZzBEET 3D

WINHD7 7T — MIBEENKRLISGE. FLIFESTSINTVISREIRE. 77
V7r—rZ2FHTHEET DD HBICKCTHES LB T AT 2 —23a>DF Ty
T ERITBIHLEN DD XT,

CDRRAIICDWT
IS —HERTHEELEN—RHZILEL X9,

FIE
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ELE9,

ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addrid. ARL—USXFLDIPTRLRATY (WA o
netmask ld. AL =YY RTLDRY FT—IIRITYE (@
ZE) o

gateway & AL =SS XTFLDT— T4 TY (WA o
dns_addr id. *Y b T—=0 LDX—LTF—NDIP7RLXTY (
7.!-70:/3\/) o

dns domain |&. Domain Name Service (DNS ; R XA > x—
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AVRA—=TTARTE>TIE. ZDMHD/INT A=~
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A>T lhelpifconfig ] AT 3. SN
RARINET,

6. node1 Ty b T—bEETFLET

netboot\http://web_server_ip/path_to_web_accessible_directory/netboot/kernel’
() r vordmLALTREL

7. ASAA900. AFFA900. F7=I¥FAS95000> FO—FETa— /L TnodetHT—hrL. T—hFXZa—F
Ta hRREINBETHELE T,

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7?

8. WEIXZ—a—hBA T3> (7) Install new software first FFLWY 7 9T 7Z2RIICA VA =)L
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ATVAR—ILETNET,

MDAy =D IFEEL TSI,
This procedure is not supported for Non-Disruptive Upgrade on an HA pair
RIBOEEILEDONTAP VI U 77y FJL—FR, 2> bO-5DT7 v 7L —RREEEFNEE A,
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9 FIEZEHATTIDESIDERRTIAYE—IDNRRINES Y CANL ' Ny Tr—CDANZERD N
7= 5 'URL:\nttp://web_server_ip/path_to_web-accessible_directory/ontap_version_image.tgz- ¥ AJL %
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10. XoFEzERFTLTaAY rO—-FEFDa—)ILzUT—rLET,
a ROTAYTEHRRESNIES N ZANDL TN I Ty T - UAN)ZRXXYyTLEY

Do you want to restore the backup configuration now? {y|n}

b. XOTOYVT EMRRREINS Y CEAADLTEESHLET

The node must be rebooted to start using the newly installed
software. Do you want to reboot now? {yl|n}

A hO—5FZa—ILEVT—bLEITH. T—FrXZa—TEFELELFT, CHE. T—FFNT
ANBEIT =Y FEINEZEICED, BT —2Z VAT TIREDNHZ=HTT,
M. 7O> 7T Nwipeconfig ] AXY RERITLT. 7= MXTo 7OUFIOREZI VT LET,
a ROXyt—IHRESNES. EEE TNEW Z8RLE TS

This will delete critical system configuration, including cluster
membership.

Warning: do not run this option on a HA node that has been taken
over.

Are you sure you want to continue?:
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I ha-config show |

JRIC 'ha-config show AY Y ROEHIBHIERLEFT

Chassis HA configuration: ha
Controller HA configuration: ha
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[ ha-config modify controller ha | Z8BL T2 W
[ ha-config modify chassis ha | ZBRL T /EEL
[ ha-config | DREZHRLEFT,

I ha-config show ]

Chassis HA configuration: ha
Controller HA configuration: ha
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[ halt J
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'set date_mm/dd/yyyy °
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'‘aveenv
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printenv partner-sysid

25— 3 (XA ATLESA-ILT/ —R1EJ—rL
*x9

BE

2T7—=I3TIE. 7T L—RLIEYRTLAEY 2—I)LThodelzx T —kL. 7YY
L— R L7cnode1D1 > b—ILZHEEZL £9, NetApp Volume Encryption (NVE) %

FRALTVWREEIE. F—BEY—ILDEREZVANFPLEY, /—F1DJL— FUAND
75—k ENAST—ALIFZnode2h 57y o L— R L7nodeliCBECE L. SAN
LIFA'node1ICFES B C & MR L £ 95

FIg

1. "R AT LES2a— LT/ —R1ZT—rLET"

2" ) —R1DA VA= )LERRLET"

. "Pw I L—R L% nodel THF—BEY—ILOREXFUILTZLET"

4. ") —R1ADPFRETIIL—EUADT T —FE NAS T—4 LIF Z node2 57w I L—KR LT
nodel IC#&HL £ 9"

XA AT LED2a—IILT/—RZzT—FLET
CNT KIBBED2—IILZ2B80/— MMz - b T3EFEIBVE LT, COEIT 3

VTIE. ROT7 Yy I L —RIEBEOBEIC. KIBHAE a2—J/L Thodelz 77— 337
DICHERFIEZRLE T,

28



APl ok (20 D N w el R/ — RO XA T LED 2—)L

AFF A220%ASAY L THER AFFA150d> rO—5E a2 —)L!

AFF A220D & AFFA1500> FO—ZFS a—)L!

AFF A200

AFF C190DR&

FAS2620 FAS28200 > hO—S5EY a—)L!

FAS2720

AFF A700%ASA Y L THERK ASAA9000 Y FO—ZH LUNVRAMEY 1 —)L2
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a. %% bootarg.storageencryption.support 7 | true £7I& false :
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b. 8RBT — b XZa—ICBBILTH S>3 >%EFRLET (10) Set Onboard Key Manager

recovery secretso

NRTL—XE. BIDFIBETFIE ICEERL TEWNY I 7y TEREZANDLET, 2BRLTE
TVW"FUR—RF—IR—VvZEALTA L —CBESLZBELET

2. J)—RETJ—FAXAZa—TT—FrLET,
I boot_ontap menu
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Y boot after controller replacement /—RHABT—bXZa—TELELIZLE,
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cnos7FaOrYFhE. AVYV—IXyE—2ICBHNTVBAREEDHD £9, /—FEZAALED
SIIHECEE SRR Z AN LIGRIE. &RIZDH 5 —EANTBELSITKROSNET,

Mocalhost:disk.encryptNoSupport:alert]: FIPSERERESIL RS T . i

I& Mlocalhost:diskown.errorDuringlO: error]: Error] B'7 4« X TS5 —TREL=HEIE.
ROFIEZETLET,

a. LOADERZOY T/ —R%E{EILELET,

@ b. [CEEE SN TVWB X ML —YBES{tDbootargszF v LTUE Yy LET FE
1.0

C. LOADERZOYFFT. 7—FLZFT,

[ boot_ontap 1

ROBNEEEZICLTLIEE W,



aAYV—IILonNblzERELEY

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot
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device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id



= 536940063
Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} y

Login:
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EERDADL AT LIDIF—HITS, 7Y TIL—RITB/—RFOREDOSXTLID IFE
ANLON- S

@ 7O 7 hT/—REZEANTZHATA>TFOY TR ZERRTBET. /— RHBEKEY
T—rLTREEHZVRA ST L. PATLDA—RTI7—LUTT7ZEHL. D
ONTAP &2 ER1TL £ 9,

J—F1DAVR =)L zHRBLFET

J—R1DA YA =LA AT LEDS 23— I 2RI INERHD T, ¥HER
— MIZEINREWLZH. BHLinode1 DYJIER— k=23 Anode1lC v BT T 3NE
DD FH A

CDRRAIICDWT

A FO—5FSa2a—IILT/—R1%ZTJ—rL7ES. ELKED[FIFENTWR 2R LET, /
— R 1D F—FLICEBMTZ0%FoTHS. AV MO—SDOXEBNIBX*BRITIHVELRHD £,

FIEOCOFST. I bO—5D07 v 77 L—RUBIE/ — R 1 DRI+ —S LANOBBHEMZFHAB 1D
—FHELEL TVWAREDNHD T,

FIE

1.

34

node1 BT # =S LICEMLTVWS =R LIS
cluster show -node node1 -fields health®
Mhealth] 7+ —JLROEAIE Ttrue 1 THITIUIZERD £ Ao
node1 M node2 EELI S RRICEFEFNTED, EBBRETH D 2R L FT,

[ cluster show | ZEBBLTLETL

. advanced {ERE— RICUIDEZ X,

O O-SREIBED R T — 2 A2 L. /—F 1 ZELET 3R CEICRETEHELEREICA > T

WBZeZzHEBL T HILLWIY FO—SDORECT—TILOBHOYIEN LRI RV ZEITLET,
I system controller replace show | ¥ RIRSINET

I system controller replace show-sdetails | ¥ WS T —HDRRINET

Ay hO—-SOXRBNIBEBRALEX Y,

Y7 LY bO—SOEH BRI

- AV FAO—ZOHIBH —FHELE L. ROX vy E—IDNKRRINET,



Cluster::*> system controller replace show

Node Status Error-Action
Nodel Paused-for-intervention Follow the instructions given
in

Step Details
Node?2 None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, i1f needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

@ COFIE TlE. VLAN. ifgrp. BXUOTO—RFRFv I MRXA2DEII 3> DN
nodel T Ry rIT—UHREDIRLT _ CUVLSKRINCEEINTLET,

7. Ay bO—5 OO —BFHEIEREICH S TR T, ICEAET /—F 1 TRy hU—UFREZ) X

77

L&,

J—RF1TRY I —OREZVALTLET

node1 M7 #—S LICHD. node2 CIBETETBcHMSELIS5. nodel D VLAN, 1A —T A4 RY
W=7, BLUOTO—RFv AR X1 Uh nodel! TERESNTWARZ e xHERLET, /oo /—FR1OD
TARTDRY R T—UR—FHELVWITO—RFY AR XA VICHRESNTWVWS I e EZRERLE T,

CDRRAIIZDWT
VLAN, 122 —T A RTIN—7, BLUVTO—RF ¥ AR XA VOEREBERDOEMICOWVWTIE. %

=08

= nn

FIE

1. 7

LTLIETVW"SZER"221) w2 LT. _Network Management_content IC1J > L9,

w9 L—RL7% nodel ICHBRIANTOYIER—D—EEZRTLET,
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network port show -node node1

J—RDERTOYIERY FDT—0R—b. VLANR—b, BXVAVEZ—T A RTIL—TFR—rHEK
TeNEd, COHANS. ONTAPICE ST MCluster ] 7O—RF ¥R kR XA VICBEI SN
R—bhZHEETEET, COENZFRALT. AV F—T A RTIN—FAYN—KR—F, VLANR—2Z
R—b. FLEFLFZRAMTZRZR7OVOYER— b L TERTZIR—FZRETETET,
COZZAZOTO—RF Vv IAMRAAVO—EERRLET,

I network port broadcast-domain show |

- node! DIRTDR— MIEETETEZRY M T—IR—rZRRLET,

network port reachability show -node node1

ROBID &K S BBADNKRTENE T,

Cluster::> reachability show -node nodel

(network port reachability show)

Node Port Expected Reachability Reachability
Status
Nodel
ala Default:Default ok
ala-822 Default:822 ok
ala-823 Default:823 ok
e(OM Default:Mgmt ok
ella = no-reachability
ellb = no-reachability
ellc = no-reachability
elld = no-reachability
e3a = no-reachability
e3b = no-reachability
eda Cluster:Cluster ok
ede Cluster:Cluster ok
eba = no-reachability
eTa = no-reachability
e9%a Default:Default ok
e%a-822 Default:822 ok
e%9a-823 Default:823 ok
e9% Default:Default ok
e9p-822 Default:822 ok
e9%b-823 Default:823 ok
e9c Default:Default ok
e9d Default:Default ok

22 entries were displayed.



FEROFITIE. > bO—5OHEBIC/ —R 1A T—FLTVWET, WEMICEFINTULRUVLIDH,
—ERDR— MMIBHETET EFHA. [TOKJ UANDBLREFREEM R T —RX XDR— MIITARTEET ZIHEH
HHET,

Ty TIL—RH, Ry hNT—UR—bCZFOEHKIIZEEINIFHA, IRTODR—+%

@ ELWIO—RFYIAMRXASVICEREL. 2y hT7—OR—bDRERREMZZE LA
WTL7ET W, 7272 L. LIF % node2 5 nodel ICRIHIIC. Ry hT—2UR—FDRE
BREME BEMR T -2 A EHERTI2HNELHD £,

. ROIEFT. XOAITY RZERALT. nodel DER— FDOERERREM R T—2 X% ok 1 LUSHITE
BLET,

'network port reachability repair-Node_node _name — port_port_port_ name_°

a. ¥R — k
b. VLAN R— b

ROPID K S BHDHRRENE T,

Cluster ::> reachability repair -node nodel -port ellb

Warning: Repairing port "nodel:ellb" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

FEROFNCTRTELSIC. R—FOESERGEM X T—2 XD, IRERESTNTVWSTO—RF v X MR XS
VOEEAREMR T —R AL BRRBIDGEDNH DI ERIEEX v E—IUDRRREINE T, A— A
Y EXlEn DGz EERSRLET

IRTOYIER— MIRBESNZRETREMNHD C=ERLF T,

I network port reachability show | DK S ICEKRINET
FHECTREMDBENEITIND . ONTAPIZELWIO—RFVv I FRXAVICR—FZEELLS
LEd, 2l R—bOREAREMZHHTET. BFEOLCDTO—RFYIRXAIVIZHELTL
BUWEE. ONTAP IECNS5DR—MBEICHLWIO—RF v I RXAVZERLF T,
- R—bORETREMEHRLET

I network port reachability show | DK S ICTKRINET
TRTDR—FHELLRESIN, ELVLWITA—RFRF ¥ XA MRXALVIEBIMEINTWVWEES. [ network
port reachability show | Y > Rid. EHEINTVWEI TR TOR— FDESEFTEMRXT—2 X% ok
1 YEBMICER SN TULARVWR— DX T—2 X% [ no-reachability | IRETIHELRHDXT,

D 2 DUANDRT =R ZADHESNIR— b DD BHEIE. FEAEMEEZRITL. OFIBICRK->TT
A—FF v X E XA UICR— b Z2EBMEIFHIRL £ FE 4,

6. IRTOR=PATO-—RFVY A MRS VICBRESN L EZHELE T,

37



[ network port show | DK SICRRINET

7. 7O0—RF Y AR XL VDITARTDAR— LT, IELL Maximum Transmission Unit ( MTU ; RAGXE
A=y k) NEEETNTVWBR I ZRRLEY,

I network port broadcast-domain show |

8. RDOFIBEICHES>T. VX FTHUER SVM ELU LIF DR—LR— DB 3HEIE. ehoziBELT
LIF D R—LR—bZ2UX+T7LET,

a BEITNILIF ZXRRLET,
I dispaced-interface show |
b. LIFOKR—L/—REKR—LER—brEUINT7LET,

ZBW A >R —7 14 XD X k 7-home-node-node-node_node_name - vserver_vserver_name _-lif
- name_lif_name_name] DX SIZIEELET

9. IRTD LIF ICR—LR—+tHHD. ERBICEHEEREICE>TWVWER I EZRELE T,

network interface show -fields home-port . status-admin

7w L—RKL7-nodel THFx—BEY—ILOEXEXZIVANTLET

NetApp Aggregate Encryption (NAE) Z7zI&NetApp Volume Encryption (NVE) Z{#H
LT7yFIL—RIBRTLDORY) 2a—L%=ZBELTI5EE. BELREZHL
W/ —RICERRTEIBELHD £, F—BEY—-ILZBRIALEVES. ARLZER
LT/ —R1O7J0 05— b2/ —R2h o7y FIoL—RLE/—RIICBEET S

& /RIS EINIR) 2a—LET7 I VT — b2 d 0 AT 2O DRER
EEF—DRVTHICEENRETZ B FT,

CDRRAIICDWVWT
ROFIRZRTLT. BSEREZFHFLVL/ —FICEARLE T,

Fg
1. node1Hh5XODIAY Y REEITLET,

txa)FoF—IR—2 v A R— REHR

2. F=27J VT — b EBEEY BHIIC. /— F1OSVM-KEKF—4' Ttruey ICU X b7 EN L 2R
LET

::> security key-manager key query -node nodel -fields restored -key

-type SVM-KEK
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il

::> security key-manager key query -node nodel -fields restored -key
-type SVM-KEK

node vserver key-server key-id
restored

" 00000000000000000200000000000a008a81976

2190178£9350e071£fbb90£00000000000000000

J—=RADPFAETBIL—UANDTH )5 — k¥ NAS T—4X LIF % node2 "5 7 v~/
JL—KL7-node1 ICEILFT

J—R1TRy hD—UHREERERL. /—R2H5/—RUITI VT —  =BEE
a0, WE/ —R2[CHB ./ — KRBT BANAST—ARLIFH / —R2Hh 5/ — |~1LE
FEESNTWAZ e Z2MEERLE T, £/, SANLIF h' nodel ICTEET D DR
BREBHHD ET,

CDHERTICDOVT

Ty TIL—RFBOETH. JE—FLFIESANLUNAD ST v oRMIBLET, 7V I L—RE
ICOSRAPH—EZRDBRLEUEHIFTB1-DIC. SANLIF Z2BE#HTI3HEIIH D Tt A. SANLIF (F.
LWR—=MIIIVEYITTRIRENRVWDATOBHINEEA. /—R1ZF T4 ICLTeS. LIFDIE

FICHEELTED., BYRR—MLEICRESNTVWS BRI IHNELHD 9,

FIE
1. BRCBUEZBEMAL XY,

27 LY FO—-SDOBEHER

SXATLIERDAR I ERITLETD,

° PSRRI A—FLFT VY

° 2T L ID OHERR

o A X—U DN g FTVvY

o A=y NTSYRNTA—LDFT VY

o Ry NI —UHERREMEF VY

2y N —JRERREMTF T v IO DR TUEN—REILELX T,
2. 2y NO—URERREEF T v I ERITLED,

network port reachability show -node node1

39



AR =T A RIIN—TR—bELVVLAN R— b ZFT IR TOERHAR— DX T—R XN T OK
I THBRE =R LET,

3. BECENIEEZBRALE Y,
IS ZF LY FO—SORHNERH)
SRATLIIRDOF v I EETLET,

VI RRDEEMTFIVY
c USSR LF DRT—RRAZMHRLET

NBEDFTVvIDETE. PXTLIE. nodel TAHRAESNTWLWBIL—MUANDT T )45 — R NAS 7
— 4 LIF %LU\ node1 ICEBEEBL X9,

)Y —20BREENTTTIL. > M O—SORILEN—FREIEL £,
4 75 ) 75— rOBREBMNEY NAS T—4 LIF OBEMLIED R T—X A% EHEL £,
I system controller replace show-sdetails | WS T S—hFRREINET

O bO—SKBEAFIEN—FHEILE L TWBIBEIE. T5—DH23581EFc v LTEIEL. XIC TR
BHresume ] 27Uy o L TEE=HITLE D,

S MEICIHEL T BOALILFZURTLTUN—FLET, DAL LIFZRTLET,

cluster controller -replacement network ELZ5— (VS XZOA> bO—SXBRy fT—IHBDOAETN
FL7z) -interface show

LIF ARAREINBRL B2 TBEIE. m—L/—FRZ/—R1ICURMTPLET,
VSRE - A2 bA-IXMRy bT—IBWMOATNE LA 2T T —X + )X K7 -home-node
6. COMBZBERITZI L. BELBRIAMFIVIDETESATLICROZ 7OV T EHRRRINET,
27 L0 b O—ZOXEN B
RORZXSFyIHETENET,

C ISR A =S LFTVY
CUSRADEEMF VY

c TV —NOBERERFI VY

c FUVF—MDRAT—RREHRLET
CTARIVDAT—RRAZHRLET
CPTZRBALIFDRT—RAZHERLEFT
cARa—LFIvY
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AT—T4, VY —AZBEELT/ —R2ZHWELEXT

B

AT—=I4T, W—rADT T V75—~ ENAST—RLIFZ /) —R2h o7y I L—R
BO/—FICBEEL. /—R2ZHELZT T,

FIE
1L "= rUANDT T )5 — bk NAS T—4 LIF % node2 H*5 nodel ICHBECEL F9"
2. ") — R 2 m#HE"

IL—ErUNDT7 1) — bk & NAS T—4 LIF % node2 H'5 nodel ICBEEL 9

J—R2EZBRAV AT LED a—IILERBET BR1IC. / —R2D BT 3)IL— FUSAD
7OV — b/ —FIICBERETIHENHD XTI,

ERZFImY BHIC

BIDERMETRESELI=HEIC. node2 DY —X 1)) —IAEEHICEBAEINE T, IL—UANDTT ) 45—
k¥ SAN LUADT—4 LIF 1 node2 5% L L) nodel ICFITENE T,

CDRAZICDWT

IOV —hELIFOBITHTET TB L. BREEDLOHICMIBN—FHELEEINE T, CORMET. JL— ~USAD
7OV —kE SAN UANDT—4 LIF NI ARTH L L node! ICBRITEINTC L ZHRITIHBENHD £,

TOVTF—RrBEVLIF OR—LFABEIIZEESNEF A, BEOFREEDODADEEINE T,

FIE

1L L=FUAADITARTOT I V=D F >S54 > T, nodel LOZNSDRREICH>TWVWD Z & ZHERL
9,

storage aggregate show -node node1 -state online -root false

RO nodel ICHBIL—EUAADT TV T — b DAY SAUICB>TVWBIEZRLTVWET,

cluster::> storage aggregate show -node nodel state online -root false

Aggregate Size Available Used$% State #Vols Nodes
RAID Status
aggr 1 744.9GB 744 .8GB 0% online 5 nodel
raid dp normal
aggr 2 825.0GB 825.0GB 0% online 1 nodel

raid dp normal
2 entries were displayed.
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TIVTF— R ATSAUICHESTHE. F12ld/ — R 1 THASBICHR - T2B81F. FILWLW/ —R 1 T&
FOUF—=MIFLTIE. XOOAY Y RZERITLTTFZIIVTS— A2 Z4ICLET,

storage aggregate online -aggregate aggr name’

2. node1 TROOAX Y REFEAL. HAZFART, IRTOARY a—LH nodel THYZA VICHE->TWL
BrERERLEY,

volume show -node node1 -state offline”

J—F1EOR) 2a—LOWVWTNHDATSAUIZHE > TWBRIESIF. SR a—LALICDWT1[E.
nodel TROIAX Y REFERAL TR a—L%EZF >S4 ICLET,

'volume online -vserver_name_-volume_volume-name _°
CDIAX Y RTEAT B'vserver-name'ld BidDvolume show X > ROHAICH D £9

B LIFAELWR—MIBEIIN, XT—RZAD Tupl ICHE>TVWBRZEZHELET, LIFA 1 DTHE
ELTWBHEIE. XROOATY Y RZ LIF CCIC1BAALT. LIFOBEIXAT—XX%Z Tupy ICEREL
x99,

lnetwork interface modify -vserver vserver_name _ lif_lif name_-home-nodename_-status-admin up

4. kDAY REFEAL T, node2 ICT7—4 LIF B> TWARWZ e #RESELE T,

network interface show -curr-node _node2 -role data

J—R2#HE

J—R2ZH|ETBICE. T/ —F2ZELLIv Y UYL, ST EEI v—
OHHEEONALET,

FIE
1. B zEELEY,

TS ZF LY FO—SORHNERH)
J—RIZEEMICELELE T,
RTH%

Ty TIL—RORTHEIC. node2 MEAZBELETEET, ZBBLTLKIETVW'"HEVLWS ITLDERZZ
1"

gj—v‘so A AT LAES a—)L%E / —R2ICERD{FIT F

BT
AT—=I5Tld. 7y T L—RLTc/—R2AICRITERS TR LW X T LED 2 —)L
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FAVAR=)LL. RIC/—R2EZX Yy b T—FLET,
FlE

1 "ZWAY AT LAEY 2a—I)L%E /—R2ICWDFIFET"

2. "xw b7 — b node2"

RPASATLED 2=/ —R2IZWD[FITET

Ty T L—FRICRITIR AL AT LE Y a -2/ —R2ICAV X F—ILLE
¥o node2 (F. Y RTLOEEHASAY FA-FZRBZEFICvy—2OBAIICEKES
N2> FO0—2B T,

* ASAA150. AFFA150, F7zI3FAS28200> FA—SEY a—IL%/ —R2AKBELE T

* ASAAQ00. AFFA900. F7:IZFAS9500ONVRAMY > FO—5EYa—IL% /—R2ICHBLE T,

ASA A150. AFF A150. F7cIZFAS28200> FO—ZETVa—IJ)LZ ./ —R2ICHEL F T,

7y 7Y L— RBICZIFE > 7-ASAA150. AFF A150. F7:i3FAS28200Y hO—SESa—IL% / — R2iC
DT £ Fo node2 1. P XFLOEEASIAY FO-5%RZ L EICv—oOAAICRBSALIY b
|:|_5 B _C‘-\-a_o
EX =Rt 3h0IC
C BHNENFEDEZEIE. BETEYICERLET,
cEOATIYO—FH 5. AVY—Il. B, SASX ML= T—ERY L T—UDT—TILETA
THLET,
FIE
1L OV PO—FEJa2—LOBEES v—ORA BICADE., IV FO—FEJa—ILES AT LICED &
TZoLLRAHET,
@ ~rBiR vv—cOTHMIBDET.

@ HETFIE THERDHZET. AV FO—FEDa—-I)lZzdv—VICERICHALBZWVT
<TET L

2. BER— bV —=I)LiIR—br%Z node2 AV FO—SEZ a—ILICT—TILEHE LTI,
S —=UETTICEBRDI A VICHE > TVWS S, BRICEEINS LT <IC node2 iV T —
C) FERBLET, /—R2BT—bFLAEWVWESIC. NetAppTld. A bO—FEZa—I)l%
Z20v MIRLICEATDEIIC. AV —=ILry—TJILEBS—TJILE2 /—R20d> 0O
—SEDa—ILCER TS EHRELTUVED,

3 AV MO—SEVI-LESY—VICHEAL. IYRTL—VETLoND LMLRAATRRICEELE
3o

A bO—ZEVa—-IPREICEEIND . OvITyFHREND T,
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@ XV ZDEIEZR< e, A2 bO—FFD2a— Iz v—2ICEATBIRICHZAN
TERVKSICLTLLREL,

4 EDa—ILEEBELLSTICIUTILAYY —ILICERIL. nodel DEE T — hZHITE3L5ICL
9,

5. HE1J—hEHEITBE. /—R2IELOADERZOY 7+ TELELET, 7— bZEFBFE$IC node2 TT
— AR EINGEIE. 7OV T IDARRINZ X THES, *CtrC* Z#H LTI —rXZa—IlEH
F9, /—RHRT—bAXZa—TELELES, A7 a3 8aFERALT/ —RE2UT—FL. UJT—FE
ICBET—hEFRLE Y,

ASA A900. AFF A900. F7cIZFFAS9500DNVRAMY O hO—FEVa—I)l%z ./ —R2ICKREL X T,

7w 7L —RBICZITEL > 7-ASAA900. AFF A900. F7-IFFAS9500ONVRAME > bO—FEZ a—JL
T/ —R22ICEDHIFTET, node2 IE. AT LOEENSAY MO—F%ZB3 I vy—20HFAICEE
éhTC]\/ |\|:|_5 B —t‘\a—o

A=) ERITTIRICIE. RORKUIFETIHELHD £,

* 20Y F6AEELV620ZEDT 4 S—ED 2—ILZ2 TRTEHVLNVRAMED 2 —I)LH 5 L LINVRAMED
1-ILICBELET,

* A7 A > FTINA X%ZAFF A700 NVRAME Y 2 —JLH 5 ASA A900 & 7= IFAFF A900 NVRAME Y 2 —JLIC
BEILGVWTSRE L,

* FAS9000 NVRAMES a2 —JLICED[FITENTWVWRIARTD ISy axv v aET 21— )L EFAS9500
NVRAMEZ 2 —J)LICBEL £,

ERZFR Y BH0IC
BEHNRN R L DBFEIE. BETETICRBLE T,
ASA A900. AFF A900. ¥7-I3FAS9500 NVRAME S 1—JLDHE

IOFEZFEAL T, ASAA900. AFF A900. F7-IFFAS9500 NVRAMET 2 — L%/ —RK2DXOw k6IC
BOITET,

FliE
1. NVRAM EZa2—J/LZXXOv k6 O v—EOZDIFKICEDLE X T,

2. NVRAM EZa—)LZ2Z20vY MIEF2BAL. XFECHEDSZE INS IO ALy FE EICIBLT
NVRAM EY a—ILZFREDMEICAY I LE T,

ASA A900. AFF A900. F7cIZFAS95001> hO—FEDa—I)LZ& ./ —R2ICHRELF T,

KOFE=EAL T, ASAA900. AFF A900. F7-IFFAS95000 > rO—SETV a—IL%& / — R2ICED T
x9,

FIE
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ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addrid. ARL—USXFLDIPTRLRATY (WA o
netmask ld. AL =YY RTLDRY FT—IIRITYE (@
ZE) o

gateway & AL =SS XTFLDT— T4 TY (WA o
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dns domain |&. Domain Name Service (DNS ; R XA > x—
HP—ER) BXAVETY (A TF>3Y) .

AVRA—=TTARTE>TIE. ZDMHD/INT A=~

C) HURBIZRZHBEEOHDET, TJ77—LoxT7 -7
A>T lhelpifconfig ] AT 3. SN
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6. node2 Ty b T—bEETFLET

netboot\http://web_server_ip/path_to_web_accessible_directory/netboot/kernel’
() r vordmLALTREL

7. ZBAIY O—ZFY 2a—I)LThode2h P 7 — b L. T—= X Za—F T a3 oRRTINZ ETTHBEE
T oHHEBR)

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7?

8. WEIXZ—a—hBA T3> (7) Install new software first FFLWY 7 9T 7Z2RIICA VA =)L
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CDORZa—FTF2aYzFEIRTBZE. FHILLWONTAP A X—=I T = b T NARUZH T >O—-RELTY
ATVAR—ILETNET,

MDAy =D IFEEL TSI,
This procedure is not supported for Non-Disruptive Upgrade on an HA pair
RIBOEEILEDONTAP VI U 77y FJL—FR, 2> bO-5DT7 v 7L —RREEEFNEE A,

FLW/ —REFLEITZAX—JICEHITSBaE. B2y N IT—brEFERBLTLET
Vo BIOAETHLWLWIY FO—FICAX=SFA VA M=LLTEGE. ELVLWAX—=D
() DA RF—LIhBEVCEHBDET, COREBESEAIONTAP UU—XF TS a0%
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HELT. BADAA—SNN—F 4> avICEALCONTAP N—U 3 v EBREBELE T,
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Do you want to restore the backup configuration now? {y|n}

b. XOTOYVT EMRRREINS Y CEAADLTEESHLET

The node must be rebooted to start using the newly installed
software. Do you want to reboot now? {yl|n}
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a ROXyt—IHRESNES. EEE TNEW Z8RLE TS

This will delete critical system configuration, including cluster
membership.

Warning: do not run this option on a HA node that has been taken
over.

Are you sure you want to continue?:
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FAS9000 FAS95000 > bO—SH LUNVRAMES 12—l
FiE

1. [boot_node2_step1]] NetApp Storage Encryption (NSE) RS+ TH1 VXA F—=ILETNTVLWBIFEIE. KX
DOFIEZRTLET,

FIE TTNETICIT 22 D RWVNIFEIE. Knowledge BaseDEEE =SB L T2 L
() ESaIFPSEEN Y SHERRT 5HE FELTVSETERLE ST TR TE
EEEE?% T:&)o

a. %% bootarg.storageencryption.support &7 ! true £7I& false:

RDRZA THMERFDIZE WIS
FIPS 140-2L RNJL2BEEHES{t, setenv bootarg.storageencryption.support true
BERICEMLUTNSER S 1T

*v k7w FDIEFIPS SED setenv bootarg.storageencryption.support false

FIPSKS 1 Jid, FIL/ — R $73HAR T THIO 1 FO RS 1 T BRI BB L
() TEFthA. SEDLIERLEST TERL / — K EFGHART TRES €3 L
NTEET,

b. R T— b AZa—ICBELTA T3 >%FERLEX T (10) Set Onboard Key Manager

recovery secretso

NZATL—=XE. BIOFIRTFIE ICBTRL TEWNY I Ty FERZANDLET, 2B8RBL T
TVW"FUR—RF—IR—PvZEEALTA ML —CBESLZBEELET

2. )=—R%ET—=rAZa—TT—FLET,
I boot_ontap menu

3. T22/7) LAADLTRLAT>avEERL. GV —R20T7 1 AV ZRBA/ — R2ICBEIDHTLE
9 boot after controller replacement /—RHAT—hXZa—TELELILEE,

DLFHLIEHE. RT3/ —RFROEFIZANTRLOICKROSNET, £E T+ XY (Advanced
Disk Partitioning (ADP ; 7 RNV R ST RON—TFT4>a3=>Y) FlidN—FTas>az=>visnksr
A RV EDBPENET) DB BBEIE HANXN— b F—D/ —REEANTEILSITKOSNET,

IN5D7FAOYThE. AVYV I Ay E—JICBHNTVWSAEREDHD T, /—FRBZATILED
STHGEPEE S TcBFIZ AN LIS BRIZDI—EANTELSICKROSNET,
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Mocalhost:disk.encryptNoSupport:alert]: FIPSEEERSIL RS 11 £

I& Tlocalhost:diskown.errorDuringlO: error]: Error] B’ 7« XU TS —TRE LB AL
RDOFIEZETLET,

a. LOADERZ7OY 7 h T/ —RZELELZET,

@ b. [CEBEHINTWVWB R L —UBES{tDbootargsxF v L TUEY FLET FE
1.0

C. LOADERZOY /T, 7—hLZFT

[ boot_ontap 1

ROBZEBEICLTRE L,



aAYV—IILonNblzERELEY

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot
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device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id



= 536940063
Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} y

Login:
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EERDADL AT LIDIF—HITS, 7Y TIL—RITB/—RFOREDOSXTLID IFE
ANLON- S

@ 7O 7 hT/—REZEANTZHATA>TFOY TR ZERRTBET. /— RHBEKEY
T—rLTREEHZVRA ST L. PATLDA—RTI7—LUTT7ZEHL. D
ONTAP &2 ER1TL £ 9,

node2 D1 VA b—)L%=MERL XTI

J—R2DA VA= LKA AT LEDS 23— IV 2HRTINERHD T, ¥YHER
— MIZEINEWLH. BHLinode2D¥JIBR— k233 Dnode2iICI v EV T 34
BigHhOFHA

CDRRAIICDWT

A AT LES2—IILT/—R1%ZT—FrL756. ELKEOD[IFTENTWRZ 2R L F£9, node2
NI =S LICBMTZETHFLTHS. A MO—SOXRBUIBEBRITINELHD £,

FIED C DEFR T, node2 Y #— S LICEMY B[, WEBEH—FHELEL FT,

FIE

1.
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node2 N #—J LICEMLTVWE e ZHEERLFT

cluster show -node node?2 -fields health’
Mhealth ;1 7«4 —JLROEAIF true 1 THITNIEED £E A

node2 '/ — K1 LEILVSRZICEENTED. ERLGRETHD czR LT,
[ cluster show | ZBRL T 2T

advanced #E[RE— RICUIDE X £,

a2 bO—-SMBNBOZXT—2 R2#R L. 2> hO—FH—KEIERET. node2 2L 351 C[E
CREICA->TWVWB I ZEL T HILLWIY bO—FOBD T —TIILOBEDYIBN G X X J
ZRITLED,

I system controller replace show | ¥ RIRSINET

I system controller replace show-sdetails | ¥ WS TS —HRRINET

Ay hO—SOXBNIBEBRALEX Y,

Y7 L3> bO—SOEH BRI

a2 bO—ZOARIBEN—FHFIE L. ROX v —IDRRENE T,



Cluster::*> system controller replace show

Node Status Error-Action
Node?2 Paused-for-intervention Follow the instructions given
in

Step Details
Nodel None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, i1f needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

C) COFIE TlIE. VLAN. ifgrp. LUV TO—RFv I MRXI>DEI> 3> DOBIER
P\ node2 T _ X hT—UFREDHBIN _Restore [CEEINTUVET,

7.2 FO—SOED—BZEILREICAE S T-IRREET, ICHEAX T node2 TRy FT—UFREEZUIRTL
9,
node2 Txvw hJ—UHREZVRAMT7LET

node2 B'7 #—S LICHD. nodel CBIETETA MR L75. nodel DVLAN, 1 > AZ—T 1R
=7 LUV TO—RFvZAMRXAL YN node2 ICRREINTWVWARZ e Z#HERLE T, £7/7-. node2 9
RTDORY FT—=OR—=—FDELWIO—RFY A FRXAASVIERESNTVWBREZERLE S,
CDRRATIZDWT

VLAN, 122 —=T A RTIN—TF BLUVTO-FF v I~ R XAV OEREBEROFRICOVWTIE. &
BRELTLLIEIVWEEZER" #01)wo LT, _Network Management_content |Z') > L £

FIE
1. 7y 7JL—FL#node2 LEOIARTOYBER—bZ2RRLEFT,
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network port show -node node2
J—RDIRTOYIEBERY FT—TR—b. VLANR— b, BLUVACVEZ—T A RTIL—TR—bHK
RENET, COHEANS. ONTAP ICK T MCluster ;1 TO—RF ¥ X b R XA VICBEISNIYIE
R—rZHRTEET, COENZFERLT. 122 —T A XTI—F XY /N—=FR—F, VLAN R—2
R—b. FLEELFZRIANTZ2XZR7OVOYIBER— b L THERTSIR—MERETETET,

2 JZZ2ZOTO—RF v IAMRXAVO—EBEEZRRLET,
I network port broadcast-domain show |

3. node2 DIARTDR— ~DEEAEEMERRLET,

network port reachability show -node node2’

ROBIDESBENDRTREINE T, R— b BETO—FFv I PRIFETETETT,

Cluster::*> network port reachability show -node local

Node Port Expected Reachability Reachability
Status
Node?2
e0M Default:Mgmt no-reachability
el0a Default:Default-3 ok
el0b Default:Default-4 ok
ella Cluster:Cluster no-reachability
ellb Cluster:Cluster no-reachability
ellc = no-reachability
elld = no-reachability
e2a Default:Default-1 ok
ez2b Default:Default-2 ok
e9%a Default:Default no-reachability
e9% Default:Default no-reachability
e9c Default:Default no-reachability
e9d Default:Default no-reachability

13 entries were displayed.
EEOFITIE. 2> bO—FORIEEIC node2 BT — b L. 74—FLIZBMLTVWET, FEEABEMD
BOWEBOR— D HD, BEATEEIF v Z2FRELTVED,

4. [[restore_node2 _stepd] XD X > REEHAL T. node2 DER— ~DEEAREMZ [ ok 1 UANDE)E
AIREM R T—R A TEELE T,

'network port reachability repair-Node_node_name — port_port_port_name_’

a. YRR — b
b. VLAN R— k
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ROBIDE S BHADRTENE T

Cluster ::> reachability repair -node node2 -port e9d

Warning: Repairing port "node2:e9d" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {yl|n}:

E@Whﬁ?$5h\$ FORPERREM R T —R XD REREINTWVWSTO—RFv XL RXA
DREEABEMRT—FREERDIBEDNH DI 2RI EEXA Y E—IUHNRREINEFT, R— bEEFE

yitw 'DEIZEERRLET

IRTOYIER— MIRBESNIRETREMNHD EzHRLF T,

I network port reachability show | D& SICKRRINEFT
KIJ%‘J““’&GMWE#%?GTL% . ONTAP REELWIO—FF ¥ XA b FXAVICR—rZEREBELELSE
LEJ, 2l R—bOREAREMZHHITEY. BFEOLCDTO—RFrYrIRXAIVICHELTL
BWEE \ONMPM;hb®$ FRICHLWIO—RF v A MRXAZERLE T,
- R— b ORERREMZHRLET

I network port reachability show | D& SICKRRINEFT
T&T@ﬁ—hﬁEb(%Eéh\ELw?m—F#vthx4/hLm*hTw%% [ network
port reachability show | <X > Fid, #FEHRINTVWEI TR TOR— ~DREATEMRT— az% I ok
J\WEWEEﬁéhTU@Mf—F®Z?—&Z%'ﬁ&mmMMWJtﬁiﬁéﬁﬁﬁﬁbi?oC
D2 OVUADRT—RIADBRESNTR— b HB5E1F. BLEFTEMEEZETL. OFIRICK>TT
A—RFRFv X MRXAVICR—bZEBMEIFHEIPRL £9 FIE 4,
S IRTOR—=EHTO-—RFF VYA MRXASVICRRBESNCEZHERELE T,
I network port show | DK SICRREINET

. JO—FREFE Y IMRXAYDIARTOR— F T, IELLY Maximum Transmission Unit ( MTU ; RAGX
Zwu k) BRESNTVWAZCERERLED,

I network port broadcast-domain show |

- ROFIBICHE>T. VR STHRELR SVM LU LIF DR—LR— A H2HEIE. EhoZziBELT
LIF D R—LR—brZJVILT7LET,

a BEINLIFZRRLET,

I dispaced-interface show |
b. LIFOR—L/—REKR—LER—bEUILT7LET,

ZfA VR —T T4 AD') X k 7-home-node-node-node_node_name - vserver_vserver_name _-lif
- name_lif_name_name] DKL SICIEELEY
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9. §RTDLIF IZR—LR— BB D, BERNICBREREICZ>TWVWS Iz LT

network interface show -fields home-port . status-admin

F—EEBY—ILOREEZ node2 ICU XN LET

NetApp Aggregate Encryption (NAE) % 7=IZNetApp Volume Encryption (NVE) % £
Ty TIOL—R$BVRATLOR) a— LB 3551 BE{LREZHL
L\/ RICEEE T AHRELRHD £, F—BEYV—ILZBREPLAVGSIE. ARLEZSE
HALT. 7v7JL—RLI/—R1D BTy TIL—RLE/—R2IC/—R207T
D7 —bZzBEETZ . /—R2ICESEINTR) a—LETITVT— 24254
NCTBTDICHERESILF—DBVEHICI T —DRETZeHHDFT,

CDHZTIDOVNT
ROFIEZRITLT, BSEREZHLL/ —RICEHLET,

FE
1. node2H 5 XD AY Y REEITLET,

X2 FoF—IR—T v A R— REHER

2. 7=RTF7JVF—r=BREETSH1IC. SYUMDKEKF—Hnode2T ltruel ICUZXRT7EINTWVBRIL%E
mBRLE I,

::> security key-manager key query -node node2 -fields restored -key
-type SVM-KEK

ll

::> security key-manager key query -node node2 -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

nodeZ2 svml " 00000000000000000200000000000a2008a81976
true

2190178£9350e071£fbb90£00000000000000000

IW—EUANDT TS — R NAS T—4H LIF % node2 ICERL 9

J—R2TRy b O—UXREEZEREL. /—FR1h S5/ —R22ICT7T VS — 2 BEEB
a0, IRE/ —RUCH D/ —R2ICBTBNAST—HLIFHA/ —R1Hh5 / —R2ICB
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BBINTWBRZEZERELET, £/ SANLIFA/ — R2ICIFEET R HRESRT
BZBEHRBHD XY,

CDRAZICDWVWT

7w IOL—RFIEOETH. VE—FLIFIESANLUNAD FZ T4 v o ZIBLET, 7y I L—RE
ICO T AR —EXDREMZHRFT Z7-DIC. SANLIF ZBE#}TIHEIEHD FHA. SANLIF (E.
LWR=MIXVEYTTEREDNBRVWHEDBEISNEEA. node2 24 51 ICLlch . LIFHEE
ICHBEL THED . BUYIBRR— MIEEBSNTWE L ZHRIBIBENDBD XY,

FIE
1. BECBUEZHERALE Y,

TS ZF LY FO—SOXHNERM)
SRATLIIIRDRAZ I EETLET,

C ISRV A =T LFTVY

° X7 LD DFESR
CAX—=TDN—=TarFIvy
CB—lFYy N TSIV ST A—LDFT VY
o Xy hT—JRENREFI VY

v b —UEERREMTF T v O D DERMETUIEN—FHEIEL 7,
2. BidBIEZ=BRALE T,
Y27 LY FO—ZOXHA BRI
SRATLIEROF Ty ZEITLET,

VI RAADEEMFI VY
c USSR LF DRT—RAZMHRLET

NEDFTVIDNTTITRE. IL—RUANDT T )5 — R ENAST—ARLIFA. AT O—5T
ETHDnode2lcBEEBINE T,

Y —ZOBEREENTTITDL. AV FO—FDORENIBEN—FHEIEL £7,
3. 7= bOBEBNIZEL NAS T—4 LIF OBBUIBD X T—R AR L £,
I system controller replace show-sdetails | ¥ WS TS —HDRRINET

Y bO—STEAFIEN—RELEL TWEBEEIE. T5—DH3BE8IEFcv I LTEIEL. XIC TH
BEresume ] 27U v o L TEE=HFITLE D,

4. REICIHLCT BIOANLIZLFZEDIRZLTUN—FLET, BIDHAN LI LIFEZRRLE T,

cluster controller -replacement network ELZ5— (VS XZO> bO—SXRy fT—IHBDOAETN
FL72) -interface show
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LIF AERD A SNTHZE. A—L/—F%Z node2 ICU R M7 LET,
USRL A2 bA—-SXMHRy FT—IDBMOATNE LA >Z T T—X + )X 7T -home-node
S. CONEEBFHIZ . MEBRRIAMFIVIDRTESRATLICRDZ OV T MHRTEINE T,
Y27 L3Y FO—5O3AEH BRI
RDRASF Ty IDNRITENET,

C PSRRI A—FTLFTVY

c USRAADEEMF I VY

TV OBEBRFI VY

c FUVF—bDRAT—RRERRLET
C FTARIDAT—RAEMRLET

c USRBLFDRAT—RRA%EHRLET
cAR)a—LFTvY

AT—=27 7y TJL—Re7ETLET

BE

AT—=7TlEE FILW/—RFRAELLEY b7y FENTWVWE ez L. BEEH
BWERFLVW —RBHB35E1F. X ML =TS £ 7zIENetApp Volume Encryption
ZHRESLVEY N T7YTLET, £fo VLV —RDEAZELEL. SnapMirrord4l
BzERTIHERHD FT,
FE

1. "KMIP —N\Z AL TRz ERLET"

2"FwLVnay rA—SHAELLEY Ty TENTVWR 2R LET"

"HLWIY hO—FFET a—JL T Storage Encryption 2tz k7 v 7L E 9"

4. "FLWI> bO—FEY 2—JLTNetApp Volume £ 7zlZAggregate Encryptionztzy k7 v L £9"

5. "HVWS R T LDEREEL

6. "SnapMirror SLIB=BRAL £J"

KMIP —N\%Z{EHAL CRIEZBIELXT

ONTAP 9.10.1 LIf#ETIE. Key Management Interoperability Protocol ( KMIP ) H—/\
ZEALCGRAEF—ZBETE 7,

FIE
1. LW FO-S%EBMLET,
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I security key-manager external enable ]| C AJIL X
2. X—EBY-ILEZEBMLET,

I'security key-manager external add-servers -key-servers_key manager_server_ip_address | D&k S IC
BELFET

3. F—EBEY—N\DPREIN. VSAZHDITRTD/ —RFRTHERTETEZczEELET,
I security key-manager external show-status |

4 VU ENIRTOF—BEY—NOEEF—ZFHLVW/ —RICUX T LFET,

'security key-manager external restore -node new_controller_name’

HLLWIYAO—SHELLEY M7y TEINTWVWBRCZMEELET

Ty TPy TIHRELWI EZHERET BICIE. HARTHEMICHR > TWB & ZHESEL
o Floew /—FR1E/—R2BBEEVDA ML —TICTIOEVRATESR L. 35::1:077
AZDMD /) —RICBT 3T —FLFZCE5bMBLTVWAEVWC CZHERLET, &5
IS IRTDT—RT7ITVTF—bDRELWR—L/—FRIZHB . BLXUBEAD/ —
ROR) 2a—LDBAVSA>THD xR LET FILLW/ —FRD1D|Ca2A=T7
ARy NTRTEZDBHZEEIE. R—rREZIRTURANTITIHREDRHD.
Il D CUIT A T EDERBEDEENVEICRDZ B FT,

FIE

1. node2 DF v I%. node2 VS RAEDARL—JTTAIINA—N—EDTSRAA HARTHEMICED F
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storage failover show 1| A<Y Y ROHAZRLTWVWET,

cluster::> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false Unknown
node?2 nodel false Node owns partner aggregates as part of the

non-disruptive head upgrade procedure. Takeover is not possible: Storage
failover is disabled.
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Takeover
Node Partner Possible State Description
nodel node? = Unknown
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