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b. AR T — b XZa2a—IIBHLTA S>3 0% BERLET (10) Set Onboard Key Manager

recovery secretso

FIEDORIF TEELINZATL—XENY I T TBREANDLE T, "F VR —FF—Ix—IvZ
FALTAML—YVESEEEELEFT"ZERL TSV,

2. J—RET—+tXZa—TT—+LET,
I boot_ontap menu

3. /=R T—hk XZa—TELELEBERIE. node2 TXOIAYY REZEITLT. W node2 7«4 R %
A D node2 ICHBEIDYTLEY,

boot after controller replacement

DLFRLIcD . RT3/ —RFOBFIZANTRLOICKROSNFT, £ET 1 XY (Advanced
Disk Partitioning (ADP ; 7 RN\ X T4 RON—T4>3=Z>9) FlldN—FTa>azZ>risniTs
A RV EDBFEINET) HHB3HEIE. HAN— b F—D/ —REEANTEESITKROSNE T,

cns7FAOrY7hE. AVV—IXyE—2ICBHNTVBARREDRHD £9, /—FEZAALED
SIIHECHEE SRR Z AN LIGRIE. &RZDH 5 —EANTBELSICKROSNET,

Mocalhost:disk.encryptNoSupport:alert]: FIPSEREREESIL RS 1T . i
I& Tlocalhost:diskown.errorDuringlO: error]: Error] 7 1 XV T 5 —TRELZHEIE.
RDOFIEZRITLET,

a. LOADERZOYF+T/—R%={ELELET,

@ b. [CEEE SN TWB A ML —YBES{tDbootargszF v L TUE Yy LET FE
1.0

C. LOADERZOYFFTT—hHFLZET,

[ boot_ontap 1

ROBNEEZICLTLIEET W,
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aAYV—IILonNblzERELEY

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot



device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Controller Replacement: Provide High Availability partner of nodel:
<nodename of the partner of the node being replaced>



Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to locad the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy



Login:

EERDHDL AT LIDIF—HITYS, 7Y TIL—RTB/—RFOREDOSXTLID IFE
ANLON- S

@ AV T/ —RFBZANTBHOJ>TAY T ERRTBHET. /—RHEEEY

T—rLTREZEHZVRA LT L. PATLDA—RTI7—LITT7ZEH L. D
ONTAP E#fiZzEITL X7,

node2 D1 VA b—)L%=MEELET

J—R2DA VA= ERBA AT LES 32— I ZERITIVELRHD £, YIER
— MIZEINHEWLH. HLinode2D¥JIBR— k=23 Dnode2iCI v EV T 34
BighOFHA

CDRRAIICDWT

A AT LES2—IILT/—R1%ZT—rL756. ELK<EOD[TENTWRZ %2R L £9, node2
NI A—SLICEMTZETRHELTH D, A MO—SOXBUIBZEBRATINELRHD £,

FIED Z DEEE T, node2 WU #—S LICENMT 3. LB —BHZLEL F T,

Flig
1. node2 WU+ —S LICEBMLTWER e =B LET

cluster show -node node?2 -fields health®
lhealth ] 714 —ILROBEAIE Ttrue 1 TERITAIERD FHE A,

2. COFIBIIUATOT Yy 7T L— RBRICERASNE T, TOMDIITLTYFIL—RDFEIFE. D
FlEZzXFyFLTFIES :

2/ —FDRAAYFLRISRAR

o XA wFIEHINT- AFF A250 F 7=l AFF C250 & X 7 Ls% AFF A50. AFF A30. AFF C30. F7-I&
AFFCB0 Y AT LICT7 v T L—RL%ET,

node2 NEEINICY # —F LICEBM LR WEE:
a. 7;R— bk ela & elb @ IPspace HEZEL £ 9,
I network port show | DK SICRREINET
b. IPspace h' Cluster] THRWHEIE. ela & elb @ IPspace % [Cluster] ICEEL X7,
network port modify -node <node name> -port <port> -ipspace Cluster

C. R— bk ela & elb @ IPspace h* Cluster;] TH3 xR LET,



[ network port show | DK SICRRINET
d /—R2DU S AALIFZelarelbiZBITLE T,

network interface migrate -vserver Cluster -1lif <cluster 1ifl> -destination
-node <node2 name> -destination-port <port name

3. node2 ¥ nodel KEIL Y S ARX—D—EPTHD. VT RAZ—HDNEETHZ =R LET,
[ cluster show | ZEBBLTLETL

4. advanced #ERE— RICYIDEZ 7,
MSE)

5. ZOF|ElX. AFF A250F 7=I1ZAFF C250H* 5 AFF A50. AFF A30. AFF C60. Z7-|ZAFF C30\MD2./ —
RXAYwFLRABEDT Y I L—RICOABAHAINET, TOMDIITLT Y TIL—RDBEIE.
COFIEERFvILT. FlESG :

eda. e2a. ela. elb7/R— kFfld eda. edb. ela. elb  R— W VS5 ZXEZ—] TJO—KFFx¥ XL K
XA YVADYTSRAA— R— b THBZI e =ERLET,

AFF A50. AFF A30. AFF C30. & TUAFF C60> AT Ll VT RXAR—MEHAR—bEHBLET,
J—R1/—R2DTARTDY 5 R ELIFZeda. edb. Ficldeda, e2allBLIIBITTEET

a gNTDYFRELIF DR—L R—hEREOR— b Z2—EBRTLET,
network interface show -role Cluster -fields home-port,curr-port
b. /—FK12/—R2T. elaZzR—LAR—rCLTHERALTWVWS I ZXZLIFZzedalcBITLE T,

network interface migrate -vserver Cluster -1if <cluster 1ifl> -destination
-node <node> -destination-port eda

C. /—R1/—R2T. B1TLIVSRALFEZEELZXY, T IRXFT v bedaR—LR—bhE LT
ERT3ICIE:

network interface modify -vserver Cluster -1if <cluster lif> -home-port eda
d 9SRE—DN0 =S LRICHBZ 2R LET,
[ cluster show | ZERL T T

e ORI T 2Ty Tbe BT A7y TR/ —RD2FBBDY XX LIF & e2a £7zl3 edb ICFITL
TEEJBICIE. "DELSICLFT,

e2ahZEEL. 100GbExR Y hT—UR—rTH3BE. CADBT I ED2BBD I S XA AZKR—
IC7D F£9d, e2ahtM00GbE=X Y T —2UR— bk THRWEE. ONTAPIZe4bZ2FEBD I T XA X R— +
BPLXUHAR— b LTEARLZEY,

. TOS2A—] JO—RFxv¥ A~ RXAM VD5 ela & elb ZHIFRLE T,

broadcast-domain remove-ports -broadcast-domain Cluster -ipspace Cluster



-ports <node name>:ela

9. V5 AR R— bkeda. e2a. FT:-ldeda. edbDAHN [UVF K] TJO—RFv A MRXAVICHBZ
CEESRLED,

broadcast domain show

h B 528 — HAEGOHNER TN, TTREFHNRVC LRI 3720IC. ela /R 1 &
ela /—R 2. 8&Velb /=K1 elb /—R2BOT—TILERZHMRLE T,

6. OXrO—F—REORT—RRAZHR L. —REIERETHO. FTLLWIAV FO—F—D1 VX
E=ILET—TIDBEHE VWSYIBHNRR AT ERITTRDIC/ — R2HMEILEETN BRI CRCRETH
PR LET,

I system controller replace show | ERRENET

I system controller replace show-sdetails | ¥ WS TS —HWRRINET
7.2 bO—-SORMNIBEZBERALE I,

Y7Ly FO—5OREH B

8. 1> bO— S DIHIEBH—FHEIEL. RDOAvE—IDRTENET,

10



Cluster::*> system controller replace show

Node Status Error-Action
Node?2 Paused-for-intervention Follow the instructions given
in

Step Details
Nodel None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, i1f needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

@ COFIE TlIE. VLAN. ifgrp. LUV TO—RFv I MRXI>DEI> 3> DOBIER
P\ node2 T _ X hT—UFREDHBIN _Restore [CEEINTUVLET,

9. O bO—S DD —BHZEILREICHE S T-IRRET., ICHEAX T node2 TRy FT—UEFREEZUILTL
9,
node2 Txw hJ—UHREXZVANFZLET

node2 7 #—S LIZHD. nodel CBETITBZ e &EMHEL/=5. nodel D VLAN., 1 VX —T A4 RY
W=7, BLVTO—RF ¥ A RXA YD node2 ICRREINTVWBR e ZERLET, £y node2 DY
RTOXY FT—=OR=—FDELVWITO—RF YA FRAXASVICRESNTVWBREEEELE T,
CDRRAIICDWT
VLAN, 1 >2—T7 2 —XJ)I—7, T7O—RF v F RXAVOEREBIEROFMICOWVWTIX, "&EE
fl" %288 L T_Network Management I>F > WVIC) I LTLEE LY,
FliE

1. 7y L—RKRL7%node2 EOIARTOYIBR—FERTLETD,
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other-references.html
other-references.html
other-references.html
other-references.html
other-references.html
other-references.html
other-references.html
other-references.html
other-references.html

network port show -node node2
J—ROITRTOYERY bT—UR—Fk, VLAN KR— b, BLUVA Y E—T A RTII—TR— DK
ﬁéhi?ol®ﬁﬁ#6\ONMPE&oTrOwMJ7U R v X b RXAVICBE SR
R—bZzHRTEET, COENZEFERLT. AV R—T A RIIN—FAYN—R—F, VLANR—2Z
1‘ Mo FLWELFZRRANTZZAZRE7OVOIER— L TERTZR—FZRETTET,

- OFZREAOTO—RFv A RXAVO—EEZRRLET,

I network port broadcast-domain show |

- node2 DIARTDHR— ErREMERTLET,

network port reachability show -node node2’

ROBDKSBHEADPRREINET, R—bRHETO—FFv I MRIETEIETT,

Cluster::> reachability show -node nodel
(network port reachability show)

Node Port Expected Reachability Reachability
Status
Nodel
ala Default:Default ok
ala-822 Default:822 ok
ala-823 Default:823 ok
e(OM Default:Mgmt ok
ela Cluster:Cluster ok
elb = no-reachability
e2a = no-reachability
e2b = no-reachability
e3a = no-reachability
e3b = no-reachability
ela Cluster:Cluster ok
e7b = no-reachability
e9%a Default:Default ok
e%9a-822 Default:822 ok
e%a-823 Default:823 ok
e9% Default:Default ok
e9p-822 Default:822 ok
e9%b-823 Default:823 ok
e9c Default:Default ok
e9d Default:Default ok

20 entries were displayed.

FROAITIE. T2 bA—FDHEIC node2 BT — L. 4 —FLICBMLTVWE T, BERREMLD
BVWEBOR—bHHBD. BEAREEIF v ZF®ELTULET,



4. [[restore_node2 stepd] XD > REMFHAL T. node2 DER— ~DEHEAREMZ [ ok | UANDE)E
AIREM R T -2 A TEELE T,

'network port reachability repair-Node_node_name — port_port_port_name_"

a. ¥R — b
b. VLAN K— k

ROBID &K S BHADRTENE T

Cluster ::> reachability repair -node node2 -port e9d

Warning: Repairing port "node2:e9d" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {yl|n}:

FROFICTRT SIS R—FOREAJEMERT—2 AN, BERBESNTVWSJO—RFF vy XM RXA
POREAREYURT —RRALERBZGEDNDHBZ L EZRIEEXA Y E—IDRREINET, R—beEZHF
Y EoE 'n' DEFIZEERRLET

IRTOYIRR— MCBESNDIEEAREMUNH D ZHRLET,

I network port reachability show | D& SICKRRINEFT
FERREMDEENEITIND L. ONTAP IFEELVWIO—RFVY I M RXAVICR—bZRELELS
LEJ, el R—bOREAREMZHFHITET. BBFEOLCDTO—RFrIRXAIVICHELTL
BWEE. ONTAP ZCNSDAR—MBEICHTLWIO—RFY A MRXAVZERL XIS,

S. R— b DEETREM ZHRLET

I network port reachability show | D& SICRRINEFT
IRTODR—FHELSRESIN. ELVWITO—RF vy IR XA VIZEMENTWVSHE. [ network
port reachability show | <> R, EFRINTVBI TR TOR— FDOBSEFREMEXT—42 X% T ok
1 ENICEREINTULWRWR— DX T—42 X% [ no-reachability | ¥#RETIHEHLNHDET,
D2 DVADRT—RIADBRESNTR— MDA HB5EIF. BLEFTEMEEZETL. OFIRICK>TT
A—RFFv XM RXA2VIR—bZEBMEIFHIPRL £9 FIE 4,

6. IRTOR— A TO—RFY¥IFRAAVICERBEINCCZHEELET,

I network port show | DK SICRREINET

7. 70—RFv AR XALYDITARTDR— FT. 1EL LY Maximum Transmission Unit ( MTU ; &AX{EIX
A=y k) BEBESNTWVWBRZ e EEELET,

I network port broadcast-domain show |

8. RMOFIEICHE>T. URNTHBER SYM LU LIF DR—LR— LB 25HEIF. EN5ZIBELT
LIF D R—LR—brZJILT7LET,
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a BNz LIF ZRRLET,
I dispaced-interface show J
b. LIF O R—L/—FREKR—LKR—bZUXMT7LET,

ZfMA >R —T x4 AD') Rk 77-home-node-node-node_node_name - vserver_vserver_name _-lif
- name_lif_name_namel DX SIZIEELEFT

9. IRTD LIF IZR—LR—brHBDH . BRNICEEKEICR>TVWS e 2B LE T,

network interface show -fields home-port . status-admin

F—EBEY-IIDHKEZ node2 [CUX L7 LEXT

NetApp Aggregate Encryption (NAE) X 7zI&NetApp Volume Encryption (NVE) Z{#H
LT7YyFIL—REB3IRATLDAR) a—LZzEST 35813 BELREZHL

W/ —RICEHRTZIHENHDD T, F—EBEY—I/IZBEPLAVEGEIE. ARLZE
HALT. 7y 7JL—RLI/—F1D 57y TIL—RLIE/—R2IC/ =207 70

V75— bZBEETD L. /—R2ICBELEINTR) a— LTIV T5— 2254
NCTBIEDITHBEREBILF—DBRVEOHICIS—DRET I EHHDET,

CDRRVIZDWVWT
RDFIEZRITL T BEEREZHLL/ —FICABHLET,

FE
1. node2Hh5XDAY Y REEITLET,

Mexa) T4 F*—IR2—vH2R—FREH
2. =27 J )7 — = BEREBEY %H1IC. SYMOKEKF —hnode2T Mruey ICUZXRT7ENTWB L%
BLEI

::> security key-manager key query -node node2 -fields restored -key

-type SVM-KEK
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il

::> security key-manager key query -node node2 -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

node?2 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

IS5 2ARAAvFDRCFIERZRERT D

TwTIL—RFIEDOZDERETIE. IRTOT—XEND /) —R 1 LEICHZIZHELD
DET, RAVFEGISTARZSUCEBRZT Vv TIL—RIT3HEIE. VF7XF XA
v FEBIER T 7L (RCF) AHFLLWIY FO—SOHEEF Y S5 X Z/HA FE— FEHHE—

= I\

FLTWBZEZIRELET BHENHD T,

2/ —RDRAYFLRIZRAREBRICT v I L—RITB58FE COotor>a>aXxy LT "IL—Fk
ANDTT1) 75—k NAS T—4& LIF % node2 ICR L Fd"ICEATLIEE L,

FlE
1. advanced #ERE— RICYIDEZ £7,

=El
2. TICRDMA] DRT—RA%HELET,
ha interconnect status show

H 7 TlE. TIC RDMAER:] DX T—4 XH Upo

'IC RDMA ##t] X T—42 A ... I,
Up "JL—RUAANDT TS — R NAS T—4H LIF &
node2 [CER L £ 9" &),
Down B B5AFE 3.

3. UFRZR—bLARAYF RCF ZzHERLFT,
FRICOVTIE, ZBRL TRV " AT Y FHEGT T AXANDER,
4. TIC RDMAHt] DR T—RIADNRDESICEBEINTWVWS =B LEFT, Up !

ha interconnect status show
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RDOF|E
"IW—RUAANDT TS — R E NAS T—4 LIF % node2 ICRL £ 9"

IL— RN D T )5 — k¥ NAS 5—4 LIF % node2 ICER L
*x9

J—R2DRYy bNT—UBREHERLIE. /—R2HBFAETSNAS T—XLIF %/
—RAIDS/—R2ICBEEBL. SANLIFA/ —R2ICHEET AL A2HERTINEN
hhFEJ,

CDRRIICDWVWT

DE—KLIFIZ. 7v 7L —RFIEFRICSANLUNAD FS 70w o =B LET, 7y TSI L—RKRBnsy
FRAAFRIET—EXORBEMEDT=HIC. SANLIF 28T I3HNEIEHD £t A, SANLIF IF. FTLLR—
MIRYEVITITIREBENDZBEZRT. BESIhEFE A,

node2 # 4 >4 LT, LIFAEETHD. ELVLWR—KMIBERESNTWS I 2R LE T,

Flig

1. BERRBUIBEZEBHEALE T,

system controller replace resume

AT LIEFRDRIR T ZERITLET,

CDIRRTA—=FLF TV

° Y X7 L\ ID DFERR
CAAX=TDN=T 3 VFTVvY
CH—TYyNTIY ST A—LDFT VY
o Xy hT—JRENREFI VY

DRTLIERY b —ORERRRMETF T v /D ORMETIRIFZ —FRHFLEL X T

2. BN E=zERALEFY,

system controller replace resume

SRATFLIIRDF v I ERITLET,

VI RAIADBEEF VY
c USRZLFDRAT—RRAZHEBLET

NEDFTVvINRTITBRE. IL—FUANDT7 T ) 4H —FENAST—ALIFA., XA O—FT
TP Dnode2lCBEEEINF T,
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Y —XOBEENT T IS, Y bO—SOARNIEBEN—FHELEL X7,
3. 7V — bOBREBEMIEL NAS T—4 LIF OBEURDO X T—2 X 2R L £9,

system controller replace show-details

O b O—SXEAFIEN—EZELEL TVWBEEIE. T5—DH3ESIEFo v L TEEL. XIC TR
Bresume ] Z7 Vv L TIREESITLE S,

4 REIZHELC T, BFISINT-LIF 28T L TTICE T H. node2 ANOBFHBEEICKM L /- node2 LIF = F
BTHRITLTEELE Y,

BEFLILIFZETTL CRICREY
a BELI-LFEZUIMLET,

cluster controller-replacement network displaced-interface show

b. LIF AEYODANEINTBE. A—L/—KR%Z node2 ICU X7 LET,

cluster controller-replacement network displaced-interface
restore-home-node -node <nodeZ nodename> -vserver <vserver name>

-lif-name <lif name>

LIFAFHTRITHLIUVEET S
a. BEMICEIRBTEAN Tz LIFZ/—R2ICBITLET,

network interface migrate -vserver <vserver name> -1if <lif name>
—destination-node <node2 nodename> -destination-port

<port on node2>
b. BITETNILIF DR—L /= RER—LR-rZEELET,

network interface modify -vserver <vserver name> -1if
<data 1lif name> -home-node <node2 nodename> -home-port

<home port>

S CONEZBHRI DL, BBEBRRIAMFIVIDRTELRATLICRDZ OV T RHRREINE T,

system controller replace resume
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RDRASF Ty IDNRITENET,

o
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o

o

o

o

o

VI2RABT =S LFTVvY

I REDBEEF VY

OIS OBBRFI VY
TIVF—bDRAT—RRAZMHRLET
TARIDRAT—RAZHEBLET
TSR LUF DRAT—RRAZMHRLET
R)a—LFzvy
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