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storage failover takeover -ofnode
impaired node name -halt true

_-halttrue NS X—A%IEET D . Loader7O> 7 FHRRIN
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£9,

Fig

1. BRI FCDBEEIE. BEETEYICEELE T,

2. PSUDBSERT—TILERIDALZ T,

C) AL =YY AT LICDCEREENEHINTWVWEIESIX. BREE (PSU) ISEBRYT

—JNJOovoEANLE T,

3. VRATFLBEBE 2 -ILEROALET,

a YRTLEBED2-IILIERINTVWE T —JILZIRTIHODALET, EXa—I/ILZ2BERO
FTREEICELWR—MIT—TIZERTEDLSIC. T—TILOERFICINILZ[HIFTEVT
<TETLY

b. r—TNIXIAY M LARBOBANCH B REVZEIVNVTT—TILIRXI AV b LA ZTICE
e, FLAZTICEEZRIEET,

C YRTLEBALRZVZRLE T,
d WLSYyFZTEBRITTFICEEEEERT,

e. ALLN—ORAOBBICIEZIEITHA. EPa—ILEZI>o70-2vyh65|THLT DXTLBEEY
A=) EI>oO0-Jvyh6BbNLET,
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(2] T— bt XF 7OV IREY
o

T—bXT47

a FEOOAvV IR ZIBLET,
b. 7= XF 4 7ZLICEESE. Vv b S5IEHLTHRICETE T,
5 WA T—MAT A T7ESATLABEBES 2 —ILICRD T T,
a J—MATa T7DIRZV Ty br—RIZEDE. V7Y ML TEEICHK KD EHLAAFT,
b. 7= XF4T7ZAOVIREDOHICEEREEE T,
C EAERRZ>ZWL. T— b AT 7Z2REBEFTREZIETCEERZ > ZBLF T,
6. >XTLBEBEZS2-ILERODMITELE T,
a EVa—-I)lzIvo0—-v Oy EOBOHICEDE XD,

b. EVa2—I)LEZX0O0Y MIW KD EBALTIVIO—JvORETHLIAZ. ALSYFZLEICE
BmIETEYa—ILZREDNUEICAY I LET,

1 r—TIURAZIRXR Y b LA Z EICEEESETHLE T,
a YRTLEBE - T—TIIzBERLE I,
8. BREBICER7T— I zfEil. BRTF—JILEEY )Yy T2BERDHITHT,

A bO—5F PXTLAICERZBERIZETICT— 2B LETD,

ROFIE
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IN—bhF—/—Kh 50888 T—rXT+ 7)) AH/IND - AFF A1K

AFFAMKS ZTLICFILWIT — b XFa T7TNAREA VI =I)LLT=5. BB T—F
XFaT7VANY TOERAEZRBLT. N—bF—/—RDSREXETTETET, |
AND) 7O RP. SPATFTLIIEBEIEHIERCE>TWVWEIHNE SHhZHEEL. AN
TWBAF—BEestoEEZHRLET, F—BEIAEMICHE>TVWBRIESIE. B
31-HDOBEYEFIEE S AT LDPERLET,

BE) 7 — b XT 1 7UANY FOERIE. ONTAP QA7 AU TOA Y R—rEThTVWET, A RL—IUT X
TLTHURIDN=2 3 Y DONTAPZRITL TWBIEGIE. "FE 7 — FEHEFIE"

ERZRIRY BHIC
CF IR Tv—DRATZRELF T,
cAVR—RF—IR—Tv (OKM) ! IFRXLBEDNRTL—XENY I TV TT—2HU%ETY
cAFEF— YK=L v — (EKM): N\— b F— J—RHSRDT 7 A ILDHBETT,
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key
* /cfcard/kmip/certs/CA.pem
FIE
1. LOADER 7OY 7 rH'5. T— b X7 7EETOE R ZMEBLET,

boot recovery -partner

BEEICRDA Yy —INREREINE T,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. TJ=MATAT7DA VA= ANY TOLRZERLE T,

TOEZADET L. Xyt—UDMRRRENZFT Installation completes
3. PRFTLIBEEZEFIVvI L. ROVWTNHDAYE—JZRTLET,

RASINBZIAyE—D 1B1E
key manager is not SRATLICBEERA A M=ILENTVEEA,

configured. Exiting.

a OJaA Ay T rHRREINBZIEITHEEE T,
b. /—riIZOJA> L. ZL—ZIBREILET,

I storage failover giveback -ofnode _impaired_node_name _

CABEEFHF TNV IEBEBEEWIT S EMTH->TUVE
AN

Ho



KRENdAvt—o 11

key manager is BEEEDA YA b—ILENTVET, TEET F—IRx—Tv—D
configured. =D

SRFLHF— IR v —OBHEBI TS BVBER. I5— Xy E—INRRS
(D) h F—3x—Ur—BHRIATVENE 5D, BLULEDORAT (42 FK— K15}
o) BRRT 5 &5 ICROSNET, FTOVT MIEX THTLET,

REIISC TEYEFIEZERLTF— I 2—J vy 2 URRMT7LET



FUR—REF—T—+v (OKM)
SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREEINTLES. AVR—F F—I%—Jv—DONvIT7v T T—2%ZANLZE
ERS

INATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.
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f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIAT YV EF—T 71 ILORBOAIZRTLET,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :



KMIPY—NT7 71 ILORBOBIERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 1TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

* R—bFDIP7 KL X
" R—bDOXY RIYRY
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" TIFINT =T ITADIPTRLR

—BHBRy T —ORETOV T L OFETRT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINBVEE. DRTLIRELEL. I5—6LVESEAYE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner



F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE
ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli

HLET, "CBDET,
WPEL 727 — b X7« 7EBfm%Z NetApplliRE] - AFF A1K
AFFAIKS X T LD OAVER—2 Y MIBELIRELBEIE. BEHLIFREL -2
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,

34
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— Xy E—URRRENE

T, TS—HMBESH. REPERICKRITEINZ T THITLBEVWTLSIZE L,

M. IRTOF—HEETNTVWBR I =ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ERZRIRY BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 IJL (V547> kF—)
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* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBZASIL £ T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

[
=

) Configure node for external key management.
Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

ROFIE

T—bAT1 7THESEZVINT LIS, ZRTT2HEN DD "HIE L /cEimZNetApplREIL 9, "&
ERS

WEEL 7T — b X7« 7EBf%Z NetApplliRA] - AFF A1K

AFFAMKS R T LD A VER—2 Y MIBEEVIRELIIBEIE. BEHLIFREL -5
ZNetAppllIRFIL T EE W, "N—Y DiRmEZHEFMICOVWTIE. R—IZ25RL
TLEE&L,

Sp—3
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. MetroClusterf8fiD > XA T LADFEIE. AV FO—FDRXT—2XA%=EH L £9, _ MetroCluster node
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show_

MetroCluster #p% Tld. RBRICEFEDREICRZ FTHIDIDEFT, CORFETEIY MO—5OR
REHDREBFAICEDET, DREIS—UDVJIIBEMT. BEE—RIZAD XTI, metrocluster node show
-fields node-systemid® A< > K H771C1E. MetroClustert8Fih@EE DIRREICRZ £ T, BEDHZ X T
LIDARRENE T,

. > bO—Sh" MetroCluster #BpIC7E > TWB5E1E. MetroCluster DIRREICIE L T STTOFRIBED T

A HFREAYA FOOAY FO—5THIBEICDRE—LID 74 —ILRICT 4 RTDTDFREENRRT
N3 exzmRLET,

Chid. ROWAHICEET 35S ICHETI,

> MetroCluster #RH N X 1 v FA—/N—IRETH 3,
AV EA-IHTAHFREY A LDT 4 AT DREDHREETI,

ZBELTLIEEW "4 / — R MetroCluster 15 TD HA 741 7 F —/N\—& & T MetroCluster X1 v
FA—=N—HDT 1 AVFREHEDEE" ZB8B LTIV,

MetroClusterigfi D> X T LDHEIF. FEAY FO—FHREINTVWR I ZBRALET,
MetroCluster node show -fields configuration -state_
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. &2y hrO—3IC. BESNBZIARY a—LHEFEET S xR L EFI, vol show -node node-name
10. BEOY PO—SDRAML—C%FF TNV I LT BEIY MO—SZEBEFEICELE T, storage

failover giveback -ofnode impaired node name

1. BEIFXF TNy ODEMICHR > TVWIEEIE. BEBMICLE Y, storage failover modify -node

local -auto-giveback true

12. AutoSupporth BXNICHE > TWBIHEIE. T—XDBEERE ) X M7 £/I3MFHIERL £ 9, system
node autosupport invoke -node * -type all -message MAINT=END

FIES :EEHNRELIEN—VEXY 7Y LITRANTS

BEESRELEN—VIE. Fv MITBORMAIETREICHE > TNetApplIIREIL T 72E L, "N —Y DR
A EHRIC DOWTIE. R—=USEBRBLTLLETIL,

NV/\w 7 1) DAZ#E- AFF A1K

AFF AMKS T LONV/Ny T U, BERBICEER AT LT — 2% REFT3REND
27, NyTDDRENEONI-ODEENREELID LI ETICRBELE T, XS
Ot XTlE. BEDOH2 > O—FD> vy cETY A FO—FET a2 —I)LOE
DAL NV TR, O hO—FESa—)LOBERDIF. BEHLNELE LN
—Y DNetAppADIRENZEITWVE T,
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BT A 0F—N—%RTTETET, LRI BEDRELENOED 2—ILICTRTDI S RAR—
EAREENTVWRIEES (ZF0O>FO—FLEOIRTOISRARI)VIRET Y LTWVWREES

) « ONTAPIZBEIMICT A VA4 —N—%FTL T,

C ARL=UIRTFLOMDIARTODAVR—Y CHEBICHELTVWIRELHD £, IEFICEEL
TULWAEWESIE. COFIBEZFITITIFNICICICEBERIVEDEL TV "Ry R 7y THR— k",
ATFY T2 A L= AFLENOES 2 —I)LROY b %#(ET S
EENRELLIO ED2a—ILERRICWOAEZLSIC. ANL—Y S XFLEIO EYa—I)L 2Oy +
HEFBLET
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Ty TRETHD., FTIHEEL TVWABAREBDITAAZ R—rHAEENTVWEISGEIE. 7
@ —JILEROANT BT VA —N—D U HA—-NZFET,

COFIEZHATI BHEIC. T—TINZH L THE0F>T. T4 —N—FFIILIF
TIANA=—N=DRTLTVWBE I 2R LTSI,

3. AutoSupporth*B#IC 7 > TLWBIHEA . AutoSupport X wE—S%# MU LTy —XOBEEERZELEL
9,

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

= ZIE. DAutoSupport X wt—J %, BENYT —RERE 2 BRIIGIL £ 95

node2::> system node autosupport invoke -node * -type all -message MAINT=2h
4 N—=hrF— /=T A0F—N—CNTVBIHEIF. BBF INVIZENCLET !

R =3

CE6H DI N O—FHBEFN BEEF INYIEZEMICT S:

ICNXN—bkF— > bO—>%5|

WSS E a. N—hkF—%5|FHVLI>FO-S0a>Y—IILHEKXOOXY
VREASDLEFT

storage failover modify -node local -auto
-giveback false

b. Ay TBEIXF INyIEENCLEFITH?2 WS TOVYT

MRRIN=H5.
WAEDIY FO—SHEEE RDFIBISEHSF T,
L. 10 (F—20DiRH) #=E17
LTWET

S. BEMNEELLINO EDa—IILET—EXDSHEIRL. EREFTICLT. BMOAITEHFEZLET :
a ROIAXVEZANDLET,

system controller slot module remove -node impaired node name -slot
slot number

b. AX1y T LETH? WS TFOY T RHARRINES

fceziE ROOARV R, /—R2 (BEOHZI>EO—F) OROY M T7ICHEIBEDHBZE
Va-IZRDATEREL. REICHDAEZEZRTAYE-—VZRRLET
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node2::> system controller slot module remove -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node nodeZ will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. BENRELNO EVa—ILOBEBRIF 7ICB>TWVWB e zMERLET !
system controller slot module show

HBAICIE BEEFIRELICED 2 —IILEDROY FESD “status'§)IZ "powered-off BhRZENE T,
2Ty T3 BELINOES 2a—IL%ZKRYy FRDTwTFT3
FEENRELENO TS 2—ILZRAFD IO T a—I)LehRy b XDy TLET,

HESSUAYTF Y RFIER, RIEAHOBORICERINIEU X X5y T2E
(D EERLTCES L, BURESDFHEBICEDAVY, I¥ FO—5—/— K, A FL—Y
STAT. BEURY FT—2 X1 v FICKANGBENRET BTEMENBD £ 7.

FIE

1L =TI A LA ORANCHBHRE D ZFWTFICEERESE, 7—TIIRIXV L%

TICEESE T,
2. 1/0FYa—I)zd>YbO—FEZa—ILHSEWOALET,

@ ROEIF. KEEIVEEDIIOED 2 —IILOBWODALZRLTVWET, @EIF. I0EDa
—ILZ1DLEITEOA L FT,

o ALOYIREY
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a ALSYFREIVZWLET,

b. ALZYFEEI2a—IDSTETRRLITRELEF T,

C. ALLN—OROZBICIEZMNMNT. EXa—I)ILZzd> rO—5FEDa—I/IH565|FHLT. EVa—)
ZAbO—FFEDa—IILHSEDALET,
/0 EZa—ILHDROY MIH>TehZER L £,

BN ESa—IILEBABEZTET,
4. ZAIOEY 2 —I)L%EX2—4y hXOw MIEDFIFE T,
a. |/0®Va—I/LxXOv FOIBICEDEE T,

b. E2a2—)LEXOY MWK DERSARLTOAYFA—FES 2 —ILICREFTHEAL. LS
wF%& FICEESECEY a—I/LERENUBICOY I LET,

S. II0ES a—ILET—TJIILEHRELE T,

6. T—TINIRXIAY LA ZLREIETCOYIMUBICLE T,

ATy T4 THBEBIOE S a—IEAYSAIZT3

IO B a—IILEAYSAUICLT, II0 B a—I)L R— bAERICYHLI NI e 2R L. RO
W RDBFENAVICHESTVWBZEZHERELTH S, II0 EDa—IBRA>YSAYVTRHBEINTVWBRZ L=
SBLEY.

CDRAZIZDWVWT

/0 EZ a—IILHHEN. R— bHREEBGREICES &, LIF IS /0 EZ a—ILICUN—FEN
9,

FIE
1. XA IO EDa—ILEAYSAVICLET :

a xXOIAIVREZANDNLEY,

system controller slot module insert -node impaired node name -slot
slot number

b. A#1y T LETH? WS 7OV T RHARRINT S,

HAICED N0 EDa—IIDERBICA Y SA VIl (BRVAVICHD. At h. U —
EXDFEmEINC L) PHEEINET,

e ziE OOV RIF. /—R2 (BEoH3Ia>bO0—3) OOy r7EA>VSA Il 7
Ot AWML ZRIT X yvE—CERRLET
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node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node nodeZ will be
powered on and initialized.

Do you want to continue? {y|n}: "y’

The module has been successfully powered on, initialized and placed into

service.

210 EZa—ILOBR— M EBICHALINIC e ZRBLET ©
a BEODHZA>bO—ZDIAVY—IHSRODIIY REANILET,
event log show -event *hotplug.init*
()  2BEI7—LYIFOBFLA— FOTRMLICIZES DD BHEDBD £ T,

HAICIE. 1 DL ED hotplug.init.success EMS 1 R k& "hotplug.init.success: 51D " Event h'&RT
TN, N0 BV 2—ILEDER—MAEEICHEL SN ZRLET,

T ZIE. ROEAIE. /IO R— b e7b ¥ e7a OFEAEARIIL7-C & ZERLTWVWE T :

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.
a. R— b OYEMLICK L 77 EIF. EMS O 2R L TROFIEZEITL T RE L,
3. 1/0 EYa—I)L 2Oy bOERMNA VICH>TVT, BEOEBPITETVWB L EZRRLET !
system controller slot module show

HAIZIEZROY D RT—32 XD powered-on' E RRE. 110 Y 2 —)LDRIEEBHITTT L TWVWBC
Ehbhhb £,
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410 BEZ2a— DAV FAVTRBEINTVWEI e ZzHERLET,
BEEDCHZI> FO—ZDIAVY—IHSKROIAIY REANDLET,
system controller config show -node local -slot slot number

/O B a—IHAEBICA YA ICARD, BB INHEEe. EAIKIEXOY FOR—MMERZEL 1/0
EVa—-IUBRARREINE T,

e zZiE. ROV R 7D 10 EDa2a—IILDBE. ROLSBEAMWRRINET -

node2::> system controller config show —-node local -slot 7

Node: node2
Sub- Device/
Slot slot Information

7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O0O00000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

2TYvTE5: AL =Y AT LEBEOEEICETT S
FlE@IA N/ FPO—FZICRAML—CF2RL WBEIZIELT) « BIIXF INYIEETL WMEICKLT

) « LIF R —L R—FIiCHBZ &&2EE L. AutoSupport BB —XERZBEEMICLT. A L=
SRAT L BEDOEEICETLET,

FIE

1. AFL—Y SZAFLTEFINTVWBONTAP ON— 3> ey FO—SOREICIE L T, BEICIHL
T TA9F—N—NEAbO—5TRML—=S%2F TN o L0 BBIXF INYIEZETLET
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b7 E%
E55H0I> bO—-ZHEHN a AbL—CZRLT TA74—N—Chicd> bO—->Z858
ICN—bhF— 2> bO—5%5| DEEICRLET :
SHEVZEE
storage failover giveback -ofnode controller
that was taken over name

b. 3| F AN rO—SOaVY —IILhSBEFE T NvIE
ART7LEYS

storage failover modify -node local -auto
-giveback true

mAOIY FO—SHEH TOFIEICHEASF T,
L. 10 (TF—2DiRMH) %#E1T
LTWExd

2. R/BAVE—TTAANKR—L /= RER—MILR—FLTWB I ZMRBLET | network

interface show -is-home false

WIFNH DLIFDfalsee R-ENZEIE. R—LKR—FMIU/N—FLZEXJ, network interface

revert -vserver * -1if *

3. AutoSupporth' BMICE > TWBIHEIF. T—XDBEI:EHRZ ) AT LET,

system node autosupport invoke -node * -type all -message MAINT=end

FlE6 : BENRELIN-VERY FT7 v TITERATS

EEARELEN—VIE. Fv MIIBORMAIETREICHE 2 TNetApplIIREIL T 72E L /N —Y DR
ERERICOWVWTIE. R=UEBBLTLEEL,

10 EP 2=z L TLZE L - AFF A1K

AFFAIKSY AT LDIIOETD 2 —ILICEENRELLHER. FDEVWNT =T XX
BINEREx HR— 3 37DICT YT L— RHBARERIGEIE. OB 2 —I/LEAHL
TLESW, IETOLITRE, I bO—F02 vy ROV BEHNEELLIOE
Ta— Lo, A2 rO-50) T — b, EEDELELT/N—Y DNetApp DR Z
TWET,

COFIBEIF. R L= X T LTHR—FEINBZIRTON—T 3V DOONTAPTERATE X I,

ERZFms 3HIC
C ANV ZRARLTEHBEDNHD T,

C AFL—=UPRTFLOMODOAVR—Y CDIRTERBICEELTWA I ERERLET, IERICEEL
TWAEWEEIE. T7ZAITR—=KMIBEBVWELE LTV,
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FFav1 IFEALDY AT L
BEOHZA>bO—FF vy ATV T3ICIE. IV FO—SDRT—E AR L. BEICHL
TEERIFO-SHEZEOHZ I FO—FA ML= TF—2E5|SHETRETEZLSICO
hO=—Z&5FA0F—N—FT23REHLRHD X,

CDRRIIZDOWVWT

* SANY ZRFLZEFERALTWAHREIF. BEOY MO—FDSCSITL—RDARY Xyt —J% 0
FBLTELBENBHD “cluster kernel-service show £9) o A< K (privadvancedE— RH'5)
%#3E{79 B . ‘cluster kernel-service show €D/ — KD/ — K&, TD/—ROABEEIXT—4
A BLUED/ —RDOFERT—RZANRREIN' TV —F L AT —RA"£T,

& SCSI TL—R7OERIE. 75 RZAOMD /) —RET 3= LZEBHLTVIRBENHD &
To RIWEZEDHBHNC. TNTOMBELZRRL TEHBBABD ET,

* /=R 3DULBBISREIE. =S LZEBHLTVWBBERDDE T, VT AID T +—
FLZBELTVWAWEE, B EERIY FO-STERECEEMEICDOW Tfalset RIREN
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