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storage failover modify -node impaired node name -auto-giveback false
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storage failover takeover -ofnode
impaired node name -halt true
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nxd,

BE#T— b XFTa7UAN) FTOERIE. ONTAP QA7 AUBETHOA Y R—rINTUVET, A RL—UTX
TLTURION—2 3 YOONTAPZRITL TWAHREIE. "FE7 — FEEFIE"

FEZ R g 2HiIC
CF IRV —DRATZRELFT,
CAVR—RFF—IX—Tv (OKM) : IFRELEDNRTL—ENYIT v TT—EHNRETT
cAEBF— Y RK—T v — (EKM): N— b F— /=R RDT 7 ILHBBETT,
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

Fg
1. LOADER 7OV 7 hH'5. T—h XTo 7EIETOL I ZRBLET,

boot recovery -partner

BEICRD Xy Z—IHRRINET,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. J—=MATA4T7DARA =)L AN) ORI ZERLE T,

TOEZADRET L. Xyvt—UHARRENET Installation completes
3. AT LIEEELZF v I L. ROVWTNHDXvtE—J%FRRLET,

KRENBd3AvtE—o 11

key manager is not SRATLICEESEDRNI VA R=ILENTVEE A
configured. Exiting.

a OJa4>a>y 7 DR RINZETHEEET,
b. /—rRiICOJ14>L. AL—=CHEEBALET,

[ storage failover giveback -ofnode _impaired_node_name _

02@@5@¥7NW7%E§%%E?%%@E@OTME%

Ho

key manager is EEAA YR E—LEINTVET, [TEEFT -V 72—V v —0D
configured. (b
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FUR—REF—T—+v (OKM)
SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVHR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREEINTLES. AVR—F F—I%—Jv—DONvIT7v T T—2%ZANLZE
ERS

INATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.



f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%KR AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIATYEF—T 71 ILORBOAIZRTLE T,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :
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KMIPY—NT7 71 ILORBOBIZERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

* R—bFDIP7 KL X
" R—bDOXY RIYRY



" TIFINT =T ITADIPTRLR

—KHARRy T —ORETOV T OFERT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINBVEE. DRTLIRELEL. I5—6LVESEAYE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner
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F—UANVDIS—HEFIVEEAvE-—2DMZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE

ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7cEBanz NetApplli
HLET, "ICBDZET,

MELTcT — b XT 1 7ERGR%Z NetApplRAI L TL 723 L) - AFF A20.  AFF A30. AFF A50

AFF A20. AFFA30. F7IZAFFAS0X L —J S XA T LD AVR—R Y MCEENH
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HLEHEEIE. BELIRELE ann%NetAppL_ RiX LT "/N—"Y DR & A EEEIC
DWVWTIE. R=IETELET

T—=bXT17 -F&)ANY

T— b X714 7OFH) A/N)T—2 70— - AFF A20. AFF A30. & & U'AFF A50

T—b AX=%FFTYANITBICIE. USB RS J%=EHRAL T, AFF A20.
AFF A30. F£7=IZAFFAS0 A L —2 SR TLDOKEAT — b XT 4 7ICONTAPZ B
AVAR=INTEIRERHD T, BRELHD X9, NetAppNetApptF - kH 5 EY]
BHONTAPU ANV AX=CHEATYO—R L. USBRSA JICOAE—93RELRHD X
To COERLIUSBRS A THEFERLTYANYEERITL. AT LEHREIRREICE
stLET,

S 2T LHDONTAP 917 1 LETERITINTWVWBIZEIE. "BEFT — FEEFIE",

FIRY 3ICId. EEEGZREEL. A rO—5—%Z> vy UYL, T—h XTo7Z3HL. USB K
FATZEALTAX—2%E . BBEICSCTHESEREZBERLE Y,

o "J— b XT« TEG "

T— b AT« 7ORBESGZHE LTI,

" R— KBS — R R
YRFLTEF 1T F—EEMEEN BN A > TV BHESLINET « U DB 3D ERBLE T,

A bA—5%Z> vy hZoo"
AT 4 T DEHRBEICHE 2T EWF AV A= Z2 vy TV LET,

\J

-

"J— k XF g T DITHE"

ERRELZOAMO—SHEEENREELIET— M XFTo7E2ROA L. KBEDT—F XFTo7%A
Ab—=JILL. USB735v>a RSATRFERALTONTAPA X—J%Enx L £ 9,

\’

"DANVAR=DZT—FLET"
USBRZAITDSONTAPA X—S%T—hL. 770V RTLZUR T LT, RIEZHZERLE T,

" aAThI"
ONTAPT —k XZa—ND5FVHR—R £— IRx—U v B EXIINLF— -y E2ETLED,
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o "EEDHBDN—VEXY FT v TITRELE T
BEDHZEmIE. Fv MIHET 2 RMABTREICR TRy R 7y FIORFAIL T TV

FET— b XT4T7UANUDEM - AFF A20. AFF A30. & & U'AFF A50

AFF A20. AFFA30. F7=I3AFFAS0R FL—S S AT LD T — b AT 72T D
IS, RBEEBICITSIEOICRELREHZHBLLTVWA I ZHERL TSV, C
niClE. BYIBRRANL—SBEDUSBT7 Sy aRIA4IBHBI . BLUOKBEAD
T—bFNARBELVWC EORERINESENE T,

USB7Svsa RS147
*USB75v>a RSATHFATR ICT A= v hEINTWVWBR e =B LET,
* USBICIEF+RBREEBENUNETT ‘image_xxx.tgz' 7 7 1 JLo
771 L DZEESE
dE—"image xxxitgz 7 71 IL%ZUSBT7 5w aRSATICHREFELE S, COT77AI)LIE USB7Tvia
RS TEERL TONTAPA X—J %R Enxd B E SIFERAINE T,
ER SR
WEL/-OVER—FR> b ZNetApph RT3 RMAI VY R—X Y FERIELE T,
I ba—>—H5
BEOHZT—F AT T72XBETHeFE ELVWIA MO—FICOVY Y REBREITZEHEETY,
cEEOHZOA0bO—F— F AVTFYRERIFTLTVWEIO>Y O—-5—T7,
cERARI>MO—F . BEOH2>O—FD HA/N—FF—TT,
RDFIE

T— AT TORBBHEREL 5. ERTTEBBENBD ESF—OHH— L T—FXF 1 70
27— RERRT B ET.

FE#T— AT T7V)AN)DESILYR— b% ST 5 - AFF A20. AFF A30. & KX U'AFF A50

AFF A20. AFFA30. £7zI3AFFAS0 A L —C S RATLDT—R X ) 71 %FE
RTBICIE. T— b XT 4 7 LELOBESEF—DHR— N AT —F A ZHERT 2HNED
HOFEF, ONTAP/N— 3 >HNetApp Volume Encryption (NVE) ZHR— KL TL3
75\&\575\%6En/ul./\ > hO— 7#&/’\7‘/ I*ﬁ'j/j'éﬁuh_:\: 7;?‘ /\'\775\777__’(
ThESHhERRLED,

27y 71 NVEDHR— b ZHEZE L. IELVONTAPA X—2 %2 ATV O0— K33

T— b XT 4 7 ORBISEY)BONTAPA X =% ATV O— R TES L 51T, ONTAP/N— 3 > H'NetApp
Volume Encryption (NVE) ZH7R— kL TWAHESHEHERLF T,

FIE
1. ONTAPN—=2 3 VAW EESEZHR— L TVWRDQESHZERLF T,
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version -v

HAICHAZENTWVBIHE. "10n0-DARE' 7 S XZD/N—2 3 Y TRINVEDRHR— TN TOWFEHEA.

2. NVE H#7R— MZEDVWTEYIZRONTAPA X—J%# 40— R LET,

° NVEDHR— kTN TLBIHE: NetApp Volume EncryptionZ ST ONTAPA X—J %A >O—KR L
E3C

° NVEDHR— FINTULARWES: NetApp R ) 2 — LABES{EAE LOONTAPA X=X >O—RL
x9

NetApptFR— b -+ A SONTAPA X—2% HTTP £7ld FTP H—N\—F /3O —
AN TFINZ—ICATYO—RLET. T— b XT4 T7ORBFIERICC DA A=
T7AIUDRBEICED T,

ATV T2 F—IR—Iv—DRAT— AR L. BZNvITvTT3

BEOHZ A MO—Z%F2 vy ATV TIHIC. F— IR—JvDEREHERL. RERBHRE/NV Y
Ty FLTLIEEL,

FIE
1. AT LTEMCE>TVWERF—EBY—ILERELF Y,

ONTAP N\— 3> TITIBZATUR

ONTAP 9 .14.1LAB% security key-manager keystore show

* EKMAAERICHE > TWVWEHEIF. EKMA AT Y FHADICKRTRE
nEx9,

* OKMA'EMIZHE > TWBiHFEIE. OKM AT Y RHAOICEKTR
INFE9,

s BMICE-O>TVWBRXF—BEY —ILHBVEEIE No key

manager keystores configured. AY Y ROHEAICERT
INE9,

ONTAP 9.13.1 LLHi security key-manager show-key-store

* EKMAEMICHE > TWAZEEIX. “external BT RHEAICE
RenEd,

* OKMAEMICHE > TWBIHEIX. “onboard A< > RHEAICK
manEd,

BB S>TUVBF—EBEY —IILHBRWIEEIE No key
managers configured. AY Y RDHAICETRRINE T,

2. AT LICF— XX =D v—DREINTVEHESNIBEL T, ROWTNDZEITLET,

F—YR— I —HRESNTVEVSE:
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BEEDOHZ I bO—F—ZLEICI Vv Y TV, vy MU VFIRICECZEANTEERT,

F—IRZ—J v —HREINTVSHE (EKMZXTIFOKM) :

a F—IX—Iv—ADREEF—DRT—FRXAZRRTBICIF. ROV AV RZANLETS,
security key-manager key query

b. HH%MEEL. "Restored 1S5 Lo THHICIE. F— Ix— v — (EKM F£72l& OKM) DEREEF —H
EEICETINELESHDRTRINE T,

F—IR—Tv—DEA TG L TEYLGFIRZZTT LET,



NEBF—TR2—> v (EKM)
UTOEICEDODVWTINSDFIEZTT LEY, Restored 7135 L,

ITARTOF—DPREREINIFE true' BITEINIFIC !
BEDHZIVOA—F—ZLLRICIvy IV L vy MU VFIRICEC CENTEEX T,
WINHDF—ICUATDENRTINTULWARWZEIE true BT ENrFic :
a NEBF—BIERFAF—Z IS XZ—HNDIARTOD/ —RIZEBTLET,
security key-manager external restore
COOAT Y RHEBLEHZEIE. NetAppFR— MCHEELEHDEL TV
b. $RTOFRFAF—METIN e ZzHRLEF T,
security key-manager key query
FE:29 % 'Restored %K "true’ § N TDEREEF —ICXF L To

C. IRTOF—HETEINEGEIF. BEOHZD I FO—F—%LLICTv vy M TV L. v
w NADUFIBISED C t#f*iTo

FoR—REx—IR—T+v (OKM)
UTOEICEDOVWTINSDFIEEZTTLE Y, Restored 15 Lo

ITRTDF—DRRINIIHZSE “true’ Bt INrFic .
a. OKM [gsz/Nv o7 v T L&Y,
. BEAERE—RICVIDEZS:
set -priv advanced
AT YT T B LD ISR SNIIHZE
L F—BEONY I Ty SERERTLET,
security key-manager onboard show-backup
i. Ny o7y IERERNO 7 7ILEIFOY 7J7)LICAE—LFT,

THRFIEFRIC OKM ZFHTRIE T 24BN HBIZEIE. CONY I 7y TIERHBEICR
DEJ,

ii. EREE—FICRS:
set -priv admin

b. BEDHZ > bA—F—Z2RLAI vy IV L. vy MU VFIRICEC N TEE
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WINDDF —ICUTDENRTEINTUVRWEEIFE true Bt nrglic :
a FYR—R F-Ix—Tv—ZRMBALET,

security key-manager onboard sync

OV T EHRRFENE. 2 XFORBFOF VR—K F—EBENRXTL—-XZAALE
ED

CHid AVE—R — vR—U v —E BRI LT S ICER L0 5 X4
()  —2HORRTL—ZTT, CONRTL—ZABVEEE. NethpptH— ki
BELADE T

b. $NTOFEEF —HETEINI L ZHRBL T IS

security key-manager key query

529 % Restored FIRR “true INRTODEREEF—E “Key Manager XA T&RR

“onboards
C. OKM fEBRENY I 7Yy TLET,
. BEAERE—RICYIDEZS:
set -priv advanced
AT YT B L DI RO SNTHZE
L F—BEONY I Ty SERERRLET,
security key-manager onboard show-backup
i. Ny o7y MNERZRDOT7 7L EEOY 770ILICOE—LEF T,

THFIERIC OKM ZFHTRIE T 2 BN HBIHEIE. CONY I 7y TIERHBEICE
D&,

ii. EEEE—RICRS:
set -priv admin
d BEQOHZIAYMA-F—ZR2ICI vy bEUY L. Dvy MUYV FIRICEC A TE X
ER

ROFIE

T—rXT4 7 TCHEBEILF—DHYR— b ERT—E AR L5, BRTI2H0ENHDODEFI" O FO—
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ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— Xy E—URRRENE

T, TS—HMBESH. REPERICKRITEINZ T THITLBEVWTLSIZE L,

M. IRTOF—HEETNTVWBR I =ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<v%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VAT LET,

ERZRIRY BH0IC
AMDIZZAE— ) =R BNV IT v THERDT 7L RELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —N—D 7 R L R & R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (54T > kF—)
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* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEZBEFR1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBEZASIL £,
b. BEGIN1TX END 172 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &8 KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIP#—N—®DIP 7RLZAZAALZET,

e KMIP H—N—R—bZANDLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEIX INv I EEMLIZBEIXVANTLET,

storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

RDOFIE

T—bAT1 7THESEZVINT LIS, ZRITT2HEND D "HIE L /cElmZNetApplREIL 9, "&
ERS

I L 7-58 %% NetApp (AFF A20. AFF A30. & & U'AFFA50) (iREIL F3

AFF A20. AFF A30. itmm¢szhb—“¢Z%Amjyﬁ—*>htﬁ*ﬁ%
LSRG, BESRE LEB@mENetApplIBX LT "/N—Y iR G & ASHSEMIC D
WTIE. R=JHETELTTETL,
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R EEBICITOEOICHNEBELREBHZE L TVWA I 2R L TLIEEL, NI
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ROBHCZBERZHEBL TIEE L,

2

s A v —Uid. BEOHBZ O v—EEILCETILTHINERHDEFT, COFEIKX. 7vTSIL—
RTlda<. BFORBLEANE LTVWETD,

C AL —=UPRTFLOMOIARTODAVR—RY FHIEEICENEL TVLWAIRELRHD £9, IEEICEEL
TULWABWESIE. COFIEEFHITTRFNCICICBERIVEDOEL TV "Ry R 7y FHR— k"

ZREHE

* Dy —DOHMFIEIFS AT LDELEZHFVWE T, 2 /—RIFTXETR Y —EIDTERICFELEL. 7L
F/—RISRAITIIEAMICFELELE T,
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C AML=UORTLOMDIARTOIAVR—RY MHEBICEIEL TLWBREAHD XT, EFICE
EL TVWAWESIE. COFIEZHFETIIaICICICEBRBVWELELIETW "y 7w JHR—F"
2FY T2 ANL—SOXFLENOES 2—I)LAOY b E#EET S

BERRELL IO ED2—ILERLICOACBZESIC. AFL—C SXFLENOED2—I)L 2Oy k
TEBLET .

FE
1. BEOBEYAREMTEEITVET
2. MELT-II0O EZa—ILhsy—TILZWOAL£T,

COFIEOBF TRILR—MIBERTEDLDIC. T—TIUIHBT INILZMIFTLLE W,

/0 ED a—JLIFEERE (R—bMEV 2T ATVIRE) ICHBIETTIH. U IHER
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COFIBEZHATIBHEIC. T—TINZH L THE50F>T. T4 —N—FFIILIF
TIANA—N=DRTLTVWBE I e ZzBRL TSI LY,

3. AutoSupporth*B#IC % > TWLWBIHEA . AutoSupport X wE—S# MU LTy —XOBEEERZELEL
9,

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

7= ZI1E. DAutoSupport X wt—J k. BENT —RERE 2 BRINGEIL £ 95

node2::> system node autosupport invoke -node * -type all -message MAINT=2h

AML—C SRFALATEATINTVWBONTAP ON— 3> ey FO—SOREICIE LT, BEFIFIN
v REMICLET,

ONTAP R =3
N—>3>
9171%F 7= BFEDOHZA> FO—FHEER BEIFT TNV IZTEWCT S:
139.18.1RC A>bO—ZZ88NICTAIF
—N—L718E a EEOHZI>bO—-Z0IVY—ILDERD
ARV REZANLET

storage failover modify -node local
-auto-giveback false

b. Af1y TBEIFXF INvIEEMLETH?
cWS Oy EHARTINS,
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TRWEHS a. N\—hF—%5F| SV rO0—-FDa>Y
— IO BROIAT Y REAADLET

storage failover modify -node local
-auto-giveback false

b. A1y TBEIFXF INvIEEMLETH?
cWS Oy RTINS,

9.18.1GAMUE WA DI ~O—IHYER) ROFIRICEHE T
L. IO (T—2DREMH) ==1T
LTLWEY

O. BENKLELLIO TV a—ILzZH—EZXDSHIBRL. BREA7ICLT. BOANATEFEZ LXT !
a XOIARVREANDLET,

system controller slot module remove -node impaired node name -slot
slot number

b. AAy T LETH? WS FOY T RTINS

e ziE OOV RIF. /—R2 (BEOHZI>FO—F) OXOY M4 ICHIBEZEOHZE
Ta—IlERODATEFEEL. TEICNDOAEZ 2RI XvE—URRLET

node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. EEMNKELIO EDa—IILOBBRNF TICB>TVWB I zMEBLET :
system controller slot module show

HAICIE. BEENRELILED 2—IILEEDROY MBSO status' 51 “powered-off FRRENE T,
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3. A0 ED a—ILZEOHITET,
a. |/0ETa—)LEXOY bDIFICEHLEEF T,
b. /10 EZa—I)LEp-2< DOy FOBREFTHLAA. 10 EZ2—IILHAORIRICIELLEEZIN
TWAZexmERLED,
ERDR TGO EFARTEFERAL T, I0 B a—IILZ LA TEET,

C. ERXJHBFETEID ICEIL THEOH X T,
4. A0 ED a— L= —TILEFELET,
2Tv T4 HBINOES a—IL2F o514 ICT D
RO EXa—IILEAYSAUICLT, II0 B a—I)L R— bARERBICYHAL SN 2SR L. RO
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FIg
1. B0 B a—IILEAYSAVICLET .

a XOIARVREANDLET,

system controller slot module insert -node impaired node name -slot
slot number

b. AX1y T LETH? WSOV T RARRINTS.

HAICED N0 B a—IDERICHA Y SAUICH T (BRAAVICHD Pk, T —
EXDRIaINIcC &) PSRN T,

e ZIE RDARVRIFE. /—R2(EEDOH A bO—Z)DRAY M4 ZFYZA L. 7
AtEZAMILICEZRITAvE—JZKRRLEFT,

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node nodeZ will be
powered on and initialized.

Do you want to continue? {y|n}: "y’

The module has been successfully powered on, initialized and placed into
service.

210 EZa—ILOBR— M EBICHHLINIC e ZRBLET ©
a BEDHZA>bO—FDIAVY—IHERODIIY REANILET,
event log show -event *hotplug.init*
()  2BEI7—LYITOBFLA— FOTMLICIZES DD BHEDBD £ T,

HAICIE 10 ED 2 —ILEOER—MAEBICHRLEINZCZRT 1 DULED
hotplug.init.success EMS 1 XY FHRREINE T,

T ZIE. ROEAIE. /10O 7R— b edb ¥ eda OFEAEARIIL7-C & ZEZRLTWVWET :
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node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4b" in slot 4 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4a" in slot 4 succeeded

2 entries were displayed.

a. R— FOFHALICKE L =581, EMS O 22 L TXROFIEEZETLTL T,
B WO EDa—IL 2Oy FOEBENA VICHE>TUVT, BEOERNTEITVWBR L EZHRALET .

system controller slot module show

HAIZIEZOY fDRT—2 XD powered-on E RRE. 110 Y 2a—ILDRIEEBHITTT L TWVWBC
Ehbhhb £,

4110 EDa— DA YSAUTRHASNTVWB L ZREELE T,
BEOH2I> FO—ZOAVY—ILHDEROIIY RZANLET,
system controller config show -node local -slot slot number

/O B a—ILAERBICA Y TA ICHED., BEINLIHE. BAIKIEIXOY FOR—MMERZST 1/0
EYa—-IILBERIPRRINE T,

7 ziE. 20 4D 10 EDa—ILDBEE. ROLSBEIRRTREINET -
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node2::> system controller config show -node local -slot 4

Node: node?2
Sub- Device/

Slot slot Information

4 — Dual 40G/100G Ethernet Controller CX6-DX

eda MAC Address:

QSFP Vendor:
QSFP Part Number:
QSFP Serial Number:

edb MAC Address:
up)

QSFP Vendor:
QSFP Part Number:
QSFP Serial Number:

Device Type:
Firmware Version:
Part Number:
Hardware Revision:
Serial Number:

2T T5 A=Y R T LEBEBEOEEICETT S

d0:39:ea:59:69:74

d0:39:ea:59:69:75

(auto-100g cr4-fd-

CISCO-BIZLINK
L45593-D218-D10
LCC2807GJFM-B

(auto-100g cr4-fd-

CISCO-BIZLINK
L45593-D218-D10
LCC2809G26F-A
CX6-DX PSID(NAP0O0O00000027)
22.44.1700

111-05341

20

032403001370

FlEEHANOY FO—FICXML—CZRL WEICIGLT)  BBIXF INvIEETTL WEIZRLT
) « LIF B R—L R—MICH 3 e %RESE L. AutoSupport BEN —XEREBEEMICLT. A L—

AT LEBEOHEICETLET,
Fig
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storage failover giveback -ofnode
healthy node name

BEOHZIA> FO—Z0a>Y—ILHS5EE
FINVIHEYIRTLET,

storage failover modify -node local
-auto-giveback true

AL—=UZRLT, T 0F—N—Enrk3
vhO—SBEOFEICRLET !

storage failover giveback -ofnode
controller that was taken over name

FlEHAN/-O>bO—Z0a> Y —ILH5H
X NvIEYINTLET,

storage failover modify -node local
-auto-giveback true

ROFIRICEAF T,

2. {IBAUA—T A ADER—LTF—NER—MIBREINTVWS 2R L ET, [ network interface
show -is-home false |

WINHDLIFHfalser RireN-Bmald. R—LR—KMIUN—FLZET, network interface

revert -vserver * -1if *

3. AutoSupporth"B#ICZE > TWBIHEEIF. T—XOBEEREZ ) AT LE T,

system node autosupport invoke -node * -type all -message MAINT=end

FIE6 : BEERRELIN—VEXY T v TIRNT S

EENRELLN=VIE. Fv MIAEDORMARSTREICHE > TNetApplTIBEI L T EE LY, /N —Y D
CERHEFMICOWTIE, R=PZERBL TS,
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ZF9, LOADERZOY I hld. FRUZKIBETE I3 LZEREILIRETT,

CDERTICDOWVT

* SANY T LZFALTVWAERIE. BEIY FO—FDSCSITL—RDARY M XyE—J%HE
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