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* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen
FIE
1. LOADER 7OV 7 rh56. 77—k X7 7EETOCRERIBELE T,

boot recovery -partner
BEEICROX Yy E—IDRREINETT,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. J=MATATDAVRA =LY AN) O X ZERBLE T,
7OEINTET L. XvtE—UDKRREINET Installation completeo
3. OATLIIEEtEF T VI L. ROVWTNHDAYvE—CHERRLET,

RLShB3Xvt—2 12(F

key manager is not AT LICBEERI YA M=ILENTLEHEA.
configured. Exiting.

a OJA > 7AY T hHIRREINZETTHEE T,
b. /—RICOTA> L. AFL—UZRALET,

I storage failover giveback -ofnode _impaired_node_name _

CABEEFHF TNV IEBEEWMIT S EMTH>TULEG
AN

Ho

key manager is BRI VA F—=ILENTVET, TEET F—TX—TJv—D
configured. B,

SRTLNF = IR—T v —OBEZHBTIRVEGIE. T7— XvE—IDNKRRT
() h F—3x—Ur—BHERIATVBNE 5D, BLUEDORAT (42 R— K E i)
@) ERRBT 5L SICROSNET, TOVT MER THITLET.

4. FREICKLTEVAFIEZEBALTF—I*—CvZEUINTLET !
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FUR—REF—T—+v (OKM)
SRATFLIFRDXA v E—%R AL BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVHR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREEINTLES. AVR—F F—I%—Jv—DONvIT7v T T—2%ZANLZE
ERS

INATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.
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f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIATYEF—T 71 ILORBOAIZRTLE T,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :



KMIPY—NT7 71 ILORBOBIZERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

" R—bDIP7RL X
*R—bDXY IR
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" TIFINT =T ITADIPTRLR

—KHBRy FT—ORETOV T OFETRT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINBVEE. DRTLIRELEL. I5—6LVESEAYE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner



F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...
WARNING: kmip init: authentication keys might not be

available.
R b b b b b b b I b b b b b b b d b b B b b 2 b S b b S b b 2 b I b b B b B 2 b i b b b b b b b b b b d b b 4

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE
ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli
HLET, "ICBDZET,

BEEHFEE LT — b XT+ 7%NetApplliRiI$ 3 - AFF A250

AFFA250 AT LDAVR—22 MIEENRE LI-HEIE. BEARE L-EMH
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ZNetApplORFI L TL T W, EFAICDOWTIE. "N—YDIRGE EZHE"R—T %51
LTLEETW

T—=bXT17 -F&)ANY

T—cXF 0 7DOFEH) A/NVU D —%2 70— - AFF A250

AWA%OZF&—)QZ?A@j M XF o 7ORBEERBT BICIE. KBEGDORE
l:IlL,\\ %ﬂ:ZT QZOJEEEIL,\\ ]/ I\D 7@/'\7‘/ I\g'j/\ 7 I\ XT’( 70)
e, UANY A X=20DT— b, BEEDET. LU AT LEEEDRIIZ{TULE
ERS

AL —2 O RF LT ONTAP 9.18.1 LIERRITEINTWVWBIESRIE. "BEF T — FEEFIE"=FEALE T, >

2T LTUBID/N—23 >0 ONTAP BREITENTUVBRERIE. FEIT— b~ UANY FIEZFER T IHNEN
HOFEd,

o "J— b X7« TEH R

T—= AT« 7 OGBS ZHE LI I

"BEStF DY R—bBELVRT—R ZDHER"
PRATLTEF2) T F—EBEEEDEMICB >TVWBRINESLEINT 1 RIDDEHh 2B L F T,

q U

hO=2%Z>vy bEo "
o TORBHBEICHE ST EF. I hO—-%Z2 vy OV LFET,

\l
_,_

X

"J— bk XF 1 T DI

NEELIET— M XATaT7E2RATLBEBES a—IILASEOAL. KEAT— M XTa 7Z2RDAITT
USB7Z5 v aRSAT%ERAL TONTAPA X—S %X LE T,

(S i
O‘l DHI}

"DANVAR=DFT—FLET"
USBRSATHSONTAPA X—2%2T—hL. 770V RTLZV AT LT, RIEZHZHRALE T,

"TrAohI"
ONATPT — bk XZa—hBFVR—F F—= Ix—CvBRETRBIARF— I x—CvZ2ETLFT,

"BEOHBN—VELY STy ATRALET"
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AFFA250 S AT LD T — M AT 4 7ERRET BHIC. RIBEEBICITTOHICHER
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ATmUSB 75w oa RSATHWH2 xR L. ELVLWKIBERT—F TIN1 DD
BEEERITDEDEENE T,
2L — Y RXF LT ONTAP 9.18.1 LIENAEITEINTVWRERIZ. "EF T — FREFIE"ZFEBLE T, &
2T LTUREION—2 320D ONTAP BAE{ITINTWVWBIESIE. FEIT—F UANYFIEZERTIHEN
HHETI,
USB 75w a RS04

*USB75wvia RSATHFATIR2ICT4#—T Y hEINTWBZ 2R LET,

* USBICIZTRBRERENHKETY ‘image_xxx.tgz' 7 71 Jlo

T 71 ILD%EE

dE—image xxxtgz 7 71 ILZUSBT7 v a RSATICFEFELEX S, COT7AI)LIE USBT7Zva

RS JHFERALTONTAPTY X—S R X g3 & SICERAINE T,
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MEELOYAR—2> b ZNetApphIRIH T BREAIVAR—2 > b ERBELE T,

ay hO—>—5%31

BEDHDT— M AT T7ETHITZeFF. ELVWIFO—-SICOAY YV REZBEATZEHNEETT,
*EBEOHBZIAEO-F— F XVTFYRZETLTVWSI FO—-5—T9,
cEFEAI>FO—Z X BEOHSI>FO—FDHAN—+F+—T9,

NOESE]

T— AT TORBEHEREZELI-S. ERITIIMNENHD'ESLF—DOHR—beT—rXT47D

2AT—RAXA%ERT3"£9,

EE1tF—DHR— k& XFT—2 XDMER- AFF A250
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER
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707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



10.

707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

AV bA=5=0aAYY—ILIRDAYE—IHRREENTVWS ZEZREBLE T,
Waiting for giveback..(Press Ctrl-C to abort wait)

N—hrF—2> +O—5—DI5FE:

BEDCHZIAY bO—F—ZRMLET,

storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

CFO 77 V7T —hbDATEEBLIE. F— IR—2v—ZRAHALET,

security key-manager onboard sync

TAOYTERREFEINIES. FUR—F F—IX—Tv—DISRX—2BEDNITL—X%Z AN
LE9,

53
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<v%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ER=RIRY BH0IC
AMDOZZXE— )= REERBNYIT v THERDT 7 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (54T > kF—)



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEZBEFR1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBEZASIL £,
b. BEGIN1TX END 172 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &8 KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIP#—N—®DIP 7RLZAZAALZET,

e KMIP H—N—R—bZANDLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o
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PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true
7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

ROFIE

T—bAT1 7THESEZVINT LIS, ZRTT2HEN DD "HIE L /cEimZNetApplREIL 9, "&
ERS

PEENRE LT — b XT 7 7%ZNetApplliREI$ 5 - AFF A250

AFFA250 A L — S RTLOAVR—2Y MIEELNIREL-SBEIT. BEHLEE
L7=28@% NetApp ISIREIL T T W "N—YDIRG &' R—I TSR L
TLTZET LY,

~ ~

D i
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AFFA250 R hL—2 S RT LD v —IXBERBT 3ICid. KXBRESERFESRL. O
YhO—5%S vy b YL. Dv—72 LT, SRATLOEZRRIEL £,

o " — S RBERRT B

AT LOE#E. BERY—)L. ONTAPSREEIEHR. JAVR—X Y MERBOKREIR L. ¥ v —> OTHREH
ZHERLFET,

e " v — AR D "

SRTLOGAEREL. BRERCY —IILZINEL. ™A v—2 72 RL. 7 —TILICINILZFF
T v — X0 %ERE LE T,

e "AVRO-3ES vy hEYU

DN —PDAYTFIREZRLICETIAICNE. A hO-FZ> vy rETYLET,

° "y —IEIELTL TV
BEOHZ D v—DORBB y—IICaAVR—R U M EBEILE T,

e " — SR DAL
OV hO—SEEBL. ¥FTNyIERTL. BENRELLS v— > ENetApplEHI L T, S5ERT L
7

Oy —IBDEMH - AFF A250

AFF A250 AT LD ¥ —> 5T 31, RIEEEEICTOEOICHBERESG %7
7mFLTWBZ e Z2ESELTLIETL, ChiclE. PATLAOMOITARTOIVR—=
Y EAERBICKEEEL TWS Z L DESE. ONTAPOO—AILEBEBEIL TV vILDLH D
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9o [ MetroCluster node show -fields configurion-state |

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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