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12. REDODABACLA IS - LTRTLES ' Ny I 7y FFIENRIML - /RT3 7OV 7T EART
INo Yy 2LET

13. BT TLT;ZI E—Z2ERTIDNEINZHRETEIX v E—IDNRFEINS Yy 2L ' 7OV T AHKRE
Shicoy ZzLTaYbO-SZBEHLET

14. [F¥%4 3> O—5 T advanced 1ERLANILZKTLET,

A7 3>2:USBT7 5w a RS 2EHLTT—bMMA—=2REKXT 3

CDFIEIF. EAVH )T XT4T7D) A MTIZKBLIESE. £cld imagetgz 7 7 1L AV A
T— b XT A4 ZICRODSBVEEICOAFERALET,

*FAT32IC74#—< v kN, 4GBULEDB=DUSB 75w a RSATHRETY,

*BEEOHZAEO—FHEITLTVEN=3 VD ONTAP A X—=2 DO —, ZHET 51 X—2ld
Xy hTYTHR=— A bDAOYO-REI2aUNEATYO-RTEET

° NVE BBERBEEIE. A7 20O— RERZDIBRICHED T NetApp Volume Encryption Z R L T
AX=UHATO—-RLET,

° NVE D"BEMICE > TLWAWEEIE. 47 >O0—RKREZ>DIERICRE>T. NetApp Volume Encryption
BLTAX=CA7>O—-RLET,

*HARTZDIRTLDZEIF. Ry FT—UEHEHNRETT,

C ARVRTOVIRATLDZEIETR Y FT—JFFIINEHD FEHAD. var 77 1ILATLE YR+
TFLImESZIEMDY) J— b ERTTIHNELRHD FT,

FIE
1. B EA X2 DIFEIE. B TEYICEML FT,
2. FET->TVWARWSEEIE. I74 7 bEFALCET,

a I7HY %IV FO-FES2—LETRIFET,
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b. AF Y EWSBED L TEREY XHFAEDMUBICINEZET. IT7HI L ZSAHF—DARICRFA R
SEEI,

C IV7HUMHELLEDMISN. FREDNUEICEIESNTWVWS ZEZHRLET,

e

IF7HRT

54—

- A2 hAO=3ETVa—)0iRE >y —ORARICEDE. QY FO—5FEDa—I)LEY AT LICFRF
TELLHLRAHET,

T =TUIRDOAY STNA RZ2BUORD AT, BEICHEC T RATLICT—TILZBERLEI T,

TN ZBERT BRI AT T7IVN—% (SFP) HBEOMITEL T LT (XFr 7N
—REWMOALIIHZE) -

.USB 75w abkR347% > O—ZFVa—J)LOUSB XOw MMIHEALE T,

USB7Zwv>aRZSa47IE. USB OAVY —ILR—+TlEH<. USBTFNAXAADSANLAMTL RO
w MCED T TLET L,

A EO-ZEVa-LOBAET v INFEEENBE T, AV MO—FED 2 -2 AT LORICIHL
AHFET, BETvIZ2@B<IHLAATIY MO—FFEDa—)lz&EL. BE7v I3 rO—-5%
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Ja-)IloExIchrITAY I LET,
[ BREEBICERI—RFzERL. ER7—JILOvIh>—2BERDMIITHE. EREEZERICE
BLET,

BRMEBTZEICICOIY A EDa—-IIDT - bZRBELE T, T— 7O ZHT 5 %fE
ZLETo

8. Ctrl+C ¥—Zz# L TT7— Ot XZiiL. LOADER 7OV 7+ TRELELET,

CDAYE—IHRARINABVEEIE. Ci+C F—%2L. XVTFVRXRE—RTIT—rTB3A4TF> 3
VEERLTHS. I bO—F%FILELTLOADER 7OV hERRLE T

9. BIBEZH ¥ bootargs IZIFIF I N F 3 'printenv bootargname' AY Y REFAL T BEBERIANTDT —
MRIBZE C bootargs B’ AT LR A TEBRISEYICREINTLS Z & 2SR L 'setenv variable-
name <value> AV Y FZHEHAL TIZ—ZRBIEETAIHNENHD XY

a. J— MR ZHESRLE I,
= bootarg.init.boot_clustered
* [ partner-sysid |
* AFF C190 /AFF A220 (A —JL 72w < a2 FAS) H bootarg.init.flash_optimized'
* bootarg.init.san optimized (AFFA2208&KUF—ILT7 v aSANT L1 DIHFE)
= bootarg.init.switchless_cluster.enable’

b. AFF —<IR—J ¥ HEMICE>TWVWBHEIE. [kenv i ASUP HAICERTR I N7= bootarg &% FE
BLET,

= bootarg.storageencryption.support <value>
= bootarg.keymanager. support <value>

I kmip.init.interface | <value> TY

[ kmip.init.ipaddr | <value> TY

[ kmip.init.netmask | <value> T

[ kmip.init.gateway | <value> T

C AVR—RF—IX=¥HEML>TVWBREHEEIE. Tkenvi ASUP BAICKRRETNTWS
bootarg fExZFESR L £,

= bootarg.storageencryption.support <value>
= bootarg.keymanager. support <value>
= 'bootarg.onboard keymanager <value>
d 'avenv' VY RZFEALTEELICREZERZRELET
€. printenv_variable-name_* A< > RZERAL T. BEZREZEL XY,
10. LOADER 7O Y7 kH5. USB 75w a RZ47 Tboot recovery | 5 AN « A X=J% T —
FLET
AX=INUSB 75y 2aRI07ho4doyO-REhFET,

N 707 EHRRTENE. A X—VDBFZANTZH. BEHICKRRENLET 7L DA X=U%F
DEFEALET,
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12.

13.

14.

15.

16.

17.

AAXA=IHA VR b=)LEhics, VA7 7O0CXZ2@mLE Y,
EEHICRTRINZBEENRELLLOFO—5DIP7RFLRAZXELE T,

b. Ny o7 v TBREETTZHDESIHNERRT B A v E—IDNKRTENLS Yy ZILET

C Ny Iy TFIENRNLIC 2RI B TAY T RTINS Yy ZHLET

{-barey TLT._ZI E—ZERT3DNEINZHERETEIX v E—UNRFEINS Yy =L ' OV T MHKRE
Shicoy ZzLTaYbO-SZBEHLET

advanced #ERL RILD/NN—brF—a> bO—5H5. BIOFIETEERLZIP 7RL XAZFERL THRED
ERZ R L £9, [ system node restore-backup -node local-target-impaired_node_name _ip_address

REDEELHA TS —BLTRT LIS "' Ny o7y ITFIEDNRIN LI E 289 5 702 7 hHKRR

INfeoy 2BLET

BRENICOE—ZERTEIDNESIHZERER T XA v E-—IUBRRINES Yy 2L ' 7OV T FHRT
Shicoy ZLTaAY bO-ZZBEHLET

REZHHAELLERESINTVWA 2R LE T,
a. JY+,O—3SICLOADER 7OV +ERRLEF T,

ONTAP ZOY 7 +H 5. AT > R T system node halt -skip-lif-migration-before-shutdown true -ignore
-quorum -warnings true -inhibit-takeover true | =& TE X9,

b. printenv AV REFHAL T ' REZHRORELHRLEY

C. RIFZHMNIE L K HESTNTUVARWEEIZF 'setenv_environment-variable-name___ changed-value_’
ORYRTEELEY

d. Tsavenv) OV REFEBHLT. EERNEZHREFELET,
e J>rO—>%JT7—FLET,

18. YT —rSINEEDHZ > bO—FIC T Waiting for giveback... | £WS X wvE—IhRREI N

5. EEAIY +O-SH5FTNYIZRITLET,
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2 2T LDIER (S

HA R7 FEDHZ > ~O—7IC [ Waiting for giveback... | WS Xwvt
—JHRRINES. EERI MO—SH5FXF TNV IERTLE
ER

a. [F®ER3> hO—>H5 . storage failover giveback -ofnode
partner_node name

BEOH2I>FO—FIFANL—2FTFAO9Nv oI LTT— R
5T L. FOBVIT—FLTBUEEROY FO—3IC&DT
TAOF—N—ENX7,

@ FINYIPEEINTWVWEHEIE. EEZEMN
ICTBEZRELTLRE L,

"HA/\OTODEEE"
b. T storage failover show-giveback 1| A< > RZFEAHALT. ¥FIN
w IR DES ZEBER L T,

C. FTNyIIEBHTET LS. T storage failover show | AY >
Fz@ERALT. HARTHDEBTTA VA —N—DAETH S
CEHERLED,

d. storage failover modify ¥ > FZERAL TE#}F I NV I =&
MICLIHEIE BEIX NV IZURNTLEY

19. [F¥4 3> bO—5 T advanced 1R LANILZERTLET,

JANIAX— AFFAT00s Z 77— LET

AFF A700s> X2 7LD USB RS A THS50ONTAPY AN 4 X—=J%EBILT. 77—k
XF47%ExLET,. COFEICIE. USBT7S5wva RSATh5nkesE). 771)L
SRATLDET. REZHOIKEL. BBIIXT 4 7OXRBEOIY FO—SDBEDIE
ANDEBIVEENE T,
AFF A700s> 2T Lld. FEHOT— bk XTo 7 UANUFIEOHFZHR—ELEFT, B T—k XT47
DANVIEHR—bFETNTULEEA,
Fg
1. LOADER 7OV 7 +H5. USB 75w a RS54 boot recovery | MHEU AN « A X—=% T—
FLET
AX=ISHNHUSB 75w aRSAIh6A o >yO0—-RENET,
2. 7OVT DRI INES. A X=CDZRIEANTEID. BEHICKRRINET IAIL MDA A=S%F
DEFFERLET,
var 771N AT LEZETLET,
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2T LER =3
Xy O — S a Ny IT7yTHEREETTZINESHERERT I A vE—IhNFK
manfs 'y #HLET

b. E¥E4 1> FO—5% advanced HEEL NJLICEREL £ 7 'set
-privilege advanced

C URNZNYyOT7YyTAXYRZERTLET, 'system node
restore-backup -node local-target-address_impaired_node_name

d O>rO—5% admin LRJLICEL £ 9 :'set -privilege admin
e BIENIEBRZFERIT AN OINEERT I Xy Ez—IDKRR
TNy ZLET

f.avrO—>oBE#SHZRDZ AV T EHREINES Y %
HMLEY

o

Xy hT—OFGEDNHBD EFEA Ny o7y TR EEITITZ L ORONTE N ZHLET

b. 7OV KRR P ATLEVT—FLET,

C. RREIN=XZ=a—h5 T *Update flash from backup config * (
syncflash) | 77> 3> ZFIRLE T,

EHZHITIEDESIHZHERT DX v E—IDNRRINT
5. Tyl Z8LZFY,

O hO—ZFICLOADER 7OV 7 hERRLE T,
printenv X > RZFERAL T RIEZEHOREZHRLET

C. BRIBEHHE L < REINTULARLIEEIS 'setenv_environment-variable-name__ changed-value_*
OXYRTEELEY

d Tsavenv) OYYRZEFEHALT. EERBERELEF T,
S. XDF|EIE. AT LEBRICE>TERDET,

° URFLICAYR—RF—Ix—T 9%, NSE. FIEINVE BREINTVBRIBEEIX. IEAFTT &
BIZIGLT. OKM. NSE. NVEZUXF7LET

* VRTLICHAVIR—RF—IR—T ¥, NSE. FELIFNVELHRESNTLARWEEIF. SOOI
avDOFIBEZEITLET,

6. LOADER 7O 7+ T lboot ontap 1 AXY REAHLFT,

4 RIBEHHELKRESN TV EZRELE T,
a
b

KREINBAR B
aJ+4>7a>7hk ROFIBICEAX T,
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RRTNBIAA E%E
FINYI%EFHOTWVWET a N—hkF—2a>bO—-ZicAJ1>LE,

b. storage failover show Y > RZFHELT'4—4~v k-2 bk
O—ShF TNy IRREBRREICR>TVWE R LET

7.N—hkF=arrO—=ZIlaYV=ITr—TILEERELZ T,
8. storage failover giveback -fromnode local A > RZFERALT. > bO—Z%ZF TNy I LFT,
9. V5 X&R +« FO>FMT 'netint-is-home false' AV REFER L THREBA VX — T 1 AZHRLET

"false" E RSN TWVWBR A U A—T 4 ADHB3HBEIE. netintrevert AXY REFERALT. Th5D1
VR—T 1A R%EHR—LIR—FMIRLET,

10, QY=L - =TI EBEIN-I> FO—ZICBEL 'version -v AT > REZEITL T ONTAP O/N—
S vEERLEY

11. T storage failover modify -node local-auto-giveback true 1 AV > RZERA L TE:F TNV I EEMICL
fBalk. BEIX INVIZUIRTLET,

) 2 ~ 7BES1t- AFF A700s

AFF A700sY 2T LA T — b X740 7 THEEB1LERZETLE . COFIEIC
3. BEe2BT—R TIOCVREBYRS AT LIBEEZHR T BDIC. AR —FK F—
Y *%—2 v — (OKM). NetAppR kL —IHEF{L (NSE). F7ciENetApp Rl 2 — LEES
£ (NVE) B"EBICER > TVWBR D R T LORBEDFIEZZT T I3 EHEENE T,

AFF A700s> 2T Lld. FEIOT— b X747 VANVFIEOHZETR—ELET, BEIT—F X717
DANVIEHR—- TN TOLEE Ao

F—- IR v —ORBAICKLC TEYBFIEZRITL. Y RXTLOESLZETLET. P ATLTERS

NTWBEF— IR—Jv—HBFREARBEEIE. T—h XTo 7OHBFIEORBRICY v TF v LI-REXRE
AL TLIETLY,
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FYR—RF¥F—Tx—+v (OKM)
ONTAPT =k XZa—h56F>R—RF—I%—Jv (OKM) BREEZJVIAMTZLET,

ER=RIR Y BH0IC
ROBEHREAZTLTLEST L,
* UIRARLEDNRT L= AN "FVR—F F—EEDEML"
CFUR=RF-IR=TVv DNV I Ty TER"
*ELWNRRTIL—RENY I T TT—2h B2 zHERBTBICIF. "FoR—RFF—EED/N\vY
VTV TEDTRAILEDNRAT L —IXZIREEY 555" FIR

FI@

BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT —k XZa—h'5@BYRA TS arEm&ERLET.

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,

24



707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ER=RIR Y BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —N—DTF7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 71 )L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (IS4 T7 > kF—)

25



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END T2 8T U 54 7> NEFAZE (clientert) 7 7 T ILORBEZASIL T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

[
=

) Configure node for external key management.
Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

[EEDH DER5% NetApp-AFF A700s [CIREIL £ 9

Fv MIEMEINTLS RMA FBICRE> T, #FEL7-205m% NetApplliRix L TL 12 &
Wo BB "/N—Y DG EAHE" FHICOVTIE. R—JETELEETL, AFFA700sY
AT LIE FHOT—F X707 UANUFIEOHZHR—MLET, BEIT— K X
Ta47 DANVIEHR—FEINTOLEHE A,
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