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Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
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Enter the backup data:
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S, AN TOEZAARETLET,.



Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

C) RASINTHADUANDIZEIF. FTISE X 4L "Successfully recovered keymanager
secrets TL72E W S TNDa—TFTa VI ZRTLTIT—2BELET,

6. T— b XZa—NH56F7>31%&FRLT. ONTAPO T — F & ITLE T,

R b b b b b b b I b b b b b b b S b b b b b 2 b g b b b b I b b d b b b b b b b d b b b b B b b d b b b b b b b d b d b b b b b b b i 4
*hkhkhkhkhkhkhkhkkkkhkkkhkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

R AR i e S b b b b b b db I e IR b e S b SR S b b S i db b e IR b S b JR S b b b 2b b b b db b 2R Sb b db I B db b e db b e A b 2 db I b 4

Rk i b b b b b b b b b b b g 4

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 1

7. 3> bO0—>D3>Y—I)LIC Waiting for giveback..(Press Ctrl-C to abort wait)



8 N—hrF+—/—KHhS6. N—=brF+—=—O>bO0—F%F TNV I LET, storage failover giveback
-fromnode local-only-cfo-aggregates true

9. CFO77 U5 —hTOHEENL7=5. _security key-manager onboard sync ¥ > R&#R{TL £ 9,

10. ZYR—RFF—IX—Jv DI T ZAXLEDNRTL—XZAALFT,
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

N TRTOF—HEEHINTVWS =B L £, security key-manager key query -restored false

There are no entries matching your query.

@ restored/\ > X —AX TfalseZx 7«1 LR T 356, BRIIRTINEE Ao

122 N—kF—D5D ./ —RDFT/\ w2 . storage failover giveback -fromnode local

A7 a 2 AR —BEY—N\HIRESNLI T L

ONATPT — b XZa—D'SNALF—EEY-ILOREZ ) AT LET,

E¥E= AT 380IC

NEREF—FIEY—IL (EKM) OREZ A RT7T3ICIFE. XOBHRHISIBETY,
* BT S XK/ — Kb 5icfcard/kmip/servers.cfg7 7 A LD AE—. FITRDIBHRHIBETT,
* KMIPH—ND7 KL R,
° KMIP'—.R_ I\o
* Bl 5 R A J— R Dcfcard/kmip/certs/client.crt7 7 1 LD AE—. F£7=ld7 51 7> MEEERZE,
*BDY SRR/ — RH 5D cfcard/kmip/certs/clientkey 7 7 1 JILDAE—, FEUVS14 7>+

o

*RBIDU AR/ —FK (KMIPH—/NCA) D/cfcard/kmip/certs/CA.pem”7 71 JLDOIE—,

FIE
1. ONTAPD T — b XZa—Hm6F T2 a>NMEBERLEFT,



2. 7

a.

b.

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

AY 7RI INS. HELBEREZNELLZCZHRLEFT,

Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}y
Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n} Yy
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}y

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y

RKRODICROTOY T b 2ERBITEIEHTEET,

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}n
i. Do you know the KMIP server address? {y/n}y

i. Do you know the KMIP Port? {y/n}y

3. RDETIOVT FOEREAAILFT,

a.

b.

Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:
Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:

17
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Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. YAN) TOEZINTTLET,

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.



S. T—=hXZa—h564T7>31%:ERL T, ONTAPO T — b ZHHTLE T

R b b b b b b b I b b b b b b b b b b b b b 2 b S b b b i b b b b b b b b b b i b b b b b b b d b b b b b b b b b b b b b b b b b i 4
*khkhkkkhhkkhkkkkkkKk*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R e b b b b b I b b b b b b b I b b b b b b b b b b b b b b I b b b b i b b b b b b b I b b b b b b b b b b b b b b b b b b b b b 4

R b b b b b b b b b b b b b 4

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 1

T— b XT 1 7 OB DILIE

BEOT—FRICERFIVIZRTLTAML=—2ZF TN I L. T b ATAa 7O TOERZTT
LEY,

1. AV —ILOHHEERLE T,
aAVY—=IJLICkRREINS 1EE

RE

AJ+a>7O>7k FIE6ICEA T T

FINvI=EFTo-TWE a NX—+rF—2d>bO-—-3cQd1>LEd,

3_ oy »
b. storage failover show_JI¥ > FZFERAL T #—4~v > +O—-3TF
TNy I DEFNTTLTWB L ZRELE T,

2. N—hF—a>bO—Z232YV =T =TIz L. _storage failover giveback -fromnode local-only
-cfo-aggregates true_ AV Y FZFERLTEX— v bAY FO—F AL =X TNV I LET,

T RVBEDLDICARY FHRRBLIBEIE. T AT ZYPENICOALE T, L. K
BOT+4RVZ2RITMBETIE. T4 RT7Z2ROY MIHFLTEEET,

e N= b F—DE B TTTVAWVLDHICAT Y FHRKRBLEBEIE. HAT TS X7 LDN— FF—HF
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TREEAETNZ ETHHFEE T,

> NDMP . SnapMirror . F7zl& SnapVault ® 7O XA RETIT Y RHKK T 35515 %0)7’I:|
TAZEMLEFT, FFHICOVWTIE RETAIRFaXY b RZ—ZBRLTZT

3. 373F > TH 5. _storage failover show AY Y REFERALTCI T AINA—N—XT—2 R EHERBLF T,

4. clustershellZ?0 > 7 b T_network interface show - |s home false_commandz AA7L T, A—LALOd> ~O—
SESLUVR—FMIBVGRESA VY E—T 1M X2—8XRRLET,

ERTEINZA U E—T 21 ANHB5HEIE false. _netintrevert -vserver Cluster -lif nodename 1<
VRZEFERALT. #N6DAYR—TJ 1M RZzR—LAR—MMIRLEY,

SO. A—4w haAr bO—ZI2aAYY =T —TILZHEE L. _version-v_< > FZ3E1TL TONTAPD/N\—
TarvaERLET,
6. #{FEH L storage encryption disk show CHAOZEMEELE T,

7. security key-manager key query AY > K ZfEHAL T, F—BEY—/NICEWINTVWSEREEF—D+F
—IDZERTLET,

c YR RTEINTHT L ="yesltrue' DIHZEIF ' RT L ' XBETOCLRZTETIBZENTEEXY

o =X HIHLUNDIEGE Key Manager type external Restored ‘yes/true'l&. _security key-manager
external restore_command% £ L TERAEF—DF—IDZJ X 7L F T,

() IRV EPRBLEBSER. DREI—FE— MIBMLEDE LT,

o =X FIHLUNDIEZE Key Manager type onboard Restored ‘yes/true'|&. _security key-manager
onboard sync AY > REFERAL T, BESTNhI/ —RTRELTWS AV R—REx—%2REHAL £,

security key-manager key query_commandZz{£EFH L T. IR TOEREF—DIIN=TH 3 _ & ZHE:R
L £9 Restored yes/trueo,

8. N—hrFr—a>bO—-3ICa>V—IIT—TIzERELFT,

9. storage failover giveback -fromnode local AY > REFERALT. A>bO—5%ZFINvILET,

10. BEHF TNy I =EWIC LIEEIE. _storage failover modify -node local-auto-giveback true_ A< > R %
FERALTURNZLEY,

11. AutoSupporth BICH > TW3IHEIE. _system node AutoSupport invoke -node *-type all -message
MAINT=end_commandz L T. ¥—XDOBEEER%E ) X b 7 £ 723 IMHIRRL £,

& L /-8B 5h % NetApp iR L % - AFF A70. AFF A90

BEDHIWEIE. Fv MHAEBT S RMAIERZICH TRy M7y FITERFILTKL
7230, ZBBELTLLETVW "N =Y DM EATHE" FFHICOVWTIE. Z8BBLTLEE
Lo

’

~

_v_\

‘s

S v — S MD3THE- AFF A70. AFF A90

‘s

=% T BICIE. XYL, A O—FFSa—I)l. BELUNVMe RS04 7%
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storage failover show

. AT Lih MetroCluster 188ICH > TWBIGEIX' OV FO—5DXT—2 XA %% L £ MetroCluster
node show

MetroCluster # Tld. RIERIBEDOREICRZ EFTHADI MDY, COFRRATEIY FO—F0DK
EHREBRAICEDET, DRIF—UVTIFBEMT. BEE—FICAD X T, MetroCluster node show
-fields node-systemid' A< > RDOHAICIE. MetroCluster FRENBEDREICRZ X THW X T L ID
NRRINET,
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. ¥ 27 Liht MetroCluster BREICHE > TW3BEIE. I MO—SHBRINTVWR CZRERLE
9o [ MetroCluster node show -fields configurion-state J

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

6. > rO—3IC. MEINBRY 2a—LHEFEETZ %R L E T, vol show -node node-name

1. ) J— b ROBMTA VA —N—%Z8EHICLIHZBEIE. ER%A D> O— 3T storage failover modify
-node replacement-node-name -onreboot true ZBICL E T
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. MetroClusterf8fiD > XA T LADFEIE. AV FO—FDRXT—2XA%=EH L £9, _ MetroCluster node
show_

MetroCluster #p% Tld. RBRICEFEDREICRZ FTHIDIDEFT, CORFETEIY MO—5OR
RNREBAICHEDET, DRIZT—U2JIEEMT. BEE—RIZAD £9, MetroCluster node show
-fields node-systemid' < > RDHAICIE. MetroCluster 5REN BEDREICES FTHWS X T AL ID
NRRINE T,

7. 3> bO—371" MetroCluster #8IC% > TL335E1E. MetroCluster DIREEICIE L T TwDFRBEED T
A PREZYA DIV PO—FTHBHBAICDRAE—LID 71 —ILRIZT 4 R DTOFRBEENRTS
nsZezmaiLEY,

ChiE. RO\HICEZET B5EICBETT,

> MetroCluster 8RN X1 v FA—/N—IRETH 3,
AV EA=IHTAHFREY A LDT 4 AT DBREDHREETY,

ZBELTLIEEW "4 / — R MetroCluster #5 TD HA 741 7 F —/N\—& &V MetroCluster X1 v
FA—=N—HDT 1 AVFREHEDEE" ZB8B LTIV,

8. MetroClustertgfiD > X T LDHEIF. FAV FO—FHREINTVWS IR LET,
MetroCluster node show -fields configuration -state_
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. 82a>bhO—3Il. BESNZRY2a—LHEETZI =R LE T, vol show -node node-name
10. A AL —=VBESIEDAEMICHE>TVWEIGEIE. EEEX VXN T I2HRELRHD £7,

N UJT—-rROEBITAIF—N—ZENCLIBEIE. EERI> O—FH5BMLF T, storage
failover modify -node replacement -node-name -onreboot true

12. AutoSupporth BEXIC A > TWBHBEIE. AYY REFERL T7r—XOBEEERZ U X b 7 7 (3HIfR
FRL system node autosupport invoke -node * -type all -message MAINT=END % 9,

FlE6 :EBENRKELIN—VEXY FT7 vV FIRINTS

BEEDHBDEmIE. Fv MBI S RMATBREICH > TRy b7y FISRALTLEEW, 2BBLTL
72EWVWN— Y DIRGE E AT FEICDWLWTIE. ZBRBLTLIEEL,

NV/\w T 1) D3Z#a- AFF A70. AFF A90

NV NNy T )BT BICIE. I bO—FFDa—IILZEDOAN L. /NyT ) ZEED4
L. NwTFUEKZHELTHS, A FO—FES 21— I)Ll2BERDHITRINELRHD £
ER

JRTLDEDMDIAVR—2 DB ITARTERICEHELTVWEIREN DD ET, MENDHIHZEIF. 4T T
ALY R=-MMIBEVWEHE I,

Flg1 :EBEOHZI>bO—FZ> vy MUY LET

ROWTNHDA T a>eEALT. BEOH3 I bO—5> vy MUYV ERIETAIF—N—LZF
ED
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