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boot recovery -partner
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Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

T—=bAXATA4T7DAVA =)L) AN) TOLZAZER/RLEFT,
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SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREINTLES. AVR—F F=I%—Jv—DONvIT7v T T—2%ZANLFE
ERS

INZATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.



f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIAT YV EF—T 71 ILORBOAIZRTLET,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :

11



KMIPY—NT7 71 ILORBOBIERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 1TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

* R—bFDIP7 KL X
" R—bDOXY RIYRY



" TIFINT =T ITADIPTRLR

—KHBRy FT—ORETOV T OFETRT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINABVEE. PRTLIRELEL. I5—BLVESAyE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner
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F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be

available.

KA A A A A A A A A A A A A A A A A A A A A A A AR AR AR A A A A A A A A A A AR A A A AR AR AKXk ko k
w ATTENTTON B
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE
ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli

HLET, "ICBDET,
MEEL7-7 — b X5« 7 %NetApp|liRE] - AFF A900
AFF AQ00Y R T LD AVR—2Y MIEEDNRE LIHGEIE. BENREE LM
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ZNetAppllIREIL TL 72T "IN—Y DR ERIEFRICDOWVWTIE. R—PETE
<TEELN,

T—bXT47 -FFH) AN

T— b XT 4 7OFFH) H/)NV) T —2 70— - AFF A900

BB HOHESR. BEEAT—2 A0SR, 2> hO—Z0> vy o>, T—KF X
T4 T DR @\Utmu4x SRR, BELDET. ¥R T LEEEDKRIIZ{To
T. AFFA900R FL—2 S RTLDT— b AT 4 7D LE T,

A=Y XT7 LHONTAP 9171 EZETL TVWBIEEIF. "B T — FEEFIE" . > X T LTURID
N—23 YDONTAPZEITLTWBIHEIE. FBT— ) ANUFIEZERTHENDHD T,

o "T— b A5 PEAERR"

7\_ I\ >( 7__"( 7®§ﬁg1¢%ﬁﬁm.\ L/ i —g_o

"EEtF—DUYR— b BELVRT—Z XDOHER"
SRATLTEFaAUT 4 F—EERENBNICR > TVBRINESLEINT 1+ R B EIH ZHRLF T,

avbO—S%> vy k& o"
— b XT 4 TEXBITIRELRHIESIE. I bO—-5—%> vy U2 LET,

N\

"T— b AT 1 T DI

NEELIET—MXTaT7E2ATLBEBES 2a—IILASEOAL. AT — M XTa 7Z2RDAITT
USBT7Sv T aRSAT%ERAL TONTAPAY X—J%Enx L £ 9,

I 1@
Wm

"UANIARXR—=TET—RLET"
USBRZ A THSONTAPA X =% T—hL. 774 RTLED) AN LT, BREZHZHERALET,

"FYATAI"
ONTAPT —h XZa—H56AVR=F F—= IRV viBRITCIINBF— ¥ R—D v ZEBTLET,

"BEEDHDZI/N—VEXY Ty AITRAMLEFT"
PEEDHZEmIF. Fv MIABTS RMATBTREICH > TRy b7y AR L T TV
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FENT— b XFT o 7 ANYDEH - AFF A900

AFFAQ00 AT LD T — b AT 4 72T BHIIC. RBEIEBICITOHDICHRERE
HEFBELTWARZEZERELTLIETV, CNICFE. BYBRRASL—ABAE2DUSBY
Sl aRSIATHH3. BLOKEBERAD T — T NAADELWVWT & DESEIS
FNEJ,
AL =S ZFTLMONTAP 917 AL EZERITLTVWBIEBAIE. "B T — FEEFIE" . X TLTUEID
N—= 3 DOONTAPERITLTWBBEIE. FEI7—MJ)ANUFIBEEZER T I2HELRHD £,
USB 75w a RS04

*USB7ov>a RSATHFATR2ICT#—<X v hTNTWBRZ =R LET,

* USBICIZ TR BRERENHVETT ‘image_xxx.tgz' 7 71 Jlo

771 IILD%EE

JP— ‘image xxxtgz 7 71 ILEUSBT7 5w a R51 TITRELET. COT 7 ILiE. USBT7Swvoa
RS T %ERL TONTAPA X—J X E SICERINE T,

ERam A

MELOVR—RY bZNetApphREITARBAIVR—R > FERBEL T,

> hO—>—#5

BEOHZT— M AT 7EXBETZESIE. ELWVWI MO—-JICOAXY YV REBERTZ EHEETY,
*EBEOHDZAVEPO—F— F. XTFURAEEFTLTVWS I MO—5—TY,

s EEARIO>MO—-F I BEOHZ I O—-—FDHAN—F—TT,

RDFIE

T— b AT A TOSBRBHERB LIS, ZRTTZVENB D EE(LF—OYH— F T = XT1 7D
278 AEHRT 3",

EE{t*—DHR— b XT—X XDOFESE- AFF A900

A=Y RTFLDOT—R2EF 2T 2RI BICIE. BELF—DHR—br7
— M T TDRAT—RAZHERTINENHD £9, ONTAPD/N\— 3 > TNetApp
Volume Encryption (NVE) DAHR— kI TWBAHESHhZzHERL. A>bO—5%>
vy M OVTBENCEF—BEBY—IDBT I T FIZB2>TVWBHhESIHhzRERL TL
EEL

ARL—US ZF LHONTAP 917 1L EZ T L TWVWAIBEIE. "BF T — FEEFIE" . X T LTUREIO
N—3 VDOONTAP 2T L TWBIBEIE. FHT— M) ANY IO R ZEBIIRENHD 9,

2TV T1:NVEDHR— hZHEZR L. ELVLONTAPA X—2Z2 4O >O0—R$3%

T— bk XFT 4 7ORIRIBETIRONTAPA XA —J% AUV O—RTEBSELSIC. ONTAP/N— 3 > HNetApp
Volume Encryption (NVE) ZH7R— kL TWBADE SHZHERLF T,

FIE
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BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT —k XZa—h'S5@BYRA TS a>vE&RLET,

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ER=RIR Y BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —N—DTF7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 71 )L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (IS4 T7 > kF—)

37



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 EBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBZASIL £ T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEIX INv I EEMLIZBEIXVANTLET,

storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

MIE L 77— b XT « 7% NetApp|ZiR#] - AFF A900

BEEARELLN—VIE. v MR GDRMAJIE/T%L:?EO'CNetAppL REILTL 2
Wo "/N—YVDiRGEAHFHFMICDOWVWTIE. R—=JEBBLTLLIETL,

S—

=% ATHLTLZEL - AFF A900

v —IRTPITBICIE. BREE. Ty A hO—FFVa—I)l. II0E®Sa—
JL. DCPM ED a—IZEWRONTHRELRHDFT, BEDHD>v¥—H5 USBLED
EJa—ILEZERDOAL. BEOHZ > v—%RESYIFHIIOIATLTVYERY b
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MEEDOAL. RIEAY vy—2ZAAEDMUEICED T T, IR vy—IC AV R—
2 RERDMSITE D,
SATLADEFDOMDAVR—2Y IR TEEICEHEL TVWAHRELRHD £7, MELHZERIE. 8T T
JZAIGR—MIEBVWEHLELTIEETL,

* COFEIF. PATFLTHR—FEINBZIANTDON—320 ONTAP TEAHATEF X,

* COFIBIES AT LOELEZHVET, 2 /—FISRXEXTIEFY—EINRTELRIELEL. YILF/—RT
S AZTIFERDRICIEIEL E 96

Oy bO—5%> vy hE T2 L ET-AFF A900
J¥bA—3%> vy b4 LET-AFF A900

CDFIEIF. 2/ —REERDATLDNTRRTT, V7 ARICT—EXZRETIEDIE
BRIYy MU YOFHICOVWTIE. ZBRBLTKIEEVW' AL =YY AT LDIESR
Bvy DY ECEBRBABRRA A K- NetAppF L v IR—2"
TEXRZRMa T BR10IC
CMBLRMEREILTUIOvILAH D ez LET,
° ONTAP DO—NILEBEDIL TS vl
° £ FO—5DBMCAD T 7t R4,
C HRUIHBRTE USRI R > TWB ezl L £,
* Uy MEYVEIORZ M TS OF 1 AERDEED TY
c BMERFTLET "V ATLOEEEF T VI
° ONTAP Z2 R T LOWR) U —RICT7 v TIL—FLET,
c WIFNNEMERLET "Active IQ U TILRZRTS— b URY" YRATFLAYER—R> FDLED%
ECBEVATLICERELTVWIEEEZEXELET,
FIE

1. SSHZFEAL TI S RARICOTA YT EH I AZHNOAERD ./ —RhroO—ALoa>Y —ILr—T7
WesyFhyZIaryy—lzERLTAJI > LET,

2. gRTDIZFATYMRAMDSRY TPV T RTLEDT—IANDT VLR ZELELFT,
S ANENY I Ty T3 TE—RELELET,

4. AutoSupport ' BRNICEHE > TWBIBEIE. T—XDERZINFEIL. X TLEZF 754 VIS 3HE %S
ELEFT,

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5 §RTDISRRZ/—RODSP/BMC7 KL ZERELE T,
system service-processor show -node * -fields address

6. V522> ERTLET,
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(D)  Bpor—7LiE COFBOBETIY FO—SESa-LICERELET.
5. 0% FO—5EV1-LOBEOHIFERT LET.
a F—TAIEIAY FFENAREEEROGITOEVEEE. ROFHELET,

b. A rO—FEDa—ILEIv—IICHAL. SYRTL—2VETLOND LIRLIAATRERICES
LETo

@ X ZDWIE =R, A2 hO—FFD2a— L2 XA LTIy —2ICHAT
BEBICHZEANTERVWTLET W,

OV PA-ZEVa—)ld. v —YICRRICKREEINBZEICICT— b eHRBLET, 7—-hT7O0EX
ZHHICTEBLDICERLTEETE Y,

a Yy rO—SFEDa—-IILOALNYERIILEZOYIAEZ CREGIEET,
b. BEIX=a—IC Ctrl+C F—% L T ' EE7Ot X =HhrLEd
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C. LOADER T/ —hr923A4 > a>vum=ERLET,

SRTLER BT L TSR LEY (AFF A900)

N=FOTT7ORENTET Lico. A FO—5DO IS R T LiEK S L.
MBEBICHC TR TLREZBRELEX T,

FlE1 : >R T LRI ZRE L THET S

BRI FO—SESa—IJ)LOBRERZIE. HARTZOEER I M O—FEVa—I)L. FHIEXEZVR
TOVIBEOEETEZ X1 LY —NICES L THESREITZINELRHD X7, AR EELA—HLAVESIZE.
BZIDEWCEZ 751472 FOEBELEZEFSCTEOHIC, KA MO—ZED2—I/)ILTCHMEEZZ VLY +

TRRENDDET,

CDRRVIZDOWVWT
CNSDFIREDIARYFZELVWS RTAICEAT S CNEETY,

* replacement _node |&. COFIETEE ./ —RERXBELIEHFLLW/ —KRTY,
* healthy_node I&. _replacement _node ® HA /X\— 7+ —T79,

Fl&
1. _replacement _node |C LOADER 7O Y 7 FHARREINBWVWERIE. X7 L%FLELTLOADER 7O
YT hERRLEFT,

2. _healthy nodeT. ¥ XTLKE%EMHELEJd. cluster date show
HEHIRE SN A LY —VICEDVWTWVWETY,

3. LOADER 7O Y7+ T. _replacement node ® At & BZ= 3L £ 'how date]
Bt LB ZlIE GMT TRRSINE T,

4 REICISEC T, A/ —ROHRR%Z GMT TEREL £, ‘et date_mm/ddlyyyy
S MEIZIHU T, A/ — ROBEZ%E GMT THRELFJ. [settimehh : mm : ss |
6. LOADERZO > 7 ~T. _replacement_node® A= FEEEL £ 9 show date

BT ERIE GMT TRREINF T,

FlE2 : 2> bO—5DHAREZHEEEL TREI S

OA>bO—ZFZa2—ILD THA] REZERL. BEICKSCTOXTLEBRICEDE TREZEHITINE
rHOFd,

L RXEAIY FO—FEZ2—IILORTFE-—RT' IRTOIAVER—X> rHEL HAREZRRLTWS
C e xHESR L £ 9 HA B DB SIS 'ha-config show E RIRETNE T
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2T LDIERK IARTHOIAVKR—FRY LD HA DIREE
HA <=7 =0 AN

4D2ULED/—RESD MCC
MetroCluster FC #&8%

MetroCluster IP &R mccip

2 RASNOADFO—FED2a— DS AT LREND AT LERE—HMLAWEEIE. O>hO—5E
2 a—JLD HAYKRE% T ha-config modify controller A 2 state | ICERELE T

3 RASNDVv—Y DY RTLIREDN D AT LERE—BLAWVESRIE ' v —>D HAREZHREL £
3 HA config modify chassis_HA-state

DRATLICT—=TIIN=BERELEXZT (AFF A900)

AML=UELURY =T8T —TILTEERL T HAFIEZHITL X
ERS

FIE1 : AT LICT—TIL=BEELET
AV rA—ZEVa—ILDRAL =Ry b T—0% =TI TBERTZVELNHD £T,
FIE
1. ORFLIT—TIIL2BERELET,
2. RfEALT. T—7IIEGHINELWVW & SR L £9 "Active 1Q Config Advisor”s
a. Config Advisor # 4 >O—RLTA VX r—=JLLET,
b. 2—4y b AT LDBERZEANL. T—RNEZI VY ILET,

C. Cabling 277Uy L ' HNHZHRLEFTIRTDT A ATV TIILTHREEINTVE I, &
UIRTDT A RAVBHNICRTIINTVWB 2R L. 7—7ILERICE YT 2MEN RO o 1t
BRIMEELET,

d ZHI232 720Uy LTHOTr—7I)LERZER L. Config Advisor 'S DH N ZEREEEL £,
SRATLID &7 4 RVE DY TIERIEINVRAM EZ a—I)LICHDFF, NVRAM EZa—)L

(D)  BIYrO-SES2— L LERIOES2—LCERIATED. 1Y FO—5ES2—L0
Sl & BHRIEBD F Ao

Flg2 : 7 RUV%FBEODHTITS

HARTZDA L= X7 LDBE. FIEBOKRETE INYIAETIND . LWV M O-FED 2
—ILDIRATLID DT AZICEEICEIDHTSNET, _replacement controller & 7 — kL7 FIZ>
ATLID DEEZMHR L. TOEENREINILCCEZHERTIBENRHD £,

COFEIE. HART D ONTAP ZRITIT BV AT LICOABEERINE T,

1. _replacement _controller H* Maintenance €— K (*> 7OY 7 hHRRINTLS ) DIFEIF
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'Maintenance E— R%##7 LT 'LOADER 7O 7 b :halt ICAF T

2. OZFLIDDB—HLTVWERWVEDHICO AT LID Z EEZTE3HNESHhESRSNTHEIF boot_ontap
Tz ABRLT OAYhO—F%T—MLET

3. _replacement _controller 11 >Y —JLIZ Waiting for giveback... £ W5 X wtE—IHRRIND FTHESL.
EB7I>bO-FD05 HILWA—FF—2XTLIDABEBNICEIDETONTVWES 2R LF
9, storage failover show

A Y REAICIE. BEOHZ AV FO—STUATLIDAEEINECEZTIAVvE—SHARRS

. ELVLVEWID EFHLWID A RENE T, KRDFITIE. node2 DR|EHAEEIN. FTLWLWS X T LA
ID £ LT 151759706 h'3REINTWLE T,

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4 EEZIA>rAO—5Hh56. ALV THIRTRESNCCZEELET,
a. advanced #ERRL NILICHIDE X FJ . [ set-privilege advanced 1
advanced E— R THHATI AN ESH EESR TS AV T hARREINTS. Tyl CAALE
9, advanced E— RO 7OV T rHRRENET (*>) o
b. 37X T IRTHRIFELEFT, [ system node run -node _local-node-name_partner savecore |
C. savecore ANV Y RDETZHEL THSFXF INYIERITLET,

ROOAR Y RZ AT B L. savecore AV Y ROETKRRZEHRTE X, 'system node run -node
_local-node-name_partner savecore -s

d. admin 1R L RIJLIZRD £9, [ set -privilege admin J

5. ARL =YY ZAFLTRIML=UF IR a—LOBSEARETNTVSRHEIF. FVR—FF—8
BEARF—BEOCE5ZFEALTLENIHLET. ROVWTNHDFIRICE > TR ML= FfldR
a—LEStEEZ VX T T3HEN DD ET,

S FYR— RF—EEOBSF—EUZ LT
O EF—EEOBSF -2 T LET"
6. 1Y hO—5%F TNy LET.

a [EgRIAYFO—5H6. RTLEIDMO—FDAML—SFF TNV I LET, storage failover
giveback -ofnode replacement_node_name °
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_replacement _controller (X ML —SFTFAON Yy I LTT—r2RETLET,

SRTLIDDB—HLBWVWEDICSZATLID ZEETTEINESIHZEERT A vE—IHRRIN
THBBIRY EANTBIHEDNHD T

(D) *#INvomEESNTLARAR. EEEEDICTSH LERFL TS,

FHRICOVTIE. ZBRBLTKEETVW'FHF INY IOV R ERZERIBZ M E YT,

a XFINYINRT LIS, HARTHIERT. 740 F—N—D0IggTHB e zfBLFd, T
storage failover show

[ storage failover show | AV FDOHAIIC. N— b F—XyE—ITEBEINLEIATLIDIEEE
nExtA.

TARAIVDELLEIDEToNZ ez L E 9, [ storage disk show -ownership

replacement _controller IZB S 37« XVICIF. FILWS X TL ID BARREINE T, XDFITIE. nodel
TRAEINTWET 1 X712 FiILWSO X7 L ID 1873775277 RAEINTWVE T,

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. & 2 F Lt MetroCluster #ERICE > TWAIBEIEX' IV FO—SDRT—X A% R L £ 9 MetroCluster
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node show

MetroCluster #B Tld. REBRICBEOREICRD FTHAIND FT, CORRTEIY FO—Z0DK
EBHREBRACEDET, DRIF—UVJIFEWT. BEE—RICADZXT, [ MetroCluster node
show -fields node-systemid™ | A7 > RDOHAICIE. MetroCluster FREHNBEDREICED FTHULI X
TLID BARREINET,

> bO—5H MetroCluster #RIC > TWB5EIE. MetroCluster DIREEICIE L T TTOFREELT
APREAYA DAY FO—S5THBRBEICDRA—LID 74 —ILRICT 4 AVDTOFREEINRT S
NB3Z xR LET,

ChE. ROBHICEZETIERICHNETT,
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback
(HA mailboxes)
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. 82a>bhO—3Il. BESNZRY2a—LHEETZI =R LE T, vol show -node node-name
10. A AL —=VBESIEDAEMICHE>TVWEIGEIE. EEEX VXN T I2HRELRHD £7,

M. V7—-rROEB T V4 —N—ZEMICLIIHEIE. [EEA D> O— 3 T storage failover modify
-node replacement-node-name -onreboot true ZBIC L E
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1. AutoSupport " BZNICHE 2 TWBIFEIE. AutoSupport X v —JZ U L T —XOBEEER%
ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
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