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RIL—UH 5L, MFTCIAMO—FEFEDa—-ILz>ovy—0 569 L ET,

—\ )

S . AV hO—FEVa—I/IZERL. FSTRELIGAICEEE T,
6. hN—ZRICIF. BWRTZXSAFLTAN—ZAL. AN—Z LIFTHEET,
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FE2 : T— M XTFa T7EBELET
AV RO—ZFEZa—IIDT—rXTa 7OHPAEREZEL. FIBICRE > TRIETIHRELRHD X7,

1. ROREIFAY FO—FFEZ2—ILOFRUR Y FZERALT. T—hXT 1 7OBFRZHERLE T,

2. T= b ATATT—RDBEVRZVERLTT— b XT A T7ET—ZADS V=L, T—=rXF1 7Y
Ty RSO DEFEFHLET,

C) YTy b T =M XT o THIEETIREEMEN H B0, T—rXFT a0 T7%ZRLC 27D,
BHCF|IFHLEED LABEWVWTL T,

3. MRAT— bATATDIHZET— b XTATVYT Y MIEDE. V7Y MIPoKDERLIAZET,
4 T= b XAFaT7HELVEETY T Y MIRSICREIN e 2R LE T,

BEICHLT. T— b XTo7Z2ROALTY T Y hADEEZPDELET,

($)]

D= AT T7EBLTIFTC =T T7T5—ROEERZ > % IEDAHET,

6. A bO—FFEZa—-ILOAN—Z=FHLET,

FIE3 : T— A X—CHT— b XF o FICEELET

AAX=—ISHRA VR P=ILEINFUSB 75w aRSAT%#FERALT. KIEAT—MXTATICOATLAX

—VBAVAR—ITEERT, 1L COFIEDORTHRIC var 771 « DXATLZV AT T 2HEDH
DEY
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*FAT32 |7 #—< v hENiz. 4GBULEDBENDUSB 75 v aRSATHBRETY,

BEDHZIY EO—FHRITLTVN=J3 VD ONTAP A X—2J OO —, Ry E 7y THR—
Y4 h®D *Downloads * | £ a3 hbBYRAX—S2A DO YO—RTEET
° NVE B"B#AEEIF. 47> 00— RRZ2DIERICHE> T, NetApp Volume Encryption Z £ L T
AX=UHATO-RLET,

° NVE BBEMICER > TLWAWEEIF. 40 >0O0—RKREZVDIERICRE> T NetApp Volume Encryption
BLTAX=CEAT>O—-RLET,

*HARTZDI AT LDFZEIF. Ry FT—VEGHRETT,
c ARAVRTAVIATLDGEIERY N —J#GIINELHD FEAD. var 771 AT LE) X b

T LI EITEMDY) T— b ZRTITIHENHD FT,

FIE

1.

A bO—ZEYa2—-IIlDmE>v—2OFOFICEHLE. I MO—FFDa—-IILEZ AT LICH¥SE
TE2LIAAE T,

T=TIUIRZIRXY b TNA RZ2BURDNIF. BEBIEC T AT LICT—TILZ2BERLE Y,

T—=TIIEBERTBFIE. XTo 732NN —% (SFP) HEOMITELTLIEETW (X773 VN
—RAEROANLTISEE) o

- USB72v2abkRZ4720>rO—5E2a—I)LOUSB 2Oy MMIEALF Y,

USB7Zv aRZa7E USBOAVY—ILR—FTIEAEL, USBTNARADINILAFWEZZO
v MIED AT TS L,

A bO—SFDa—IIlZATLICERBEFTHLAA. ALNYRILOMNENUSB 75y aR3q
TICFHLTVWAEWS EZRERELET, ANV RILEBCIHLAATIY NO—SEDa—-I)L%E
L. ALNYRILZRALC. BIDFIFRJ %D E T,

a>hO—3ZlF. vy —JICRL2ICED TN e IcT— 2R L £ 7,

(B8 — 2RI AEZIICCrI+C F—%ZHL THILE ... 1 ERRINES. T— O ZHERL
TLOADER 7OV +TELELET

CORXYE—IPRTINBVEEIF. Ctri+C F—Z L. XOTF UV XE—RTEHTEZA T a >
ZFERL. O +O—5%fFLELTLOADER E—FTEBILE T,

JANVARXR=2%2T—FLET,

"boot_recovery ONTAP_image name_.tgz *

MNimage.tgz | 7 71 )ILD%EIH. [ boot_recovery 9_4.tgz | D& 5 7% image.tgz AN D
@ bDOTHBHEIE. [boot_recovery | AXY RICELRDZ T 7MIN2ZBODIRENDHD F
ERS

SRTLBT=bLTT = XZa—DREFEN. T b XA=—JHLDANERDONFT,

-USBI7S5v2aRSATEDT— b A=—JBEANLFT,

" _image_name.tgz *
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‘image_name.tgz’ B’ 1 VX b—ILENB "EFERIY SO—SHS NI T v TR (var 77 1LY
ATL)ZVRANTTEELSICKDZTOY T EDBRREINET

8. var 77 1IN AT LEZETLET

2 2T LB (S

oy D — a Ny o7y TEBREETTINESHERRT I XA vE—IUNK
Tonfs 'y #LEY

b. ¥4I hO—S% advanced #ER L NJLICEREL £9,
I * set -privilege advanced * | D& SICEEL XY
C Ny IF7yTOURNTIARY RZETLET,

system node restore-backup -node local-target-
address_impaired_node_name _

d J>hrO—3>% admin LRILICEL T,
'set -privilege admin

e ERXINIBHZRERITINESIHNZHRET DXy E—IUHKRR
Tnfco y Z#LEY

favrO-SoBESHZROZ 7OV T ERRRINS Y %
WLET

o

Xy T —OBENHD FEA Ny o7y THERZETITZLDICKOOSNTS 'n' ZILET

b. 7Oy FhHKRRINE. PXTLEVT—FLET,

C. RinENT=XZa2—H5 T *Update flash from backup config * (
syncflash) | 77> 3> EFRLET,

BHZHITI2DEIHZERRT Iy E—UHRREINES Y
ZRLET

0. BEZTHAELLHREINTVWS I xR LE T,
a. J> +,O—3FICLOADER 7OV +ERRLEF T,

ONTAP ZOY 7 rH 5. T system node halt -skip-lif-migration-before-shutdown true -ignore-quorum
-warnings true -inhibit-takeover true | V¥ RZfETET X9,

b. printenv Y > FZFRAL T ' RIEZHOREZHALETT

C. BRIBEHAHIEL K RESTNTULARWEEIE 'setenv_environment_variable_name changed_value ' 1<

YREFRLTEELEFT
d. 'aveenv' YV RZFRALTEEZRELEXT
e J»hA—2Z2)T—FLET,
10. XOFIEIE. > RTLBRICE > TERD X7,
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2 2T LDIER (S

ARV RT7OVERTY aA>bA—50) T —hFRICODATLOFERAZRBTEEY,

HA R7 EEDHS > O—7FIC T Waiting for giveback... ] £WS X vt
—UHNRRINH. EERI> bO—SH5FXF TNV IERITLE
ER

a. EEAIYbO—3H5F TNy IZRTLET,
* * storage failover giveback -ofnode partner_node_name _ *
LD BEOHZ 2> bO—ZFOF7 TV Tr—rEXURD

A—LDFEEZEERIY FO—SHEEBEDHZ Y FO—
SICEYT 7Ot AP EINEd,

FINYIMEBTTINTVEIHEIE. IEEEEYN
C) ICTBI R LTS,
"HART DEE"
b. T storage failover show 1 -giveback AV > RZFERALT. £7
Ny DB DES ZEBEHRL £,
C XTINwIMEBMNTET LS. T storage failover show | O >
FEFEEALT. HARTZHERTTA VA —N—HDAETHDC
CEHRLET,

d. T storage failover modify ] A< > REFERAL TEEF I /Nv D
ZEMMILIBER. BBMF TNV IZUX T LET,

DANJAAXA—AFFC190 2 J— L ET

AFF C190> X T LD USB RS A THBONTAPY AN 4 X—J%EBILT. T—F

XT4T7%BTLET, COFEICIE. USBTSwv>a RSATHho6DEE. 771
AT LDIET. RBEHDIRILE. AT« 7ORBEOIY FO—SDBEDI;E

ANDERIFFENT T,

AFF C190> X2 T Lldk. FEOT— b XF0 7 UANVFEOAFZ T R—FLET, BT —b XFTo7 1)
ANVIEHR—RINTULEE A,

FI&E
1. LOADER 7OY 7+ T USB 75w aRSATHBUANIAAX—I%T—FLFET,

'boot_recovery
AX=UNUSB 75y aRSATHBRUO-RENET,

2. 7OV T EHREEINCS. A X—DDRFIZEANTZD. BEHICKRRENLT 7AIL DI A-%E
DEFFEALET,
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var 77 1IN AT LZETLET

2 AT LB (S

Xy b — a.

Y T —TEGHDHD FEA

o

NI Ty TR ZEETTINESIHEHERTIAvE—IHK
meNfes 'y Z#HLEY

[EERI> bO—5% advanced R L ANJLICSREL £
[ * set -privilege advanced * | DK SICIEELET
Ny OT7yTOUAST7IRYRZEERITLET,

system node restore-backup -node local-target-
address_impaired_node_name _

> bkO—5% admin LRJLICEL 9,

'set -privilege admin

BRINEBRZFERTA3NE O ZHRTEIXAvE—UNRER
Thics 'y ZHLET

> hO—Z0BEEZROZ IOV T rHARREINES Y Z
WLEY

Ny o7y THERZE'TTdELDICKkODONTS 'n' ZI|LET
7OV 7RI EINTS PRTLZEVT—FLEFET,

KRERINTAZa—h5 T * Update flash from backup config * (
syncflash) | 77> a>EBIRLET,

BRI 2D EIHZEHERTEX v E—IHRREINES Y
ZRLET

. > rO—5ICLOADER 7OV 7 ERRLE T,

4 RIBEHHELKRESNTVWB L ZREELE T,
a
b

. printenv AY Y REFERAL T REZHOREZHRLET

c. BIEZTHAHEL CERESINTLAWEEIL 'setenv_environment_variable_name changed _value ' <

VRZEFERALTEELFY

d 'aveenv' AV REFEAL TCEEXREFELET
S. MDFIEIE. X TLBRICK>TERDFT,

° URAFLICHYR—RF—Ix—T v, NSE. FIEINVE BREINTVBRIEEIX. IOEAFT &
EBIZIGL T, OKM. NSE. NVEZUXX7LET

C VRATLICHFVR=FEF—IX—I v NSE. TIFNVEDRREESNTULRWESIF. Tt

AaVOFIEZERTLET,

6. LOADER 7O~ T lboot ontapy AV REAHALET,
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RRINBAR (S

aJ«4>7a>7k TROFIEICHEHF T,
TINYIEFOTWVWET a N—btF—a>brOo-—-3icoga1>LES,

b. storage failover show <Y > REFHLT' 2—4~v k- d> b
A—SHF TNy Ve REICR > TVWBA ez LET

7. N—bF=—arbO-3ZICaYV—IT—TIIzERELET,
8. storage failover giveback -fromnode local AY > FEFERALT. A bO—5%ZF TNV ILET,
9. V5%« OV MT 'netint-is-home false' AV RZERA L THEBA VX —T 1 XAZzHRLET

"false" Y /RSN TWVWBR A U A—T 14 ADHBHEIE. netintrevert AXY REFERALT. ThH501
VA—T 1A R ER—LR—KMNIRLET,

10. Oy =)L r—JIIL=EBEIN-I> bO—FICBEL 'version -v AY > KEEITL T ONTAP O /\—
S vERRLEY

1. T storage failover modify -node local-auto-giveback true 1 Y > RZEA L TEEHFT T/\Ny I EEMICL
fmald. BBX NV IEZUINTLET,

') X k755 1t- AFF C190

AFF C190> R T LDRBEAT — kb X574 7 CHES{LEBREZETLET. COFIEIC
IE. BERT—F 7O REBYRY AT LIRIEX R T Z7-DIC. AVR—K £—
Y A%—T v — (OKM). NetAppR kL —THBESME (NSE). F7clENetApp R 12— LS
£ (NVE) BB > TWVWB S R T LADORBEEDFIEZZT T I ENEENE T,

AFF C190> R T LlF. FEIDT— b X747 UANUFIBEOHZEHR—ELET, BT -~ XT07 U
ANVIFHR—FThTULWEE A,

F—IX—Tv—OBEICKH L TEVBFIEZERITL. P XTLOESEZETLET, PXATLTERAS

NTWEF— IRX—Iv—DFRABIFEIR. T— b AT 7OBFIEOREBEICF v 7F v LIcREZRE
sl TLIET L,
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FYR—RFx—Tx—+v (OKM)
ONTAPT =k XZa—h56F>AR—RF—I%—Cv (OKM) REEZVIAMTZLET,

ERZRIRY BH0IC
ROBEHREZATLTLEST L,
* VI RARLEDNRT L= AN "F VR—F F—EEDEML"
CFUR=RF-IR=TVv DNV I Ty TER"
*ELWNRRTIL—RENY I T TT—2h B2 zHERBTBICIF. "FoR—RFF—EED/N\vY
VTV TEDTRAILEDNRAT L —IXZIREEY 555" FIR

FI@

BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT — k XZa—h'S5@BYRA TS a>vE&ERLET,

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avwa%zgZ8%H. BEGIN BACKUP 17h 5 END BACKUP 1T& TO OV TV AZ MO FIF F
ER
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707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



10.

707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

AV bA=5=0aAYY—ILIRDAYE—IHRREENTVWS ZEZREBLE T,
Waiting for giveback..(Press Ctrl-C to abort wait)

N—hrF—2> +O—5—DI5FE:

BEDCHZIAY bO—F—ZRMLET,

storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

CFO 77 V7T —hbDATEEBLIE. F— IR—2v—ZRAHALET,

security key-manager onboard sync

TAOYTERREFEINIES. FUR—F F—IX—Tv—DISRX—2BEDNITL—X%Z AN
LE9,

33
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HABF—IR—J v DEREXZ VIS T7LET,

ERZRIRY BH0IC
DO ZZAE— ) =R BNV IT v THERDT 71 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (54T > kF—)



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEZBEFR1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBEZASIL £,
b. BEGIN1TX END 172 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &8 KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIP#—N—®DIP 7RLZAZAALZET,

e KMIP H—N—R—bZANDLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o
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PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEIX INv I EEMLIZBEIXVANTLET,

storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

FEEDH ZER5mIE NetApp-AFF C190 [TIREIL TL 728

v Hbﬂfflil INTW3 RMA FIEICHE-> T, tHbE L,tann%NetAppL_;_;_ LTS
Wo BB "/N—YVORGEEAHE" FHICOVWTIZE. R—JSETELITETL, AFF C190
2T L&, Eﬁ@wﬁ‘— c XFTao7 UANUFIEOHAEHR— K l,ia“o E@J?‘— kX
T4 7 VANVIEHR—FEINTUVEE Ao

D
v — DIHDIIE - AFF C190

%Bmwﬁézv /#b%LM/V—>E@@L\F%@@é&v—?%&% vy
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FE AT L YERY O EEEOHZ O vY—ERICETILOF LV y—2 K
R T2HELRHD XTI,
SATLADEFDOMDAVR—2Y IR TEEICEHEL TVWAHRELRHD £7, MELHZERIE. 8T T
JZAIGR—MIEBVWEHLELTIEETL,

* COFEIF. PATFLTHR—FEINBZIANTDON—320 ONTAP TEAHATEF X,

* ZOFIBEIF. IRTORZA T O—FEDa—IILzRxy b7y TRHOFILWLWS v —2ICBEHT S
CEZERIBELTVWEY,

* COFIEFS ZTLDELEEREVET, 2 /—RISIXETEY—EIDNRRAELEL. IILF/—RY
F AR TIEEABICFLEL £9,
arrO—>%>vyv b2 o> LEd (AFFC190)
COFEIF. 2/ —RIBROATLDNWRTY, V7 RRIIY—EXZIRHT BZEDIE
BRIy MO VOFEFEMHICOWVWTIE. Z2BLTLKETVW' AL =Y 2T LDIES
B vy NI EBRIGART A B-NetAppF L wIR—2X",
%A T 380IC
* MERIERE VLTS vIDHBI e #HRELET,
° ONTAP OO—HILEBED LTS vl
° Y FAO—S5DBMCAD T 7+ A,
C UM EBRTE IR o TVWA I xR LED,
Iy MU VBIORA NSO T 4 RNIIRDEED T,
c BMERITLET "VRATLOEEEFT VI,
°ONTAP S X T LRV ) -7y FIL—FLET,
c WIFNAZEBRLET "Active IQ YT IILZ AT S5— e URT"y SRFLAVR—2RY FOLEDA
ECRESATLICERELTLWIEEEZXELE D,

FIE

1. SSHEFER LTI SRACOATA VT DIH. 75 RAAHRNOEED ./ —RHhrsO—A)Iloa>yY—ILoy—T
WSy FhyFIaryy—IllzERLTOII>LET,

2. IRTDIZFATYMRAMDSRY TPV T RTFLEDT—IANDT VLR ZELELFT,
S HNENY I Ty T3 TE—RELELET,

4. AutoSupporthBMICHE > TWBRIBEIE. T—XDEREIHEIL. AT LEFT7SAVICT 2HR%ZE
ELET,

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
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* replacement _node I&. COFIETRE/ —FEMBLIEFHFLWLW/ —KFTY,

* healthy _node (&. _replacement node ® HA /N\— kF+—T79,

FIE

1. _replacement _node |C LOADER 7O Y 7 rHARREINBWVWERIE. X7 L%FIELTLOADER O
YT hERRLEFT,

2. _healthy nodeT. Y X7 LKHE%ZMHELEJ. cluster date show
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HEIIRESNTZ ALY —VICEDVWTVWET,
3. LOADER 7OY 7+ T. _replacement node ® Bt B %#MEEL £J . 'how date]
Hfd & BFZlE GMT TRRENE 9,

4 PBEICIGLC T, XA/ —RFOBET%Z GMT TREL £9, 'et date_mm/dd/yyyy
5 MEBIZIGL T, A/ —ROBEZI%Z GMT THREL X, [settimehh : mm : ss |
6. LOADERZO> 7 kT, _replacement node® BB # MR L £, show date

BT ERIE GMT TRRINF T,

Flg2 : I FO—FESa2—IILO HAREZERELTHRELET

A>bO—FFEDa—I)LD THA1 REZHESEL. BEICKNLC T AT LABRICEHDE TREZEHITIHNE
HHbhxEd,

1L HLOWIAYFO—SEDa—IDAYTFYIAE—RT ' IRTOIAVR—2%Y EHEIL HA RBEETRTR
SNBCEMERELET

HARREBIZIARTOOIVR— Y FTELICAZ>TWVWBIET T,

2 RRENAAY PO-FED 21— LDOP AT LRENY AT LBRE—HLABAWESIE. I O—-5E
T a—I)LD HAKEEZ%Z T ha-config modify controller ha-state | ICBREL 9

hA-state ICld. ROWVWITNHDEEIEETCTE I,

© WA
> MCC

° mcc-2n
° mccip

° 3EHA

3 RARSNAAY PO-SED2a— LD RTLRENY AT LABRE—HLABAWVESIE. I O—-5E
T a— )LD HAKEEZ%Z T ha-config modify controller ha-state | ICBREL 9

4. BEHLEBEINezHERLE T, [ ha-config show |

SRTLICT—T7 N ZBERL. T RIZBEIDETLEXY, AFFC190

AbL—=—CZBERL. T XA7OBAIDITZzRHRAL T KHAFIEZHITLEI,
FIE1 : SRTLICT—TINzBERLET

AV FA—ZEV2a—ILDRAL =Ry NT—UEGIZHERT DICIE. "Active IQ Config Advisor" o

Fig
1. Config Advisor =4 >O—RLTA VX M=)LLET,

2. 24—y b RTLDBERZEANL. T—2RE&EEZT )y I LET,
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3. Cabling 27 %27 wo L " HAOZERLETIARTDTA RIS TILIDHRFINTVWBR I, LU
IARTDT 4 AIVDHAICKTIINTWVWBR 2 EEL. F—JILEGICE T ARENROh - 1551F
BELEXT,

4. ZHT38 Tz )y LTHO T —JILIEGRZSE L. Config Advisor 15D =R L F7,
FIE2 : HASXTLTYRTLID DEEZHRT S

HARTZ DR L =Y RTLDGE. FIBOFRETF INYIAETEINZ L. HFHLLWIY FO—FED 2
=D ZATLIDD T XAZICEBFBICEIDETSNET, replacement controller &= 7 — k L7c & FIZY
27 LD DEE=ZHR L. TDEEHNEREINC L ZHRIIHDELNHD £,

CDFIEIEZ. HARTD ONTAP #7923 AT LICOAFBRINE T,

1. _replacement _controller h* Maintenance E— RICA>TW3HE (*> 7OV T EHARRFINTVWEHE
I& 'Maintenance E— RF%#& 7T LT'LOADER 7OV 7 b thalt ICEAE T

2. T LIDD—HLABVWEDICORTLAID # LEZTTEINEOINEERT 2 A vEE—IWKRRINE
&1&. _replacement controller ® LOADER YOV hH5 M*y* ) ¥ AAL. I>bO—5%T—Fh
L9,

3. _replacement _controller 1 >Y —JL|Z Waiting for giveback... ¥ W3 X wEZ—IHRRINDS L THFSB.
EEZI>rO-D05 FHILWAA—FF—XFTLDAEBFICEIDETONTVWS CEZHERLF
9, storage failover show

ARV RBEAICIK. BEOHZ A FO—FTURATLIDAEESINECEEZTIT X v E—IUNRRT

. ELVLWEWID EFHLWID ARENE T, ROBITIE. node2 DRIA RSN FILLWS XT LA
ID & LT 151759706 NERETNTWVE T,

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

4. EFEARIOAYFO—7h56. AT7EVTHIRTRESNICCEBELED,
a. advanced MR L NILICHIDE R £, [ set -privilege advanced |

advanced E— R THEH{TI AN ESheERoNnz5. T*Y*] AHLZX9, advanced E— R D
TOYTEHBRERINET (*>) ,

b. 37X T IRTHRIFELEFT, [ system node run -node _local-node-name_partner savecore |
C. savecore AN Y RDWRTT2DZFHoTHhOFXFINvIZRITLET
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ROOAR Y RZANITS L. savecore ANV Y FOETRRAZEHRTET X, 'system node run -node
_local-node-name_partner savecore -s

d. admin 1R L RILIZED £9, T set -privilege admin J

5. ARL—SYRTFALATAML—UF 7GR a—LOBEESEAHRESNTWVWBRRESIE. AV R—RKRE—8
BrALF—8BOYs55%2FHALTUAINNIS LT, ROWTNHLDOFIBICHE>TR ML —F2IFR
) 2 —LEES{bieEx ) A 7 T30 EBLIHD X,

o "FUR—REX—BEOEBStX—2JXMT7"
o "N X —BIEOEStEF—%2 )X M7 LET"
6. > rO—Z&XTNVvILET,

a. EgARIYFO—Zh56. LI FAO—FDRA ML —%F TNy I LET, storage failover
giveback -ofnode replacement_node_name _°

_replacement _controller (X ML —2FFAONY I LTT—rZ2RETLET,

SRTLIDDB—HLEBVEDICSZATLID ZEEZTTELIICKOSNIIZEIF Y EANTIHE
NHOLEY

() #7/voMESSATLARAIR. EEEENICTH LERFL TR,

"MFARALTWAN—3 O ONTAPO ISR TR3N\A RIS ED FaBROO TV ERERLTLIEE
\J\ll

a XTINYINET LS. HAXRTHEET, 7404 —N—DAlETHDI e zmaal 9, T
storage failover show

storage failover show < > KD HEAICIE 'System ID changed on partner £ WS X vt =T3S N
TLWEEA

1. 74 Z0WELLEIDETOoNZ czER L E 9, [ storage disk show -ownership

replacement _controller ICB 927« XZICIE. FILLWS X T L ID BARREINF T, XDFITIE. nodel
THRBESNTWS T X712 LW X T L ID 1873775277 RRENTLWE T,
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nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8 MEINZAR)a—LHAE A b O—FICEEITDExZHEELET, vol show -node node-name

9. V77— rROBMTA VA —N—ZEHICLIEEIE. BRI M O—Zh58/MICLEFT, storage
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