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" /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

FIg
1. LOADER 7OV 7 th'5B. T—h XFTo 7EEFOC R =L E T,

boot recovery -partner
EEICIDA Yy E—IDBRRRENET,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2= bMAFTATDAVAL=)LUAN) 7OLREERLET,
TOEZADRET L. Xyvt—UHARRENET Installation completes

3. PRFLIBEEEF VI L. ROVWTNHADAYE—JZRRLET,
RAINBIXAytE— 121
key manager is not SRATLICESEDTI A R=ILEhTULEE A,

configured. Exiting.

a OJa4>7a> 77 rDHRERINBZETHEBEE T
b. /—rRiICOJ14>L. AL—=UHEBEAILET,

[ storage failover giveback -ofnode _impaired_node_name _

c. 2*@@] HE}F I Ny I ZBEAMICT S EMCB>TULE

Ho

key manager is ESHA VR b —LENTVET, TEET F—v7—Vr—D
configured. C=ba

SRFLHF— IR v —OBHERA TS BVBER. T5— Xy E—IRRRS
(D) h F—3x—Ur—BHRIATVENE 5D, BLULDOEAT (42 K— K E i)
o) BRRT 5 &5 ICROSNET, FOVT MIEX THITLET,

4. REICKLCTEYLFIEZEBALTF—Ix—2vz2 )X MTLET !
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FUR—REF—T—+v (OKM)
SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVHR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREINTLES. AVR—F F=I%—Jv—DONvIT7v T T—2%ZANLFE
ERS

INZATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

11
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f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIATYEF—T 71 ILORBOAIZRTLE T,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :



KMIPY—NT7 71 ILORBOBIZERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

* R—bFDIP7 KL X
" R—bDOXY RIYRY
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" TIFINT =T ITADIPTRLR

—KHBRy FT—ORETOV T L OFERT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINBVEE. DRTLIRELEL. I5—6LVESEAYE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner



F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE

ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli
HLET, "ICBDZET,
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