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AN 7O, SR TALISBSEDABEMICE>TULWEIHNE SHZHEEEL. FRIN
TWAF—ES(LoREEZHILET, F—BEESIAEMCHL>TVWBRESIE. ExT
B37-0@EYEFIEZ S AT LDPERNLEXT,

BET—bXFTa7UAN) FTOERIE. ONTAP QA7 AUBETHOA Y R—rINTUVWET, A FL—UTUX
TLTHUEIDN—2 3 Y DONTAPZRITL TWBIEEIE. "F8 7 — FEEFIE"

ez Btad 3H0IC
CF IRV —DEATZRELEF T,
CFAVR=RF—IX—Tv (OKM) : IFRELEDNRTL—ENYIT v T T—EHNRETT
cAEEF— IR —T v — (EKM): N\— b+ F— J—RHSRDT 7L ILHRETT,
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key
* /cfcard/kmip/certs/CA.pem
FIE
1. LOADER 7OV 7 hh'5. T—k XT TEE7OL R ZMBL F T,

boot recovery -partner

BEEICRDOA Yy E—IDRTEINET,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. T=bATATDAVZA=)LUAN) TOELRZERLFT,

TOELZADET L. XyvtE—CDARRENET Installation completes
3. YRTFTLIBESZFI VI L. ROVWTNHDAYyE—JZRTLET,

RATNBZAyE— 1B
key manager is not SRATLICEEENA VA R=ILTRTVWEEA.

configured. Exiting.

a OJa4>7a>y 7 DR RINZ EFTHEET,
b. /—RicOZA4> L. ANL—U&EBRALET,

[ storage failover giveback -ofnode _impaired_node_name _

02&@E%ﬁ?ﬂwﬁ%ﬁgﬁﬁtiéﬁﬁtaormt%

Ho

key manager is EEHA VR P —LENTVET, (FEET F—v7—Tr—D
configured. (=
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FUR—REF—T—+v (OKM)
SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREINTLES. AVR—F F=I%—Jv—DONvIT7v T T—2%ZANLFE
ERS

INZATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

11
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f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIAT YV EF—T 71 ILORBOAIZRTLET,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :



KMIPY—NT7 71 ILORBOBIERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 1TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

* R—bFDIP7 KL X
" R—bDOXY RIYRY
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" TIFINT =T ITADIPTRLR

—KHBRy FT—ORETOV T L OFERT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINABVEE. PRTLIRELEL. I5—BLVESAyE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner



F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE
ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli

HLET, "ICBDET,
MPEEL7-7 — b X7« 7 %NetApp|liRE] - AFF C800
AFF C800> AT LD AVKR—RY MIEEMNIRELIEFEEIE. BEHLIREL Zm
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

35



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ERZRIRY BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 IJL (V547> kF—)

39



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 EBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBZASIL £ T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

ROFIE

T—bAT1 7THESEZVINT LIS, ZRTT2HEN DD "HIE L /cEimZNetApplREIL 9, "&
ERS

HPE L 77 — b X7« 7 %ZNetApp|iRE] - AFF C800

AFF C800RX FL—U O RFLDAVER—2Y MIEENRELBEIE. BENAREL
T-ERmmZ NetApplRIE L T 2T VWER /N —Y O G & "SI DLW TR, R—=2
%;#<t*u

Sp—3
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nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4 EEARIOYFO—7h56. AT7EVTHIRTRESNICCEBELED,
a. advanced MR L NJLICHIDE R £, [ set -privilege advanced |

advanced E— R THEHUTIADESH EER TS OV RBIRRESNS. Ty)s CASALE
9, advanced E— RO 7OV T rHARTINET (*>) ,

b. 37X T IRTHRIFELEFT, [ system node run -node _local-node-name_partner savecore |
C. savecore AN Y RDWRTT2DZFoTHhOFXFINYIZRITLET

RDIAYY RZANNT B L. savecore AV RDETIKRZEHRTET XTI, 'system node run -node
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d. admin #ERRL NILICED £9, [ set -privilege admin J
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storage failover show

[ storage failover show | AX Y RDOHAIZ. N— b F—XyvtE—JTEEINLECATLID IFEE
nEH Ao

1. T4 ZDELLBIDEToONCcZzMEEL £, [ storage disk show -ownership

replacement _controller IZB 9 27« XZICIE. FILWSO X T L ID BAREREINEF T, XDFITIX. nodel
TARBEINTWS T4 X271 LW X T L ID 1873775277 WMRRENTULE T,

nodel> ‘storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. & XF Lih' MetroCluster #8RRICTE > TWBRBEIE' O FO—SD XA T—HX X% EH L £ 9 MetroCluster

10.

68

node show

MetroCluster #M Tld. RBRBIBEDREICRZ T THOHIDDE£T, CORFATEIY MO—ZORK
RNREBAICHEDET, DRIZT—U2JIEEMT. BEE—RIZAD £9, MetroCluster node show
-fields node-systemid' < > RDHAICIE. MetroCluster 5REHNBEDREICES FTHWS X T AL ID
HRRINZET,

> bO—55H MetroCluster 18R IC7 > TWB5EI1E. MetroCluster DIREEICIG L T, TTDFRBED T
A HPR2YA DAY FO—FTHBIBEICDRE—LID T4 —ILRICTF 4 AT DTTOFREENRRTE
N3 exzmRLET,

CHUE. ROBMAICEZET BH5RICHNETT,

> MetroCluster #HMN X 1w FA—/N—IRETH 3,
° replacement _controller (&, 71 X XY A1 DT« XTI DREDFHEE T,

"4 J — K MetroCluster &, TD HA 71 2 4 —/\—E KV MetroCluster 21w FA—/N—HD T«
XU BIEDEE"

> 27 Lsht MetroCluster #BREICAE > TW3AHEIF. FAY bO—SHEEINTVWS  ZzHERELF
9o [ MetroCluster node show -fields configurion-state |
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

M. AV rO—3IC. BEINBZR) 2a—LHEFEETBIIEHEELE T, vol show -node node-name

12. ) T—rROBET A V4 —/N—ZEMICLIBEIE. EEE% 0> O — 3 T storage failover modify
-node replacement-node-name -onreboot true ZBMICL £

AT LDTEL1E - AFF C800

VAT LESTEICEEIREICE T ICIE. NetApp Storage Encryption D% ') X b7
L WERIZE) . HHILLWIO—ZD051tE> X251V XA =)LL. BEDH DR
mzty Ty TR TBZBERHD XY, CHITDVWTIE. Fv MMIHET S RMA
BREEBRLTLIEEL,

FlEg1 A FO—-5D511> X% ONTAP (C1 VX h—ILT 3

[EE/ —RHMEE (/—FOvYY) ALY AZRBE LTS ONTAP HEEZ A L TLVEEIE.
_replacement node ICFILW S AV REA VA M—ILTRIRELNHD £T, EES A A =FERAT S1EEE
TlE. V5 RAAHDE ./ —RICEFDEEERDF —HUETT,

CDRRAIICDWT

FAEVRF—ZA VA TZETOED. EESA L RZHMEL T SHEEZ _replacement _node H
S| IMEIFEHETEI XY, /5L, ZEHITBIHEDTAT VANV T AZANTEDEE/ —RICLHAEH o T
o WEEDREEZTEITDI_LIETETFEFE Ao

Fle. SAEVAINTVWARWVWEREZ / — R THERTZ 1 AENIER T 308N H 2780, TE
37121782 < replacement ICTA Y AF—% A VA M—=ILTBIHELRHD I,

X% RA T 380IC
SAtEY2AF—1F 28 XFDERXTT,
St X —1390 HREIDHEFHREIPRICA VA M—ILTRI3RELRAHD FT, COBEFTHEZBETIE. HUV

FALYAREITARTEMMIBDET, BIBRSTAEVAF—ZA A b—)LLTc5. 24 FEMURICTARTOD
F—ZA VA= TBIHENDBD XT,
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2T LTRANICONTAP 9 101U ERITL TV IHEIE. ICEEEINTWAFIEZFEAL

C) TLETVW'IH—R—FORBETOELAZETLT. AFF/FASY AT LDZAEY A %ZE
o AT LDIRFIDONTAPY ) —ZXARBRIFBEIF. 22 L T LI LV NetApp
Hardware Universe MDE&",

FIE
LHLWSA LY IF—DUBEBEE. TRIAS LY RF—2RBLET "Fy b7y THH— by
ARV RIITSIEYR] O [RIYR— R €523V T,

BEBFLLWSAEIF—DBEFNICER TN, EX—ILTEEINET, 1€V
C) f;gﬁﬁéntEx—wﬁsoEMWEE#@MH\%O:ﬁw#ﬁ—htﬁﬁmébﬁ
2 8514t XF—%4 VA r—=J)LL X7 :+system license add-license-code license-key, license-key...+
3. MEIIIGL T, WS TV R ZHIBRLET,
a FRINTVWAVWSA Y XZERL TLEETL : license clean-up-unused -simulate |
b. JX MHAIELWEEIZ. REBEDS 11> X llicense clean-up-unused | ZHIBRL £

FlE2 : LIFZRERL TV T IILESEERT S

replacement _node % fEARIREARREICE T HIIC. LIF BAAR—LR—MIHZ & ZEEEL. AutoSupport H'
BMIE>TWVWBI5EIE _replacement _node D) 7ILESZZFHR LT, BEIXF I NvIZ )y F T34
EAhHDET,

FE
1. BEBA VA —T A ADER—LY—NER—MIHRESNTWVWBR e &SR L E I, [ network interface
show -is-home false |

WIFNH DLIFDfalsee R-EN=ZEIE. R—LKR—FMIU/N—FLZEJ, network interface

revert -vserver * -1if *

2. 2RTLDIITINESZERY Ty THR—-MMIBRLET,

° AutoSupport "EMICH > TWBIHEEIE. AutoSupport X wt—JHFEL TV T7ILESZERKL
x9,

° AutoSupport BERICHE > TWARWMERIF. ZHUOHLFT "Xy 7y THR—K"Z Uy LT
PUT7INBEBSEERLEFT,

3 USRADEEMEEHIRBLE T, FHHICDOVWTIE. EEROEEEZSIB LT "ONTAP TRV U S h%E
BLTISRRDOELEF T vIERTITDIRE" <IFTL,

4. AutoSupportD X > 7+ > AEEMN F U H—SniBalk. ZFEAL TR T LE T system node
autosupport invoke -node * -type all -message MAINT=END AV Y RZEITLET

S. BEF INvIEEMICLIZBEIE. BEEMICLET, [ storage failover modify -node local-auto-

giveback true 1

FIE3 :EEPEELIN—VZERY T v TITRENT S

o
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system node autosupport invoke -node * -type all -message
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system node autosupport invoke -node * -type all -message
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£ SCSI FTL—RT7OERIE. V5 XZROMD /) —RET =5 LZBEL TVWIBEDRHDET, K
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FE
1. AutoSupport BB > TWLWBIEEIE. AutoSupportX v —#MUH LT —XOEEIERZELLEL
9,

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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RDAutoSupport X vt —2E. m—XOBEERZ 285 BFELE L £ 9,
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. HEX TNy I EMICT B:
a EFgE4A4Id>bO—>0a> YV —ILhSXROIAY Y REAANLET,

storage failover modify -node impaired node name -auto-giveback false

b. AZ1y TBEIXF TNV IZEMMCLEITH? VWS TOV T IHRRRINIZ5.
L BEDHBZI FO—FICLOADER 7OV T ERRLET,

BEOHZ I bO—SDERT (¥

LOADER 7O > 7k ROFIBICEAE T,
TINYVIEFOTWVWET Ctrl ¥—%#LANS CxF—%iL ' TOVY T MHRRRINLHB Yy &
ASILET

SRATLTAYTIRERRIIFINRD EERI>MO-—SHSEEI> MO—S2TAIF—N—FIEE
—RrRZOY7 HELE,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—2%ZEET S L. Loader7OY T rHRRIN
£7,

Flg2 : A>bO—FFSa—IILxzBDOANT

AV PO—SES 23— I 2B TIREPAVMO—SES 2a—IILAPO IV R—2 > h =TT IIBE I
A hO—ZFDa—IIlzov—DSBDOATRHREAHD £,

FIE
1. B EL £ DIFEIE. B THEYNICERLF T,

2. v —YADITRTORSAITNIYRTL—UICLoNDEEBEINTWVWBR L ZHELET, TO
HICIF. MFORIEZE->T. TSRDEFELZRLZETERSIATZHLET,

ETH - BS54 T DREEFE DR
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a EEAIYO—FT. 7971 7% RAD JIIL—THHLIRE. BERE. FEZOmMAICHB
NESH 2R LE I,

storage aggregate show -raidstatus !*normal*

* O Y RHNRENT=35E "There are no entries matching your query. $tl7 2 XDt 7 27w T
e AELTVWE RS TZERLET, o

* O Y RAMUOBERZIRTIBEIE. mADIY fO—Fh 5AutoSupportT —4 ZUXE L.
NetAppHR— MIEKL TEISICHR—bERIFT TSIV,

system node autosupport invoke -node * -type all -message

'<message name>'

b. T7AIINSRATLTREART RIATDEAET. FELTWS RS T OMENRVHEEEEL &
ER

event log show -severity * -node * -message-name *disk.missing¥*

* AT Y RASRENT=IBE There are no entries matching your query. §tl+ 2 XD 27 v FITED,

* OX Y RAMUDERZIRTIBEIE. mMADIY cO—>H 5AutoSupportT—X ZUNE L.
NetAppHR— MIEE LTI SICHR—bEZIFT TSIV,

system node autosupport invoke -node * -type all -message

'<message name>'
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KT 7ANT—TI2ERTBRHERIE. XTo 72 NN—4 (QSFP 7l SFP) #EOIFEL TK
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LET,

A bO—ZEVa—-IPREICEEIND . OvITyFHREND T,
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a Oys5yFz ARSI ETOY I EYIMNB &SI, Oy oS3 ETRIFET.
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ICHEERIL E 9
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4 BEI>FO—-ZOXA ML= TN LT BEOY NO-SE2@EEFEICRLE T,

“storage failover giveback -ofnode impaired_node _name T,
S BEX INv I EEMICLIESIE. BEEWIILET.

“storage failover modify -node local -auto-giveback true* T J
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“system node autosupport invoke -node * -type all -message MAINT=END T9,
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