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‘boot recovery -partner ONTAP 9 .16.0MAMEZERITL TLV\BASA
R2TSW RT3 —LTIAXY REFEATZ L. N—bF—/—RHSoNTAPA X— (T—h
XF4T7VAN)) Z#URNT7TEFT,

ERZFms 3HIC

J—RZT—bLICEICED/ —RDT— b XT 4 7HIKIET S L. Loader7OAY T MMIRDA v+
—JrT7—=hr7OER (stop) BRREINET,

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (boot0, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

COXRYE—IDBRREINLIZEIE. ONTAPA X—JZ U RT3 ENRHD XTI,

Fli&
1. Loader”O> 7k T. _boot_recovery-partner_commandz A}JL £ 9,

EEIC X vt —IH KRR T Starting boot media recovery (BMR) process press Ctrl-C to abort... 1.
MEF v IDREBINET,

2. LoaderB’O—AINI S XAR—+bZREL. ZEALTRY M T —r2ERTI3EOTOCLIZE
HLZEXTJ http://<remote-partner-IP>:65530/recoverydisk/image.tgze

vy k= bHRITENB . “Starting BMR ... EEICKRTIIN. 1 VX M=IL7OEZADET
L,

a F—EEYV-IIRESNTULRWVEEIF. ROXyE—IDRREINET,



key manager is not configured. Exiting.

b. RDX vy —INMRREINTHZEIE. FUVAR—REF—IX—T v (OKM) HRESNTVET,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

ISEHA. VAN) 7O X 2T LET,

C RDAyE—IDNRIRINIHEIF. ALF—Ix—Jv (EKM) BRESNTULE T, EKM+
Ev I8l VANV 7O ZTET LET,

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

3. BMRZ7Ot X ZEMR L T, /N\— kb F—h Srestore backup config. env file. mdb. & & Urdb% 1T
LFT,

4 ROLSICRRENB L. /=AU T =L, BMRIETLE T,

varfs backup restore: update checksum for varfs.tgz

varfs backup restore: restore using /cfcard/x86 64/freebsd/oldvarfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device

varfs backup restore: Rebooting to load the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

F72a 2 FAVR-FF—IX—IvEERLIEUANY

"boot recovery -partner ONTAP 9 .16. 0L pEZEITLTWLWBAsA
R2TZY N 73 —LEBHLIEFRALT. N—rF—/—RhSoNTAPA X— (T— kX
TA4TVAND) ZUR ST TEET,

ERZRIRY BHIC
J—RZT—bhLIEBICED/ —RDOT— b XT 4 7HEIET B &, Loader7 OV F MIRDA vt



—JrT7—hr7OER (stop) BREFEINET,

Can't find primary boot device u0a.O0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

COXRYyE—IDBREINLIZEIE. ONTAPA X—2Z U A RT3 ENRHD XTI,

Flig
1. LoaderO> 7~ T. _boot_recovery-partner_commandz AJJL £9,

EHEIC X vt—IHRR T "Starting boot media recovery (BMR) process press Ctrl-C to abort..." 11,
T—bUANV T 7AINDPRF v o84 > A M—ILD RIS NE T,

a AFYR—FF—IX—J¥ (OKM) BRESNTLBHEEIF. RDLSICKRRINET,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

Are you sure? (y or n):

2. 707 T Ty) EAALET,
3 RDAyE—IDRREINE. AVR—RF—IRX—PvDNZXTL—XZANILET, Enter

the passphrase for onboard key management:

4. NRTL—XDHERERDONTE. FVR—RF—IR—JvDNZXTL—XZH5—EANLE
ER



Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAASYRO6UAAAAACEAAAAAAAAA
QAAAAAAAAACJIZz1u2AAAAAPX84XY5AUOP4JchbIt8wiwOZoqyJPJ4L6/5FHIOY] /w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAAARARLA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATJAGr3tJA/LR2ZU
QRHwv+laWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVFEPxXAAAAAHUgdVQOEKNpP

DAN) ZOELZANTETTRE. ROLSICKRTEINE T,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

5. BMRZ7Ot X %EEM L T. /N— kF—h Srestore backup config. env file. mdb. & & Urdb% E1T
LEY,

JIARTHTETTDE. /—RAVT—bLTTOELANRRETLEFT,
FF a2 3  ABF—EBY—ILEFERLR) AN
"boot recovery -partner ONTAP 9 .16. 0L pEZERITLTWLWBAsA

R2FSY b7 —L%EBBEHLIEFERALT. N—rF—/—RHBONTAPA X— (T— kX
TaAT7VAND) Z#URXRTTEXT,

J—=RZT—=bLIEEICED/ —RODT— b XT o 7HEIET B . Loader7 OV F MIRDA vt
—JrJ—r7OtR (stop) BERIRINET,
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Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

CORXYE—IDRTEINIZEIF. ONTAPA X =27 BT 2HENHD T,

Fli&
1. Loader”0O > 7k T. _boot_recovery-partner_commandz AJL £ 9,

EEIC X vt —Ih KRR T Starting boot media recovery (BMR) process press Ctrl-C to abort... 1.
T—rUANDT7ANDIBF v oAV A =L BIREINE T,

a AEEF—TR—T v (EKM) BRBESNTWVBRIEEIF. RDOXvE—IHRREINE T,
Error when fetching key manager config from partner

169.254.139.209: 28
Has key manager been configured on this system? {y]|n}

b. ¥ —BEY—IILZRELTWVWEHEIF Tyl CABALET,

key manager is configured.
Entering Bootmenu Option 11...

T—MXZa—FFoa>Mid. A2 T74FxaL—>a3> 770N EEERETEZLSIC. IART
DEKMEBEBROANZ I—HICERLZE T,
2 87OV CEKMBEZANDLE T,

EDCCOBWDIFEALIE. EKMBRANCEMICE STcE FTICANINE L o FTHAEKMERE R
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3. "Keystore UUID & A" "Cluster UUID'EB& L TWA & =R L £ 9,
a. N\— hk+—_/—RT. ‘clusteridentity show ¥ > FZFER LTI 7 XXUUIDZEIEL XY,

b. )\— k7F—_/—RKT. ‘vserver show -type admin" 1< > K & “key-manager keystore show
-vserver <nodename>' 1Y > RZfEA L TF+F—X F7UUIDZEIFL 9,

c. 7OV rHARFEINIES. F—XFFUUIDEY S XZUUIDDEZADLET,

EICN—hF—/ —REFEHETITARVEEIE. REBADF—H—/NIZH SMroot-AKF—H 5
F—XM7UUIDE Y S XRUUIDEEETEE 9,

*x-NETAPP-ClusterName: <cluster name> 27 3 AXAAXUUIDY x-NETAPP-
KeyUsage: "MROOT-AK" ' F¥—X K7
UUIDDEMZEEEL T, ELWF—D BB xEELET,

4. Mroot-AKDEF L ONTAP/ — RAD ) R 7 ZEEHR L £7,

S. 7OERXTHF—Z VR T TEAWVEEIF. RDOXAYyE—IUHRREN. XZa—Y AT LY TILD
5e0MZERET BHRENDHD I,

ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be available.

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AKXk XKk

W ATTENTTION B
* *
2 System cannot connect to key managers. s
* *

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b g

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

a. “boot_recovery -partner J AN /—RTOY YV RERTLET,
b. EKMOA 7 a>% (yETIdn) RITITB3ESITKDENT=E. TRT n ZFIRLF I,
8DDFOYFFT n optionZEIRTBE. PRATALIFT—rAXZa—TELELET,

C. BDYU SRR/ — Kb Slcfcard/kmip/servers.cfg7 7 1 ILDEREZIE L £, XDBEHR=Z UNE
LEY,

* KMIPH—/ND7 KL X,
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* KMIP7R— o
* ¥—X ~77UUID,
* /cfcard/kmip/certs/client.crt 7 7 1 ILD TV S 4 7 > MEBED I —,
* /cfcard/kmip/certs/clientkey 7 71 IILD T 547> bF—DIE—,
* KMIPH—/N\CA®D O — (/cfcard/kmip/certs/CA.pem”7 71 ILH5) o
d. 7O> 7~ T_systemshel_E ASILT. 7— b XZa—h5systemshellE ASIL £95

€. eOM. XY hIYRIV, BLUVT—FITADIRTLYTIAZa—DEX2y NT—0%FBEL
£,

f. _exit commandZfEA L T. X= 1 —systemshell ®#&T L X7,

9 F—hXZa—DRREINET, 7723 >%ZFIRL 1M TEKMU X M7 ZHITLE T,

h. 'y xOBBICEIEL. 7OV 7 MORREINS. MENHCIRE LB ERIBERZAILET,
* /cfcard/kmip/certs/client.crt 7 7 A LD AE—EH D FITH ? {y/n}
* /cfcard/kmip/certs/clientkey 7 71 IILDOAE—(IH D £IH? {y/n}
* /cfcard/kmip/certs/CA.pem”7 71 LD AE—IFZH D FTH ? {y/n}
* /cfcard/kmip/servers.cfg7 71 ILDAE—HBDOD EITH ? {y/n}

6. F—MBYNZV R rTENZ . VANU FOLIDEATIN. / =RV T—bINFET,

& L 7-3B5h % NetApplliREI L £ ¢ (ASAA1K) .

BEARELE/NA—VIiE. T v MFBORMAIETREICRE > TNetApplEF L TL 2T
Wo "NV EAZEFERICOVWTIE. R=JSZEBBLTLEIL,

)

T—r AT 70T —2 70—-ASA A1K
T— M AT 7% TBICIE. ROT—2 70O0—FE=E1TLET,

|.I.H

"T— N XF 1 TR R
T— b XFA TEZRT BT, —ROBHE BT BENBD £T.

9 "Z 2R — FEES L —Z HESR"

PATLTEF2) T4 F—BEREDEMICBE >TVWBRINESLEINTr RID DI 2B LTI,

e "BEODHDAY FO—FF vy AT LET
BEOHZ AV FO—ZE> vy MOV FRIFTAOF—N—LT. EELGIO> O—SHEEOHD IV
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FO—SXbL—=—ID 55| EHMET—FZRETETELSICLET,

o "J— k XF g T DITHE"

BEARELLET—MATAT7EVRATLABBES a—ILhSWMON L. AT — M XTo 7ZEDITT
5. USBT7SwaRSAITEFERBLTONTAPA X—S 2 BA T — M XT 4 7ICEELE T,

e WENVESTOLPEINIES S
USBR S+ IABSONTAPA X—U% T — kL. 77A LY RTLEVR T LT, BEERERBL X,

ONATPT — b XZa—D5F VR—RF-—IX—PVvOREICIINBF—IX—Cv 2 VAT LET,

o "EEDHD/N—VEXY F Ty TITREALET
BREOHZEmiE. Fv MBI S RMAIEBREICRK>THRY M7y FITRAMLTL T

T— X7 4 7O EM- ASAATK
T—= b XT 72 3HIIC. ROBHZHEEELTET
* Timage xxx.tgz | ZRMNTIZBEYLBEDA ML —CZBH L. FAT2 ICT7+—< v hENnik
USB735v > aRSATHMNETT,
c COFIETHETHERATETSRLIIC. 77MINZUSBT7 S v a R4 TICOAE—93RELNHD T

image xxx.tgzo

*EENMRELLIVAR-—XY NI TAONAEDSRITE ST FRU IV R—2 2 bR B0
ENHOET,

c INHGDFIEOOR Y RZELWIAY FO—JICEATSCCHEETT,
° impaired_controller |&. X>FF>X&EEIFLTWVWE I FO—3TY,
° healthy_controller (&. BEDH3I> +O—FD HA/N—rF—TT,

F R — RSt —DmESE- ASA A1TK

BEEOHZA>MO—FF vy ATV L TAYR—RES{EXF—DRAT—XR%HE
R DEIIC. BEOHZ I MO—FDRT— az%ﬁwL\E%#7Ay7%mbu
LT. ETHD ONTAP OD/N\N—a >V EHERTA2HRELRHD X,

J—RDB3DULBH B IS RRIE. VA—FTLZEBHELTVWBIRENBD £, VTRENI+—SL%ZtE
BLTUWAWES., FLEFERRI> MO—ZTERECEE®ICDOWTfalse e RN HRIE. BEED
HZA>0rO—S%> vy MUV ZEIICHE ZBETIHRELRHDET, 2BBLTLLIVW"/—F%E
JSARCERLE I
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NVE % 7= IENSEDFEER

BEOHZ AV FO—F%FS vy FEUVTRHINC. YRATLTEFX2) T0 F—BEEENEHICEZ->TV
BDOT A RIVDBEEILEINTWVWEIH ZERT IHELRHD £,

tXal)Fox—BEBY-IILDREERED

Fig
1. security key-manager keystore show_J1Y > RZFRAL T, ¥F—BEY—IHBT I T« THESHZHER
LEd. HMICDWLWTIE. "security key-manager keystore showdD ¥ = 2 7 JLR—"

MICHF—BEY—ILDRA THHZ5EDHD £, X1 FIF KMIP. AKV. XV
(D) ccr T CNEORATERRY S TOLRE. F—ERY—LOKA TERBT 5T
Ot X &[EL ‘external onboard T,

c HADRTINBVWERIFE. ICEH BE/ —RZ2vy MOV LET"EBEIVFO-FZ 2 vy
R,

o XY RTHANKRTRINIIBEIZ. P XT LT U T4 T T security key-manager &3 7=8.
RATERT—RRAERIT DUENHD Key Manager £9,

2. security key-manager key query AY > R ZFERALT. 7771 7RDBEHRERTL FJ Key Manager

[e}

o RATICERARTIN. FUCERRINTULINUE. Key Manager external Restored ‘true’ fEED
HZAFA—FEBZLIIOVYY M I UTEEY,

o AA THEFRRIN. FNIHERIREINT/IBEIE Key Manager onboard Restored true. LW DH
DFIEZEMTEHRITTIDELNHD £,

o RATHERRIN. FUUADENRRENTLVWBIHEIE Key Manager external Restored
true. WS DO DF|IEZENMTEITIIHNELRHD £,

o RATHNERREIN. FNUANDENRRIINTLVS5E(E Key Manager onboard Restored
true. WK DD\ DFIEZEMTERITIDIVENHD £7,

3. BATHERRTN. FICERRINIBEIE Key Manager onboard Restored true. OKM{E#HR%
FETNYITYTILES,

a 79 dhE>hEEoNTc5. CANIL vy £¥9 set -priv advanced
b. XDAT>Y RZEANILT. F—BEBEHREZRRLFE T, security key-manager onboard show -backup

C Ny I7yTEROABRZROT7 7AINFZOT T 7ILICOAE—LE T, OKM IEFEHTY AN
TRIRENDHBIKESFT VA TREICBEDFT,

d BEOH2A> bO—-FZREICT vy Y PETUTEEXRT,
4 24 THeRREIN, FNTRDUADRTIINTUVSHE Key Manager onboard Restored true .
a. onboard security key-manager sync Y > FZ AL £, security key-manager onboard sync
7OYT7 T, 2XFOFVR—RFF—EBEONRTL - ZREFTAAILET. N\

2T L—XZ/ETITHRVIEEIE. NetAppHHR— MMIBBLEDELIZE L,
"mysupport.netapp.com”

b. ¥RTDFIAEF—DFICERRINTVWS Z EEHEFEL Restored true £9, security key-
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manager key query

C. A THRREINTWVWS Z & ZFESEL Key Manager onboard. OKMIBE Rz FEN TN I 7 v L E
ERS

d XYY RZAALT. F—BENYIT7 v SIEHRZRRLE T, security key-manager onboard
show -backup

e. Ny o7y TERORNBZHNDT 7AILEIZOT T 7AILICIAE—LE I, OKM IFFEIT AN
TERIRENDHBIKESFT VA THEICBDFT,

f.aAvrO—3ER2ICovy Yy MUV TEET,
5. AA THeRRIN. FNTROUNDRREINTULWSIBE Key Manager external Restored true -

a. NPF—BEOREF—E2ITXZRDITARTD/ —RIZURM7ZLET . T securitykey-manager
external restore
O Y RHKRBL 7B EIE. NetApptR— MMZERWEDHE < 72E L) "mysupport.netapp.com”s

b. ¥RTDFRIAEF—DFICERIRINTWVWS ZEZHEFEL £J Restored true o Security key-manager
key query

C [EEDNDHZAY FOA—FZRLICOVYY N TUTEFT,

BEEDOHAA>bO—FZ> vy AT LEFT-ASAAIK

BEOHZ AV FO—FDI vy bETUZTTIIREDNHD IS, BEDOHZ IV
FO—5%2> vy ROV TBEDTAIF—N—LET,

BEOHZA>bO—F%> vy rETVFT3ICIE. IV FO—SDRT—E A=A L. BEBICHUTEE
ROV bO—SHEEDHDZ IV FO—FA ML=V S T7—4%5|SHETRETEZLSICaA>YO—-5%
TADF—N—FBIREHRHD XY,

CDRATIZDWVT
* SANY ZTLZEALTWVWEEEIE. BEIY FO—5DSCSITL—RDARY M Xyt —J%FEERL
TELBENHD cluster kernel-service show £9) o AV K (priv advanced®E—RH5

) #E{TdDE. ‘cluster kernel-service show /—R%&. ED/—RDIH+—FLAT—H
A, FO/—ROHAMRT—2A, BLUVEFD/ —ROMERT—RIADBRREINE T,

ZSCSIJL—R7OERIF. 9SREAHNDOMD /) — RV +—SLZHEBHRL TVWBIRERHD £, I
BEEDDHIC. INTOREEZRRLTESBELNHD X,

* J—EW3DULHBBZITRARIE. VA4A—FLZBEBRL TVWBIHBELRHD XY, VFREINI+—F L%

B L TULWAWSE, FRIEFEERIY M O-STERMECEESICDW Talset RIREN 35813 &
EOHZHAMOA—Z%2 vy MO VT IHICEE ZBETIHNELRHD £9, 2BBLTLLETV"
J—REOSZAZEEBEELET"

FIE

1. AutoSupport BB HE > TWBIHEEIE. AutoSupportX v —# MU LT —XOBEEIERZELLEL
¥9, system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RADAutoSupport X vt —T k. T—XOBEEERZ 2B REELEL £ 9. clusterl:> system node
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Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 10
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Enter the passphrase for onboard key management:
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Enter the backup data:
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

C) RASINTHADUANDIZEIF. FTISE X 4L "Successfully recovered keymanager
secrets TL72E W S TNDa—TFTa VI ZRTLTIT—2BELET,

6. T— b XZa—NH56F7>31%&FRLT. ONTAPO T — F & ITLE T,

R b b b b b b b I b b b b b b b S b b b b b 2 b g b b b b I b b d b b b b b b b d b b b b B b b d b b b b b b b d b d b b b b b b b i 4
*hkhkhkhkhkhkhkhkkkkhkkkhkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

R AR i e S b b b b b b db I e IR b e S b SR S b b S i db b e IR b S b JR S b b b 2b b b b db b 2R Sb b db I B db b e db b e A b 2 db I b 4

Rk i b b b b b b b b b b b g 4

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 1

7. 3> bO0—>D3>Y—I)LIC Waiting for giveback..(Press Ctrl-C to abort wait)



8 N—hrF+—/—KHhS6. N—=brF+—=—O>bO0—F%F TNV I LET, storage failover giveback
-fromnode local-only-cfo-aggregates true

9. CFO77 U5 —hTOHEENL7=5. _security key-manager onboard sync ¥ > R&#R{TL £ 9,

10. ZYR—RFF—IX—Jv DI T ZAXLEDNRTL—XZAALFT,
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

N TRTOF—HEEHINTVWS =B L £, security key-manager key query -restored false

There are no entries matching your query.

@ restored/\ > X —AX TfalseZx 7«1 LR T 356, BRIIRTINEE Ao

122 N—kF—D5D ./ —RDFT/\ w2 . storage failover giveback -fromnode local

A7 a 2 AR —BEY—N\HRESNLI T L

ONATPT — hr XZa—D'SNAMF—EEY-ILOREZ ) AT LET,

E¥E= AT 580IC

NEREF—FIEY—IL (EKM) OREZ A ST T3ICIFE. ROBHRHIPIBETT,
* BT S XK/ — Rh 5icfcard/kmip/servers.cfgZ7 7 A LD AE—. FITRDIBHRHIBETT,
* KMIPH—ND7 KL R,
° KMIP'—.R_ I\o
* BlDY 5 RAA J— R Dcfcard/kmip/certs/client.crt7 7 1 LD AE—. F£7ld7 51 7> MERZE,
*BDY SRR ) —RH 5D cfcard/kmip/certs/clientkey 7 7 1 JILDAE—, FEVS14 7>+

o

*RIDYTZAR/—FK (KMIPH—/NCA) D/cfcard/kmip/certs/CA.pem”7 71 JLDOE—,

FIE
1. ONTAPD T — b XZa—Hm6F T2 a>NEBERLEFT,



2. 7

a.

b.

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

AY 7RI INS. HELBEREZNELLZCZHRLEFT,

Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}y
Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n} Yy
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}y

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y

RKRODICROTOY T b 2ERBITEIEHTEET,

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}n
i. Do you know the KMIP server address? {y/n}y

i. Do you know the KMIP Port? {y/n}y

3. RDETIOVT FOEREAAILFT,

a.

b.

Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:
Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:

27
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Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. YAN) TOEZINTTLET,

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery process.
*
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 1

FlIR2: T— b AT T7ORIHTT LET,

BEOT—FRICERFIVIZRITLTAML=—2ZF TNV I L. T b ATAa 7O TOERZTT
LEY,

1. AV —ILOHhEERLE T,
aAVY—=IJLICkRREINS 1EE

RE

AJ+a>7O>7k FIE6ICEA T T

FINvI=EFTo-TWE a NX—+rF—2d>bO-—-3cQd1>LEd,

3_ oy »
b. storage failover show_JI¥ > FZFERAL T #—4~v > +O—-3TF
TNy I DEFNTTLTWB L ZRELE T,

2. N—hF—a>bO—Z232YV =T =TIz L. _storage failover giveback -fromnode local-only
-cfo-aggregates true_ AV Y FZFERLTEX— vy bAY FO—F AL =X TNV I LET,

° TA RVBEDLDICARY FHRRBLIBEIE. T AT ZYPEMNICOALE T, L.
BOT4RVZ2RITMBETIE. T4 RT7Z2ROY MIHELTEEET,

e N= b F—DEFBTETTVAWVLDHICAT Y FHRKRBLEBEIE. HAT TS X7 LDN— FF—HF
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THRHEATNZ X TSRFE X T,

> NDMP . SnapMirror . F7zl& SnapVault D 7O XA REATIT Y RHKK T 35E1F. 07O
TAZEMILE T, FFMICOVWTIE ZETARFaX bR —2BRLTEEV

3. 373F > TH 5. _storage failover show AY Y REFERALTCI T AINA—N—XT—2 R EHERBLF T,

4. clustershellZ?0 > 7 b T_network interface show - |s home false_commandz AA7L T, A—LALOd> ~O—
SESLUVR—FMIBVGRESA VY E—T 1M X2—8XRRLET,

ERTEINZA U E—T 21 ANHB5HEIE false. _netintrevert -vserver Cluster -lif nodename 1<
VRZEFERALT. #N6DAYR—TJ 1M RZzR—LAR—MMIRLEY,

SO. A—4w haAr bO—ZI2aAYY =T —TILZHEE L. _version-v_< > FZ3E1TL TONTAPD/N\—
TarvaERLET,
6. #{FEH L storage encryption disk show CHAOZEMEELE T,

7. security key-manager key query AY > K ZfEHAL T, F—BEY—/NICEWINTVWSEREEF—D+F
—IDZERTLET,

c DR NTFEINTcATL ="yesltrue' DIHFEIF' KT L R\ TOCLRZRTIZENTEXRY

o =X HIHLUNDIEGE Key Manager type external Restored ‘yes/true'l&. _security key-manager
external restore_command% £ L TERAEF—DF—IDZJ X 7L F T,

() IRV EPRBLEBSER. DREI—FE— MIBMLEDE LT,

o =X FIHLUNDIEZE Key Manager type onboard Restored ‘yes/true'|&. _security key-manager
onboard sync AY > REFERAL T, BESTNhI/ —RTRELTWS AV R—REx—%2REHAL £,

security key-manager key query_commandZz{£EFH L T. IR TOEREF—DIIN=TH 3 _ & ZHE:R
L £9 Restored yes/trueo,

8 N—brF+—a>bO—ZI2aVYV—=IT—TIL%EEGRLET,
9. storage failover giveback -fromnode local AY > REFERALT. A>bO—5%ZF INvILET,

10. BEHF TNy I =EMIC LT3EEIE. _storage failover modify -node local-auto-giveback true_ A< > R %
FERALTURNZLET,

1. AutoSupporth BICH > TW3IHEIE. _system node AutoSupport invoke -node *-type all -message
MAINT=end_commandZ L T. ¥—XDOBEEER%E ) X b 7 £ 723 IMHIEBRL £,

HPE L /=88 5a % NetApplRFI L £9 (ASAA1K) o

FBRENFEEL/N—VIE. v MIABORMAIETREICHE > TNetApplIIRAI L TL 12
Wo "/N—YDiRGE A EFHBICOVWTIE. R=IJEBREL TSI,
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