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* /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt
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* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

FIE
1. LOADER 7OY 7+ 5. T— b X7 7EETOE R ZMEL £7,

boot recovery -partner
EEICRKDAYyE—IDRREINET,
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2= XTATDA VA=)V AN FOLRZERLET,

7OEINTET L. XvtE—UDKRREINET Installation completeo

3 VRTLIIEEtEFTvI L. ROVWTNHADXytE—J%KRRLETD,
RARTINBZAvE— 1B1E
key manager is not AT LICESIERNI A b=ILENTULWEEA.

configured. Exiting.
a OJa4>7aYFhHARREINBZIETHELEE T,
b. /—RicOJA> L. ARL—=2FREALETD,

I storage failover giveback -ofnode _impaired_node_name _

CABEEFHF TNV IEBEEWMIT S EMTH>TULEG
AN

Ho

key manager is BRI VA F—=ILENTVET, TEET F—TX—TJv—D
configured. B,

SRTLNF = IR—T v —OBEZHBTIRVEGIE. T7— XvE—IDNKRRT
() h F—3x—Ur—BHRIATVENE 5D, BLULZDORAT (42 FK— K E 5}
@) ERRT 5L S ICROSNET, TOVT MER THITLET.

4. FREICKLTEVAFIEZEBALTF—I*—CvZEUINTLET !
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FUR—REF—T—+v (OKM)
SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREEINTLES. AVR—F F—I%—Jv—DONvIT7v T T—2%ZANLZE
ERS

INATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.



f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIAT YV EF—T 71 ILORBOAIZRTLET,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :
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KMIPY—NT7 71 ILORBOBIERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 1TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

" R—bDIP7RL X
*R—bDXY IR



" TIFINT =T ITADIPTRLR

—KHBRy FT—ORETOV T L OFERT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINABVEE. PRTLIRELEL. I5—BLVESAyE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner
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F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be

available.

KA A A A A A A A A A A A A A A A A A A A A A A AR AR AR A A A A A A A A A A AR A A A AR AR AKXk ko k
w ATTENTTON B
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE
ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli

HLET, "CADET,
EEHNRE LT — F XFT 1 7% NetApp - ASA A250( 2R 1]
ASAA250 Y R T LDAVR—2> MIBEENRELLHZEIF. BENKEE LEH
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ZNetApplIRHIL TL T W, EEICDOWTIE. "/N—YDIRGE T R—2 % &0
LTL7ET L,

T—bXT47 -FFH) AN

T—r AT 7OFEEITET—2 70— - ASA A250

ASAAZSOZH/ DIURTLDT— b XT4 T7ORBZERIRT B ICIF. RKIBEHDHE
B EBEEAT—2AOER. A>bO—ZD> vy O T—F XT4T7DR
. ')73/\') AX=SDT— b, BELDET. LU AT LEBEDRIIZ{TULE
ERS

A L= 2 X7 LT ONTAP 9.18.1 IENRITINTWVWBIFEIF. "BEF T — FEEFIE"ZFERALE T, >
2T LTUREION—2 3 2D ONTAP REITIN TV BIFEIE. FET— FUﬂAU%E%ﬁ%?%ME#
HOEI,

-0y

"J— b X T TR R R
7\_ |\ >( 7__{ 7®§ﬁg1¢%ﬁﬁwu L/ i -g_o

"HEELF—DYR— b ELVRT—F XDOHER"
SRATLTEF2UT 4 F—EERENBNICR > TVBRINESLINTr R B IH ZHERL T,

J U

yhO—S%Z> vy kAo
" T DB UNEBICR T EE, A bhO0—F%> vy MOV LET,

\

-

X

"J— k XTF g T DITHE"

BRELET—MXTA4T7EIATLBEBES 2a—ILHSWOA L. AT — M XTo 7EZRDITT
USBT7Sv aRSAT%ERAL TONTAPAY X—J%Enx L £ 9,

I I
O‘I IJHH

"DANVAR=D%ZT—FLET"
USBRZAITDSONTAPA X =% T—hL. 770V RTLZUR T LT, RIEZHZERLE T,

"FYATAI"
ONATPT—h XZa—=H56F Y R=F F= IR v BRI TCIINBF— IR—D v ZEBTLET,

o "BEOHZ/IN—VEXy Ty FITRALET"
BEDHZEmiE. Fv MIAETS RMAEREICRK>TRY F 7y FISRAILTLZETW
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FENT— M XFT a7 ANIDEH - ASA A250

ASAA250 S RTLDT— b XT 4 72T BEIIC. RI\ZIEREICITOHICHRER
BHEBLLTWAIEZBRLTLETL, ChIlE. BYRBEOX ML —C%(E
ATCUSBT7 5w aRSATHHB xR L. ELVWRIEBRIT— T NTADHB
CreEERIDZICHEENE T,

AhL—2 S RF LT ONTAP 9.18.1 LIERRITEINTWVWBIESRIE. "B T — FeEEFIE"=FEALE T, >
2T LTUBID/N—3 >0 ONTAP BTSN TVWBRIHEIE. FE1JT— b~ DUANUFIERZFERTIHED
HO XTI,
USB75wia RS
*USB7Tv>a RSATHFATRICT A=Yy bTNTWBRZ e =EELET,
* USBICIZ TR BRERTENHKETT ‘image_xxx.tgz' 7 71 )l

771 ILD#E

dE—image xxxtgz 7 71 ILZUSBT7 v a RSATICHFEFELEX T, COT77AI)LIE USBT7Zva
RS J%FERALTONTAPA X—J XT3 L EICERAINE T,

ERER IR

BEL eIV R—2R 2 hZNetAppiMRM T 2 AV R— 2 b EHBL T,

> bO—>—#5

BEOHZT—h XT4T7EXMITZEIF ELVWIY FO—FICOY Y FZBERTEZCHEETT,
*EEOHZAEO—F— 1F. XVTFTFYRZETLTVWSIAY FO—-F5—TY,
cEBRIVEFO-Z I3 BEOHBZI>FO-FDO HAN—FF—TT,

ROFIE

T— kX T TORBBHERBLI S, ERTTEBBENBD ESF— DT A —F T —FXT 1 7O
27— 2ERRT 3" E T

EE{t*—DHR— b XT—H XDOFESE- ASA A250

A= RTFLDOT—REF 2T 2RI BICIE. BELF—DHR—btr7
—cXTATDRAT—RAZHERTIHENDD I, ONTAPD/N— 3 >~ TNetApp
Volume Encryption (NVE) A R— kSN TWVWEAHES5HhEHEREL. O hO—5%Y
vy R RO VTBRINCF—BIEY =BT I T4 IR >TVWBHhE S EREERL TS
1EELY,

27y 71: NVEQHH— FZHESEL. ELVONTAPA X—J% 49 O0— RT3

T— bk X741 7 OHISEYIRONTAPA X =22 XTIV O— R TED L SIS, ONTAP/N— 3 U HiNetApp
Volume Encryption (NVE) ZH7R— kL TWAHESHZHERLF T,

FIE
1. ONTAPN—2 3 A ESEZ HR— L TWVWEAHESHZREEL £,
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version -v

HAICHAZENTWVBIHE. "10n0-DARE' 7 S XZD/N—2 3 Y TRINVEDRHR— TN TOWFEHEA.

2. NVE H#7R— MZEDWVWTEYIZRONTAPA X—J# 40— R LET,

° NVEDHR— kTN TLBIHE: NetApp Volume EncryptionZ ST ONTAPA X—J %A >O—KR L
E3C

° NVEDHR— F TN TUVARWES: NetApp R 2 — LABS{ER LDONTAPA X—J# AU »O—R L
x9

NetApptFR— b -+ A SONTAPA X—2% HTTP £7ld FTP H—N\—F /3O —
AN TFINZ—ICATYO—RLET. T— b XT4 T7ORBFIERICC DA A=
T7AIUDRBEICED T,

ATV T2 F—I 2= v —DRAT—H A=A L. BRENYV I T v TT3

BEEOHZ A MOA—ZF2 vy ATV TBIHIC. F— IR2—JvDIEREHEREL. RERBHRE/NV Y
7w FTLTLIEE L,

FIE
1. SRTFLTEMCE>TVWERF—BEBY - )L ZHEEEL £,

ONTAP N\—2 3> ETIBHIATUR

ONTAP 9 .14.1LAP% security key-manager keystore show
* EKMABE#ICAE > TWBHBEIF. EKM AT Y RHAICRRS
nxd,

* OKMAEMICHE > TWBBEIE. OKMHAIY Y REAICEKR
INE9,

C BB -OTVWBRF—BIEY—ILHBWVEEIE No key
manager keystores configured. AY Y ROHEAICERTR
INE9,

ONTAP 9.13.1 LA&i security key-manager show-key-store

* EKMAABEMICHR > TW3EZEEIE. “external AT RHAICEK
mEINXd,

* OKMAEMICHR > TWBIFEIE. “onboard <> RHEAICK
RenEd,

*BMICE-OTVBEF—BIEY —ILHARVEEIE No key
managers configured. AX Y RODHADICERRINE T,

2. SRATLICF— XX v —HREINTVEIHLESNIBL T ROWTNDZEITLET,

F—IYX—T v —HREINTLARVES:
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BEEDOHZ I bO—F—ZLEICI Vv Y TV, vy MU VFIRICECZEANTEERT,

F—IRZ—J v —HREINTVSHE (EKMZXTIFOKM) :

a F—IX—Iv—ADREEF—DRT—FRXAZRRTBICIF. ROV AV RZANLETS,
security key-manager key query

b. HH%MEEL. "Restored 1S5 Lo THHICIE. F— Ix— v — (EKM F£72l& OKM) DEREEF —H
EEICETINELESHDRTRINE T,

F—IR—Tv—DEA TG TEYLGFIRZZTT LET,



NEPF—IR2—> v (EKM)
UTOEICEDODVWTINSDFIEZTT LEY, Restored 7135 L,

ITARTOF—DPREREINIFE true' BITEINIFIC !
BEDHZIVOA—F—ZLLRICIvy IV L vy MU VFIRICEC CENTEEX T,
WINHDF—ICUATDENRTINTULWARWZEIE true BT ENrFic :
a NEBF—BIERFAF—Z IS XZ—HNDIARTOD/ —RIZEBTLET,
security key-manager external restore
COOAT Y RHEBLEHZEIE. NetAppFR— MCHEELEHDEL TV
b. $RTOFRFAF—METIN e ZzHRLEF T,
security key-manager key query
FE:29 % 'Restored %K "true’ § N TDEREEF —ICXF L To

C. IRTOF—HETEINEGEIF. BEOHZD I FO—F—%LLICTv vy M TV L. v
w NADUFIBISED C t#f*iTo
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THHT— X T 7 TCES{EZEUVINT7LET,
*— IR —J v —OBEICE L CEYAFIEERITL. Y AT LOESEETLET, VAT LTHERS

NTWBF— IX—Jv—DFRARBRIE. T— b XT 4 7ORXBFIEOHBEICF v FF v LIcREZHE
sl TLIET L,
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FYR—RF¥F—Tx—+v (OKM)
ONTAPT =k XZa—h56F>R—RF—I%—Jv (OKM) BREEZJVIAMTZLET,

ER=RIR Y BH0IC
ROBEHREAZTLTLEST L,
* UIRARLEDNRT L= AN "FVR—F F—EEDEML"
CFUR=RF-IR=TVv DNV I Ty TER"
*ELWNRRTIL—RENY I T TT—2h B2 zHERBTBICIF. "FoR—RFF—EED/N\vY
VTV TEDTRAILEDNRAT L —IXZIREEY 555" FIR

FI@

BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT —k XZa—h'S5@BYRA TS a>vE&RLET,

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avwa%zgZ8%H. BEGIN BACKUP 17h 5 END BACKUP 1T& TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ERZRIRY BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 IJL (V547> kF—)
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* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 EBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBEZASIL £,
b. BEGIN1TX END 172 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &8 KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIP#—N—®DIP 7RLZAZAALZET,

e KMIP H—N—R—bZANDLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

O — — — — — — — — —

) Set Onboard Key Manager recovery secrets.

R © 0 J o O b w N

[
=

) Configure node for external key management.
Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

ROFIE

T—bAT1 7THESEZVINT LIS, ZRTT2HEN DD "HIE L /cEimZNetApplREIL 9, "&
ERS

MPE L 7-8R 54 % NetApp - ASA A250(RE L £95

[EEHNFELE L,T:/\"—“Jtat F v MIMTEDRMAIETREICHE > TNetAppllIRAIL T 72E
L\o "/\—\/O) Cll:l E:XT%" ¥I%E‘l—ob\—t‘g:\ /\ *\‘jé—:%““ L/—t < Tk__kkl\

~

~ _V_\\/
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v =T —2 70— - ASA A250

ASAA250 AL — S RTLDD v =X EHIRT BICIE. RBEGZESEL. O
YhO—5%S vy ROV L. Yv—72RHL T, SRATLOEZRIEL X,

o "S v — U RRE R R Y "

AT LOE#BE. BERY—)L. ONTAPSREEIEHR. JAVR—X Y MEROKREIR L. ¥ v —> OTHREH
ZHERLET,

e "o v — RO E "

SRATLDBAREREL. BRIERCY —IILZWNEL. A v—2 7R L. T—TIILIZSNILZ [T
T v — D EREZLE T,

e "AYRO-3ES vy hEY

D —=YDAVTFIURERLICETTAICIH. A hO—FF vy ROV LET,

o " — VRS TR T L

BEOHZLv—IDERIAS v —2ICOAVER—X 2 b ZEBELE T,

e " — D RRE DR

aArvhO-—SzEHL. FTINYIZERITL. BENMRELS v —>ZNetAppllIREIL T, gz T L
9,

v = RBDOEMH - ASA A250

ASAA250 AT LD v — %3RS BHIC. WBREEEICITS ODICHNEBELREG2E
FLTWBZEERERLTLETV, TNICE. Y ATLROMODIARTO IV R—X
VEHAEEICKEEL TWB Z O, ONTAPOO—AHILEBEBEI LTI vILEH D
CEDRESR. ELLWKHEAY Y v—Y. BEUREBERY—ILHEENE T,

Sy—2lF. O bO—Z/CPUAZ Y b, BRERB. I0RY., IRTOIOAYFO—ZAVR—22 b =EINE
IRYEBIT>oO0-v T,

ROBMHZHELET,

C AT LOMOIRTOOAVR—RY MHERICKEL TWS 2B LET., ERICKELTLAW
BEIE ISEELTHR—FZRIFT TV "Ry F 7y THR— K"

* ONTAPOO—AIIEEBEDIL TV vILHBRWERIF. TDILT YO vIILZEBELET,

C RBUCHBLTECRSRIRI > TWVWBE e 2R LE Y,

C v —CORBFIBEIE. PRTLTHR—EINZIRTON—23 VDONTAPTHERATE XY,
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c Uy —YDOXBEFIEIEZ. REIL. NVMeR 17, LU MO—FFEDa—-ILEZHLLD Y=
EFIBDeEAHRELTVWET, £l KA v—2IINetAppDFILWIAVR—RY N THD &R
RBLTWET,

* v ORBFIRIGS AT LDOELEZHVWE T, 2 /—RIFRETR T —EINTERICELEL. 7L
F/—RISRETIFEAWIFLELE T,
ROFIE
BB LIRE. " v - ETRT SR

v — 2 DR F - ASA A250

ASAA250 YR T L TREDODHZ v —>%2XRT2EEET2-0HIC. BEOH DY
vy—2F%EL. RBEAIOYAR— Y MEESRL. y—Jlled>hO—3 EYa-)L
ICoRNILZFITE T,

FIE
1. 2UFZNAVY—ILR=bMCERL. SRATLEDAVR—T A RA2BIL L TERLEFT,

2 O rO0—5—OMELED A ICLE T,

a. {#H “system controller location-led show' 04— 3> LED DIREDREEZ RIS AT K,
b. O —>a3 > LEDZAICLE T,

system controller location-led modify -node nodel -state on
A7 —> 3 VLEDIF30A ST LI RICAHED FT,

3. Ny —UREHTBHIC. Ny T—SDSNLEBAT, ROSERAEL TS,
- HRHES
© ERERAD A
© B RDIE

4 NuTr—IJheRBYMEROHB L. MELEOVAR—2> FZENetApplliX T 37=DIC/NNy r—SRRE
LTLIEEL,

5. AL =2 AT LICEHREINTUVERIRTDT—TILCIRNILEMTEYS. ChICED. COFIEDO®E
FTEYABERNERICITONE T,

6. FIEML TULWAWEEIZ. BAESEEML TITEL,
RDFIRE

ASAA250 v —2 N—RUIT7ORBERENTET LIS, "AY FO—5%2 2 vy FET"TR3HEDHD
9,

J>bA—50> vy & - ASA A250

ASAA250 A L — DRFLOOAY MO—F5—%2 v Y bE TV L T v —2DK
BRI T — 2 DIEEEHET. DRATLOLREEZERLFT,

46


chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html

COFIEE. 2/ —REBRDIATLDPRNRT Y, V7 RAFNH—ERXZREBITIBDEELR vy I T Y
DFHICOVTIE. ZBRBRLTKIEESW" AN =Y AT LDIERR Y vy bR D2 EEBRIEABERATA -
NetAppF L wI~X—2"

EXZRtad a0IC
* RERHERC LTI vILD DB zHRLET,
° ONTAP DO—AIILEEBEDIL TV v,
° £AY FO—SDBMCAD T Ut Xk,
C KM EBELTE BRI N> TVWE ez L E Y,
vy MIVBIORA NS0T 4 AFRDEEDTY,
c BMZRITLET "V AT LDEEEF VI
° ONTAP Z 2 X T LRV ) —-RZT7v TIL—RLET,
c WINOEMRLET "Active IQ VT ILRRT T —hEURD"s YRAFLAVR—R> FDLED%
ECREDATLICERELTLWEAEEZXELEF T,

FIE

1. SSHZEAL TIZRRICOATA>TEH. VS RAZRAOERD/ —FhroO—AlLoa>Y —ILr—7
WesyFhyZIaAvy—lzERLTAIM Y LET,

2. IRTDIVZFATYNEAMDSRY F T YT RTLLEDT—EZADT7 I A%FEIELE T,
NNy Ty FOaT"=—RELELET,

4. AutoSupporthBMICHE > TWBIBEIE. T—ADEREIHEIL. AT LEF 7514 ICT 2R %S
ELET,

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. IRTDYUFTAR/—RDSP/BMCT7 RLXZHELF T,

system service-processor show -node * -fields address
6. VSRALTINEKRTLETD,

exit

7. BIDFIEOHEDICRTINT-LWINHAD ./ —RDIP7 R L X% EAL TSSHEHB TSP /BMCICOY 1 >~
L. EBRREERLET,

AVYV—=IIZyThyTERERLTVWSISEEIE. BLIVSXEABEEDILTYOvIL2ERALTIV
O—>iicaJa14>L %9,

8 BEEDHD v —UICHB20D ./ —REFELELET,

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
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-ignore-quorum-warnings true -inhibit-takeover true -ignore-strict
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MetroCluster 1R Tld. KERIBEDREICES FTHIHIDDEFT, CORFATEIY MO—5DRK
EHNREBAICEDET, DRIF—U2JIEBEMT,. BEE—RICAD £9, MetroCluster node show
-fields node-systemid' 1< > RDHAICIE. MetroCluster SRENBEDREICES FTHWS X T L ID
MNERRINET,
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10. & X7 LiH' MetroCluster 1A% ICR > TWAHEIF. FEAY FO—SHBRINTVWE e ZMELE
3, [ MetroCluster node show -fields configurion-state |
nodel siteA::> metrocluster node show -fields configuration-state
dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured
4 entries were displayed.
M. Z2IaA>bO-3IC BESNZ R 2a—LHEETDIZzHRLET, vol show -node node-name
122 ) T—rROBET A V4 —N—ZEMICLIBEIE. EEE% 0> O — 3 T storage failover modify
-node replacement-node-name -onreboot true Z=BMIC L £9
RDFIE

DRTLDT—TNEETEL. T XAIZBADHTLERIZ. "OY FO— 5 DOITHEDIUIE",
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EFAVIAM—=I)LL. *v MIEWMINTLS RMA FIBZDHBICRKE > TEENAEEL
Elmm%Z NetApp ISIRHITB3HELRHD £7,
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