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* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

FIE
1. LOADER 7OV 7 hH'5. T—k XFTo 7EIE7OCLIZMBLET,

boot recovery -partner
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Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
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SRATFLIFRDXA v E—%R AL BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVHR—K F—BEONXTIL—X%AHILET,
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Enter the passphrase for onboard key management:
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L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.



f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIATYEF—T 71 ILORBOAIZRTLE T,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :
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KMIPY—NT7 71 ILORBOBIZERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

" R—bDIP7RL X
*R—bDXY IR



" TIFINT =T ITADIPTRLR

—KHBRy FT—ORETOV T OFETRT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINBVEE. DRTLIRELEL. I5—6LVESEAYE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner
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F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE
ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli
HLET, "ICBDZET,

HPE L 7= 7 — b X T 1 7 %ZNetApplliRED - ASA A400

ASAA400 R T LD AVR—2 Y MIEEDIRE LB EIE. BEDLFHREL -2
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%NetAppL_ BEIL T TV "N —Y DG EZEFHICDOVWTIE. R—DETE
{f=2&

T—cXFT47 -F&1) A/

T—cXF o 7OFEH) A/NYT—2 70— - ASA A400

747@ @\UbNfo s, BEtDET. LUV AT LEEEDIRIEZ
fToT. ASAAM00R ML= S XFTLDT—F XTF4 T7ORBEFHIIBLET,

2L =S ZFT LMONTAP 917 1L EZ T L TVWBIESIE. "BE T — FEEFIE" . X TLTUEID
N— 3 VDOONTAPERITLTWLWBEEIE. FET7—MJ)ANUFIERZFERTZ2HELHD XTI,

o "J— kX B R RER

7 I‘XT’r_Id)ﬁejﬁgﬁ:%EEmuina-o

9 "BEE{LEF—DHYR— FELURT—H XDRER"
SRATLTEF ) T4 X —EEEEENBMICHR > TVLEIHIEEBIbtEIN-T 1 I B I D EERELF T,

"drhO-=3%T vy hET "
XT oA 7 ORBHRBEICBSTcE Eld. AV MA—ZFZ vy TV LET,

"J— kX F 1 T DI

BENRKELILT—MATAT7EVIATLBEED 2—-ILOSBDOANA L. KA T— b XFTo 7ERDFITT
S5, USBT7 5w a RS54 T%#ERALTONTAPA X—S XL X T,

"YUANIARX—TET— R LET"
RSATHSONTAPA X—S%T— L. 770V RTLEDINT LT, BETHEREIELE T,

QC@

"FYATRI"
ONATPT —h XZa—H5AVR-F = IRX—I v BRI CIINEBF— Y7 —P v ZEBTLET,

o "EEDHDBD/N—VEXY F Ty TITREALE T
BEOHZEmiE. Fv MBI S RMAIEEBREICR>THRY M7y FIORAMLTL T
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FEIT— M XTaoT7 VAN DEH - ASA A400

ASAALO0 R T LDT— b XAFT 4 72T BHIC. RIBEERBICITTOEOICHNEBERE
HEBELTVWBRZ e ERESRLTLLIETL, ZnIlid. ‘ﬁtD&Zhb—94“§§®USB7
ZwlaRSIATHH3. BLOKEBERDOT— T NAADELWVWT & DHESEH
EFNEI,

2L =S ZFTLMONTAP 917 1L EZ T L TVWBIESIE. "BE T — FEEFIE" . X TLTUEID
N—T3 DOONTAPERITLTWAIEEIE. FE7— MU ANDFERERTI2HELRHD XY,
USB75wia RSA7J
*USB7Tv>a RSATHFATR2ICT#—T v bTNTWVWBRZ =R LET,
* USBICIZ TR BRERENHVETT ‘image_xxx.tgz' 7 71 Jlo
7 71 ILDEAg
JE—"image xxx.tgz 7 71 ILEUSBT7 S v a RSATICRELET, COT71ILiE. USBT7Swva
RS T HERLTONTAPA X—S REX T D E SIERINE T,
ERamAc i
MELOVAR—2> bZNetApph R T A3RBAIVAR—R > b ERBELE T,
> hO—>—#5
BEOHZT— M AT 72X IT2eFE ELVWIMO—ZICOAY VY REZEBRAIZEHNEETY,
*EBEOHDOAVEPO—F— F. XVTFURAEEFTLTVWS I MO—5—T9,
cFEARIODFO—F X BEOHZ I MO—FD HAN—FF—TT,
RO F|E
T—rXT A T7ORBREGEZHALI-5. 2RTIIBELRHDESEF—DOUR— b T—cXT4 7D
2AT—RAXA%MERT3"F9,

EEt*—DHR— b XTF—4 XADFESE- ASA A400

AL=—ORTFLADT—REF 2T 2RI BICIF. BEELF—DHR—r& T
—cXTATDRAT—RRAZMHERTIVENDHBD T, ONTAPD/N— 3 > TNetApp
Volume Encryption (NVE) B R—kEhTWBAHhESHzHERL. I hO—-5%Z>
vy NI VTBRENCFEF—BIEBY—IDT I T1 TICHB>TVWBRHESHZREEL TL
&

ARL—=CS X T LHONTAP 9171 EZET L TWVWAIBEIE. "BF T — FEEFIE" . X T LTUEIO
N—2 3 DONTAPZERITLTWBIGEEIE. FET— M) AN) FEZERTIHNELHD £,

27y 71 NVEDHR— b Z R L. IELVONTAPA X—J %A O0— K93

T— b X714 7 OXHBIEY)BONTAPA X =% ATV O— RTES LSS ONTAP/N—2 3 > H'NetApp
Volume Encryption (NVE) ZHR— L TWADESHZHEEEL XY,

FIE
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1. ONTAPN—=2 3 UABES{EE Y R— L TVWEAHESHERESELE T,

version -v

HAICHEENTUVSBIHEE. 10n0-DARE' V7 S XA D/N—2 3 V TIEINVEDA Y R— kI TLWEHA.

2. NVE H#7R— MMCEDWVWTGEYIZRONTAPA X—J# 4oy O0—RLET,

° NVEDHR— kTN TLBIHE: NetApp Volume EncryptionZ ST ONTAPA X—S %A O—R L
E3r)

° NVEAH R — kIR TUHRWES: NetApp R 2 — LEES{EA LOONTAPA X—J & A4V O— R L
E

NetAppt7R— b H+ kHSONTAPA X =% HTTP H7cld FTP B —N—F7zidO—
AL TANE—ICHE T O—RLET. T— b XT 4 7OTBEFIEBFICCDAA—
T7AUDBRICED T

ATV T2 F—IXR—Vv—DAT—RRAZHE L. BRZNYITvTT3

EEOHZ IV rO—FZ2 vy FETUTBRIIC. F— IX—JvDOEBRZHEIEL. HERBRZ/NYV Y
Ty TLTLEEE L,

FIE
1. SRTFLTEMCHE>TVWERF—BEY —IILZHERLE£J,

ONTAP N\— 3>~ S e S
ONTAP 9 .14.1L4f% security key-manager keystore show

* EKMBBMICHR > TWABE_IE. EKMAIYY REHICKRRS
nxd,

* OKMA'BEMIZHE > TWBIHEIE. OKM ATy RHAOICEKRT
INEI,

* BB O TVWBF—BEY —ILH R VEEIE No key

manager keystores configured. ¥ > FOHAIZERR
INE9J,

ONTAP 9.13.1 LA&i security key-manager show-key-store

* EKMA'EMICE > TWAIBEIE. “external AT REAICK
RN d,

* OKMABEMICH > TWBIFEIE. “onboard Y > RHEAICEK
m~ENXd,

*BMICHESTVWBF—BIEBY—IILH B WNEEIE No key
managers configured. AX Y RDHAICERREINE T,

2. SRATLICF— XX =T v —HREINTVBIHESNCBL T ROWTNDZEITLFET,

31



F—XX—T v —HRESNTULAVEE:

BEOHZIAY FO—F—ZRLBICTY YTV L. vy MU UFIBICEDENTEET,

F—IVR—T vy —DRETNTVZIEES (EKME7ZIZOKM) :

a F—IRX—Tv—ADFREF—DAT—RIAZRRTBICIE. ROV ARV FZAALFT,
security key-manager key query

b. HH%ZMEFEL. 'Restored IS5 L, TDFTIE. F— IHR—T v — (EKM F£7clF OKM) DERFEF—H'
EBICETINEIESHIDRRINE T,

3 F—IX—Tv—DEAFICIGL TCEYAGFIEZRT LE T,

32



NEPF—IR2—> v (EKM)
UTOEICEDODVWTINSDFIEZTT LEY, Restored 7135 L,

ITARTOF—DPREREINIFE true' BITEINIFIC !
BEDHZIVOA—F—ZLLRICIvy IV L vy MU VFIRICEC CENTEEX T,
WINHDF—ICUATDENRTINTULWARWZEIE true BT ENrFic :
a NEBF—BIERFAF—Z IS XZ—HNDIARTOD/ —RIZEBTLET,
security key-manager external restore
COOAT Y RHEBLEHZEIE. NetAppFR— MCHEELEHDEL TV
b. $RTOFRFAF—METIN e ZzHRLEF T,
security key-manager key query
FE:29 % 'Restored %K "true’ § N TDEREEF —ICXF L To

C. IRTOF—HETEINEGEIF. BEOHZD I FO—F—%LLICTv vy M TV L. v
w NADUFIBISED C t#f*iTo

FoR—REx—IR—T+v (OKM)
UTOEICEDOVWTINSDFIEEZTTLE Y, Restored 15 Lo

ITRTDF—DRRINIIHZSE “true’ Bt INrFic .
a. OKM [gsz/Nv o7 v T L&Y,
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7. 2> bO—ZE2a—-ILOBROHITERTLET,
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ICHEFELE 9,
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A2 hO-FEVa—-INRLICEEEINDI L. Ov ISy FHRENDET,
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BEBICHZANTIHRVWTLIETL,
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a Oy JyFzLICEEEETOYIEYHANS L SICIEIF. OvIETNBETTRIFET,
b. r—TNIXIAY FTFNA R ELEED T TVRWEEIE. BDMIFELFT,
8. Ctr+C ¥—Z# L TJ7— Ot X%EFK L. LOADER 7OV FhTELELET,

CDAYyE—IHRARINABVEEIE. Crl+C F—%L. XVTFVRXAE—RTEFHTZIA S>3 >
FERL. I FO—5%1F1ELTLOADER E— RTEFBL X,

9. > brO—SHR LY FEIET 7Ty T3EFD MetroCluster ICEEFNTWBIFEEIEX. FC 74 T4
DERE)ZANTITIRELRHD XY,

a. RSFE—RTT— bk : boot ontap maint

b. MetroCluster R— rZ A= T—RE LTERELF T, ucadmin modify -m fc -t initiator
adapter_name _°

C. EIELTHRTFE—RICEDZd: Thalt
TEIFRATLOT— bRICREINE T,

USBRSATHSDFEFT— cXFT 1 7)AH/INY - ASA A400
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FE
1. BEDHSI>FO—>0O LOADER 7OV T hH5H. USBT7Swa RSATHhBEUAN) A X=
ZEBLX T,

boot recovery
DANVAA=DIFUSB T Tva RSATHEEIVO-—RENET,

2. 7OV T EHREIN-E. BEROZEIZATITSH. Enter F—% L TENRICKRREIND T 7 4L
FOEREZITANE D,

3. ONTAPN—2a > OFEEFERALT. var 7707 Y XATLEZETLET,
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aEEOHS AV FO—F—DHE: T Y EB¥ Do you want to restore the backup

configuration now?

b. EBEDHZIAY FO—F—DHE: 7OV T MHRRINIS. Y /etc/ssh/ssh_host_ecdsa_key
ZzEESTLET,

CN—hrF—2XbrO—-FT:BEOHZIV FO—SZRERMERLANILICHELET,
set -privilege advanced
d N—hrF—22bO0-5—T:ERNYI Ty T AV REERITLET,

system node restore-backup -node local -target-address
impaired node IP address

BIBIUND X v 2= DRRRINTHZEIE. NetAppFR— MMIEBULWEDHE
<V

e N—hrF— 22 bO-FT:BEELANILICEDET:
set -privilege admin
fEEOHZAY FO—F—DHE:#HT Y RBE 'Was the restore backup procedure

successful?

g BEEOHSAY bO—F7—DHE: T Yy RBE ".would you like to use this
restored copy now?

h. EEDHZAY FO—>—DHFE: T Y HEFH EROSNS., Cil-CT—kXZa2—HFK
mENfEH,
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ONTAP 9.16.1 L%
BEOHZIAY FO—5—TCRDFIEZEITLET,
a Ny IT7YTHREDETERDZ OV T RRTREINSZS5. CADL Y ET,

ERFIENHRNT B L. ROX Yy EZ—IDNRRENE T, syncflash partner: Restore
from partner complete

b. ZLZX YNy o7y FOEBFTHNEMLIEDE SHEERT S 7O T KRR INT 5,

C. TLR YEISNIBRZERT 3L S ICKOSNTIFE
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S. AV hAO—ZDAML—=C%F TNy I LT, A bO—S2BEFEICELE T,

storage failover giveback -fromnode local
6. BEIF TNV I ZEMICLISHEIE. BEBMICLET,
storage failover modify -node local -auto-giveback true
7. AutoSupporthBRICE > TWBIBEIE. T—XOBFEREZ VX N7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

OKM. NSE. NVE - ASA A4000 ) X 7
KR T— b AT 7 TCRELZUVINTLETD,

AL =S ZF LHONTAP 917 1L EZEIT L TVWBESIE. "HE T — FEIEFIE" . AT LTUEID
N—2 3 DONTAPZERITLTWBIGEEIE. FET7— M) AN FEZERTIHNELHD £,
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FYR—RFx—Tx—+v (OKM)
ONTAPT — kX Za—h56F>AR—RF—I%—Cv (OKM) REEZJVIAMTZLET,

ERZRIRY BH0IC
ROBEHREZATLTLEST L,
* VI RARLEDNRT L= AN "F VR—F F—EEDEML"
CFUR=RF-IR=TVv DNV I Ty TER"
*ELWNRRTIL—RENY I T TT—2h B2 zHERBTBICIF. "FoR—RFF—EED/N\vY
VTV TEDTRAILEDNRAT L —IXZIREEY 555" FIR

FI@

BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT — k XZa—h'S5@BYRA TS a>vE&ERLET,

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10

47


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avwa%zgZ8%H. BEGIN BACKUP 17h 5 END BACKUP 1T& TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<v%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ER=RIRY BH0IC
AMDOZZXE— )= REERBNYIT v THERDT 7 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (54T > kF—)
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* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEZBEFR1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBEZASIL £,
b. BEGIN1TX END 172 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &8 KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIP#—N—®DIP 7RLZAZAALZET,

e KMIP H—N—R—bZANDLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEIX INv I EEMLIZBEIXVANTLET,

storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

HPE L 7= 7 — b X T 1 7% NetAppIZiRED - ASA A400

BRENREELEN—VIE. v Ht_ﬁJz'O)RMA?EuT ICHE > TNetAppllIREIL T 2T
Lo "N—YOREEZHEFHMICDOVWTIE. R=SEBBLTLLIEIL,

D b
v — 2 DIHRDETE- ASA A400

D= ERBTBICIF. BEOHBZ D v—DOEEOHBZ I v—ERAILCETILD
LW y—2ICT7 72822 O 2 - I 2B} TIHELNDBD XTI,

SRTLDEDMDIAVR—2 IR TEREICIHELTVWIREN DD X9, MENDHIHZEIF. T T
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TZAINTR=MIBERAVEDE LT L,

s COFEIF. PATFLTHR—FEINBZIANTDO/N—3>0 ONTAP TEATEF X,
c COFIBIF AT LOEBELEEZHFWVET, 2 /—RITAZTIE. YILF/—RIZRAZATH—EIDZESE
IfEIE L. ZBOICIEIEL X T,
A hO—50O> vy bA T >2-ASA A400

BEICIO U TcBYAFIE #FERA LT, BEOHZD A O—F2> vy MUV E I
TAO0F—N—LFXT,

FT7oav o= BRBEIE. AV O—-F% vy ROV LET

COFIEIE. 2/ —RIEBRDIRATLDPNRTY, V7 RAFH—ERZREBITIBDEELR vy hET Y
DFHICOVTIE. ZBRBRLTKIESW" AN =YY AT LDIEERR Y vy bR D2 EEBRRAFERTA -
NetAppF L wI~X—2X",

EXRZRMA T 3A1IC
* MERIEREILTUOvIDHEZICZHERLE T,
° ONTAP OO—HILEBEDIL TV ¥l
° £ FO—5DBMCAD 7 Ut R4,
C BN BERTECHBMNRI > TWB ez L E Y,
Ty MU VHIORA NS UT 4 AERDEED T,
c BMERTLET "V AT LOEEEF T VI
° ONTAP % R FLDHR I —RIZT7 v TIL—RLET,
c WIFNNOEMERLET "Active IQ YT ILRZRT 5=k URD" YRATFLAYER—R> FDLED%
ECBRESATLAICRELTVWIEEEZEXELET,

FIE

1. SSHEER LTI SRAICOATA>TIH. 7S RAAHROEED ./ —RHhrsO—Ah)loa>ry—ILy—7J
WSy hwZIayy—=I)LEzERLTOJTI>LET,

2. gRTDIZFAT Y MRACDSRY TV TV RTLEDT—IANDT VLR ZELELFT,
S ANENY I Ty T3 TE—KELELET,

4. AutoSupportBBRICR > TWBIHEEIFE. T—RDERZMNFIL. AT LZAT7 7147 2R %Z1E
ELET,

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

0. INRTDYZFRARA/—RDSP/BMCT7 RLZAZHFELFT,
system service-processor show -node * -fields address
6. VS ZAZITIERTLET,

exit

57


https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/

7. BIOFIEOHEAICRTINT-LWINDAD ./ —RDIP7 R L X% EAL TSSHEH TSP /BMCICOY 1 >~
L. EERREERLET,

AVYV=IIZyThyTERERBLTVWSIGEEIE. BLIVSXEABEEDILTYOvILEZERALTIV
O—>icaJa4>L %9,

8 BEEDHD Vv —UICHB20D ./ —REFELELET,

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSyncE— R TEIfEY S SnapMirrorEiZFHET 50 2 XX DIHE | system node

(:) halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown true
—-ignore-quorum-warnings true -inhibit-takeover true -ignore-strict
-sync-warnings true

9. KDXytE—IHRESINES. VT XZROZI bO—FIC Hy*) CAALET,
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. FOA> bO—SHMFELETZETHES. LOADERZOVY I+ ERRLET,
F7F>a>2: 2./—RK MetroCluster 80> FO—S% > vy A T>T 3
BEOHZ AV EOA—FF vy ATV FT3ICIE. IV FPO—SDRT—EXA%ERL. BDEICHUCTEE
RIAVFO—FHEEDHZ IV FO—F AL =D ST —2%Z5|ETHIR/HTETBLSICaA>O—F%
AAYFA—=N—FTBIREHLHD X7,
CDRARTICDOWVWT
cEERIMO—FZICENZMIGTZ7-0IC. COFIEDERTEREEZ A VDX FICLTEHEIHBEN
HOETF,
FlE

1. MetroCluster A7 —4X%=Fx v L T. BEDHZI> bO—FHEELRIY FO—-JICEENICXT
YFF—=N—LITHhESHhEEEELET, [ MetroCluster show |

2. BMRAA Y FA—N=DEELLHESNIHL T RORICKE> TIBZEDF T,

BEOHD I bO—SDRRT ¥
BEMICRA v FA—/N—LT ROFIEICEHF T,

BEFMICXA vy FA—N—=L TV EERI>MO—FHSFHENBIA v FA—N—12E%RTLET
A A : MetroCluster switchover

2w FA—N—IIEENICITIT EEXvE—J%RL. FJETHNISEELX AL TPOELE
HNTEST . MetroCluster o MEZERTIRVEEIE. TI7ZHITR—MIEBVWEHE
switchover A Y RZEFHAL TR <7EEL,

Ay FA—=N—=%FHHT=H. X1

vF A —N—IFEEF INT
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3. /N1 IN—2 5 X2 H 5 MetroCluster heal-phase aggregates AY > RER{TLT. T—27J )5 —k
zEBALEY,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BEIIET T NT=35E13 -override-vetoes /N T X —2X %387 L T MetroCluster heal Y > REZBZE{TT
SET DA TOaVNTA—FEFERATI . BELUBEZHIFEY 7 b RIETIEIRTERINE T,

4. MetroCluster operation show A< > REFHAL T, WEBHNRT LA EZERLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. T storage aggregate show | AX Y FZFERALT. 77 V75— bDOREZHEELFT,

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV RZFERAL T, IL—rT7JUF5r— b2 EBELET,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIET T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' A< > REBZEITT
TEITCDFTOaVNTA—REFRAT I, BELEZHIFZY 7 MRETITIRTEHRINE T,

7. A7 4 %—>3 >0 5 AT I MetroCluster operation show | <> RZ{FERL T, BELENTTL
Tz LET,
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8.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

BEOHZ AV FO—FESa2—I)LT. EERXBOEGZEBRLET,

N— R 7 D3ik- ASA A400
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L\‘QV—?K&Tg@bijo

FIg1 : I bO-SES2—IILEROAT
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1.
2.
3.

BEHNRNE L DHEIE. BETETICERBLE T,
BR7T—TIEES) v 72N L. EBREENST—T I Z2kRET I,
T=TINREZIXY S TNAREFRELTVWBT—TILZ2XTLHTWVWBE TV I EIL—TR Sy T2

H. YATLT—TIESFPEIOY FO—FEDa—ILH 54 L WMEBLRES) . EDT7—TILHMEIC
RN TWih =L E I,

=TT —TINIRZIAY R TNA RO T=FFICLET, CHUTEKD. T—TILIRZIAY T
NTRERODRFITETESIC. =TI 2BBTINELRHD £ A

T—TNIZIAVERTNARZA O—SED a—IILOAACEAHLSEDN L. BICEZFET,
mAEOOYISYyFEBLTF. MAOS Yy FEREICTABEICEREESE F9,

A bO—ZFDa—IIhovy—ohn6D LI EHENETD,
> hO—ZFVa—I)Ilzov—h565FHLED,
CDEE, EVWTCWBRETOAYMO—FEZ2a-ILOEAEZEZZTLIETL,

O MOA—ZED a—IIL2RZeBIBFRICBEVWTHSEET, Pvy—ROMOI> FO—FES 2 —)LICD
WT. LEEDFIEZEDIRLET,

Flg2 : 7y7oxBHMLEYT

D= EMRTBREETICT D a2 BRAY v —2ICBRET RIS BEDIEBF TR RV RTT
BRENHD X,

1. BN EA X DIFEIE. B TEYNICEML F T,

2.
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SAREILZNALET,
3. 77 YVEZa—INDOALNY LDV —RZyFEBLTIF. ALNYFILETICEEZRSEET,

FUEDaA-ADT v 5D LEBNISERRICEEL X T,

d

4 T7YEDa—INESv—ID55|IEHLET, COLE T7VEDa—IIDYvy—Ih5ETLAEV
KOIC BIZEVTVBFTHRTLRE LY,

C) 7?%%?;—»Mﬁﬁ%ﬁ@mpTxQV—9#6%%%?L?Hﬁ%?é:tﬁ@u
E3IC. BTEVWTWVWBRFTI7VEDa—IILOEEZEZZTLREIL,

T7VEDa—ILERABEET,
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TESCHLRAAHFT,
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3 Y hO—FEZa—IILOBDHITZRET LE T,

a BREEBICERI—FZzERL. EBR7—JILOvINh>—Z2BERDMITTHS. EFREEZER
ICHERILE 9,

b OvsSyFEFERAL. OvI Iy FHRFEENZET. I bO-FEVa—ILedv—2Illo
MO ERLIAHET,

C) ARV ADEEESCTSH. AV PO—FESa—IILERXASARLTovY—VICEAT
BERICHEANTETHRVWTL T,

C OAYFO—ZEIa—IIlzov—YICRELRICHEATREOHIC. Ov oS yFaEICEERSIE. OvY
EVHANZESICEITF T MO—S%F 2 BETHLIAALS, Ov ISy FEOvIINS
EFTTRIFET,

A bO—FFEVa—)lE. v —YICRSICEEINZCICICT— M ERBLEY, 7— 70O
TREFTEILSICERLTETET,

d =TI IXIAY MTNA A EFERD T TOAWNESIF. BIDITEL £,
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@ SRTLHT— b AZa—TELELEBEIE. LOADER TI—h93F4 7> 3% &
RLFET,

f. LOADER 7OV 7T lbye ] L AFILT. PCle h—RELVZDOMD IV R—%> ~Z=BAHAL
LEI,

g Ctrl+C *—%#L T, 77—t « 7OEX%HM#L. LOADER 7OV S+ TJ—rLE T,
SRATFLNT = XZa—TELELEBEIE. LOADER TI— 323472 arvE&RLET,

4 BILFIEZ#EODIRLT. 28HOOY FO-52HLLW S v—IICBD T ET,

> — I AHREDNIE- ASA A400

Fv MIABDORMAIBREICRE> T v —YDOHARREZRESE L. BEEHLERLE L 7-3Mm
Z NetAppllIRFI T 2MENH D £,

FIE1 : v —>DO HARREEHESR L TRELE Y
=D HAREZRESR L. DEBICKLC T AT LEBRICEDE TERITINELHD 9,

1. XYFFYRE-RTR, WFnAh0dI>Y bO—ZEDa—I/LA5. O—A)LaA> rO-FFPa—)LL
v —2DHANKREZRTZLET. [ ha-config show |

HARRBIZ IR TOIVR—RY FTRLICZ>TWSIFT T,

2. RRENIEDv—2 DI AT LREDN S AT LIBRE—BLEBWVSEIE. ROFIEZERTLET,
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a. v —> 0 HAREZERE L £ 9 'ha-config modify chassis_ha-state
ha_state_value ICI&. ROWITNHDEZIBEETIT XY,
* THA,
* 'mec
* 'mce-2n
= TMCCIP |
* [non-ha J
b. REHNEE N EZRELE Y, [ ha-config show J
B URATLOEDD TN EXIEBERL TLWARWERIE. T—JIILEeBERLE T,
4 D7 LOFEICREILEBERDMHIT £,

FE@2 : 2/ — KMetroClusteri8f{ C7 7 VS — XA Y F NV I T3
ZDRRAYTIE. BE®D 2 /— KR MetroCluster DA ETL X7,
FE

1. IRTD/ —RDIRAED lenabled ] THBDZ=MEELE T, MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. $RTO SVM TEHREATT LI e =R L £ 9, [ MetroCluster vserver show |

3. BENIBICE>TEITINS LIF OBFBITHEEICTE T LI %2R L 9, MetroCluster check lif
show

4. HNAN—T S RAEZHDEED / — KH 5 MetroCluster switchback A¥ > REFERALT. X1 v F/\v
V%RITLET,

5. A wF Ny IMEBHZT LT-Z t #FES2 L £ 9 MetroCluster show

7 2 2R DIREN waiting-for-switchback DIZEFIE. R v F /Ny JIIBNEXZERITH T,
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

522D normal | REDEZE. XA v FN Yy IZUNEBIZZT LTVLWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

24y FNYIHTET T2 X TICHEANDSHZEIE. T MetroCluster config-replication resync-status
show | AX Y REFHETZZE T, ETHOR—IXSAVDRAT—RAZERTETEY,

6. SnapMirror #&R% % 7% SnapVault A HNIE. BREIZL £,
FIE3  BENRELN—VERY Ty FIORET S
EENRELN—VIE. Fv MIABORMAIBREICH > TNetApplIREIL TS E W, "/N—Y DR
CAHEMIC DO WU, R—SEBBLTLIEEL,
> k0O—72
a2 O—ZDORFEDEE- ASA A400
RIEAFIEOTHERG 2R L. CFERD ONTAP ARXRL—F 4 VI RTLDON=
AVICBLEN=Ua3 VBRI BZUELHD X,

CIARTORSATTILIIDBEYICHEL TVWBIRELHD £,
* MetroCluster 18D > A T LDHEIF. ZEBLTL TV IEELWY AN FIED:ER" COFIEDOER
HREHESHEHIET BICIE. ROFIEZET

COFE = ERAT3HBEIE. 4 /—RFE7IE8 /— KD MetroCluster D 3> FO—S DA FIE
DHHARTDHBELRILTH B ZCICEFRLTLIEETV, BENHARTICHEINTWS =,
MetroCluster BB DFIBIZMNEH D £t Ao F7-. storage failover AY Y REFERT 3 & KHEEFICE
BIREEZITS A TEE T,

*BEPEELLIVR-—2MI. TAONAEDSRITE S TEIEA FRU IV R—R 2 b EIRT B4
BNHOFET,

* A bO-ZFPa-I)zE ALETIALRZATFOAY bO-FED2a—ILERBTINERBHDFI, O
PhO=—FFD 2N EZHIBLEITITIR. YRTLETYTIL—RIBIERETEXEA,

* COFIBEO—BELTRIATRRSATIIINTZEETEZLIFTETEEA
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° impaired_controller (&, RX¥#9 351> FO—7T79,
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TEERIFO-SHEZEOHZ I FO—FA ML= TF—2 25| SHETRETEZLSICO
hO=—Z&5FA 0 F—N—F23RELRHD X7,

CDRRIIZDOWVWT

* SANYZRTFLZEFERLTWVWAHREIF. BEOY MO—FDSCSITL—RDARY Xyt —J% 0
FELTELBENH D “cluster kernel-service show £9) o A< K (privadvancedE— RH'5)
%3E{79 B . ‘cluster kernel-service show 2D/ — KD/ — K&, TD/—ROABEEIT—4
A BLUED/ —RDOFERT—RZANKRREIN' TV +—FT L AT —RA"£T,

& SCSI TL—R7OERIE. 75 RZAOMD /) —RET 3= LZEBHLTVIRBENHD &
To RIWEZEDHBHNC. TNTOMBELZRRL TEHBBABD ET,

* /=R 3DULBBISREIE. I —FLEBHLTVWBBERDDE T, ITAID T +—
FLZBELTVWAWEE, B EERIY FO-STERECEEMEICDOW Tfalset RSN
2HRE. BEOHZ AV MO—SZ2 vy MUV T RRICHEE ZEBET2HUENDHDET. &
BRLTCESVW"/ —FZ I A2 CFERLET

FIE

1. AutoSupport " BZNICHE 2 TWBIFEIE. AutoSupport X v —JZ U L T —XOBEEER%
ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
b. ANy TEEBIF TNV IZEMLETH?) WS TFAY T EHRRRINIS,

3 BEDHBI FO—FIZ LOADER 7OV FhZRRLZF T,

BEOHZIbO—-ZDFRT EE
LOADER 7O Y 7k ROFIBICEHSFE T,
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BEOHD I bO—SDERTR X
SRAFLFAOYTREEEINR EERIO>NO-ZHASEEI> NO—F%TA7F—N—F 1

J—r7OYT

FfFELELFET,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

FFo3>2 > b0O—51%2 /— R MetroCluster [CHEHINTWLWET

FEEOHZD A FO—Z%> vy AT TBRICIE. A MO—SDRAT—2A%MERE L. BEIZIHL
TERRIY FO—SHEEOHZ A FO—F AL —IHh 5T —2%5|SHEIR/MTETZL5I1CT
hO—Z%RAAYFA—N—F2HELHD XTI,

CDRRATICDOWVWT

*EELOVEO-JICENZHIGTB7HIC. COFIE DEETEREEZA VOEXICLTEL

BEHHD XT,
FIE

1. MetroCluster A 7—X2X%ZF w7 LT BEDHZ I bO—FHEERI>Y bO—ZICBEEHWIC
AAYFA—=N=LThESIH%ZEERLET, [ MetroCluster show ]

2. BMZAA Y FA—N—DEELEHESNIBL T RORICKE > TIBZEDF T,

BEOHZ I FO—SDRMR
BEIWICRA vy FA—/N—L7T=

BEICRIyFA—N=-LT
ArAW

21y FA—=N—IFBEWICIZ
THhNTESS. MetroCluster
switchover AY > RZFEHL T
Ay FA—=N—%HAT=HN

214y FA—=N—IFHEET TN

(=3
ROFIBICEHFT T,

EER2IY rO—Sh5FBEMNRRA Yy FA—N—1EEEZRTL
% 9 : MetroCluster switchover

EEXvtE—2%EEL. ARETHNISEEZFRLTPDOEL
9, BEZERBRTEIHRVESIX. TI7ZHITR—-KMIEBWV
EHELETL,

3. N1 IN—2 S XX H 5 MetroCluster heal-phase aggregates AV > RER{TLT. T—X7J U4

—hZBRLET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BIEHEE T NTI5E(E -override-vetoes /N T X — X %3157 L T MetroCluster heal Y > REBXR
TTEEITIDATIIaVNTA—EEFRTR . BELBZHIFZY 7 MRETIFTRTERS

nxI,
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4. MetroCluster operation show Y > FZFRAL T, WEATT LI ZzRRLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEELFT,

controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV REFERAL T, IL— 7TV — 2 BELE
ERS

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIEE T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' <Y > REBE
ATEEIT DA T avNSX—4%=FERTRE. BEELBERHITFEY 7 MRETIZTTARTERDS
nkxd,

7. A7 4 %—>3 >0 5 XAT I MetroCluster operation show | <> RZERAL T, BELEHL
T LIz LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
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storage failover show

[ storage failover show | AX Y RDOHAIZ. N— b F—XyvtE—JTEEINLECATLID IFEE
nEH Ao

1. T4 ZDELLBIDEToONCcZzMEEL £, [ storage disk show -ownership

replacement _controller IZB 9 27« XZICIE. FILWSO X T L ID BAREREINEF T, XDFITIX. nodel
TARBEINTWS T4 X271 LW X T L ID 1873775277 WMRRENTULE T,

nodel> ‘storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. & XF Lih' MetroCluster #8RRICTE > TWBRBEIE' O FO—SD XA T—HX X% EH L £ 9 MetroCluster

10.

node show

MetroCluster #M Tld. RBRBIBEDREICRZ T THOHIDDE£T, CORFATEIY MO—ZORK
RNREBAICHEDET, DRIZT—U2JIEEMT. BEE—RIZAD £9, MetroCluster node show
-fields node-systemid' < > RDHAICIE. MetroCluster 5REHNBEDREICES FTHWS X T AL ID
HRRINZET,

> bO—55H MetroCluster 18R IC7 > TWB5EI1E. MetroCluster DIREEICIG L T, TTDFRBED T
A HPR2YA DAY FO—FTHBIBEICDRE—LID T4 —ILRICTF 4 AT DTTOFREENRRTE
N3 exzmRLET,

CHUE. ROBMAICEZET BH5RICHNETT,

> MetroCluster #HMN X 1w FA—/N—IRETH 3,
° replacement _controller (&, 71 X XY 1 DT« XTI DREDFHAEE T,

"4 J — K MetroCluster &, TD HA 71 2 4 —/\—E KV MetroCluster 21w FA—/N—HD T«
XU BIEDEE"

> 27 Lsht MetroCluster #BREICAE > TW3AHEIF. FAY bO—SHEEINTVWS  ZzHERELF
9o [ MetroCluster node show -fields configurion-state |

83


https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

M. AV rO—3IC. BEINBZR) 2a—LHEFEETBIIEHEELE T, vol show -node node-name

12. ) T—rROBET A V4 —/N—ZEMICLIBEIE. EEE% 0> O — 3 T storage failover modify
-node replacement-node-name -onreboot true ZBMICL £

SRATFLDY) X ST D5ET-ASA A400

AT LEELEICENEIRREICE T ICIE. NetApp Storage Encryption D&% 1) X k7
L WERFE) . HLLWIADFO—FD1EVXEAVXM=)LL. BEEDH 3B
mEx Ly Ty TIORNT BZHELAHD XY, CHICDVWTIE. Fv MI[FET S RMA
BREZEBRLTIETL,

FIE1 : A FO—-5DS5AE X% ONTAP ICA VR F—ILT 3

[BE/—RHNMEE (V/—FOvY) SV XZ2HEET S ONTAP HEeZ AR L TULBEI.
_replacement node ICHFTILW S AV REA VA M—ILT2HRERHDFT, 1ZESA 2 XEFERT 216
TlF. 97 RFRDE/ —RICEDEERDF—HDHRETT,

CDHERTICDOWVT

SAEVRF—EAVAL—ILTZETOMD. IZESA U XEZNBL I518E% replacement _node H
S| EFHMIFEATIET, L. ZUTIEBEDSAIEVIANISIAFIANTEDOEE/ —RICLHIED ST
e MEEDRTEZZEITD_LIETEEH A

X, ZAEYATNTVWRVWEER / — R THERT 1Y AENIGER T 2 HEMN H D7D, TS
B7121F8 < _replacement [ICT AV AX—%HA VA M—ILTEIRELHD £,

ERZRIR Y BH0IC
ALY AF—IF 28 XFOFA T,

At ZAF—|E 90 HEDOHEFHEHRICA VA M—ILTI3HBERHD XTI, COBTHEZBTS L. &V
SAEVREIRTEMCBEDE T, BIRSAEVAF—ZA VX —)LLTcS. 24 FEMURAICTRTO
F—ZAVRA—IILTEIRENBD XTI,
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C) TLKETVW'IH—R—FORBETOLAZETLT. AFF/FASY AT LDZA YA %ZE
o AT LDIRFIDONTAPY ) —ZXARBRIFBEIF. 22 L T LI LV NetApp
Hardware Universe MDE&",

FIE
LHLWSA LY IF—DUBEBEE. TRIAS LY RF—2RBLET "Fy b7y THH— by
ARV RIITSIEYR] O [RIYR— R €523V T,

BEBFLLWSAEIF—DBEFNICER TN, EX—ILTEEINET, 1€V
@ f;fiia\%zénfc E X—JLH 30 BURICEN B W, T ZAILTR—MIBEVEDLE
2 8514t XF—%4 VA r—=J)LL X7 :+system license add-license-code license-key, license-key...+
3. MEIIIGL T, WS TV R ZHIBRLET,
a FRINTVWAVWSA Y XZERL TLEETL : license clean-up-unused -simulate |
b. JX MHAIELWEEIZ. REBEDS 11> X llicense clean-up-unused | ZHIBRL £

FIE2 . LIFERERL T T7INESEERF TS

replacement _node ZfEATIREAREEICR THIIC. LIF BAAR—LKR—MCH DT & =2 L. AutoSupport HY
BMCHE>TWVWBIHAIE replacement _node D) 7ILEBSH#ZFFELT. BEIXF INvIE )Y hT54
BEAHDET,

FIE

CEREBA VR —T A ADR—LY—NER—=FIHRESNTWVWER e ZHERL X9, [ network interface
show -is-home false |

WINHDLIFHfalser RimEN=BZEIE. R—LR—MIUN—FLZEXT, network interface
revert -vserver * -1if *
2. RTF LDV TINESER Yy Ty THR—MNIBRLET,

° AutoSupport BERICHR > TWBIEEIE. AutoSupport X v E—JH#XEL T U 7ILESZERL
9,

° AutoSupport BERICHE > TWARWMERIF. ZHEUOHLFT "%y F 7y T R—K" &)y oL T
SUTIINESEERLET,

B USRAADBEMERRLEF T, FHEMICOVTIE. EMTEHRODEEELXSE LT "ONTAP TRV J h%E
ALTOISRARADOBEEEF T v IERTITDIHZE" <FFTL\,

4. AutoSupportD X > 7+ ABEN U H—Sni-Baeik. ZFEAL TR T LE T system node
autosupport invoke -node * -type all -message MAINT=END AV Y RZETLET

S. BEIX TNy I ZEMICLIHEEIE. BEEWMILET,. [ storage failover modify -node local-auto-
giveback true 1

FIE3 : 2 /—K MetroCluster I8 C7 7 UV Tr— b2 XA VvFNYI T3

CDRAZTTlE. BIED 2 /— K MetroCluster DA EETL X7,
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Flig
1. IRTD/ —RDIREEN lenabled | THBZ & EMEZR L ET., MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. $RTHOSVM TEBRENTZT LI EEERLE 9, [ MetroCluster vserver show J

3. BIENIBICL>TERITIND LIF OBHRITHEEICTE T LI e =R L X J, MetroCluster check lif
show

4. HNAN—TSZAEAHADEED / — RH 5 MetroCluster switchback AY > RZFERA LT, X1 v F/\v
I%ETLET,

5. 24 wFINyIIEBHTT LT-Z &t #FESR L £ 9 MetroCluster show

0 2 22 DIRED waiting-for-switchback DIFZEE. X1 v F /Ny JAIBNEZRITH T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

522D Tnormal | REDEZE. XA v FNyIZNEBIZZT LTVLWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

24y FNYINTET T3 EXTICKELIIDBHEIE. | MetroCluster config-replication resync-status
show | AX Y REFHETZ T, ETHOR—IXSAVDRAT—RAZHRTETEY,
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6. SnapMirror #&F% £ 7% SnapVault A HNIE. BREIZLL £,

Flga  BESARELLENN—VYERY N7 Y AR TS
BEESRELEN—VIE. Fv MITBORMAIETREICHE > TNetApplIIREIL T 72E L, "/N—Y DR
CAHEEMIC DO WU, R—JEBBLTLIEEL,

DIMM® 3Z#:- ASA A400

RATLTERINZEIERREARIS—EIEI—K (ECC) OHEHIEILEITTUVDIE
&lE. A rO—5FPa2—I)LO DIMM ZXHFTBIHNELHD £FT, TDOFXFICLTL
BEDRATLDBINZwIIREICHED T,

SRTLDEQMDAVR—RY EDRIARTERICEEL TVWIHEDNHD ET, BELNHZHEIE. BT T
T AT R=MIERVEHDE LT L,

EENRELLIOVR—XY MME. 7ONAEHDSRITE SR FRU AV R—XX 2 b EREBT ZHED
HHEY,

Flg1 :EEOHDZ I bO—FF Yy MOV LET

BRICISCTBYARFIE 2EAL T BEOH2 A O—F%> vy MO VERETA VA —N—-L &
ED
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F7oav1 L IFLACDER
BEOHZA>bO—FF vy rETVFT3ICIE. IV FPO—SDRT—E AR L. BEICHL
TEERIFO-SHEZEOHZ I FO—FA ML= TF—2 25| SHETRETEZLSICO
hO=—Z&5FA 0 F—N—F23RELRHD X7,

CDRRIIZDOWVWT

* SANYZRTFLZEFERLTWVWAHREIF. BEOY MO—FDSCSITL—RDARY Xyt —J% 0
FELTELBENH D “cluster kernel-service show £9) o A< K (privadvancedE— RH'5)
%3E{79 B . ‘cluster kernel-service show 2D/ — KD/ — K&, TD/—ROABEEIT—4
A BLUED/ —RDOFERT—RZANKRREIN' TV +—FT L AT —RA"£T,

& SCSI TL—R7OERIE. 75 RZAOMD /) —RET 3= LZEBHLTVIRBENHD &
To RIWEZEDHBHNC. TNTOMBELZRRL TEHBBABD ET,

* /=R 3DULBBISREIE. I —FLEBHLTVWBBERDDE T, ITAID T +—
FLZBELTVWAWEE, B EERIY FO-STERECEEMEICDOW Tfalset RSN
2HRE. BEOHZ AV MO—SZ2 vy MUV T RRICHEE ZEBET2HUENDHDET. &
BRLTCESVW"/ —FZ I A2 CFERLET

FIE

1. AutoSupport " BZNICHE 2 TWBIFEIE. AutoSupport X v —JZ U L T —XOBEEER%
ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
b. ANy TEEBIF TNV IZEMLETH?) WS TFAY T EHRRRINIS,

3 BEDHBI FO—FIZ LOADER 7OV FhZRRLZF T,

BEOHZIbO—-ZDFRT EE
LOADER 7O Y 7k ROFIBICEHSFE T,

FINYIZ2RFo>TVWET Ctrl F—Z=z#LAH 5 CHF—%=#L "' FOV T HRRINES
yEANILEY
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BEOHD I bO—SDERTR X
SRAFLFAOYTREEEINR EERIO>NO-ZHASEEI> NO—F%TA7F—N—F 1

J—r7OYT

FfFELELFET,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

FFo3>2 > b0O—51%2 /— R MetroCluster [CHEHINTWLWET

FEEOHZD A FO—Z%> vy AT TBRICIE. A MO—SDRAT—2A%MERE L. BEIZIHL
TERRIY FO—SHEEOHZ A FO—F AL —IHh 5T —2%5|SHEIR/MTETZL5I1CT
hO—Z%RAAYFA—N—F2HELHD XTI,

CDRRATICDOWVWT

*EELOVEO-JICENZHIGTB7HIC. COFIE DEETEREEZA VOEXICLTEL

BEHHD XT,
FIE

1. MetroCluster A 7—X2X%ZF w7 LT BEDHZ I bO—FHEERI>Y bO—ZICBEEHWIC
AAYFA—=N=LThESIH%ZEERLET, [ MetroCluster show ]

2. BMZAA Y FA—N—DEELEHESNIBL T RORICKE > TIBZEDF T,

BEOHZ I FO—SDRMR
BEIWICRA vy FA—/N—L7T=

BEICRIyFA—N=-LT
ArAW

21y FA—=N—IFBEWICIZ
THhNTESS. MetroCluster
switchover AY > RZFEHL T
Ay FA—=N—%HAT=HN

214y FA—=N—IFHEET TN

(=3
ROFIBICEHFT T,

EER2IY rO—Sh5FBEMNRRA Yy FA—N—1EEEZRTL
% 9 : MetroCluster switchover

EEXvtE—2%EEL. ARETHNISEEZFRLTPDOEL
9, BEZERBRTEIHRVESIX. TI7ZHITR—-KMIEBWV
EHELETL,

3. N1 IN—2 S XX H 5 MetroCluster heal-phase aggregates AV > RER{TLT. T—X7J U4

—hZBRLET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BIEHEE T NTI5E(E -override-vetoes /N T X — X %3157 L T MetroCluster heal Y > REBXR
TTEEITIDATIIaVNTA—EEFRTR . BELBZHIFZY 7 MRETIFTRTERS

nxI,
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4. MetroCluster operation show Y > FZFRAL T, WEATT LI ZzRRLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEELFT,

controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV REFERAL T, IL— 7TV — 2 BELE
ERS

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIEE T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' <Y > REBE
ATEEIT DA T avNSX—4%=FERTRE. BEELBERHITFEY 7 MRETIZTTARTERDS
nkxd,

7. A7 4 %—>3 >0 5 XAT I MetroCluster operation show | <> RZERAL T, BELEHL
T LIz LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8 BEDHBZ AV FO—FEPa2—ILT. BEEBOEGZHRGELET,
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@ PRATLNT—hAXZa2—TELELIIFEEIE. LOADER TT—hT23F T a>%zE
RLET,

f. LOADER 7OY KT Tbye s ¥ AL T. PCle A—RELVZEDOMD OV R—% > =BG
LEY,

g Ctrl+C *—%#L T, 77—+ « 7Ot X%HRL. LOADER YOV S+ TJ—rLET,

SRATLNT = AXZa—TELELIIFEIE. LOADER TT— 325472 3>%FEIRLET,

FIES5 : A rO—SES a—ILZEEREICET

SRATFLIC—TIILEBEREL. O hO—-SEDa—IIlxXINvI LT, BBF INVIEZBEEMICT
BZREHLHD XTI,

1. BEICSCTYRATLICT =TI 2BEHRLES,

KT 7ANT—TIIN=ERTB3EEIF. XT7IYN—% (QSFP F£7ld SFP) ZEIOMIFTEL T
TV @OALEER) .

2 ZhL=2F TNy LT AV MO—ZZBEOHEICRL £9, storage failover giveback -ofnode
impaired_node_name _’

3BT INYIEEMICLIZBEIE. BEEMICLET, [ storage failover modify -node local-auto-
giveback true |

FIE6 : 2 /— K MetroCluster D7 )T — 2 XA Y FNVITS
ZDRRAYTIE. BE®D 2 /— KR MetroCluster DA ETL X7,

FIi&
1. IRTD/ —RDIREN Tenabled | THBZ & EMHEZR L E T, MetroCluster node show
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. §RTH SVM THREENRZT LI %2 L £ 9, [ MetroCluster vserver show |

3 BENIBICK > TRITEIND LIF OBEEBITHEEICTE T LI e 22 L £ 9, MetroCluster check if
show

4. HNAN—T S REZHDEED / — KRH 5 MetroCluster switchback A¥ > REFERALT. X1 v F/\v
V%%RITLET,

5 A wF Ny IMIBNTET L1-C e #HESZL £ 9 MetroCluster show

7 2 AR DIREN waiting-for-switchback DIZF L. R v F /Ny JIIBNEXZERITH T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

95 2Z22H normal 1 REDEEF. XA v FN Y IAMEBIZZTLTWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

24y FNYIHTET § 2 L TICHBANDBHZEEIE. T MetroCluster config-replication resync-status
show | AX Y REFHTZ LT, ETHOR—XSAVDAT—RAZERTEET,

6. SnapMirror 185 & 7=1% SnapVault #EBH B NIE. BREIZIL 9,
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storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

FFo3>2 > b0O—51%2 /— R MetroCluster [CHEHINTWLWET
FEEOHZD A FO—Z%> vy AT TBRICIE. A MO—SDRAT—2A%MERE L. BEIZIHL
TERRIY FO—SHEEOHZ A FO—F AL —IHh 5T —2%5|SHEIR/MTETZL5I1CT
hO—Z%RAAYFA—N—F2HELHD XTI,
CDRRATIZDWVWT

cEFEAROYFO—ZICENEZMIETZ7-0IC. COFIEODERETEREEEZAVOFFICLTHL

MEBRHD X,

FE

1. MetroCluster A 7—X2X%ZF w7 LT BEDHZ I bO—FHEERI>Y bO—ZICBEEHWIC
AAYFA—=N=LThESIH%ZEERLET, [ MetroCluster show ]

2. BMZAA Y FA—N—DEELEHESNIBL T RORICKE > TIBZEDF T,

BEOHZ I b O—SDRT £
BEIWICRA Yy FA—N—L7 XROFIBIEH»FT,

BEFMWICRA vFA—N—LT EELIXO—ZHS5FEMNGIA v FA—N—12F%ETL
(AY-4A % 9 : MetroCluster switchover

24y FA—N—IZBEFNICIE EEXvE—J%FEEL. TJRETHNIZREZRRLTPDOEL
THNTEST . MetroCluster £9, MEZRTIRWVESIE. TI7ZALTR—-MIBEHML
switchover AV > FZEHALT SbhtE<7iEEL,

Ay FA—=N—%HAT=HN

214y FA—=N—IFHEET TN

3. N1 IN—2 S XX H 5 MetroCluster heal-phase aggregates AV > RER{TLT. T—X7J U4
—bZzBEALET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BIEHEE T NTI5E(E -override-vetoes /N T X — X %3157 L T MetroCluster heal Y > REBXR
TTEEITIDATIIaVNTA—EEFRTR . BELBZHIFZY 7 MRETIFTRTERS
nxd,
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4. MetroCluster operation show Y > FZFRAL T, WEATT LI ZzRRLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEELFT,

controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV REFERAL T, IL— 7TV — 2 BELE
ERS

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIEE T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' <Y > REBE
ATEEIT DA T avNSX—4%=FERTRE. BEELBERHITFEY 7 MRETIZTTARTERDS
nkxd,

7. A7 4 %—>3 >0 5 XAT I MetroCluster operation show | <> RZERAL T, BELEHL
T LIz LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8 BEDHBZ AV FO—FEPa2—ILT. BEEBOEGZHRGELET,
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FTFIFE,
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d F=TIIRXIRXY b TNA ZAZ FEBROMFTVARWVESIE. RDHIFTELEXT,
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@ SZATLNT = XZa—TELELIIFEIE. LOADER TI— 32377 3> %iE
RLET,

f. LOADER 7O+ T Tbye ] EAZILT. PCle h—RELVZDOMD IV R—%> ~ = BAHAL
LEJ,

g Ctrl+C ¥—%#LT. 77—t - FOtEXZzHHL. LOADER 7OV F+TIT—FLET,

SRATLNT = AZa—TELLHZEIE. LOADER TT—h923F 73>z FRLET,

FIES5 : A rO—FE S a— /L ExEEREICET

SRAFLICT =TI EBEHGL. O FO—SESa—-I)lZXxINvILT. BBXFINVIEZEBEEMICT
BZRUREHLHD X,

1 BEICGCTYATLICT =TI 2BERLES,

KT F7ANT—TIINEFERTIHERIE. XT 72> /N\—4 (QSFP £7=13 SFP) =EO{FITEL TKL
720 (mOALTESR) o

2 ZhL=CFXF TN I LT O bO—SZBEOHMEICRL X T, storage failover giveback -ofnode
impaired_node _name _°

3 BEFX INYIEEMCLIGEIE. BEEWMILETY, T storage failover modify -node local-auto-
giveback true 1

FIE6 : 2 /—K MetroCluster IO 7V r— a2 XAYFNYITB

CDRRATTIE. BED 2 /— K MetroCluster 18D A% ETLF 7

FIE
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1. IRTD/ —RDIREN lenabled | THBZ & %=MERL EJ, MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. $RTHO SVM TEBREANTT LI EEERL £ 9, [ MetroCluster vserver show J

3. BEMIBICE >TEITINS LIF OBBRBITHEEICTKE T LI %2R L £ 9, MetroCluster check lif
show

4. HNAN—T S ZAEAHADEED / — RH 5 MetroCluster switchback AY > R&EFERA LT, X1 v F/\v
I%RTLET,

5. A4 wFINy UMIBHTT L= Z £ #HEE2 L £ 9 MetroCluster show

7 5 AR DIRED waiting-for-switchback DIFEIE. X1 v F/INw JEBNEIZRITHR T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

522 Thormal | REDEF. XA v FNYvIMEBIZZTLTWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

AAYFNYINDNTT TS i"CLﬁFﬁ?ﬁ‘fJ‘?’J‘%i% I&. T MetroCluster config-replication resync-status
show ] OYY RZEFHTZ LT, ETFOR—IAFAVDRT—RAZHRTETEY,

6. SnapMirror #85% & 7=1% SnapVault B A HNIE. BREIZL 9,
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ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
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RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
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FfFELELFET,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

FFo3>2 > b0O—51%2 /— R MetroCluster [CHEHINTWLWET

FEEOHZD A FO—Z%> vy AT TBRICIE. A MO—SDRAT—2A%MERE L. BEIZIHL
TERRIY FO—SHEEOHZ A FO—F AL —IHh 5T —2%5|SHEIR/MTETZL5I1CT
hO—Z%RAAYFA—N—F2HELHD XTI,

CDRRATICDOWVWT

*EELOVEO-JICENZHIGTB7HIC. COFIE DEETEREEZA VOEXICLTEL

BEHHD XT,
FIE

1. MetroCluster A 7—X2X%ZF w7 LT BEDHZ I bO—FHEERI>Y bO—ZICBEEHWIC
AAYFA—=N=LThESIH%ZEERLET, [ MetroCluster show ]

2. BMZAA Y FA—N—DEELEHESNIBL T RORICKE > TIBZEDF T,

BEOHZ I FO—SDRMR
BEIWICRA vy FA—/N—L7T=

BEICRIyFA—N=-LT
ArAW

21y FA—=N—IFBEWICIZ
THhNTESS. MetroCluster
switchover AY > RZFEHL T
Ay FA—=N—%HAT=HN

214y FA—=N—IFHEET TN

(=3
ROFIBICEHFT T,

EER2IY rO—Sh5FBEMNRRA Yy FA—N—1EEEZRTL
% 9 : MetroCluster switchover

EEXvtE—2%EEL. ARETHNISEEZFRLTPDOEL
9, BEZERBRTEIHRVESIX. TI7ZHITR—-KMIEBWV
EHELETL,

3. N1 IN—2 S XX H 5 MetroCluster heal-phase aggregates AV > RER{TLT. T—X7J U4

—hZBRLET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BIEHEE T NTI5E(E -override-vetoes /N T X — X %3157 L T MetroCluster heal Y > REBXR
TTEEITIDATIIaVNTA—EEFRTR . BELBZHIFZY 7 MRETIFTRTERS

nxI,



4. MetroCluster operation show Y > FZFRAL T, WEATT LI ZzRRLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEELFT,

controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV REFERAL T, IL— 7TV — 2 BELE
ERS

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIEE T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' <Y > REBE
ATEEIT DA T avNSX—4%=FERTRE. BEELBERHITFEY 7 MRETIZTTARTERDS
nkxd,

7. A7 4 %—>3 >0 5 XAT I MetroCluster operation show | <> RZERAL T, BELEHL
T LIz LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
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f. LOADER 7O+ T Tbye ] EAZILT. PCle h—RELVZDOMD IV R—%> ~ = BAHAL
LEJ,

g Ctrl+C ¥—%#LT. 77—t - FOtEXZzHHL. LOADER 7OV F+TIT—FLET,

SRATLNT = AZa—TELLHZEIE. LOADER TT—h923F 73>z FRLET,

FIES5 : A rO—FE S a— /L ExEEREICET

SRAFLICT =TI EBEHGL. O FO—SESa—-I)lZXxINvILT. BBXFINVIEZEBEEMICT
BZRUREHLHD X,

1 BEICGCTYATLICT =TI 2BERLES,

KT F7ANT—TIINEFERTIHERIE. XT 72> /N\—4 (QSFP £7=13 SFP) =EO{FITEL TKL
720 (mOALTESR) o

2 ZhL=CFXF TN I LT O bO—SZBEOHMEICRL X T, storage failover giveback -ofnode
impaired_node _name _°

3 BEFX INYIEEMCLIGEIE. BEEWMILETY, T storage failover modify -node local-auto-
giveback true 1

FIE6 : 2 /—K MetroCluster IO 7V r— a2 XAYFNYITB

CDRRATTIE. BED 2 /— K MetroCluster 18D A% ETLF 7

FIE
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1. IRTD/ —RDIREN lenabled | THBZ & %=MERL EJ, MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. $RTHO SVM TEBREANTT LI EEERL £ 9, [ MetroCluster vserver show J

3. BEMIBICE >TEITINS LIF OBBRBITHEEICTKE T LI %2R L £ 9, MetroCluster check lif
show

4. HNAN—T S ZAEAHADEED / — RH 5 MetroCluster switchback AY > R&EFERA LT, X1 v F/\v
I%RTLET,

5. A4 wFINy UMIBHTT L= Z £ #HEE2 L £ 9 MetroCluster show

7 5 AR DIRED waiting-for-switchback DIFEIE. X1 v F/INw JEBNEIZRITHR T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

522 Thormal | REDEF. XA v FNYvIMEBIZZTLTWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

AAYFNYINDNTT TS i"CLﬁFﬁ?ﬁ‘fJ‘?’J‘%i% I&. T MetroCluster config-replication resync-status
show ] OYY RZEFHTZ LT, ETFOR—IAFAVDRT—RAZHRTETEY,

6. SnapMirror #85% & 7=1% SnapVault B A HNIE. BREIZL 9,
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AR EIC DOWVWTIE. R—JEBBLTLIEEL,

PCle F fzld X' = > H— RD3AHa- ASA A400

PCle A— R XIEIXFZUA—REZRXBETBICIE. T—TILEITARTD SFP EZ 21—
JLE QSFP EZ a—I)LlZzh—RH 69N L. BENRELPCle h—REFLIGXATFZY
D—REZHBLTHSD, h—RICT—TJIZBEGTINELRHD T,

c COFEIF. PATLTHR-FEINZIIARNTDO/N—23 20D ONTAP THEHETET X

C VRATLDEFOMOOAVR—Y FHIARTERBICEEL TVLWARELRHD £, MEHLHZESIE. &4
TTFUZAHILYR—MCEBEVWEDHDELETL,

FIEg1 :EEOHZ I O—FF vy TV LET

A=Y XFTLDON—RO T 7HERICIGCIFIEZFERALT. BEEOHS 31> MO
—ZEvY ROV EIRBTAIOF—N—TEET,
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BF— A% EEFRETERLSICAY NO—SETAIF—N—TFIRELRD
DEI,

ZDRZATICDODWT

* SANY AT LEFERALTWVWEBEIF. BEOQY FO—SDSCSITL—RDAIRY Xyt —I%HE
BLTELSBENDHD “cluster kernel-service show' £9) o AY > K (privadvancedE— RH'5)
#RITT B L. cluster kernel-service show' D/ — KD/ — K&, #FO/—ROTAMEIXT—4
A, BLUVZED/ —FROFERT—EADBRRIN' V4 — T LAT—HRA"ET,

ZSCSIJL—R7OERIF. VSRAHDMD /) — ROV +—SL%ZEBHRL TWBIRERHD £
To RXIBEEEDHBHIC, INRTOMEZEERL TS HMBELRHD XTI,

c J—RB3DULEHBZBIVTRARIE. V3—FLEZBHELTVWAIRERHDET, VXN T +—
SLEBELTLWAWES, FHREEELIY FO-STERECEEMICDOW Tfalset RREIN
3BalE. BEEOHZ I bO—F%> vy TV TIHIICHEE ZBETIHNENHD XTI, &
BRELTLLIETV" S/ —RE0F 22 EHEHLETS

FIE

1. AutoSupporth*BhICH > TW3IFEIE. AutoSupportX vt — U LT — XD BEIERE
ZIELE Y,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport X vt —2E. 7—XOBEERZ 2B BFELEL £ 9,

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEIX I Ny I EEMICT B!
a EFgEAad>brO—>0a> YV —ILHhSXKROIAY Y REAANLE T,

storage failover modify -node impaired node name -auto-giveback false

b. AZ1y TBEIXF TNV IZEMCLEITHN? VWS TOVT IR REINIES.
. BEDHBZI FO—FICLOADER YOV TR ERRLET,

BEOHD I bO—SDERR 2
LOADER 7O > 7k KROFIEICEHSF T,

FINYIZFOTWET Ctrl F—ZLAHNS CF—Z#HL ' 7OV T EHBRRINTES
yEABDLFT
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J—RJO>7 b I3f=EL F 9,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

A a>2 Ay rO—51% 2 /— K MetroCluster |Ci8&E N TWET
BEOHD A FO—ZF> vy cEDVFBICIFE. A MNO—SDRAT—R X%
BEEL. HEICSUCTEERIY FO—SHABEDOHZ I FO—F X L—ID
5T —A%5|IHETIBHETESZLSICOA>MNO—FF XA Y FA—N—TFTIHNEN
HOEI,
ZDRZATICDOWT

c FERIOAYMO—JICENZHIBETIHIC. COFIE OREBETEREBZA>DFFICLTHEL

MNEHLRHD FT,

Fg

1. MetroCluster A7 —4X%=F v 7 L T. BEOHZ I bO-FHEELIY FO—SICEEMIC
2AYFA—=N—=LIHhESHEREERL XTI, [ MetroCluster show 1

2. BMRAA Y FA—N=DBEELLHESNIBL T RORICKE> TIBZEDF T,

BEOHD I O—SDRR EE
BE#MWICRA vFA—N—L7T XOFIEIZEAFT,

BIFMICXA Yy FA—N—LT EEARIVFO-SHS5HENERA vFA—N—121F2RTL
(AY~NA F 9 : MetroCluster switchover

24y FA=—N—IZIEFNICIE EEXvE—C%FE0. T THNIEIREZRRLTPDOEL
THhNTH 5. MetroCluster £9, BIBZHERTITRWVEGESIE. T7ZAILYR—MIBHEL
switchover AY > FZEHALT GhtE<iEEL,

24y FA—=N—%HAT=HN

Ay FA—N—|FETFT NI

3. /N1 IN\—2 5 XX H 5 MetroCluster heal-phase aggregates AY > RER{TLT. =277 U4
—h~ZBRELET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BEHIER TNIBEE -override-vetoes /Y5 X — X #35FE L T MetroCluster heal Y > REHE
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FTEETCOF T aVNSA—REBAT S L. BENEEETFSY 7 FEETIETATEES
nEv,

4. MetroCluster operation show IY > FZFRAL T, WEATT LIl zHRLE T,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

5. T storage aggregate show | A > RZFERALT. 77U — rDREZHELFT,

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr b2 227 .1GB 227 .1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV > RZFERAL T, IL—+rT7JUF— 2 BELE
ER

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIET TIN5 EIT -override-vetoes /N T X —A Z$57E L T MetroCluster heal' Y > REBXE
TTEXIT DA NTA—REZFERATD . BEWIBZHITEIY 7 MRERIEITARTEHRS
nx7J,

7. 72574 %—>3>2 54T I MetroCluster operation show | <> RZERAL T, EBELEND
ST LIEC xR LEY,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8 BEDHZIAYFO—FEPa—I/LT. BREBOEGZHERLE T,
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BEOHD I bO—SDERTR X
SRAFLFAOYTREEEINR EERIO>NO-ZHASEEI> NO—F%TA7F—N—F 1
J—RJO>7 b I3f=EL F 9,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

FFo3>2 > b0O—51%2 /— R MetroCluster [CHEHINTWLWET
FEEOHZD A FO—Z%> vy AT TBRICIE. A MO—SDRAT—2A%MERE L. BEIZIHL
TERRIY FO—SHEEOHZ A FO—F AL —IHh 5T —2%5|SHEIR/MTETZL5I1CT
hO—Z%RAAYFA—N—F2HELHD XTI,
CDRRATIZDWVWT

cEFEAROYFO—ZICENEZMIETZ7-0IC. COFIEODERETEREEEZAVOFFICLTHL

MEBRHD X,

FE

1. MetroCluster A 7—X2X%ZF w7 LT BEDHZ I bO—FHEERI>Y bO—ZICBEEHWIC
AAYFA—=N=LThESIH%ZEERLET, [ MetroCluster show ]

2. BMZAA Y FA—N—DEELEHESNIBL T RORICKE > TIBZEDF T,

BEOHZ I b O—SDRT £
BEIWICRA Yy FA—N—L7 XROFIBIEH»FT,

BEFMWICRA vFA—N—LT EELIXO—ZHS5FEMNGIA v FA—N—12F%ETL
(AY-4A % 9 : MetroCluster switchover

24y FA—N—IZBEFNICIE EEXvE—J%FEEL. TJRETHNIZREZRRLTPDOEL
THNTEST . MetroCluster £9, MEZRTIRWVESIE. TI7ZALTR—-MIBEHML
switchover AV > FZEHALT SbhtE<7iEEL,

Ay FA—=N—%HAT=HN

214y FA—=N—IFHEET TN

3. N1 IN—2 S XX H 5 MetroCluster heal-phase aggregates AV > RER{TLT. T—X7J U4
—bZzBEALET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BIEHEE T NTI5E(E -override-vetoes /N T X — X %3157 L T MetroCluster heal Y > REBXR
TTEEITIDATIIaVNTA—EEFRTR . BELBZHIFZY 7 MRETIFTRTERS
nxd,
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4. MetroCluster operation show Y > FZFRAL T, WEATT LI ZzRRLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEELFT,

controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV REFERAL T, IL— 7TV — 2 BELE
ERS

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIEE T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' <Y > REBE
ATEEIT DA T avNSX—4%=FERTRE. BEELBERHITFEY 7 MRETIZTTARTERDS
nkxd,

7. A7 4 %—>3 >0 5 XAT I MetroCluster operation show | <> RZERAL T, BELEHL
T LIz LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8 BEDHBZ AV FO—FEPa2—ILT. BEEBOEGZHRGELET,
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Flg2 : > rO—-FESa—-IILEROANT

a2 bhO-SFEDa—ILAPOIAVR—RXY MITFTI7ELRATBICIF. O bO-FEDa—-ILEZdv—2H5
WONTBERDHD T,

1. B EA £ DIFEIE. B THEYNICERLF T,

2. BRT—TIEEY) v TN L. BREENST—TILZ2REIFXY,

B F—TIURAIDAY M TFNARERLTVWBR T —TINZ2ETLHTVWBI TV I I —TRNZy TEE

O, DRATLT—=TIIESFP 2 bA—FEDa—IIH AL WERIFSE) « EOT—TIILHMEIC
BRI TV h 2R LE I,

T=TIET—=TIIZIAY ETNARINDFERICLET CHUSED T—TIRAXIXV T
NARZBDMITETEEIC. T—TINZBIEBTIVELRDHD FH Ao

4. r—JINVYXANTNARZAY FO—FESa—ILASEWROAN L. BICBEZTFT,
S mAOOVISYyFEBLTIF. MADS Y FEREFICTAREICEESE XY,

OV bA-ZEVa-IADSv—oh 5D LIEHENET,

=7 M

0 Oy Jo2vF

9 > bAO—3Hv—hobhTMIGITHEINET

6. I rO—FEZa—IESy—D565|EFHLET,
COCEZEVWTWAFTOAMO—FED2—IILOERZEZZITLIEEL,

7. A bO-SFEDa—ILEZRELLESRIGARAICEZ FT,

FIE3 : RTC Ny TUZRBLET

A>bO—5EYa—ILRNTRIC Ny T ) DGFREERL. BHEDFIEEZXRITITEIHNENHD £, RTC /NN
v DBFAICOWTIE. O FO—F5EPa—I)LRDFRUIY 7Z#BBLTLIEEIL,

RDTZAX=2ar, B EFBEHSNFIRZFEALT. RTCNYTUZEBMTETET,
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7 ZAX—=2 3 -RTCNy T 1) DR

— ”“I“ [ .
S )
-

" FROSAH—
9 RTC/\w T JUDEDAL

e > — KRTC/NwF 1)

1. B RA X DB, BETEUICERL X,
2. IT7RV L EREFE T,
a I7HY FORAIEICHZEEY A2 FAO—FED a—ILOFRICAD>THL T,

b. T7A U &IV FO—FES2—IILOBEEAMBICRTA RIE., BREICEHWVWREICARDZETLEA
BICEEEIE X T,

B RTC Ny TUDBFREREZEL TEROHL. X#BLET,

a FRUYwYZEEFERALT. O>rO—ZF2a—I)LEORTIC Ny TUDBEFR=ESELE T,

b. NwTUERZFH>CHLTHRILE—DSE L. FHE5LEIFTHRILYA—DSEODHELET,
FIA—=DESROANTERIC. Ny TUDOMOEIZIERERLTEWVWTLIET L, NyT

C) ICEBEINTWBR TS REBICKE ST, Ny T UERILA—ICIELLEBTINENDH

DFET, RILF—DIELICTFZRAEBENRRINTWVWEID T, Ny T ) —DAUBEZ M
TEXY,

C ANy T EBESMHIEBORI/NyIHESEDODHLET,

d RTC Ny TUDBORAETZEEL. Ny T U ZEROICEIFCRETIR LTI TRILA —ICEALE
ERS

4. Ny TUARILA—ICHEL2CED 5. B OBOEEINELWC EZETRTHERLED,
S. IT7HYU ZBALET,
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Fig4 : 3> bO—FFEDa2—IILEZBERDMIF. RTC Ny T URBERICHRZRELE T

A bO—ZEZS2a—IHNOOAVR—RY LIS, OV NOA—FFEDa—-ILEY AT LY Y—VICE

EEROfMIF. A bO0—Z0R8FCERZ)Ety cLTIT—FI2I3RELRHD £,

1. T7A I bFIEa> b O—SESa—IILAN—%2FBLTULWAWERIZEBELE T,

2 0> bO0—FFEZa-I)L0EE>y—OBO8BCEHLE. A MO—FFDa— L2 AT LICHEDF
TEHLIAZE T,
RO HZ3EFTOAVMO—FFED 2 —IILES Yy —VICRR2ICHALBWVWTLLIETL,

3 MBI LT RTLICT—TIL2BEGELE T,

KT 7ANT—TIE2ERTIHESIE. XTo 7 N—4 (QSFP 7l SFP) #EOIFEL TL
23V (BOALTEEBE) -

4 BREBZMOALIIGRIR. EREBZBEERL. BR7—JILOBEES )y TZ2BERDHITE
ERS

S. AV hO—ZEZa—IILOBDFITZRET LE T,

a OvISyF=FERALT. A>bO—FFESa-ILEZ > vy—JIlEAL. Sy RT7IL—2FTLOD
DEHLIAATREICEELE D,

A hO—SFVa—IIhRSICEEIND . OvISyFHENDET,

C) ARV RZADEIEEFS TS, A FO—FFSa—ILZEZXSARLToy—2ICEAT
BEBICHEANTEIRVTLIEETL,

O bO—ZFV a2l Pv—YICmEIEEZEINDZ e ICICT—rERBLE Y, 7—HF7OEX
HFRAMTERLSICERLTHETET,

a Y hrO—ZFVa—IIlZIvy—UICRKRLICEATREOHIC. Ovo Sy FE EICEESE, OvY
EVHhANZESICETF T MO—S%F 2 BETHLIAALS, Ov ISy FEOvIINS
EFTTRIFET,

b. 7 —TNIRXZAY b TNA RZ XD FIF TVWARWESIE. BDFITELE T,
C. BENDIT—b - Ot R%EHRTL 'Ctrl+C F—% L TLOADER T/ —hFL ¥
C) SRTLDT =X Za—TEIELTHBEIE. LOADER TI— 934 T 3 0% &
RLFT,
6. > bO—ZORREAGEZE VLY FLET,
a. showdate XY FZEALT ' ERAIY FO-SOBMCERIZHEELFT
b. #—4"w kJ> ~O—5® LOADER 7OV 7+ T, BEERERELE T,
- MEZISE LT 'set date mm/ddlyyyy' AY Y R THA%2ZEL XY
CRBBIZIGLC T, Tsettimehh @ mm : ssy OX Y RZFEALT. BX%E GMT TREL X7,
e. Z—y b2 bO—-Z0RMCERZHEELE T,
7. LOADER 7OV 7+ T lbyel EASALT. PCle A—RELVZDMD AV R—F > b EBYIEMEL.

(9]

o
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a>ekO—>%=)J—r3HEEYd,

8 AbL—C%FTINYILT AV O—ZZBEDOIMEICRL Y. storage failover giveback -ofnode
impaired_node_name _°

9. BEMIX INYIEEMILIZHGEIE. BEEMILETY, [ storage failover modify -node local-auto-

giveback true 1

FlIE5 : 2 /—K MetroCluster D7V r— a2 XA YvFNYITS

ZDRRATTIE. BED 2 /— K MetroCluster 18D A% E1TLE 7

FIE

1. IRTD/ —RDIREEN lenabled | THBZ & %=MEZRL EJ. MetroCluster node show

cluster B::>

/Ch

metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots

completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery

2 entries were displayed.

2. §RTH SVM THREENTT LI %23 L £ 9, [ MetroCluster vserver show |
3. BIENIBICL>TERITIND LIF OBFHRITHEEICKET LI e 2R LXJ, MetroCluster check lif

show

4. HNAN—DT S ZAEAHADEED / — RH 5 MetroCluster switchback AY > RZERA LT, X1 v F/\v

TERITLET

5. ZA W F Ny IMIBHRT LI & ##E:2 L £ 9 MetroCluster show

0 2 2 X DIRED waiting-for-switchback DIFEE. R 1w F /N JAIBNEZRITH T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

522D Mnormal 1 REDEZE. XA v FNyIZUNEBIZZT LTVLWET,
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

24y FNYINTET T3 EXTICKELIIDBHEIE. | MetroCluster config-replication resync-status
show | AX Y REFHTZZE T, ETHOR—XSAVDRAT—RAZHRTETET,

6. SnapMirror #85% & 7=1% SnapVault A HNIE. BREIZL 9,
Flge6 : BENRELIN—VERY FT7 v TIERATS

BEASRELE/NN—VIE. v MIABORMAIETREICHE > TNetApplIIREIL T 72E W, "N —Y DR
A ERIC DOWTIE. R—USEBBLTLLETIL,

ASA A400D F 7 {E#%

LUFIFASAA400DBE S NIRRT, 5Af "NetApp Hardware Universe DEE"ASA
ALOOERRDTEL% ) R MIZDWTIE. (HWU) ZBR LTIV, COR—=JF B
— DR EMRT7TERMLTVWET,

ASA A4000D 7 fH#%

T T =L ASAAL00S VTS v —2 HART . 41—y b NV RIL
RARERE: 14.6880 PB

XE1J: 256.0000 GB

TA—LT77UF— HAQY bO—3268H DU v —

ONTAP/N\—< 3 > b_startONTAP: 9.16.1P2b_end

PClelhsR 20w ~: 10

=/NONTAP/N—<0 3 >: ONTAP 9.13.1

RT=ILTTI ~DRKE

A7 HA R7 MERE RAXE
NAS

SAN 6 88.1 PB/78.3 PiB 1536 GB
HAR 77 14.7 PB/13.0 PiB 256.0000
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7 > 7R—FRI0
ZOr3 R—k
1 —1=xw bk 100 Gbps 4
14— 2%y bk 25 Gbps 12
SAS 12Gbps 8
‘&t 10
ZOr3 R—k
1 —H% 2w k 100 Gbps 20
A —H %y bk 25 Gbps 24
A —1 % k 10 Gbps 32
FC 32 Gbps 24
NVMe/FC 32Gbps 24

0
SAS 12Gbps 32
E|R—
ZOr3l R—k
A —H%xv k 1Gbps 2.
RS-232 115 Kbps 4
USB 12 Mbps 4

AbL=Uxy bT—=0DHKR—h
FC; iSCSI; NVMe/FC ; NVMe/TCP;

> 2T LIRIELRR

* 1Z#5E77: 4209 BTU/BS

* REBEDZEDEN: 5212 BTU/E

* E2:110.0/R > F (49.9 kq)

=3:4U

* 1@ 191 > F IEC T v U ZEHL (17.61 > F 44.7 cm)

c RITE3R264VF (T—TINEBIT STy MIETTIT7AVF)

* BIERE/SELEE: 1Z253048m (100007 « — k) F£T10°C~35°C (50°F~95°F) . EXZES8%~
80%. EEHRL
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* IEBERFRESEE: -40°C ~ 70°C (-40°F ~ 158°F). &FE 12,192m (40,000 7« — k) £T. HEXHEE
10% ~ 95%. #EBEH& L. TTDBHRA

s FERT XRTEZ2H7 (LwAd) 185; FE (LpAm) (EEREMIE) :67.2dB
AV TFSATVR

* £%5F EMC/EMI: AMCA. FCC. ICES. KC. £Ow . VCCI

* RLMEREE: BIS. CB. CSA. G_K_U-SoR. IRAM. NOM. NRCS. SONCAP. TBS

* EREF 2424 /EMC/EMI: EAC. UKRSEPRO

* 536 Z2%/EMC/EMI/RoHS: BSMI. CE DoC. UKCA DoC

* #M EMC/EMI: BS-EN-55024. BS-EN55035. CISPR 32, EN55022. EN55024. EN55032. EN55035
« EN61000-3-2. EN61000-3-3. FCC Part 15 Class A. ICES-003. KS C 9832, KS C 9835

« L2 - ANSI/UL60950-1. ANSI/UL62368-1. BS-EN62368-1. CAN/CSA C22.2 No. 60950-1
. CAN/CSA C22.2 No. 62368-1. CNS 14336, EN60825-1. EN62368-1. IEC 62368-1. IEC60950-1. IS
13252 (JN— k1)

=R Ak

A1—H2XYy b R=ZADAR—XKR—RFREEIY FO—7F (BMC) 5L UONTAPEET VX —T 1 A, LRKY
F2XDw Iy bO—30 RRERY fXTy IHEEIR. SAS #EHEHD SAS 1 VN> REIE,
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