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Oy bO—SHrEEIN. EELPEETI I CICT— MR NE T,

8. Ctrl+C ¥ —Z=# L TT7— Ot XZHiiL. LOADER 7OV 7+ TRELELET,

BEJ— k1 A/NDU-ASAA70E K TUASA A90

T—= b XTa 7HBIELIIFBEIE. N—bhF—/—RKRHPS50ONTAPA X—J%& U LT L
9o

CDERTICDOWVT

J—RDT—brXFTaT7HETZ . 7—b7OCXALoader7 OV T RTELEL. T—FIT—Xvt
—IhRRINET,

CNEDT—FIT—AytE—IDPRREINLIFEIF. N—bF—/ —FDSONTAPA X —Z VR TS
BRENBHD E T,

T—hrI5—Xyt—20flzRTLET,

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel: Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (boot0, fat)
ERROR: Error booting 0OS on: 'bootQ' file:
fat://boot0/X86 64/freebsd/imagel/kernel (boot0, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

FIE



1. Loader7O> 7+ T, ROAX Y RZANILET,
boot recovery -partner
BEEICKDX Yy Z—IDHRRENET,
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. LoaderCO—AHILI S RAAR—FEDEBRESIN. N—bF—/—RKhE5ETINZT=H. T XT4T7D
JANY 7Ot X %=EEH L netboot £7,

v b7 —bDETHIL Starting BMR. XvE—IUHARRINE T,

3. BELAEICEL T YXTLBRIC—RITZA T a>x&ERLES,



=R AN
ESEIRESNED o 1BEBIE. F—EREZLBLETICT— AT 7OV AN) 7Ot XHM:E
TENET,

a N—bF—/—RhBENYVITYTHRE. envZ 71 )L, mdb. ELVUrdbH) X b7 INBR.
AN 7Ot X %5 EHIERLET,

b. UANDTOEINTTIBE. /—RBPUT—=rLET. ROXvE—=21F0 UANU DI
L7iclZzmLET,

varfs backup restore: update checksum for varfs.tgz
varfs backup restore: restore using

/cfcard/x86 64/freebsd/oldvarfs.tgz

varfs backup restore: Rebooting to load the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

a J—RAYT—rLEB. YRTFLWRA Y SAVICES CTEETREICHR o T e #HEER LT, 7
—cXFa 7DV ANUDEIMLI-C e 2R LE T,

b. EEIY FO—ZDRML—S%F TN I LT BEOD MO—-S2BEIEICELE T,

“storage failover giveback -ofnode impaired_node _name T4d,

FYR—RF¥—Tx—+v (OKM)
FTUR—RF—TX—v (OKM) PEHINZ . ROo7OY T MHRREINET,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a J—hXZa—F72a>o7OYFrT. EAALT. Y T=EXFaT7UANIA TS 3
COFERAZEELE T,

b. 7OV MDA RREINIESEF VR—RF—IRZ—IJvDNRTL—X%" AL, BEDO=HICH
S—ENATL—XEZAHDLZT,



NZATL—=X07O>7FroflaRRLET,

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAA3SYRO6UAAAAACEAAAAAAA
AA
QAAAAAAAAACJZz1u2AAAAAPX84XY5AUOP4Jchbot8wiwOZoqyJPJ4L6/95FHIOY]
/w
RVDO1sZB1E4HO79/2zYc82nBwtiHaSPWChbkCrMWuQQDsiAAAAAAAAACGAAARAAAA
AA

3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWvdeHr SRCAVHGCl10+WwAAAAAAAA
AA
TgAAAAAAAAAOAAAAAAAAAEOTCROAAAAAAAAAAAAAAAACAAAAAAATAGTY3tJA/LR
zU
QRHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVEPXAAAAAHUgdAVgOEK

Np

C N—hF+—/—FDBNYIT7vTRE. envZ 7). mdb. ELUrdbH') X b7 TN B,
DAN) 7Ot R z5|EHmEBERLE I,

VAN TOEINTTITRE. /—FHRUT=rLET. ROXyE—T1F0 UANY DI
LiclZemLET,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

d /=RPUT—=brLTeE SRTLDRAYSA VIR > TEMERIBEICR o TcC e ZREERL T, 7
—bXTATDIVANIDHIN LI e ZREBLE T,

e FBEIVFO—FDRIL—2%ZF TNy I LT BEIY FO-SZBEHEICRELE T,
“storage failover giveback -ofnode impaired_node_name T3,
f. CFO7J U —bDAHTT—b LIS ROAY Y FZRITLET,

security key-manager onboard sync



NEF—<R%—> v (EKM)
EKMAREINTUVBIHEIE. XOTOY T MHARREINE T,

Error when fetching key manager config from partner <IP>:

Has key manager been configured on this system? {y|n}
a. EKMA'RESNTULBBRIFEANLET v,

key manager is configured.
Entering Bootmenu Option 11...

Ty b7y TRICERVICER SN ICEKMEREDA N Z RO SNE T,

b. 7OV F hHRRINIS. FEKMBEZANLFT,
C. JZRAUUIDEF—XMFUUIDDEMNELWC EZHEELET,

*N—bhF—=/—=RT. XOOY Y RZFEBLTISXRUUIDEZEELE Y,

cluster identity show

*N—=bF—/—FT. ROAYY FZEALTF—X ~T7UUIDZEIFL £
vserver show -type admin -fields uuid

key-manager keystore show -vserver <nodename>

*N—hF—/—REFERTERVGEIE. Mroot-AKF—%FEH L CUUIDZESEL £9,
* [Cluster UUIDJICRD XY REASILE T,

x-NETAPP-ClusterName: <cluster name>

*F—AFT7UUIDELT. OOV RZAALET,

x-NETAPP-KeyUsage: MROOT-AK

d 7OV 7 EHARERINSE. F—XFTFUUIDE Y S XZUUIDDEEZASDLE T,
e. X—AERBICUIARTEINTHAESMIIEL T, ZOWTNHDIRIEERITLE T,
X —AEEICUIRTINZE. UANY FTOEZIAEITEN. /—RBRUT—rENE
9o FIE4ICEAF T,
"X —DURNTICEKR TR, SDATLDOELEL. I XytE—SEEXvE—IHKR
TReNFd, VAN 7O RE=BERITLET,.



F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted

mroot. ..

WARNING: kmip init: authentication keys might not be

available.

System cannot connect to key managers.

ERROR: kmip init: halting this system with encrypted

mroot. ..

Terminated

Uptime: 11m32s

System halting...

LOADER-B>

f. J— |‘7‘J\U 7_ I‘LTCB\ 927’A73‘2|"/5’1’/LCE9T§7JT’FW Lt—fi’)ﬁ.v_ K%EEDIL\L/—C\ 7

—bXTATDIVANIDHN L e ZRELE T,

g BEIO>MO—ZDAL—=%F TNy I LT BEOY NO-—SE@FEIEICELE I,

“storage failover giveback -ofnode impaired_node_name T4d .

4. X IONy I ZERICLIEER. BEEWILE T,
“storage failover modify -node local -auto-giveback true” T 9,
3. AutoSupporth' BMICE > TWBIHEIF. T—XDBI:EHRZ ) AT LET,

“system node autosupport invoke -node * -type all -message MAINT=END  T9Y,

P& L =28 5a % NetApp (ASA A708H K TFASAA90) (TREIL £95

BENRELLN—VIE. Fv MIIEDRMAIEETRE L_ﬁEO’CNetAppL_

Lo "/N—YVOiRMEEAREFERICOVWTIE, R—=DSZBBLTLLES

J—bc X5 7-F8) AN

REL TS
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FENT— M XFT o7 AN DIEE- ASAAT0H K TFASA A0

EENEELET—MXTo7lE. T— M X—=—HOUSBED 2 —I)IL%ERH L TEH
TRBETEET,

T— X7« 7OFERETIE. ERDAETIE. NetAppFR— bH A EDSONTAPA X—J AT > O—
FL. USBRSATICAX—DPZEEL TR —7w FORBEAT — b XTo 7ICZU>YO—R L. T—hXZ
1—DF T3V ZFETEEL TONTAPA X =D 2R T — b AT TICA VA M=ILLE T,

T— M XTFT4 T7OREET—2 7 0O—-ASAAT0E K TFASA A90
T— M XT4 7%2BETBICIE. ROT—270—FEZETLET,

o "J— b X T« 7B

T= b XTA 72T BICIE. —EODEHZ®/IIBENDHD T,

e "B tF—DYR—- b EIVRT—Z XDORER"
SRAFLTEF2Y T4 F—SEEEREMIC > TVRDES(LLINET A RIBRBINERIELET,

e "BEOHBZIAO—FE vy I LET"

BEEOHZD A EOA—Z%S vy NIV EETA A —N—LT. EELIO—SHEEOHD IV
FO—SXML—=Uh 55| &GS T—X%IRMETEELSICLET,

o "J— k XF g T DITHE"

BEARELLET—MATAT7EVRATLABBES a—ILhSWMON L. AT — M XT4 72D ITT
5. USBT7SwaRSATEFERBLTONTAPA X—S#BA T — M X T4 7ICEELE T,

e "DANVARA=D%ZT—rLET"
USBRZAITDSONTAPA X—S%T—hL. 770V RTLZUR T LT, RIEZHZERLE Y,

e "FrAIohI"

ONATP7 = b A Za—hB5F VR—RF—ITR = Vv OREFLIIABF—ITR—TvEVINTLET,

"BEOHBZN—VERY ET VT :‘&ﬁﬂbi?"
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T— M XT 4 7 ORHEEH- ASAAT0SH K TUASA A0
T—rXTF 72T BRIIC. ROBEHEZHEZEL TS

* Timage xxx.tgz 1 7 7ML ZNTEI 2BV LRBEDA ML —JZBH L. FAT2ICT74+—< v b &
NUSB 75y aRSATHRETT,

* COFIETHETHERATESLDIC. 77MILZUSBT Sy aRIATICIE—TB3HENHDET

image xxx.tgzo

*CEENMRELLLIVR—Y NI TANAEDSRITE S IAHA FRU IV R—3 2 b e B0
ENHOET,

c CNSOFIEOOAYYRZELVWIY FO—JICERATZENEETT,
° impaired_controller (. X> 7+ Y XEERFTLTVWS I O—5T9Y,
° healthy_controller (&. EEDH 21> FO—FD HA/N—FF—TT,

EStF—DHR— M XT—R ADMESE- ASAAT0H K TUASA A0

EEOHZI>+O—F%> vy bET VT 3HEIC. FEALTULWSONTAPO/N— 3>
H'NetApp Volume Encryption (NVE) ZHR—ELTWAHNESH. BLUF—EED
2T LDEYNICERE SN TWVWEINE S HZHEERL T ZT L,

?@1W@@LTU%ONMPQN—VHVTWQMmeJ—Aﬁ%ﬁﬁﬁf EETNTVLBRHE SHZRESE
%)

ONTAP®MD /X\—< 3 > TNetApp Volume Encryption (NVE) DU R—FINTUVBRIHESHZERERLET,
DIEHRIF. IELVONTAPA X—C AT VO—RT3EHICEETTY,

1. ROOY Y R%ERITLT. ONTAPON— 3 VA BESILETR— KL TVWEHESHERERLET,
version -v
HAICHEFEFNTWBIBEE. 10n0-DARE' V5 R ZD/N— 3 Y TIEINVEDRHR— I TULEE A

2. ZERADY AT LTNVEN Y R— TN TVEHESMTBL T ROVWTNAZRITLET,

° NVED'HR— TN TWVWBIFEIE. NetAppR ) 21— LSt ZERT BZ0NTAPA X—J% 45 >0
_I\“L/i'a_o

° NVEQW'HR— kTNBVEEIE. NetAppR ) 12— LBES{EAE LOONTAPA X =% 40> O—K L
£9.

qEJ”EZ Y I‘D 7%&%‘;/"(’ v I\glj/—C:?%b\tjb\%EE;b\

A2 hO—5%ZFLICTv Y M TVTBICIE. FTAEF—TR—2 v (EKM) & FAVR—RF—TFR—

yv(me@tBb#77747#%EWL$?Omh\ﬁﬁbfu%$ FEY— LR L. BYA
—BHRERTLT, BAEF—DRXT—A2XICESTVWTIREEERITLE S,

1. SRTFLTEMCHE>TVWERF—BEBY - )L ZHEEL £J.
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ONTAP N\—> 3>
ONTAP 9 .14.1L[%

ONTAP 9.13.1 A7l

ETIBHIATUR
security key-manager keystore show
* EKMABEMICAR > TLWBHEEIE. EKMA ATy RHAICRTRE
nxd,

* OKMAEMICHR > TWBBEIE. OKMAIY Y REAICEKR
INEI,

C BB O TVWBRF—BIEY—ILHBVESIE No key
manager keystores configured. ¥ > FOHAIZETRR
INE9J,

security key-manager show-key-store

* EKMAABEMICHR > TW3EZEEIE. “external AT FHEAICEK
A~eNXd,

* OKMA'BEMIZHE > TWBIHEIE. “onboard AT > RHEAICK
TRenEd,

* BB ->TVERF—EFIEY —ILHBRVESIE No key
managers configured. AX Y RDHAICERRINE T,

2. SRATFLTF—BERY-IADNREINTLBIDNESNMIB LT ROVWThH DA T a>zBRLF

EXS

F—BIEBY—ILHKRBE

BEOHZ AV FO—FERLICTY Y MOV TEET, ICT7I7EALET,

NBEIFF 2 R—RFF—I =V v HRESNE LI
a XRDIITI)ARYFZANLT, F—EBEBY-IILOREEF—DRXT—RRERRLET,

security key-manager key query

b. +—EBEY—ILDOFDENEATNTWVWB I 2B L £ Restoreds

ZDFE. F—BEY—JL (EKME7IFOKM) DFFEF—DIV I T INThESHhZRLE

ERS

3. PATLTHABF IR =PV A VR—RF—IX—CvDEE5ZFEALTVENIEL T, XDL
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NEBEX—TR—T ¥
FllICRTRINTESEICIS L T Restored. ZHEIT2FIEEETLET,

SO H 1B Restored 179 5FE

true BEEUJZ%%:I/I*D 7%&%‘;/'\7 v I‘ﬁ'j/'fzk’i_g'o ‘k—)
JEALEY,

FNUNDTART true a XOIAY Y REFERALT. ALF—BEDRMF—%T77 R

BADIRTD/ —RICURRTLET,

security key-manager external restore

OAX Y RPKKTIBEIE. IcbBEuWabE<ETV "Rz Y
7y THR—F"

b. ATV REANLT. IRTDFREEF—D security key-
manager key query FCERRINTWVD ‘true' &
ZHESRL XY "Restoreds

_g_/\\_ca)ulb\uE:\: b\o)i’IIJ_ALEt true. [‘5%0)%5]\/ ckO—72
RISy NI TUTEES, ICT7I9EALET,

FTUR—REF—TR—
HllICRIINTHIIEICIH U T Restored. %Y T3FIEZETLET,

FDH /11E Restored ETITB3FE
true OKMIGE = FEH TNV I T7vTLZET,

a. ¥ AHJL TadvancedE— RICHIDE X set -priv
advanced. 7OV MO RREINTEBEANLET Yo

b. XYY REAALT. F—BEBEHRERTLET,

security key-manager onboard show-backup

C. Ny o7y INEROABZRD T 7AIILEIZOT T 71
ICAE—LF T,

. KERFICOKMEZFEITY AN LERIFAIEER S AL
BEICREICED XY,

d. BEE@ZV)%]/ FO—SHZLICUvy Y MOV TEET,
TIOEXLET,
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FF a3 10EERLET,

T—bAXZa—DflZRFLET,

Please choose one of the following:

) Normal Boot.
) Boot without /etc/rc.
) Change password.
) Clean configuration and initialize
all disks.
5) Maintenance mode boot.
) Update flash from backup config.

(
(6
(7) Install new software first.
(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10



ONTAP N\—Y 3> DA T arEERLET,
ONTAP 9.7L4F1 IERTA T3 >%FEIRLET recover _onboard keymanager

T—hAXZa—DflZRRLET,

Please choose one of the following:

) Normal Boot.
) Boot without /etc/rc.
) Change password.
) Clean configuration and initialize
all disks.
5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

S UANUTOEREHITIB I ZRBLET,

707 hoflERE

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S RRZLEDINZATL—X%#2BAHDLEF T,
INZATL—ZXDOAHP, VY —ILICATRBIIRTINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

O Nwo 7y TiEHRZANLET,

a. BEGIN BACKUP{TH 5END BACKUP{TE T. $RTORABZMOMHITE T,
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Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
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Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

@ RESINTHAODUNDIZE L. KITHEFE AL "Successfully recovered keymanager
secrets T 12TV S TN a—FTo VI %RTLTIS—%2BIELET,

6. T—hXZa—N5F4TF> a3 1%2FBRLT. ONTAPO T — FZHHTL £ 95
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R b b I b b b b I b b 2 b b 2 b S b b b b b 2 b S b b b b b b d b b b b b b b g b b b b I b b 2 b b b b b b b g b I b b b b b g b i 4
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* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 2> bO—Z00YY = LUIRDAyEZ—SHARRINTVWBR R LET,
Waiting for giveback..(Press Ctrl-C to abort wait)

8. N—=hF—/—FH5RODIARYFZAALT. N=hrF—a2bO-FZFTNvILET,
“storage failover giveback -fromnode local -only-cfo-aggregates true” T3,

9. CFO7J U —bDHTT—rLIEE. ROOAYY FZETLET,
security key-manager onboard sync

10. 7> R—RFF—IR—Jv DI SRELEDNZATL—XZASILET,
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

FHACAINS 3 &\ MO X vt —VRERSNFICY S22 TAY T MRS NET,
() EBIcARTSr. 2522707 MIRBHIICIS— Xy t—INERSNET, T
S—PMEESNTRBAERICRITS NS ET, HFALBLT T,
M RDARY REANLT. IRTOF—HEHTNTVZ 2R LET

“security key-manager key query -restored false" C9 o

There are no entries matching your query.
@ restored/\> X—4& TfalseZ 7 1 LR T 3HE. BRIFRTEINFLEA.
2. RDARY FZAALT N=bF—D5/—REXTNYILES,
storage failover giveback -fromnode local
18. BEIF TNV I ZEMCLIBRIE. ROOIYYRFZANLTURRTLET,
storage failover modify -node local -auto-giveback true

14. AutoSupporth'B#ICE > TWBIBEIF. KOOIY Y REAAL T —XAOBEEERE ) XA T LE T,

system node autosupport invoke -node * -type all -message MAINT=END

F72a 2 ABBF—IX—VvDOREZIVANT TS
ONTAPT — b XZa—h'5AHLF IR —PvOREZJ AT LET,

EEZ IR T SHIIC
ABF—Tr2—Tv (EKM) REZ U X LT T BICIE. ROBBHIUETT,
* BDYU S ZH J — R dDicfcard/kmip/servers.cfgZ 7 1 LD IE—. FT=lFRDIER,
° KMIPH—/XD 7 KL X,
° KMIPR— ko



CRDYZRAR ) —RDT 74 )LD — [cfcard/kmip/certs/client.crt’ £7=1&20 51 7 > FEEREZE,

CHDISRE ) —RERIEISAT U RE—DEDT 7AIILOIE—
/cfcard/kmip/certs/client.keyo

* DI ZAR ) — RFLIFKMIPTF—NCAD 7 7LD — /cfcard/kmip/certs/CA.pemo

FIE
1. aYY—=IWr=JLeg—ry > bO-JIC8ERLE T,
2. ONTAPD T — X Za—hoF T3> NEBERLET,

T—=hXZa—-DflzRTLET,

O — — — — — — — — —

)
)

H O 0 J o U B w N

[
=

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

Set Onboard Key Manager recovery secrets.
Configure node for external key management.

Selection (1-11)72 11

. 7OV hHARRENE. BERBREIWNELLICEZRRALET,

7O> 7 rofERTR

Do you have
Do you have
Do you have
Do you have

copy of the /cfcard/kmip/certs/client.crt file? {y/n}
copy of the /cfcard/kmip/certs/client.key file? {y/n}
copy of the /cfcard/kmip/certs/CA.pem file? {y/n}

(U]

copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 OV T ERRRENE. 7472 b —NOBERZEAALFT,

30
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Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:

PlerLET

Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAGICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBGNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzZANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCkFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wqgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwWIBAgIBADANBgkaghkiG9wOBAQsFADCB] zELMAkKkGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRNYUOWE2gDL61cQ3/7km7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0OM'

kmip init: cmd: ReleaseExtraBSDPort eOM

I3AT7 R EY—NOBHREANTZ . VAN TOEINTTLET,



PerLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

S. T=hAXZa—N5A4TF2 a3 1Z2BRL T, ONTAPO T — hZHHATL £ 95
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RR b b b b b b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b b b b db b I b b b db b b b i g

kAhkkkhkkhkhkkhkkh kK hkx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e S b 2b b b b b I db I IR b Sh b SR S b b S db b e IR b S b 2R S b b b 2b b dh b b db b 2R db b db b Sb b e db b A b 2 db b 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. BEIX I Ny I EHICLIHZEIF. ROIY Y FZAALTUR M7 LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BICHE > TWBIHEIF. KOATXY REANL T —XOBI:ERE ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END
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MPE L /=88 54 % NetApp (ASA A705 K TFASAA90) (RAIL £95

BEENFEEL/N—VIE. Fv MNIHE @RMA?aT%L:ﬁEO’CNetAppL_ REILTL 72
Wo "/N—YVDiRGEAHEFHFMICOWVWTIE. R—JEBBL TS

’

v —

4

> v = DRI — 2 7 O—-ASA A705 K T'ASA A90
SHEZHTBICIE. KOT—o JO—FBICHE->TLIEEETL

S —
o "y — DRBEHEDRES

=YD a-IINERBTBICIE. —EDEREH/ICIHEN DD XTI,

e arbO—5%Z> vy kg2

S —DAY fyz%imﬁéég5t\:yhm—a%vvvhﬁvybiﬁo

e " —IEMLTLLRES

>v—y%x@?5hmxhiwﬁ5/v OHEHFLWO Y —IICEREE. N\—RRS07J, &uvay
FO—ZEZa—-IILZBEL. BEDHZ v —22BEOHZ > vy—2ERLCETILOF LV v —2 R
BLEd,

° " — D RE D ALE"

v —Y DHAREZHESR L. BEEHIRE LD ZNetAppllBL £,

v =2 DORHREMH- ASAATOES K TFASA A0

Sry—IlF. > hO—3F/CPUZ Y b, BREE. II0RY., IRXTOOY O—5

AVR—22 b EETAYIBET > 70— v T,

v —BEIRT BEIC. ROBHERERLTLETL,

* VRFLDMOIAVR—x%> hb‘?/\‘CIE.%L_EJVFL,’CL\% CEESRLET, EBICEMEL TULWAEWLE
BlI. TUVZAILGR=FMIBERBVWEDLELETE

* v —SDXHFIBIF. VAT LTHR—FINBZITARNTO/N—23 VDONTAPTHERTE X3S

c Uy —YDOXBEFIEIZ. REIL. NVMeR 17, LU MO—FFEDa—-ILEZHLLO y—2I%
IR EAIRELTVWET, £/ RBEAD v —2I1ENetAppDFT LWV R—R > N THB &R
RBLTWLWETD,

Uy ORMFIEIZS AT LDELEZHWVWE T, 2 /—RFISRETREIY—EXDERICFLEL. ¥
WF /=R ISRITIIEAMICFELELE T,
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O bO—Z0 vy E4>-ASAATOE K TFASA A0
=V DAYTFIUREETEBZLOIC. AhkO—2%vy v MO LE T,
COFIEIF. 2/ —RIEBROSRATLDNRT T, YXATLD/ —REN3DULDIBEEIZ. #BBL TS
W"4)—RIZZAZTIDOHART DIERER > v bR TV EERRADEITHLE"
R % BIA S B R0IC
CIRTDISATYMERANDERY T YT RTFLEDT—EADT IR % ELELEFT,
s NENw O Ty IO aTE—RELELET,
c MBRIEREILTUIOYIDHZ xR LET,

° ONTAP OO—AIILEBEDIL TV vl

° A ML —CBEB L E/-IENVE /I NAEZFEH T 315515, NetAppDF VR—RF—BIE (OKM) 75X
RELEDNRTL—Z,

° £AY FO—SDBMCAD T Ut Xk,
C RBICBEBERTE BN >TVWBA ezl L F,
C vy MIYVBIORZA NI Z T4 AFRDEEDTY,
c BMZRITLET "V AT LDEEEF VI
° ONTAP Z2 X T LRV ) —-RZF7v TITL—RLET,
c WINOERRLET "Active IQ VT ILRRT T —hEURD"s YRAFLAVR—2> FOLED%
ECREDRATLICERELTVWEAEEZXELEFT,

FIE

1. SSHZEAL TI/ZRRICOATA>TEH. VS RAZHAOERD/ —FHhroO0—AlLoa>Y —ILr—7
WesyFhyZIaArvy—ilzERLTAIM Y LET,

2. AutoSupportzZ 7ICL T S RTLDBRF T SAVICRZEFTORBEIEELE T,

system node autosupport invoke -node * -type all -message "MAINT=8h Power
Maintenance"

3. IARTD/—KRDSP/BMCT7 RLRZRELE T,
system service-processor show -node * -fields address

4. U222 )T LET, exit

5 BIDFIEBOHEAICRTRINT-LWINHAD ./ —RDIP7RLX%ZFEAL T, SSHEBTSP/BMCICOY 1 >
LExd,

AVV=IIZyThyTRFERBLTVWSIGEEIE. BLIVSXEABEEDIL TV vILEZERALTIV
O—>iicaJa4>L %9,

() ABRREBETIBL5IC. TATOSP/BVMCERY OSSHE v 3 Y #BS £ 7,

6. BEDHZDv—ICHB20D./) —REEFELELET,
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