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ONTAP N\—> 3 Y
ONTAP 9.8 LAF#%

ST aYeEERLET,
FF a3 10EERLET,

T—bAXZa—DflZRFLET,

Please choose one of the following:

) Normal Boot.
) Boot without /etc/rc.
) Change password.
) Clean configuration and initialize
all disks.
5) Maintenance mode boot.
) Update flash from backup config.

(
(6
(7) Install new software first.
(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10
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ONTAP N\—Y 3> DA T arEERLET,
ONTAP 9.7L4F1 IERTA T3 >%FEIRLET recover _onboard keymanager

T—hAXZa—DflZRRLET,

Please choose one of the following:

) Normal Boot.
) Boot without /etc/rc.
) Change password.
) Clean configuration and initialize
all disks.
5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

S UANUTOEREHITIB I ZRBLET,

707 hoflERE

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S RRZLEDINZATL—X%#2BAHDLEF T,
INZATL—ZXDOAHP, VY —ILICATRBIIRTINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

O Nwo 7y TiEHRZANLET,

a. BEGIN BACKUP{TH 5END BACKUP{TE T. $RTORABZMOMHITE T,

14



707 b oflERTR

Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

b. ATHDREICHBENTERF—%2BR L £7,

DAN) O AT TLET,



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

RESINTHAODUNDIZE L. KITHEFE AL "Successfully recovered keymanager
secrets T 12TV S TN a—FTo VI %RTLTIS—%2BIELET,

6. T—hXZa—N5F4TF> a3 1%2FBRLT. ONTAPO T — FZHHTL £ 95
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R b b I b b b b I b b 2 b b 2 b S b b b b b 2 b S b b b b b b d b b b b b b b g b b b b I b b 2 b b b b b b b g b I b b b b b g b i 4
XKk khkhkhkhkkkkkkkxkkx

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A RO—Z0OYY—=LUZRDAyE—CRAREAINTVWE 2L EF T,

Waiting for giveback..(Press Ctrl-C to abort wait)

- N=hF—=/—=RFDSRODARYFZANLT. N=bF—=—32bO-5ZFTNYILET,
“storage failover giveback -fromnode local -only-cfo-aggregates true” T3,

. CFO7J U —bDHATT—hrLTcH. ROOXVRZERTLET,

security key-manager onboard sync

A VR=RF IR =T v DI TRAZLEDNRTL—XZANALET,



707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

FHACAINS 3 &\ MO X vt —VRERSNFICY S22 TAY T MRS NET,
() EBIcARTSr. 2522707 MIRBHIICIS— Xy t—INERSNET, T
S—PMEESNTRBAERICRITS NS ET, HFALBLT T,
M RDARY REANLT. IRTOF—HEHTNTVZ 2R LET

“security key-manager key query -restored false" C9 o

There are no entries matching your query.
@ restored/\> X—4& TfalseZ 7 1 LR T 3HE. BRIFRTEINFLEA.
2. RDARY FZAALT N=bF—D5/—REXTNYILES,
storage failover giveback -fromnode local
18. BEIF TNV I ZEMCLIBRIE. ROOIYYRFZANLTURRTLET,
storage failover modify -node local -auto-giveback true

14. AutoSupporth'B#ICE > TWBIBEIF. KOOIY Y REAAL T —XAOBEEERE ) XA T LE T,

system node autosupport invoke -node * -type all -message MAINT=END

FF a2  APEF—ITRX—JVYDREXIVIANT TS
ONTAPT — kX = 2 —H SHEF —IR—S v DBREEZUI LT LET,

ERZFIm Y BHIC
AF—Tx—2v (EKM) BEZ XA RTTBICIF. ROBHBBHBIBETT,

* BDYU S XA/ — R dDlcfecard/kmip/servers.cfg7 7 1 LD IE—. FT=lFRDIER,
° KMIPH—/XD 7 KL X,
° KMIPR— b
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CRDYZRAR ) —RDT 74 )LD — [cfcard/kmip/certs/client.crt’ £7=1&20 51 7 > FEEREZE,

CHDISRE ) —RERIEISAT U RE—DEDT 7AIILOIE—
/cfcard/kmip/certs/client.keyo

* DI ZAR ) — RFLIFKMIPTF—NCAD 7 7LD — /cfcard/kmip/certs/CA.pemo

FIE

1. aYY—=IWr=JLeg—ry > bO-JIC8ERLE T,
2. ONTAPO 7 — b XZa—h6FF>a>Nz&RLET,

T—=hXZa—-DflzRTLET,

O — — — — — — — — —

)
)

H O 0 J o U B w N

[
=

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

Set Onboard Key Manager recovery secrets.
Configure node for external key management.

Selection (1-11)72 11

. 7OV hHARRENE. BERBREIWNELLICEZRRALET,

7O> 7 rofERTR

Do you have
Do you have
Do you have
Do you have

copy of the /cfcard/kmip/certs/client.crt file? {y/n}
copy of the /cfcard/kmip/certs/client.key file? {y/n}
copy of the /cfcard/kmip/certs/CA.pem file? {y/n}

(U]

copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 OV T ERRRENE. 7472 b —NOBERZEAALFT,

19



Ay 7 rERT

Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:

PlerLET

Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAGICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBGNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzZANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCkFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wqgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwWIBAgIBADANBgkaghkiG9wOBAQsFADCB] zELMAkKkGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRNYUOWE2gDL61cQ3/7km7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0OM'

kmip init: cmd: ReleaseExtraBSDPort eOM

I3AT7 R EY—NOBHREANTZ . VAN TOEINTTLET,



PerLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

S. T=hAXZa—N5A4TF2 a3 1Z2BRL T, ONTAPO T — hZHHATL £ 95

707 b oflERTR

RR b b b b b b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b b b b db b I b b b db b b b i g

kAhkkkhkkhkhkkhkkh kK hkx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e S b 2b b b b b I db I IR b Sh b SR S b b S db b e IR b S b 2R S b b b 2b b dh b b db b 2R db b db b Sb b e db b A b 2 db b 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. BEIX I Ny I EHICLIHZEIF. ROIY Y FZAALTUR M7 LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BICHE > TWBIHEIF. KOATXY REANL T —XOBI:ERE ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END
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