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o ) —X2TZRLET

9 T—=bXT17

a T—rXTATT—ADBFBVWREVZRLTT— b XT4 725 —Xh5 ) )= L. T—rXT7
TIVTY D50 DEF|IEHLET,

@ VIry bRT = b X7 7HEEBT3AEMEDH BT, T— b XTaT7ZR Lo
D, BELIFIEHLED LBVWTLIEE W,

b. AT — b XT A TDHZET— b AT TVT Y MIEDE. V7Y MDD ERLIAZE
ER
C T—=hrATA7HELVEEITY Y MIRRICEEEINI L ZRELE T,

BEICHLT. T= b XTaT7Z2ROALTY T Y hADEEZPDELEXT,

d T=rXTs T7EBLTF T T b XT 7T —AOBEERZ > ZI3DAHET,

7. A bFO—ZFS2a—-IILOAN—-ICHZEDEIT—R—RErUT7O0OvY MIEHDETAN—ZBUV
WO, FREDMEICINEZ X TASA RETEET,

8. AvrO—5 EZa—IILEZBERDOMHITET,
a Oy hrO—ZFVa- Il vy—OAO8CEHLE. AV MAO—FEDa2a— L2 AT LICH
DETELEHLIAAZX T,
b. REIZIGL T, A bO—SESa—-IILICTr—JIILEBERLE T,

C OAvhO—FEFEZa—ILEPATLICREETTHLAA. ALNYRILOMUENUSB 75 v a kS
ATICFHLTVWEWVWS e EZBEELET, ANV RIILZBCIHLAATIOY FO—FESa—-I)LE
HEEL. DLANYEILZBAL T,



O hO—-Z v —VICE2ICEDHITSNZ ETCICT - b 2RBRLE T,

COAYE—IDRREINBVERIE. Cri+C F—Z L. XVTFYXE—RFTT—hT34723
VEFERLTH S, I hO—F%fFLELTLOADER 7OY T hZRTRLE T,

9. O brO—SHRMLYFEIET 7Ty IEFD MetroCluster ICEEFNTWBIHERIEX. FC 7474
DER%E) AT TE2HRERHD X7,
a. RSFE— RTJ— b ! boot_ontap maint

b. MetroCluster R—rZ A Z>T—RE LTEREL XTI, ucadmin modify -m fc -t iniitator
adapter_name

C. ELELTIRTE—RICEDZE Y : lhalty

ROFIE

[EEDH DT — M AT 1 72BN L TS, "N—FF—/ —FEDSONTAPA XA —2JZ )X RT3 25" %
BRLTEE W,

IN—bhF—/—Kh50B&T—rXTa7)A/N) - ASA A900

ASAAOY R T LICH LWI— M XFTaPTNARZA VA M=)LLT=56. BT —F
XTFT7UAN) 7O ZMIBLT. N—hrF—/ —RHOESREXETTETET,

AN TFOE XIS, P RTLIFESEDNEMICR>TVEIHNESH ZHER L. EAPOF—BESLDoX 1
TZHRILET, F—BESEHNBERICE->TVBIHEIF. ZOESEZ ) X 7T 3O DB RFIENERT
TNEY,

BET— b XTT7UAN)TOERIF. ONTAP N7 AU TOA Y R—FEATVET, RFL—IUP R
TLTHURION—23 YOONTAPZRITL TWRIEEIE. "FE7T— FEEFIE"

FEZ R d 2l
CF—IR=Iv—DRATZRELF T,
cAUR—RF—IR—Tv (OKM) ! IFTRXLBEDNRTL—XENY I TV TT—2HGETY
° HEBE— IR—T v — (EKM): N— hF— /— RO SRDT 7L ILDRETT,
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

FE
1. LOADER 7OV 7 hH'5. T—bk XFTo 7EIE7OLIZRBLET,

boot recovery -partner
EEICRDAYy—INREREINET,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
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2 T b AFATDAYRAR—LUANY TOEZEERLE T,

7OEZANTT L. Xvt—IUDRREINE T Installation completes

3 VRATLIFEEtEFTvI L. ROVWTNHADXytE—J%2RRLETD,
RRATNBZAvE— BRI
key manager is not SATLICEBSIERAAI A b=ILENTULWEEA.

configured. Exiting.

a OJaA>7ary T rHRREINBZIEITHELEE T,
b. /—riICOJA> L. AL—ZIREILET,

I storage failover giveback -ofnode _impaired_node_name _

C ABH EHFT I NI EZBEBEEWNICT 2 BB >TVWE
AN

Ho

key manager is ESEDN A YA —ILENTVET, TEET F—IR—Tv—D
configured. BT,

AT LNF= IR =T v —DERE I TETRVEGIE. T7— XyE—INRRS
() h F—Ix—Ur—HERIATVBNE 5D, BLUEDEAT (42 FR— K E i)
o) RRRT 5 &5 ICROSNET, TOVT MIEX THITLET,

REICKH L TEYLRFIEZEBLTF— XX —2vZ )R MT7LET !
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FUR—REF—T—+v (OKM)
SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREINTLES. AVR—F F=I%—Jv—DONvIT7v T T—2%ZANLFE
ERS

INZATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.



f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIAT YV EF—T 71 ILORBOAIZRTLET,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :

11



KMIPY—NT7 71 ILORBOBIERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 1TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

* R—bFDIP7 KL X
" R—bDOXY RIYRY



" TIFINT =T ITADIPTRLR

—KHBRy FT—ORETOV T OFETRT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINABVEE. PRTLIRELEL. I5—BLVESAyE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner

13



F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be

available.

KA A A A A A A A A A A A A A A A A A A A A A A AR AR AR A A A A A A A A A A AR A A A AR AR AKXk ko k
w ATTENTTON B
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE
ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli

HLET, "ICBDET,
HE L 7= BB &k % NetApplJiREI L £ 9 - ASA A900
ASAA900 R T LD AVR—2 Y MIEEDRELIHEIE. BEDLFHEL =20
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ZNetAppllIREIL TL 72T "IN—Y DR ERIEFRICDOWVWTIE. R—PETE
<TEELN,

T—bXT47 -FFH) AN

T— b XFT 4 7 DAH- ASA A900

T— M XTaT7ICIE. DRATLDT—MBICERTEZIRXTLT7AIL (T—hFAX—
D) 0TIy hethAYE Y FHAREATVWET, Ry FT—T#ERIC
BT BELEFHIIELEEZFESTBEERTTEET,

Mimage xxx.tgz | 7 7ML ERMNTIZBULBEDA ML —CZBEH L. FAT32IC7+—<X v bEn
72USB 75V aRIATHRETTY,

X' COFIETHTHERT B7-HIC 'image_xxxtgz 771 IN%EUSB 7S5 v a RS JICAE—FIHE
hHhxEd

c J—bh AT T7EXBETZI-ODEEUENDELEEHESHETIE var 770« DRTLEVRANTS
BZUREHLHDET

o S IERMDIGE ' HART IRy b —2I1ZEHELTvar 770 « DRTL%Z U AT 23HES
HOFHAE—I v —AD HARTICIEAER e0S FEGih'dd D ' Tz FEB L T 'varconfig Z #N1 5
DREITEELE S

c B EHESKIEDIFZEE var 77 ML« DRATLEVZANT$B7=DICR Y N —UFBFIINEHD £
HAD BEEH 2 BMNETT

BEENMFEELLOVR—F2 I NetApph S ITE S FERIEAFRUD VR —3R Y F XY ZHED
HHFEF,

c INHSDFIEOIRYREZELWVWIAY FO—FICERATZZCHEETY,
° impaired_controller (. X>F7F+>YXEERFTLTVWS I O—FT9Y.
° healthy_controller &, BEDH»2 > FAO—5D HA/N— b F—T7,

Bt F—DHYR— b & XT—R XDFEER- ASA A900

A=Y RTFLDT—REF 2T 2RI DICIE. BEELF—DHR—br7
—MTATDRAT—RRAZHERTIHBENHD F9, ONTAPD/N— 3 > TNetApp
Volume Encryption (NVE) DHR—bINTWVWEAHESHZHESRL. O bO—5%2>
vy R T UTBENCF—BEY—IIUDTIT1 IR >TVBHESH =R L TL
a0,

2L =S ZFTLMONTAP 917 1L EZ T L TVWBIEEIE. "BE T — FEEFIE" . X TLTUEID
N—=J3DOONTAP #ZET L TWBIBEIE. FFHT—-M)AND 7O 2EHTINELRHD £9,

27y 71: NVEQHHE— FZHESEL. ELVONTAPA X—J %49 O0— RT3

T— b XT 4 7 ORBISETBONTAPA X =% ATV O— R TES L S5IC. ONTAP/N— 3 > H'NetApp
Volume Encryption (NVE) ZH7R— kL TWAHE SO ZHERLF T,
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FIE
1. ONTAPN—2 3 VA BES{EE Y R— L TVWEAHESHERESRLE T,

version -v

HAICHAEFENTWBIBEE. 10n0-DARE' 75X ZD/N— 3 Y TIEINVEDRHR— I TULEE A

2. NVE B R— MIEDWTEYIAONTAPA X—J % AU vO— R L&Y,
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2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER
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707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,
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707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

AV bA=5=0aAYY—ILIRDAYE—IHRREENTVWS ZEZREBLE T,
Waiting for giveback..(Press Ctrl-C to abort wait)

N—hrF—2> +O—5—DI5FE:

BEDCHZIAY bO—F—ZRMLET,

storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

CFO 77 V7T —hbDATEEBLIE. F— IR—2v—ZRAHALET,

security key-manager onboard sync

TAOYTERREFEINIES. FUR—F F—IX—Tv—DISRX—2BEDNITL—X%Z AN
LE9,

35



36

707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ER=RIR Y BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —N—DTF7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 71 )L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (IS4 T7 > kF—)



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 EBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBZASIL £ T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o
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PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEIX INv I EEMLIZBEIXVANTLET,

storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

P& L =28 58 % NetApp | REI L £ 9- ASA A900

BEESAFRELENN—VIE. T v MIABORMAIETREICRE > TNetAppl RN L TL 2T
Wo "/N—YVDiRGEAHFHFMICDOWVWTIE. R—=JEBBLTLLIETL,

S —

v — 2 DATHE- ASA A900

v —IRTPITBICIE. BREE. Ty A hO—FFVa—I)l. II0E®Sa—
JL. DCPM ED a—IZEWRONTHRELRHDFT, BEDHD>v¥—H5 USBLED
EJa—ILEZERDOAL. BEOHZ > v—%RESYIFHIIOIATLTVYERY b
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MEEDOAL. RIEAY vy—2ZAAEDMUEICED T T, IR vy—IC AV R—
2 RERDMSITE D,
SATLADEFDOMDAVR—2Y IR TEEICEHEL TVWAHRELRHD £7, MELHZERIE. 8T T
JZAIGR—MIEBVWEHLELTIEETL,

* COFEIF. PATFLTHR—FEINBZIANTDON—320 ONTAP TEAHATEF X,

* COFIBIES AT LOELEZHVET, 2 /—FISRXEXTIEFY—EINRTELRIELEL. YILF/—RT
S AZTIFERDRICIEIEL E 96

O bA—ZD> vy bR 2- ASAA00
AV FO—=5DY vy b4 - ASAA00

CDFIEIF. 2/ —REERDATLDNTRRTT, V7 ARICT—EXZRETIEDIE
BRIYy MU YOFHICOVWTIE. ZBRBLTKIEEVW' AL =YY AT LDIESR
Bvy DY ECEBRBABRRA A K- NetAppF L v IR—2"
TEXRZRMa T BR10IC
CMBLRMEREILTUIOvILAH D ez LET,
° ONTAP DO—NILEBEDIL TS vl
° £ FO—5DBMCAD T 7t R4,
C HRUIHBRTE USRI R > TWB ezl L £,
* Uy MEYVEIORZ M TS OF 1 AERDEED TY
c BMERFTLET "V ATLOEEEF T VI
° ONTAP Z2 R T LOWR) U —RICT7 v TIL—FLET,
c WIFNNEMERLET "Active IQ U TILRZRTS— b URY" YRATFLAYER—R> FDLED%
ECBEVATLICERELTVWIEEEZEXELET,
FIE

1. SSHZFEAL TI S RARICOTA YT EH I AZHNOAERD ./ —RhroO—ALoa>Y —ILr—T7
WesyFhyZIaryy—lzERLTAJI > LET,

2. gRTDIZFATYMRAMDSRY TPV T RTLEDT—IANDT VLR ZELELFT,
S ANENY I Ty T3 TE—RELELET,

4. AutoSupport ' BRNICEHE > TWBIBEIE. T—XDERZINFEIL. X TLEZF 754 VIS 3HE %S
ELEFT,

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5 §RTDISRRZ/—RODSP/BMC7 KL ZERELE T,
system service-processor show -node * -fields address

6. V522> ERTLET,
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* replacement _node |&. COFIETEE ./ —RERXBELIEHFLWLW/ —KRTT,
* healthy_node |&. _replacement _node ® HA /X\— kF—T79,
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1. _replacement _node |C LOADER 7O Y 7 rHARREINBWVWERIE. X7 L%FLELTLOADER 7O
YT hERRLEFT,

2. _healthy nodeT. ¥ XTLKE%EMHELEJd. cluster date show
HEHIRE SN A LY —VICEDVWTWVWETY,
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nodel> “storage failover show’
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advanced E— R THHATI AN ESH EESR TS AV T hARREINTS. Tyl CAALE
9, advanced E— RO 7OV T rHRRENET (*>) o
b. 37X T IRTHRIFELEFT, [ system node run -node _local-node-name_partner savecore |
C. savecore ANV Y RDETZHEL THSFXF INYIERITLET,

ROOAR Y RZ AT B L. savecore AV Y ROETKRRZEHRTE X, 'system node run -node
_local-node-name_partner savecore -s

d. admin 1R L RIJLIZRD £9, [ set -privilege admin J

ARL—=UPRTFLTRAML—=UF 23R a—LOBSEARESNTUVBRIEGEEIF. 7 VR—FF—8
BEARF—BEOCE5ZFEALTLENIHLET. ROVWTNHDFIRICE > TR ML= FfldR
a—LEStEEZ VX T T3HEN DD ET,

S F VK- K —EROESE—EUR LT
HPF—EEOEBF—EUR T LET
Y RO-5EFTNYILET,

a [EgRIAYFO—5H6. RTLEIDMO—FDAML—SFF TNV I LET, storage failover
giveback -ofnode replacement_node_name °


https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html

_replacement _controller (X ML —SFTFAON Yy I LTT—r2RETLET,

SRTLIDDB—HLBWVWEDICSZATLID ZEETTEINESIHZEERT A vE—IHRRIN
THBBIRY EANTBIHEDNHD T

(D) *#INvomEESNTLARAR. EEEEDICTSH LERFL TS,

FHRICOVTIE. ZBRBLTKEETVW'FHF INY IOV R ERZERIBZ M E YT,

a XFINYINRT LIS, HARTHIERT. 740 F—N—D0IggTHB e zfBLFd, T
storage failover show

[ storage failover show | AV FDOHAIIC. N— b F—XyE—ITEBEINLEIATLIDIEEE
nExtA.

1. 74 RODELCEIDETONIEI =R LE 9, [ storage disk show -ownership

replacement _controller IZB S 37« XVICIF. FILWS X TL ID BARREINE T, XDFITIE. nodel
TRAEINTWET 1 X712 FiILWSO X7 L ID 1873775277 RAEINTWVE T,

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. & 2 F Lt MetroCluster #ERICE > TWAIBEIEX' IV FO—SDRT—X A% R L £ 9 MetroCluster
node show

MetroCluster #B Tld. REBRICBEOREICRD FTHAIND FT, CORRTEIY FO—Z0DK
EBHREBRACEDET, DRIF—UVJIFEWT. BEE—RICADZXT, [ MetroCluster node
show -fields node-systemid™ | A7 > RDOHAICIE. MetroCluster FREHNBEDREICED FTHULI X
TLID BARREINET,

9. 0> O—>75" MetroCluster R IC % > TW335E1d. MetroCluster DIREEICIHE L T, TTOFRBEN T
APREAYA DAY FO—S5THBRBEICDRA—LID 74 —ILRICT 4 AVDTOFREEINRT S
NB3Z xR LET,

ChE. ROBHICEZETIERICHNETT,

° MetroCluster 8N X1 v FA—N—RRETH 3,
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9o [ MetroCluster node show -fields configurion-state J

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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1. AutoSupporth*B3hIC R > TW 3B EIE. AutoSupport messageIY > REMRUHE L T —XDEE)
ERZIHEIL £9, system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

RDAutoSupport AY > Rid. 7 —RADBEBERZ2REELEL £9. clusterl:*> system
node autosupport invoke -node * -type all -message MAINT=2h
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storage failover modify -node impaired-node -auto-giveback-of false
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback
(HA mailboxes)
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0
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RNREBAICHEDET, DRIZT—U2JIEEMT. BEE—FIZAD £9, MetroCluster node show
-fields node-systemid' < > RDHAICIE. MetroCluster 5REHN BEDREICES FTHWS X T AL ID
HARRINE T,

> kO—Sh MetroCluster #8R8IC 7 > TW3B5EI1E. MetroCluster DIREEICISE L T, TTDFRBENT
APRE2YA DOV FO—FTHBIBEICDREA—LID T4 —=ILRICT 4 AT DTTOFREEDNRT S
N3 xR LET,

. ROBAICEKET BH5EICHNETY,

> MetroCluster 8RN X1 v FA—/N—IRETH 3,
c ALY FO—SHTF AP REY A LDT 1 R DREDFHBEETH S0

ZBELTLIEEW "4 / — KR MetroCluster #E TD HA 741 7 F —/N\—& & MetroCluster X1 v
FA—=N—HDT 1 AVFREHEDEE" ZB8B LTIV,

2 X7 LiHt MetroCluster #BRICE > TWVWBIBEIF. EIY FO—SHEHINTVWB 2L X
9. [ MetroCluster node show -fields configurion-state |
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. 82a>bhO—3Il. BESNZRY2a—LHEETZI =R LE T, vol show -node node-name
10. A AL —=VBESIEDAEMICHE>TVWEIGEIE. EEEX VXN T I2HRELRHD £7,

M. V7—-rROEB T V4 —N—ZEMICLIIHEIE. [EEA D> O— 3 T storage failover modify
-node replacement-node-name -onreboot true ZBIC L E
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