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cNnEd,

BEi7— cXFTao7UAN) FOERIE. ONTAP 917 AUETOA Y R—EEINTVWET, A RL—CUR
TLTUEION—2 3 YOONTAPERITL TWAIHEEIE. "FE# 77— ~EEFIE"

FRZ R g 3ailC
CF IRV —DRATZRELFT,
CFVR—RFF—IR—=T¥ (OKM) : IFRELEDNRTL—XENY I TV TT—2DH%ETT
c AEEF— XK= v — (EKM): N\— b F— J—RHSXRDT 7 A IDRBRETT,
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

FIE
1. LOADER 7OV 7 rH5B. T— bk XFTo 7EIEFOCIZBHBLET,

boot recovery -partner

BEEICROXA Yy E—IDRTEINETT,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2= b XTATDAYZA =LY AN) FOLRZEHERLFT,

7O ET L. XvtE—IDKRREINET Installation completeo
3. YRTLIRESIEEFI VI L. ROVWTIDADAYE—DZRTLET,

RIAINBZAvE—2 121
key manager is not AT LICEBEENI YA M=ILERTVEHEA.

configured. Exiting.

a OJa4>7a>y 7 MDRRINBZEFTHEEET,
b. /—rRiCOJ14>L. AL—=UHEEBEALET,

[ storage failover giveback -ofnode _impaired_node_name _

C AR BEIHT TNV IEZBEANICT S EMICR>TVIE
AN

Ro
key manager is ERLAA YR P —LENTVES, (FEET F—F—J v —0
configured. E5t.

SRFLHF— IR v —OBHERI TS BVBER. I5— Xy E—INRRS
() h F—3x—Ur—BHRINTVENE 5D, BLULOEAT (42 K— K1 iE5)
) BRRT 5 &5 ICROSNET, FTOVT MIEX THTLET,
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FUR—REF—T—+v (OKM)
SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVHR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREEINTLES. AVR—F F—I%—Jv—DONvIT7v T T—2%ZANLZE
ERS

INATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.
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f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIATYVEF—T 71 ILORBOAIZRTLE T,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :



KMIPY—NT7 71 ILORBOFIERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 1TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

" R—bDIP7RL X
*R—bDXY IR
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" TIFINT =T ITADIPTRLR

—KHBRy FT—ORETOV T OFETRT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINBVEE. DRTLIRELEL. I5—6LVESEAYE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner



F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE
ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli
HLET, "ICBDZET,

HpE L 7= 28 aa % NetApp|RET L £ 9- ASA A900

ASAA900 R T LD AVR—2 Y MIEEDRELIBEIE. BEDIFHREL -2
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ZNetApplHRFIL T 2T W\ "N—Y DIRG EAIHFFHICOWVWTIE. R—P72 T8
<TET Ly

T—=bXT17 -F&)ANY
J— k XF 1 7 DIHE- ASA A900

T—= b XTa 7T DRTLBT—EICERT R RXTLI7AIL (T—hAX—
D) OTFZARVEy heEAh A )Y FARAETNTUVWE T, Xy bT—JEHKIC
BLT. BELFLFELZASIHBEZRITTEET,

Mimage xxx.tgz | 7 7ML ERNTIZBULBEDA ML —JZBH L. FAT2IC74+—< v bEh
7mUSB 75 aRSATHRETT,

o' COFIETERTHERT 370 image_xxxtgz 771 IL%Z USB 75 v a RS54 JICOAE—F2HE
nNHbFEd

* T b XTATERBIT B ODEEFELEDDELEZEFHSAETIE Vvar 770 « SXTLZEVRNTT
BRENHDET

 FZIERDIZE HARTIER Y b7 —JICEKLTvar 770 « AT L%Z ) A7 23REIF
HDFHAE—I v—2AD HARTICIZAEE e0S FHHAH D ' ThEMEAL T 'varconfig ZZN5
D TERIXELE T

R HEHESTHRDIBES var 77 M) « AT LZE RN TRHDICKRY NT—UEGRIINESLHD £
AN BREEN 2 EAMNETY

* BEARELLIVR—RY ME. NetApph SZITE - 3THAFRUID YV R— 2R Y b EXTH T ZHEN
HDFET,

c INHGDFIEOOR Y RZELWIAY FO—JICEATSCHEETT,
° impaired_controller |[&. X>FF>XA&EEIFLTWVWE I FO—3TY,
° healthy_controller 3. BEDHS > +FO—ZFD HA/N—rF—T7,

EELF —DYR— & XT—H XDHEE- ASA A00

A= RTFLDOT—REF 2T 2RI BICIE. BELF—DHR—br7
— M T TDRT—RAZHRTINENHD £9, ONTAPD/N— 3 > TNetApp

Volume Encryption (NVE) AAHR— kI TWBHES5HhZzHERL. A>bO—5%>
vy OV TRENCF—BEY—IBTIT 4 TICB>TVBRDE DD ZRERL TS

1EELY,

2L =S ZFT LHONTAP 917 1L EZ T L TVWBESIE. "HE T — FEEFIE" . X TLTUEID
N—2 3V DOONTAP ZET L TWBIBEIE. FET—MUANY IO REFERTINELRHD £9,

27 71: NVED YR — FEREL. ELLONTAPA X—J% 4V O— RT3

T— b XT 4 7 DIHEITBY)RONTAPA X =S H ATV O—RTESEL5IC. ONTAP/N—2 3 U HNetApp
Volume Encryption (NVE) ZH7R— kL TWEADE SHZHEERLF T,

FIE
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1. ONTAPN—=2 3 UABES{EE Y R— L TVWEAHESHERESELE T,

version -v

HAICHEENTUVSBIHEE. 10n0-DARE' V7 S XA D/N—2 3 V TIEINVEDA Y R— kI TLWEHA.

2. NVE H#7R— MMCEDWVWTGEYIZRONTAPA X—J# 4oy O0—RLET,

° NVEDHR— kTN TLBIHE: NetApp Volume EncryptionZ ST ONTAPA X—S %A O—R L
E3r)

° NVEAH R — kIR TUHRWES: NetApp R 2 — LEES{EA LOONTAPA X—J & A4V O— R L
E

NetAppt7R— b H+ kHSONTAPA X =% HTTP H7cld FTP B —N—F7zidO—
AL TANE—ICHE T O—RLET. T— b XT 4 7OTBEFIEBFICCDAA—
T7AUDBRICED T

ATV T2 F—IXR—Vv—DAT—RRAZHE L. BRZNYITvTT3

EEOHZ IV rO—FZ2 vy FETUTBRIIC. F— IX—JvDOEBRZHEIEL. HERBRZ/NYV Y
Ty TLTLEEE L,

FIE
1. SRTFLTEMCHE>TVWERF—BEY —IILZHERLE£J,

ONTAP N\— 3>~ S e S
ONTAP 9 .14.1L4f% security key-manager keystore show

* EKMBBMICHR > TWABE_IE. EKMAIYY REHICKRRS
nxd,

* OKMA'BEMIZHE > TWBIHEIE. OKM ATy RHAOICEKRT
INEI,

* BB O TVWBF—BEY —ILH R VEEIE No key

manager keystores configured. ¥ > FOHAIZERR
INE9J,

ONTAP 9.13.1 LA&i security key-manager show-key-store

* EKMA'EMICE > TWAIBEIE. “external AT REAICK
RN d,

* OKMABEMICH > TWBIFEIE. “onboard Y > RHEAICEK
m~ENXd,

*BMICHESTVWBF—BIEBY—IILH B WNEEIE No key
managers configured. AX Y RDHAICERREINE T,

2. SRATLICF— XX =T v —HREINTVBIHESNCBL T ROWTNDZEITLFET,
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F—XX—T v —HRESNTULAVEE:

BEOHZIAY FO—F—ZRLBICTY YTV L. vy MU UFIBICEDENTEET,

F—IVR—T vy —DRETNTVZIEES (EKME7ZIZOKM) :

a F—IRX—Tv—ADFREF—DAT—RIAZRRTBICIE. ROV ARV FZAALFT,
security key-manager key query

b. HH%ZMEFEL. 'Restored IS5 L, TDFTIE. F— IHR—T v — (EKM F£7clF OKM) DERFEF—H'
EBICETINEIESHIDRRINE T,

3 F—IX—Tv—DEAFICIGL TCEYAGFIEZRT LE T,
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NEPF—IR2—> v (EKM)
UTOEICEDODVWTINSDFIEZTT LEY, Restored 7135 L,

ITARTOF—DPREREINIFE true' BITEINIFIC !
BEDHZIVOA—F—ZLLRICIvy IV L vy MU VFIRICEC CENTEEX T,
WINHDF—ICUATDENRTINTULWARWZEIE true BT ENrFic :
a NEBF—BIERFAF—Z IS XZ—HNDIARTOD/ —RIZEBTLET,
security key-manager external restore
COOAT Y RHEBLEHZEIE. NetAppFR— MCHEELEHDEL TV
b. $RTOFRFAF—METIN e ZzHRLEF T,
security key-manager key query
FE:29 % 'Restored %K "true’ § N TDEREEF —ICXF L To

C. IRTOF—HETEINEGEIF. BEOHZD I FO—F—%LLICTv vy M TV L. v
w NADUFIBISED C t#f*iTo

FoR—RFEx—ITR—T+v (OKM)
UTOEICEDOVWTINSDFIEEZTTTLE T, Restored 15 Lo

ITRTDF—DRRINIIHZSE “true’ BrcINrFic .
a. OKM [g®z /Ny I 7v T L&Y,
. BEAERE—RICVIDEZS:
set -priv advanced
AT YT T B LD ISR SNIIHZE
L F—BEONY I Ty SERERTLET,
security key-manager onboard show-backup
i. Ny o7y IERERNO 7 7ILEIFOY 7J7)LICAE—LFT,

THRFIEFRIC OKM ZFHTRIE T 24BN HBIZEIE. CONY I 7y TIERHBEICR
DEJ,

ii. EREE—FICRS:
set -priv admin

b. BEDHZ > bA—F—Z2RLAI vy IV L. vy MU VFIRICEC N TEE
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ER
WINHDF —ICUATDENRTENTULWRWEEIE true' Bt S NrFlic
a FYR—F F—IRx—Jv—ZEHLFT,

security key-manager onboard sync

OV T EHRRFENE. 2 XFORBFOF VR—K F—EBENRXTL—-XZAALE
ED

CHid AVE—R — vR—U v —E BRI LT S ICER L0 5 X4
()  —2HORRTL—ZTT, CONRTL—ZABVEEE. NethpptH— ki
BELADE T

b. $NTOFEEF —HETEINI L ZHRBL T IS

security key-manager key query

529 % Restored FIRR “true INRTODEREEF—E “Key Manager XA T&RR

*onboards
C. OKM fEBRENY I 7Yy TLET,
. BEAERE—RICYIDEZS:
set -priv advanced
AT YT B L DI RO SNTHZE
L F—BEONY I Ty SERERRLET,
security key-manager onboard show-backup
i. Ny o7y MNERZRDOT7 7L EEOY 770ILICOE—LEF T,

THFIERIC OKM ZFHTRIE T 2 BN HBIHEIE. CONY I 7y TIERHBEICE
D&,

iii. HFIEEE—RICR3:
set -priv admin

d BEQOHZIAYMA-F—ZR2ICI vy bEUY L. Dvy MUYV FIRICEC A TE X
EE

FET— AT 7VANIOEDHICAY FO—FF vy AT 3 - ASA A0
BEICIO CTcBEBY)AFIE #FERB LT, BEOHD A NO—Z52> vy MUV FTIE
TAO0F—N—LFXT,
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ARL—=US X T LHONTAP 917 1% T L TWAIBEIE. "BF T — FEEFIE" . X T L TUE
DN—T 3 VDONTAPZEITL TWBBEIE. FET— MU ANV FIEZFERTZ2HRELHD X7,
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IEFEAEDIER
NVE RV ETlEINSE ZRXIONTT LIcH. BEDOHZ AV MO—FZ2 vy TV TIHEDD
DEJ,

BEEOHZ A MO—ZF> vy bAETVFTRICIE. IMO—FDRXT—R %R L. BDEICEL
TEEARI>FO—SHEEOHZ I FO—F AL =W STF—2%5 | SHETIRHETEILSICO
hO—S&TFTAVF—N—FTBI3HNELRHD X,

CDRRIICDOWVT

* SANYZT LAEFERALTWAEEIE. BEIOY FO—5DSCSITL—RDARY F X yt—2%HE
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avwa%zgZ8%H. BEGIN BACKUP 17h 5 END BACKUP 1T& TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HABF—IR—J v DEREXZ VIS T7LET,

ERZRIRY BH0IC
AMDIZZAE— ) =R BNV IT v THERDT 7L RELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (54T > kF—)

55



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEZBEFR1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBEZASIL £,
b. BEGIN1TX END 172 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &8 KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIP#—N—®DIP 7RLZAZAALZET,

e KMIP H—N—R—bZANDLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEIX INv I EEMLIZBEIXVANTLET,

storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

HPE L /=28 5a % NetApp 3R L & 9 - ASA A900
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WSy rhwZIayy—I)ILzERLTOJI>LET,

2. IRTCDISATYNEKANDSRY T Y IO RATLEDT—RZADT7 VA %ELELET,
3. HNENY Ty T adxz—BELELET,

4. AutoSupportBBRICR > TWBIHEEIF. T—RDERZNFIL. > AT LZAT7 714V 2R %Z1E
ELET,

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

O. TRTNYUTAR/—R®DSP/BMCT7 RLREH/FELE T,
system service-processor show -node * -fields address

6. VSRE I ZERTLET,
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exit

7. BIDFIEOHEDICKRTINT=LWITNHAD ./ —RDIP7 RL X%ZEA L TSSHIRHA TSP /BMCICAOY 1 >~
L. EWRREEERLEI,

AVYV=IZyThyFTEFEBLTWVWEHEIE. BLIVSREBEEEDILTOvILEERLTIY
O—>icaJ14> L9,

8 BEDHBIv—UICHB200./ —REELELET,

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSyncE— R TENEY S SnapMirror[ElHiZ AT 20 5 XA X DIHFE | system node

(:) halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown true
-ignore-quorum-warnings true -inhibit-takeover true -ignore-strict
-sync-warnings true

0. RDOXyE—=IDNKRRFEINE. V5RAZRADEIY FO—FIC Ty*) CAALFT,
Warning: Are you sure you want to halt node <node name>? {y|n}:
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RZIDEWCEL BV 5472 bDOELEZHCIHIC. JBAIY FO—ZEYa—I)LTAMERRIZUEY b
TRRENDHDET,

CDERTICOVT
CNSOFIEDIARY FZELWS RTLICERI S CEHEETT,

* replacement _node |3, COFIETEE/ —ReRMELEFLVL/ —RFTY,
* healthy _node (&. _replacement node ® HA /X\— kF+—TT79,

FIE

1. _replacement _node (Z LOADER 7O Y 7 FHRRINBRWVHEEIE. ¥ X7 L%ZELEL T LOADER 7O
DT ERRLET,

2. healthy nodeT. Y XT LREM%EEEEL 9, cluster date show
HEFIRE SN ALY —VICEDVWTVET,

3. LOADER 7O Y7+ T. _replacement node ® At BZZmEEZL £, 'how date]
B{F L BZlE GMT TRRSNE T,

4 REICIGLC T, XA/ —ROBRT% GMT TREL £ 9, 'et date_mm/dd/yyyy
S. MEBICIGEL T XA/ — ROBZI%E GMT TRELFJ, [settimehh : mm : ss |
6. LOADERZO > 7 ~T. _replacement node® A ZFEEEL £ 9, show date

B BRI GMT TRRENF T,

FlE2: A bO—SOHAREXESEL THRET S

d>bO—ZEF D a2—ILD I_HAJ ’ik %EE;IL\L/\ %ELLML/T/XT-bj%’ﬁ‘u b'ﬂ'_dk %E%ﬁ?%%g
hHb %9,

1. A FO—SED 2 —IILORFE—RT' IRTOIAVR—2Y HEIL HAREZRTLTWS
C xRS L £9 HABRDIZEE 'ha-config show E RRENE T

2 R T LD TANTOIAVR—FY ~D HA DIRRE
HA R77 =AM
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S AT LD ITARTOIAVER—FR> bD HA DIKRE
42U LED/—REZT MCC
MetroCluster FC &%

MetroCluster IP #&R% mccip

2 RRTNOAY FAO—FED2a—IILDOY AT LRENY AT LERE—HLAWEEIE. I hO—-FE
T a—)LD HAXKEE%Z [ ha-config modify controller A 2 state | ICEREL X9

3 RASNIEDv—Y DI RTLRED D T LBRE—BLAEWVEEIR v —> D HAKREBEZREL £
3 HA config modify chassis_HA-state

SRT LT =TI ZBERL £9- ASAA00

AbL=UBLURy MT—T8ERiE T —JILTEERL T XBEAFIEZHRITLE
EXS

FIE1 : P RTFLICT—TILEBERLEYT
AV hO—ZEFEDa—IILORAL—28Ry F =0 =TI THERT IVELHD FT,
FIE
1. SRFLICTr—T L EBERLET,
2. #fEALT. T—7IIEGHINELWV & SR L £9 "Active 1Q Config Advisor”s
a. Config Advisor 4 >O—RLTA YR —ILLE T,
b. 5=y b XTFLDERZASAIL. T—E2REZV)vILEFT,

C. Cabling 2727w L ' HNEHRLEFTINTDT A RV TITHRERINTVWE L. &
VIRTDT 1 RAVBHNICRRIINTVWB 2/ L. 7—7ILERICE Y 2MEN RO o 1t
BRIMEELET,

d ZHI232T=20 Uy o LTHOTr—7I)LERZHER L. Config Advisor 'S DHE =R L £,
SAFLID ET 4 RVEID Y TERIENVRAM EZ 2 —JLICHD T, NVRAM ELa—)L

(D)  BIYrO-SES2—LLERIOES2—LCERIATED. 1Y FO—5ES2—L0
Sl & BHBIEBD F Ao

Flg2 : 74 RV =ZBEODHTTS

HARTZDRA L= T LDGE. FIBOKREBETEXF INYIHAETENZ . HFTILLWIAY MO—FEDa
— LD ATLIDDT 1 XAVICEBFBICEIDETSNET, replacement controller # 7 — k L7c& FIZ>
ATLID DEEZHER L. TOEENEREIN-CCZHRITIHNELNHD T,

CDOFIEIF. HAXRT D ONTAP ZE1TT 3 RTLICOABEAINF T,

1. _replacement _controller A* Maintenance €— K (*> 7O 7 hHARRINTWVD ) DIFEIE
'Maintenance E— R%#£7T L C'LOADER 7OV 7k :halt ITEAF T

2. T LID DML TVWRWVWEDIZCOZATLID Z EEET T3NS hZE8RS5NTIHEF boot_ontap
“EyprAALT OAYrO—-F%TJ—bLET
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3. _replacement _controller 1 >Y —JLIZ Waiting for giveback... £ W3 X wtE—IHRRIND FTHS.
EB7I>bO-FD05 HILWNA—FF—2XTLIDABENICEIDETONTVWE 2R LF
9, storage failover show

AV RBEAICIE. BEOHZ AV FO—STURATLIDAEEIN I EZTIAVvE—SHRRRS

. ELVLVEWID EFHLWID ARENE T, KRDFITIE. node2 DRBEAEEIN. FTLWLWS AT LA
ID £ LT 151759706 h'sRETNTWLE T,

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

4 EgRIa>rO—H56. AT7EVTHIRTRESNLCZERELED,
a. advanced MR L NILICHIDE R £, T set -privilege advanced |
advanced E— R THEHUTIADESH ERER T OV RBIRRSNS. Ty) CASALE
9, advanced E— RO 7OV T EHRRTFEINET (*>) ,
b. 37X T IRTHRIFELEF T, [ system node run -node _local-node-name_partner savecore |
C. savecore ANV FORTZHEL THLX INVIEETLE T,

ROOAR Y RZANITBE. savecore AV Y RDOETRKRZERTE X, 'system node run -node
_local-node-name_partner savecore -s

d. admin 1R L RILIZRD £9, T set -privilege admin J

5. AL =YL ZAFLTRIML—=UF IR a—LOBSEARESTNTVSRHEIF. AV R—FF—8
BEARF—EBEOCE5ZFEALTLENIHLE T, ROVWTNHDFIRICKE > TR ML= FfldR
a—LESEEZ VX T T3H8ENHD ET,

"I UR—RF—BREOBES{F—Z) LT
o "N F —EBEOESIEF—Z AT LET"
6. > bO—ZZFTINVILET,

a IEgRIAYrO—5H56. KTLEIVMO—FDAML—CFF TNV I LET, storage failover
giveback -ofnode replacement_node_name °

_replacement _controller (X ML= TFAION Yy I LTT—r2RETLET,

SRTLIDDB—HLBVWEDICSZATLID ZEEZTTEINESHZEERT A vE—IUHRRIN
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() #TRvoMETShTLBBAIR. EEEENICT ST LERFL TS,

FHRICOVTIE. ZBRLTKEESVW'FHF INY AV R ERZERIBZ M EY T,

a FINYIDNET LIS, HARTZHERT., 740 F—N—Hulge THIczERLFd, T
storage failover show

[ storage failover show 1| AY > ROHAIZ. N— b F—XyEZ—JTEEINLIITLIDIFEE
nEt Ao

TARAINELLEIDHEToNC e ZBLE T, [ storage disk show -ownership

replacement _controller IZB 9 37« XVICIF. FILWSO X T L ID BARREINE T, XDFITIE. nodel
TRAEINTWET 1 X712 FiILWSO X7 L ID 1873775277 HRAINTVE T,

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

> 2T IsH¥ MetroCluster #ICER > TWABRIE' AV FO—5SDOXT—X X% L £ 9 MetroCluster
node show

MetroCluster #p% Tld. RIRRICEEDRREICRZ FTHIDIDEFT, COBFETEIAY MO—50OK
EBHREBACEDET, DRIZ—UVJIFEWT. BEE—RICAEDZXT, [ MetroCluster node
show -fields node-systemid’ | <> RDHEAICIE. MetroCluster FREHNBEDREICEZ FTHWLWI X
TLID RARREINET,

. > bO—5H MetroCluster #BrEICH > TWBIHEIE. MetroCluster DIRREICIE L T TTOFREELT

A HFREAYA OO FO—STHAIBEICDRE—LID 74 —=ILRICTF 4 AVDTOFREENRRTS
N3 xR LET,

. ROBHICEET B5EICHNETTY,

° MetroCluster #8mH X1 v F A —/N—KETH 3,
° replacement _controller (&, 71 HFXZH A bDT 1 RV DREDFREETTI,

EMRICDOWTIE. #BBLTLET WY / — R MetroCluster 18, TD HA 74 7 A —N\N—B KT
MetroCluster X1 v F A —N\—HD T+« A IVFREEDEE" FEwV Y .
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10. & X7 LsH' MetroCluster #BRICHE > TWBEIF. FAX bO—SHERINTVWE czERELE
3o [ MetroCluster node show -fields configurion-state J

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured

1 nodel siteA nodelmcc-002 configured

1 nodel siteB nodelmcc-003 configured

1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

N &EaA>rO—-3ZIC. BESINZAR) 2a—LHEFEETZEHERLEI, vol show -node node-name

12. )T = bROB T A 74— N\—ZEHICLIHZEIE. EE%A > FO— 3 T storage failover modify
-node replacement-node-name -onreboot true ZBMICL £

SRATLDIR ST DT -ASA AI00

RAFIEZTT LT RTLAEREICEEREICRTICIE. ANL—=207—T L%
FEPDOEL. HEICILC T NetApp Storage Encryption D#EpE ) X k7 L. FLL
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FE:HFLVWIAFO—-ZDSA1MEYREA VR N=ILT S

BEE/—RHIMEE (/—ROvY) SAEUREREE TS ONTAP #eExEFER L TULIBE I
_replacement node ICFI LW ATV REA VA N—ILTZRBELRHD X9, BES AV A% EHRT BH%HEE
Tld. V5 RANDE/ — RICZDOHEBERDF —HRETT,

% BEMAT /I
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CDARXTICDODWVWT
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_node "S5 EHMEIFHETIEYT, L. ZHUITIHEDSI1 VANV S IAEIRNTEDEE ./ —RIC
LOah o758, MEDREZZEFE TS CIFTE XA
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback
(HA mailboxes)

4. J>bO—Z%2F TNV ILET,

a EgRIAYFO—5H56. RTLEIMO—FDRAML—CFF TNV I LET, storage failover
giveback -ofnode replacement_node_name
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. &2a>rO—JIc. BESINZA) 2a—LHEFEETSZI =R LE T, vol show -node node-name
10. I FL—CBES A BMICHE > TWVWERIHEIE. WEZ VI NTITIHENHD T,
M. VI7—-rROEB T V4 —N—ZEMICLIIHEIE. [EEA D> O— 3 T storage failover modify
-node replacement-node-name -onreboot true ZBICL E
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