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—RrRZOY7 HELET,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue NS X—AR%IEET D . Loader7OV 7 FHRIRIN
x9,

RDOFIE
EEOHZ IV rO—F%Z2 vy IV LD, YRTLE"T— AT T7OREELELEFT,

BE# 7 — rEEDOHICT — b AT« 72 L £ - ASA C250

ASAC250 X TLDT— bk XF o 7ICIE. BEER I 7— LI 7 BT —2DMRE
SNEFT, !FOLXICIEK. A bO—F EDa—ILEZEOALTHE. BEHIFEE
L7 =k XFao7ZWMON L. RO T—F XFTo 720 O—5 T a2—)L
ICAVZAM=ILL, O bO—5 EZDa—ILZBAI YA M=ILTBRCHEENE T,

BE1 T — b X7 7UAND FOERIF. ONTAP 9.18.1 UETOH Y R— TN TVWET, A L—TUTR
TLTURION—23 2@ ONTAP 21T L TWBIBEIE. "F8 7 — FEEFIEZEAL T T,

T—bk AXAFq 73, T7 X220 F0a>b0-5 EZa—J)LRNICHD. I bO—F EVa—-ILET R
FLHOSRMDONGTETT7IERATEET,

Fg1 : 3> rO—-FFETa—-ILEROAT

1. BRI E L DBEIE. BETEYICERLE T,

2.3 hO—ZEDa—IIOEREBEOI—RZY —INSKRTFT,

S EBRTI—TILEEV )y TENL. BREBHIST—TINZHREET,

A/ =T bO—FEZa—IHSBDOALET,

S.AYhO—ZEDa—IILOmEANCH DTy FERIBICAELIEZMNT. HIEETLNA—Z#L. O>tO—-3
Zov—howo<KDbEs|FHLET,

C) A bO—ZFZa—ILZEOALICKWERIE. FEEEXRZEZEIET) READSINICAT
LIExANE T,

17


bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html

° L/N—

9 S v TS

6. A rO—FEZa—I)ILOMAIERETE > T vy—Ih 6P >< D E|EFHL. EF5TRE LIISFRIC
BFEXY,

7. A brO—SES2a—IILOFEICHIMDMIFTRS #REEEDICE LT, A bO—5EZa—ILDH
N—%BZTET,
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8. I7RYU MAN—ZR/ELEFTALET,

FlE2 : T—b AT T7ZHBLET
ROETHAERIBRICRIFIEZFEALT. T b XTA 72 TEEY,
TIX=230-T— AT 7ML ET
1. 2>bh0-5 EDa—-IDSBEOHZT—F XT4T7ZRDIFTRHLET !
T— b AT 7ZEELTVWBRCEZATDIC. Nod TIARSANDPBETT, OV

(D FO-SESI-AROZR—RICEHINB B LD, 2UERS CEHBUESIERY
Zy M TICRD 13 3RENBD T
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a No A BIRSANZFERLT. BEOHBZT— b XTAT7H5XTZH L. YTXRY D LEICRRIC
BEZTXI,

b. BEDHBZT— b XTAT7ZVTY bHSEREZSCHEEIFTRICESTET,

C XA T— M XT 4 7EBESHLEBOWENYIHSWMOE L. I MO—FEZ a—ILOFAED
fUEBICEHhEZXT,

d No 1 S RSANZFEALT. T— b XTa 70T HBALTHEDE T,
I EFOMFTITIRVWTLIEIV, T— M XTFT o 7HRIBT ZREEENH D £,
e I7RUhEWMORITET,
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" > bO—ZFSa—ILAN—

9 WO

2. 3y hO—FFEDa—-ILERBELET,

a A hO—FEDVa—-I)l0mE>y—2OBOZPICEHE. I MO—FFDa—ILEZ XA TLICH
DETELHCHLIAAZET,

b. IV FO—FEDa—-IILEZ>v—VICREBETHLIAAFT,
c. ZyFORADSNUCAS LIsZANE T,

d SyFEHOALYOBEOETTRIEZIBLTIF. A FO—5FEPa—-I)IlZzh>< D EEFELEMAEIC
BLAHET,

e SYFDLEEEHISHRIEEHHL. SVYFHIRLRICEEINS FTHLEITE T,
A hO—ZFDa2a—IIZ2RLIEAL. Yvy—>20iReE—FAEICAEDELSICLET,.

A rO—FESa—-IILDIOT—TILEEBEHRL X,
4 FEREEICERI—REESL. ER7—J/IWOv I AS—%2BERO T TH S, EREEEZTIRICE
mLET,

Ay bO—>— ®Pa-—-I)LhEsEs=Msik L. LOADER 7OV FTELELE T,

ROFIE

EEDHZT— b XT o T72YMEBNICIELTS. "N—FF—/ —FEDNS0ONTAPA XA —2%2UZA LT 95" %
SRLTIRESE L,

N—hF—/—REHh 50BN T~k XF 1 71U/ - ASA C250

FLWI—EXFo7TFNARXREASAC250 AT LICA VA M=)LLT-56. B&17T—

f XTo 7ERIETOCELIAZRABLT. N—hF— /—Kh5EEEETTITET, OfE
7Ot XHIS. SR TLIEFESEDAERICE > TVWBERHhESHhERERL. FRINTL
3% —BEStOEEZHHLEFT, F—EBSEHBEMCHR>TVIFERIE. XTLH
BAFIEZRRNL TETLET,

BE1J— cXTa7UANY FOERIE. ONTAP9.18.1 UETHOA B R— I TVWET, A RL—UTR
TLTUREION—23 >0 ONTAP #E1TL TWABEIE. "FH T — FEEFIE"ZFERB L TLEE0,

Xz Btad 3H0IC
CF RV v —DRATERELFT,
CFAVR=—RF—IX—Tv (OKM) : IFRELEDNRTL—AENYIT v TT—EHNRETT
° AEF— IX—T v — (EKM): X— b F— /= RHBRDT 71 IILHHETT,
* /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt
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* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

FIE
1. LOADER 7OY 7+ 5. T— b X7 7EETOE R ZMEL £7,

boot recovery -partner
EEICRKDAYyE—IDRREINET,
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2= XTATDA VA=)V AN FOLRZERLET,

7OEINTET L. XvtE—UDKRREINET Installation completeo

3 VRTLIIEEtEFTvI L. ROVWTNHADXytE—J%KRRLETD,
RARTINBZAvE— 1B1E
key manager is not AT LICESIERNI A b=ILENTULWEEA.

configured. Exiting.
a OJa4>7aYFhHARREINBZIETHELEE T,
b. /—RicOJA> L. ARL—=2FREALETD,

I storage failover giveback -ofnode _impaired_node_name _

CABEEFHF TNV IEBEEWMIT S EMTH>TULEG
AN

Ho

key manager is BRI VA F—=ILENTVET, TEET F—TX—TJv—D
configured. B,

SRTLNF = IR—T v —OBEZHBTIRVEGIE. T7— XvE—IDNKRRT
() h F—3x—Ur—BHERIATVBNE 5D, BLUEDORAT (42 R— K E i)
@) ERRBT 5L SICROSNET, TOVT MER THITLET.

4. FREICKLTEVAFIEZEBALTF—I*—CvZEUINTLET !
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FUR—REF—T—+v (OKM)
SRATFLIFRDXA v E—%R AL BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVHR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREEINTLES. AVR—F F—I%—Jv—DONvIT7v T T—2%ZANLZE
ERS

INATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.



f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIATYEF—T 71 ILORBOAIZRTLE T,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :
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KMIPY—NT7 71 ILORBOBIZERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

" R—bDIP7RL X
*R—bDXY IR



" TIFINT =T ITADIPTRLR

—KHBRy FT—ORETOV T OFETRT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINBVEE. DRTLIRELEL. I5—6LVESEAYE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner
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F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _
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configuration now?
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set -privilege advanced
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system node restore-backup -node local -target-address
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set -privilege admin
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ONTAP 9.8 LUf% 73 10 BRLET,

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<v%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ER=RIRY BH0IC
AMDOZZXE— )= REERBNYIT v THERDT 7 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (54T > kF—)
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* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEZBEFR1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBEZASIL £,
b. BEGIN1TX END 172 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &8 KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIP#—N—®DIP 7RLZAZAALZET,

e KMIP H—N—R—bZANDLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true
7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

ROFIE

T—bAT1 7THESEZVINT LIS, ZRTT2HEN DD "HIE L /cEimZNetApplREIL 9, "&
ERS

P& L 7-E8 5 % NetApp - ASA C2501RE1L £ 9,

FEENRELE/N—VIE. v MITBORMAIETREIZHRE > TNetApplIREAIL TL 2
Wo "N—YOiRMmERZEFMHICDOVWTIE. R=JZBRLTLIETL,

‘4

v
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ROBH 2R LET,
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a. £/ “system controller location-led show' 04— 3 > LED QIREDOKREZR RIS IV R,
b. O —>3 Y LED A ICLET,

system controller location-led modify -node nodel -state on
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vy MO VEIDRAN TS0 T 14 RERDEED T,
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ECBRESIATLICRELTVWBREEEZXELE D,

FIE

1.

SSHEFERAL TS RXRICATA>VTBDh. V7 XARXROEED ./ — KA s5O0—AIloa>yY—=ILr—7
WSy ZhwZIayy—=I)LzERLTOJTI>LET,

IRTDISFAT Y MRAMDDBRY TV TORTLEDT—EANDT7 IR ZELELET,
NNy Ty TFoaTde—RHEEL T,

AutoSupport ABMICR > TWBIHERIF. T—XADERZIMHEI L. X TLZA T4 ICT 2% 5
ELFT,

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

IRTDYZFRRZ/)—RDSP/BMC7 RLRZRHEL XY,

system service-processor show -node * -fields address
VIR TR TLET,

exit

- BIOFIEOHEDICRTEINIWINHAD/ —FDIPY R L X%ZERA L TSSHER TSP /BMCICOY 1 >~

L. EHRRZERLE T,

AV =IIIZy T by TRERLTVWBRERIE. ALIVSXIXBEEBEDILTVOVILEZFERLTOY H
O—>icaOJ14>L %9,

BEDHDIv—IcH D200/ —REELELET,

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
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6. LOADERZO > 7 ~T. _replacement node® AB#FEEEL £ 9, show date

B EERIIE GMT TRRENF T,

FlE2 : > bO—7D HARREZREREL THRELEFT
A hO—FFEZa—ILD THA] REEZEZEL. BEBEIZIGL T AT LBRICEDLE TREEZEHITIHNE
rHO X,

1L HLWLWIFO-SEZ2a—ILDOXYTFUIAE—RT"'IRNTOAVR—2Y MHELC HARETERTR
SNB3ZEERLET

HARREBIEIANTO IV R=RY b TRLCICHE>TVBIET T,

2 /RRENFZAY FO—FEZ2a—IILOY AT LREN Y AT LERE—HLAWVEEIE. O> b O—-5E
T a—)LD HAXKEE%Z [ ha-config modify controller ha-state 1 ICEREL £9

hA-state ICld. ROWVWTNHDEEIEETCTE I,

° mEI A
> MCC

° mccip

° JEHA

S RAENILAY PO—FED2a— DY AT LREN D AT LBRE—HLEBVEEIZ. IV hO-5E
T a—JLD HAJRE% T ha-config modify controller ha-state | ICEREL £

4 BENEEIN-C e zMHEL £, [ ha-config show |

ROFIE

SRTLERERITL TREEL I, " AT LD =TI eBEGRL. T RV ZBEDETT2"I2H4E
NHO X,

SRTLICT—=T N ZBERL. T XIZBEIDEHTT - ASA C250

BrERT L. AT LIERASAC250 R T LR LB, SXATLOY—TI)LE
BEGL. T4 XAVEBEDODYUTIZRNELNHD XY,

ARL—2ZBERL. T RIOBEDHTZRREL T XBEAFIEZHEITLE T,

FIE1 : SRATLICT—TINEBERLEY

AV rA—ZEVa—ILDRAL =Ry NT—DFGI R T DICIE. "Active IQ Config Advisor" o
FlEg

1. Config Advisor #4>O—RLTA YR M=)LLET,

2. 3=y FORTLOBEHREANDL. T—2NE=ZI Vv I LET,

3. Cabling #7220 )y o L ' HAHZHERLETIRTDTA RIDIIITHRRREINTVB L, LUV
TRTDT A RIVBHENICREETNTWVWE ez L. 77— ILERICEE T 3MEN R OD > 1B a I
BELE Y,
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4. ZHT2R T2 ) v LTHHOTr—7ILERZRESZ L. Config Advisor 'S DHE N EREEL T,

FlE2 : T4 XU ZBEDEHTT S

HARTZDRA L= X7 LDBE. FIBOREBETEF INYIHAETENZ . HFTILLWIAY MO—FEDa
— LDV RATLID DT 4 XTI E@JE’JL IDYTS5NET, replacement controller # 7 —k L7z T
ATLID DEEZMERL. TOEENEEINI-C L ZHRIIHNELNDD XTI,

COFIEIE. HAXRT D ONTAP ZRITIT B AT LICOABERAEINE T,

1. _replacement _controller h* Maintenance E— RICA>TW3HE (*> 7OV T EHARRFINTVWEHE
I& 'Maintenance E— R%#&7 LT'LOADER 7OV 7 b thalt ITEAE T

2. OZFLIDD—HLABVWEOHICORTLIDZEEZTTEINESHEZRRET A vE—IDKRRINTE
&A1&, _replacement controller ® LOADER YOV th5 Iy ¥ AAL. A bO—5%27—kLFE
ED

3. replacement _controller 1> —JLIC Waiting for giveback... Y WS X v —IHRRIND X THS.
EB7I>bO-FD05 HILWNA—FF—2XTLIDABBNICEIDETONTVWE 2R LF
9, storage failover show

AR RHEAICIEE. BEOHDZ AV FPO—FTURATLIDAEEIN-CEZTRITAvE—IUDRTRE
n\ELuEumt%Lumbw-miiomwam\mﬂ&@ﬁﬁﬁ%%én\%bu>Z%A
ID £ LT 151759706 AR EINTWLE T,

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback
(HA mailboxes)

4 EE7RIA>rAO—5Hh56. ALV THIRTREINCCZEELET,
a. advanced #ERRL NILICHIDE X FJ,. [ set-privilege advanced 1

advanced E— R THATI AW ESHh R T2 OV T KRR EINTS. Tyl CASLE
9, advanced E— RO 7OV T rHARTINEFT (*>) ,

b. 37XV T IRTHRIFELEFT, [ system node run -node _local-node-name_partner savecore |
C. savecore AN Y RHRTT2DEFoTHhSFXFINYIZRITLET

ROOAR Y RZ AT B L. savecore AV Y RDOETKRKRZEHRTE X, 'system node run -node
_local-node-name_partner savecore -s

d. admin 1R L RIJLIZRD £9, T set -privilege admin J

80



S AL =YY AT LTRML—=UFKIFRY) 2a— LOBSENRESNTVIHEGIF. TV R—FF—F
BEARF—BEOCE5ZFEALTLENIHL T, ROVWTNHDFIRICE > TR FL—FldR
) a—LEStEEZ VX T T3HEDNDHD XTI,

c'FVR—REF—BIEOEStF—%F )X 7"
o "NEF —BIEOEStF—FEU) XN LET"
6. > rO—Z%xXTNvILET,

a EgEAI>YFO—2h56 LI FAO—FDRA ML —2%ZF TNy I LET, storage failover
giveback -ofnode replacement_node_name _°

_replacement _controller (X ML —2FFAONY I LTT—rZ2RETLET,

SATLID DAL EBEWVWEDICORATLIDZEEZTEINESHEHERTEIAvE—IDRRIN
12BEIEY EANTBIRELRHDET

() #7/voMETSATLARAIR. EEEENICT S LERFL TR,

"MFAHLTWABN—3 YD ONTAPO ISR TR3N\A RIS ED T BEROO TV ERERLTLIEE
L\ll

a XTINYINET LS. HARTHEET. 7404 —N—DAlETHDd e zmaal 9, T
storage failover show

[ storage failover show | AY Y ROHAIZ. N—rF—XyE—JTEEINLITLIDIFEE
nNEE Ao

1. 74 ZWELLEIDETOoNZ ez L E 9, [ storage disk show -ownership

replacement _controller IZB 927« XZIIE. FILLWS X T L ID BARRENF T, XDFITIE. nodel
TEHRBESNTWE T X712 LW X T L ID 1873775277 RIRENTLWE T,

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

8. X F Luht MetroCluster #BRICE > TWAZBEIX' A FO—5 DX T—H2 X% L £ 9 MetroCluster
node show
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ChE. ROBHICEZETIERICHETT,

> MetroCluster #HMN X 1w FA—/N—IREETH 3,
° replacement _controller |&. 7« X XY+ bDT 1 XTDREDFAEETY,

"4 J — K MetroCluster &, TD HA 71 U 4 —/\—E &V MetroCluster 21w FA—/N—HD T«
A UFBIEDEE"

10. & X7 LiH' MetroCluster 1% ICR > TWAHEIF. FEAY FO—SHBRINTVWE e zHREL £
9o [ MetroCluster node show -fields configurion-state |

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

M. B> bO—ZI2. BESNZR) 2 —LHDEETZZHELET, vol show -node node-name

12. ) T —rROBET A V4 —N—ZEMICLIHEEIE. EEE% > b O— 3 T storage failover modify
-node replacement-node-name -onreboot true ZBMICL £ T
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ASA C250 F AR {H#%
* I35 Y T+ — LK ASAC250> VT LY v —2 HART
* RAKERE: 14736 PB
* XE1):128.0000 GB
C TA—LTFUR—2U v — 2DDHADY FO—S 24D RS54 72Oy +
* ONTAP/N\—< 3 >: ONTAP: 9.16.1P2
* PClefiscR RO ~: 4
* &%/N\ONTAP/X—<0 3 >: ONTAP 9.13.1P1

RT=ILT7U ~DRKIE

* 247 NAS
* 247 SAN; HA R7: 6; ¥IERE2:8.8PB/7.9PB; mAXTE!: 768 GB
* R4 T HART YIEARE: 1.5PB/ 1.3 PiB; @AXE!): 128.0000

A7

Z>R—FKIO

s OrIJL: A1 —H % k 25 Gbps; R—k: 4
s O3 A=y b 10 Gbps; R—k: 4

B5to
s O3 A —H % v bk 100 Gbps; R—k: 4
s OMJJL: 41 —HRw b 25 Gbps; R— k: 20
s O3 A=y b 10 Gbps; R—k: 4
* 7O bk3JL: FC 32 Gbps; R— ~: 16
* 70O b 3JL: NVMe/FC 32 Gbps; R— ~: 16
* R—K:0

EER— K

s ORI A=y b 1Gbps; R—k:2
* 70O bk13JL: RS-232 115 Kbps; R— ~: 4
* 70O 3JL: USB 12 Mbps; "— k: 4

AbL—=2y D=0 YR—F

- FC
- iscsl
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NVMe/FC
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13252 (JN— 1)

=Pl A
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