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Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (boot0, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

COXRYE—IDBRREINLIZEIE. ONTAPA X—JZ U RT3 ENRHD XTI,

Fli&
1. Loader”O> 7k T. _boot_recovery-partner_commandz A}JL £ 9,

EEIC X vt —IH KRR T Starting boot media recovery (BMR) process press Ctrl-C to abort... 1.
MEF v IDREBINET,

2. LoaderB’O—AINI S XAR—+bZREL. ZEALTRY M T —r2ERTI3EOTOCLIZE
HLZEXTJ http://<remote-partner-IP>:65530/recoverydisk/image.tgze

vy k= bHRITENB . “Starting BMR ... EEICKRTIIN. 1 VX M=IL7OEZADET
L,

a F—EEYV-IIRESNTLRWVEEIF. ROXyE—IDBRREINET,



key manager is not configured. Exiting.

b. RDX vy —INMRREINTHZEIE. FUVAR—REF—IX—T v (OKM) HRESNTVET,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

ISEHA. VAN) 7O X 2T LET,

C RDAyE—IDNRTREINIHEIF. ALF—Ix—Jv (EKM) BRESNTUVE T, EKM+
Ev I8l VANV 7O ZTET LET,

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

3. BMRZ7Ot X ZEMR L T, /N\— kb F—h Srestore backup config. env file. mdb. & & Urdb% 1T
LFT,

4 ROLSICRRENB L. /=AU T =L, BMRIETLE T,

varfs backup restore: update checksum for varfs.tgz

varfs backup restore: restore using /cfcard/x86 64/freebsd/oldvarfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device

varfs backup restore: Rebooting to load the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

F72a 2 FAVR-FF—IX—IvEERLIEUANY

"boot recovery -partner ONTAP 9 .16. 0L pEZEITLTWLWBAsA
R2TZY N 73 —LEBHLIEFRALT. N—rF—/—RhSoNTAPA X— (T— kX
TA4TVAND) ZUR ST TEET,

ERZRIRY BHIC
J—RZT—bhLIEBICED/ —RDOT— b XT 4 7HEIET B &, Loader7 OV F MIRDA vt



—JrT7—hr7OER (stop) BREFEINET,

Can't find primary boot device u0a.O0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

COXRYyE—IDBREINLIZEIE. ONTAPA X—2Z U A RT3 ENRHD XTI,

Flig
1. LoaderO> 7~ T. _boot_recovery-partner_commandz AJJL £9,

EHEIC X vt—IHRR T "Starting boot media recovery (BMR) process press Ctrl-C to abort..." 11,
T—bUANV T 7AINDPRF v o84 > A M—ILD RIS NE T,

a AFYR—FF—IX—J¥ (OKM) BRESNTLBHEEIF. RDLSICKRRINET,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

Are you sure? (y or n):

2. 707 T Ty) EAALET,
3 RDAyE—IDRREINE. AVR—RFRF—IRX—PvDNZXTL—XZANILET, Enter

the passphrase for onboard key management:

4. NRTL—XDHERERDONTE. FVR—RF—IR—JvDNZXTL—XZH5—EANLE
ER
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Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAASYRO6UAAAAACEAAAAAAAAA
QAAAAAAAAACJIZz1u2AAAAAPX84XY5AUOP4JchbIt8wiwOZoqyJPJ4L6/5FHIOY] /w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAAARARLA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATJAGr3tJA/LR2ZU
QRHwv+laWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVFEPxXAAAAAHUgdVQOEKNpP

DAN) ZOELZANTETTRE. ROLSICKRTEINE T,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

5. BMRZ7Ot X %EEM L T. /N— kF—h Srestore backup config. env file. mdb. & & Urdb% E1T
LEY,

JIARTHTETTDE. /—RAVT—bLTTOELANRRETLEFT,
FF a2 3  ABF—EBY—ILEFERLR) AN
"boot recovery -partner ONTAP 9 .16. 0L pEZERITLTWLWBAsA

R2FSY b7 —L%EBBEHLIEFERALT. N—rF—/—RHBONTAPA X— (T— kX
TaAT7VAND) Z#URXRTTEXT,

J—=RZT—=bLIEEICED/ —RODT— b XT o 7HEIET B . Loader7 OV F MIRDA vt
—JrJ—r7OtR (stop) BERIRINET,



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

CORXYE—IDRTEINIZEIF. ONTAPA X =27 BT 2HENHD T,

Fli&
1. Loader”0O > 7k T. _boot_recovery-partner_commandz AJL £ 9,

EEIC X vt —Ih KRR T Starting boot media recovery (BMR) process press Ctrl-C to abort... 1.
T—rUANDT7ANDIBF v oAV A =L BIREINE T,

a AEEF—TR—T v (EKM) BRBESNTWVBRIEEIF. RDOXvE—IHRREINE T,
Error when fetching key manager config from partner

169.254.139.209: 28
Has key manager been configured on this system? {y]|n}

b. ¥ —BEY—IILZRELTWVWEHEIF Tyl CABALET,

key manager is configured.
Entering Bootmenu Option 11...

T—MXZa—FFoa>Mid. A2 T74FxaL—>a3> 770N EEERETEZLSIC. IART
DEKMEBEBROANZ I—HICERLZE T,
2 87OV CEKMBEZANDLE T,

EDCCOBWDIFEALIE. EKMBRANCEMICE ST FICANINE L o FTHAEKMERE R
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ICATILIBRER LIBERZ AN T IREN DD T,

3. "Keystore UUID & A" "Cluster UUID'EB& L TWA & =R L £ 9,
a. N\— hk+—_/—RT. ‘clusteridentity show ¥ > FZFER LTI 7 XXUUIDZEIEL XY,

b. )\— k7F—_/—RKT. ‘vserver show -type admin" 1< > K & “key-manager keystore show
-vserver <nodename>' 1Y > RZfEA L TF+F—X F7UUIDZEIFL 9,

c. 7OV rHARFEINIES. F—XFFUUIDEY S XZUUIDDEZADLET,

EICN—hF—/ —REFEHETITARVEEIE. REBADF—H—/NIZH SMroot-AKF—H 5
F—XM7UUIDE Y S XRUUIDEEETEE 9,

*x-NETAPP-ClusterName: <cluster name> 27 3 AXAAXUUIDY x-NETAPP-
KeyUsage: "MROOT-AK" ' F¥—X K7
UUIDDEMZEEEL T, ELWF—D BB xEELET,

4. Mroot-AKDEF L ONTAP/ — RAD ) R 7 ZEEHR L £7,

S. 7OERXTHF—ZVRETFTTEAWVESEIF. RDOXAYyE—IUHRREIN. XZa—Y AT LY TILD
5e0MZRET BHRENDHD I,

ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be available.

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AKXk XKk

W ATTENTTION B
* *
2 System cannot connect to key managers. s
* *

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b g

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

a. “boot_recovery -partner J AN /—RTOY YV RERTLET,
b. EKMOA 7 a>% (yETIdn) RITITB3ESITKDENT=E. TRT n ZFIRLF I,

8DDFOYFFT n optionZEIRTBE. PRATALIFT—rAXZa—TELELET,

C. BDYU SRR/ — Kb Slcfcard/kmip/servers.cfg7 7 1 ILDEREIEL £, RDBHR=Z UNE
LEY,

* KMIPH—/ND7 KL X,

12



* KMIP7R— o
* ¥—X ~77UUID,
* /cfcard/kmip/certs/client.crt 7 7 1 ILD TV S 4 7 > MEBED I —,
* /cfcard/kmip/certs/clientkey 7 71 IILD T 547> bF—DIE—,
* KMIPH—/N\CA®D O — (/cfcard/kmip/certs/CA.pem”7 71 ILH'5) o
d. 7O> 7~ T_systemshel_E ASILT. 7— b XZa—h5systemshellE ASIL £95

€. eOM. XY hIYRI, BLUVT—FITADIRATLYTINAZa—DEXy NT—0%FBEL
£,

f. _exit command%ZfEHA L T. X= a1 —systemshel T L %9,

9 F—hXZa—DNRREINET, 7723 >%ZFIRL 11" TEKMU X M7 ZH(TLE T,

h. 'y OBBICEIEL. 7OV 7 ORREINES. MEIHCIRE LB ERIBERZAILET,
* /cfcard/kmip/certs/client.crt 7 7 A LD AE—IEH D FITH ? {y/n}
* /cfcard/kmip/certs/clientkey 7 7 1)L AE—(IH D £IH? {y/n}
* /cfcard/kmip/certs/CA.pem”7 71 LD AE—IIZH D FTH ? {y/n}
* /cfcard/kmip/servers.cfg7 7 1 ILDAE—HBDO EITH ? {y/n}

6. F—MBYNZV R M7 ENZ . VAND FOELIDEATIN. / =RV T—bINFET,

HPE L /- 2R 5a % NetAppliRET L £ 3 (ASAA1K) o

FEENFKEE LI-/N—VIE. v MIIBDRMAIETRE L_ﬁE’J'CNetAppL_ RHILTL 2
Weo "N—YODIRFBERIEZFHICOWVWTIE. R—=J 2B LTLLEE

FE)
T— X7 7OXET—2 70—-ASA A1K

T— b AT 72T B3I ROT—27O0—FIEZEXETLET,

o "J— b XT 1 T BN =R

T— b AT 72T 3IC1E. —EOBEHZB/ILTRENDHD £,

9 " R— REES(bF — & R

SRATLTEFa2UT 4 F—EERENBNICR > TVBRINESLEINT 1+ R B IH ZHRLF T,

e "BEOHBZIAO-—FZEZ vy bETLET"

BEOHZ AV FO—FF vy ROV FRIETAO9F—N—L T EEGIO>O—SHEZEDOHD IV
FO—ZSRAML—UD 55| ST —A%RHTETEILSICLET,
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"D — kAT A T DI
BENRELLT — b X T FESZTLERES 2—LHSBOAL, IRAT — F AT 1 PEROHFT
M5, USBT 5w a RS54 I%ER L TONTAPA X — V& SRA T — h X7+ FICEXL %7,

"UANUARXR—=HET—RLET"
USBRS A THBONTAPA X—S% T — kL. 7740V RATLEYR N7 LT, BETHEMRALE T,

"TaATh/"
ONATPT —hXZa—h 54 VR—FF—IX—J v DRETLIFABF—IR—2vZ2 VR LTLET,

o "EEDOHBZN-VERY b TV TR ET"
FEOHZHMIE. Fv MIHET S RMAIEREICR > TRy b7y FISEIL TS L,

T— b XT 0 7 DRIGREH- ASA A1K
T—MATo T7E2BIT I ROBHEREEL TLIEETU,
* Timage xxx.tgz | ZMNTIZBYLBEDA ML —CZBH L. FAT2 ICT7+—< v hENnik
USB735v > aRSATHRETT,
c COFIETHE THERATETSRLIIC. 774N ZUSBT7 S v a RIS TICOAE—I3RELHD T

image xxx.tgzo

*EENMRELLIVAR—RY NI TANAEDSRITE S IAHA FRU IV R—2 2 bR 30
ENHOET,

s CNHDFIENOOAT Y REELVWIOY FO—JICERT S EHEETY,
° impaired_controller |&. X>FF>XA&EEIFLTWVWE I FO—5TY,
° healthy_controller |&. BEDH3 I FO—FD HA/N—rF—T79,

Z 2iR— REES{L¥* — DOHESE- ASA A1K

BEOHD A FO—F% vy NI LTAYR—FRESIELTF—DXT—XA%HE
RIBHIC. BEOHZ A MO—FDRT—E AR L. BEX /Ny I 2 EMIC
LT, E{THD ONTAP DN\N—2 a3 V%= HESRTANELHD X9,

/=R 3DULEHBZBIVTRARIE. V3—FL%ZBELTVWAIRELRHDET, VZRXEIDB I +—F L%IE
BLTUWAWEE., FLEERRI> MO—FTERECEEEICDOWTfalse e RRENDHRIE. BEED
HZAbO—Z%2> vy b TVTIHICHE ZBETIHNELNHDEFT, 28BLTLLLETVW" )/ —F%
SRR CBEELET"

NVE % 7z IENSE D FEER

FEEDOHZI>O—FZ> vy bETVTBHIIC. Y RATLTEF2U T4 F—BEKENBMICHR > TL
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Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 10

2. 7Ot R0 E R L TIEEL,
"This option must be used only in disaster recovery procedures. Are you sure? (y or n):'y

3. 95 RRRHDNRTL—ZE2EANLET,
() ARIL—ZOAHH. AVV LU ANABRERSNEL Ae

Enter the passphrase for onboard key management:
Enter the passphrase again to confirm:

4. Nw o7 v EREASTL FT, BEGIN BACKUP{TH'S5END BACKUP{TE T. IRTORAEZEELD
N EIER
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA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S, AN TOEZAARETLET,.
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

C) RASINTHADUANDIZEIF. FTISE X 4L "Successfully recovered keymanager
secrets TL72E W S TNDa—TFTa VI ZRTLTIT—2BELET,

6. T— b XZa—NH56F7>31%&FRLT. ONTAPO T — F & ITLE T,

R b b b b b b b I b b b b b b b S b b b b b 2 b g b b b b I b b d b b b b b b b d b b b b B b b d b b b b b b b d b d b b b b b b b i 4
*hkhkhkhkhkhkhkhkkkkhkkkhkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

R AR i e S b b b b b b db I e IR b e S b SR S b b S i db b e IR b S b JR S b b b 2b b b b db b 2R Sb b db I B db b e db b e A b 2 db I b 4

Rk i b b b b b b b b b b b g 4

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 1

7. 3> bO0—>D3>Y—I)LIC Waiting for giveback..(Press Ctrl-C to abort wait)



8 N—hrF+—/—KHhS6. N—=brF+—=—O>bO0—F%F TNV I LET, storage failover giveback
-fromnode local-only-cfo-aggregates true

9. CFO77 U5 —hTOHEENL7=5. _security key-manager onboard sync ¥ > R&#R{TL £ 9,
10. A VR—RF—IR=—CYDISTAELEDNZATL—XEANLET,

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

N TRTOF—HEEHINTVWS =B L £, security key-manager key query -restored false

There are no entries matching your query.

@ restored/\ > X —AX TfalseZx 7«1 LR T 356, BRIIRTINEE Ao

122 N—kF—D5D ./ —RDFT/\ w2 . storage failover giveback -fromnode local

A7 a 2 AR —BEY—N\HRESNLI AT L

ONATPT — b XZa—D'SNALF—EEY-ILOREZ ) AT LET,

E¥E=RAY 3a0IC

NEREF—FIEY—IL (EKM) OREZ A RT7T3ICIFE. XOBEBHRHIVIBETY,
* BT S XK/ — Kb 5icfcard/kmip/servers.cfgZ7 7 A LD AE—. £ITRDIBHRHNBETT,
* KMIPH—ND7 KL R,
° KMIP'—.R_ I\o
* BldY 5 RA J— R Dcfcard/kmip/certs/client.crt7 7 1 LD AE—. F£7ld7 51 7> MEERAZE,
*BDY SRR/ — RH 5D cfcard/kmip/certs/clientkey 7 7 1 JILDAE—, FIEVS14 7>+

o

* RN AR/ —FK (KMIPH—/NCA) D/cfcard/kmip/certs/CA.pem”7 71 )LD —,

FIE
1. ONTAPD T — b XZa—Hm6F T2 a>NE&ERLEFT,
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2. 7

a.

b.

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

AY 7RI INS. HELBEREZNELLZCZHRLEFT,

Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}y
Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n} Yy
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}y

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y

RKRODICROTOY T b 2ERBITEIEHTEET,

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}n
i. Do you know the KMIP server address? {y/n}y

i. Do you know the KMIP Port? {y/n}y

3. RDETIOVT FOEREAAILFT,

a.

b.

Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:
Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. YAN) TOEZINTTLET,

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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S. T—=hXZa—h564T7>31%:ERL T, ONTAPO T — b ZHHTLE T

R b b b b b b b I b b b b b b b b b b b b b 2 b S b b b i b b b b b b b b b b i b b b b b b b d b b b b b b b b b b b b b b b b b i 4
*khkhkkkhhkkhkkkkkkKk*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R e b b b b b I b b b b b b b I b b b b b b b b b b b b b b I b b b b i b b b b b b b I b b b b b b b b b b b b b b b b b b b b b 4

R b b b b b b b b b b b b b 4

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 1

FlIR2: T— b AT T7ORIHTT LET,

BEOT—FRICERFIVIZRITLTAML=2ZF TNV I L. T b ATAa 7O TOERZTT
LEY,

1. AV —ILOHHEERLE T,
aAVY—=IJLICkRREINS 1EE

RE

AJ+a>7O>7k FIE6ICEA T T

FINvI=EFTo-TWE a NX—+rF—2d>bO-—-3cQd1>LEd,

3_ » »
b. storage failover show_JI¥ > FZFERAL T, #—4~v > +O—-3TF
TNy I DEFENTTLTWB I ZRELE T,

2. N—hF—a>bO—Z2a2YV =T —T Iz L. _storage failover giveback -fromnode local-only
-cfo-aggregates true_ AV Y FZFERLTEX—7 v bV FO—S AL —2%ZF TNV I LET,

° TARVBEDLDICARY FHRRBLIBEIE. T4 AT ZYPEMNICOALE T, L.
BOT+4RVZ2RITMBETIE. T4 X720y MIHELTEEET,

e N= b F—DE B TETTVAWVEDHICAT Y FHRRBLEBEIE. HAT TS X7 LDN— FF—HF
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THRHEATNZ X TSRFE X T,

> NDMP . SnapMirror . F7zl& SnapVault D 7O XA REATIT Y RHKK T 35E1F. 07O
TAZEMILE T, FFMICOVWTIE ZETARFaX bR —2BRLTEEV

3. 373F > TH 5. _storage failover show AY Y REFERALTCI T AINA—N—XT—2 R EHERBLF T,

4. clustershellZ?0 > 7 b T_network interface show - |s home false_commandz AA7L T, A—LALOd> ~O—
SESLUVR—FMIBVGRESA VY E—T 1M X2—8XRRLET,

ERTEINZA U E—T 21 ANHB5HEIE false. _netintrevert -vserver Cluster -lif nodename 1<
VRZEFERALT. #N6DAYR—TJ 1M RZzR—LAR—MMIRLEY,

SO. A—4w haAr bO—ZI2aAYY =T —TILZHEE L. _version-v_< > FZ3E1TL TONTAPD/N\—
TarvEmHRLET,

6. #{FEH L storage encryption disk show CHAOZEMEELE T,

7. security key-manager key query AY > K ZfEHAL T, F—BEY—/NICEWINTVWSEREEF—D+F
—IDZERTLET,

c YR RTEINTHT L ="yesltrue' DIHZEIF ' RT L ' XBETOCLRZTETIBZENTEEXY

o =X HIHLUNDIEGE Key Manager type external Restored ‘yes/true'l&. _security key-manager
external restore_command% £ L TERAEF—DF—IDZJ X 7L F T,

() IRV EPRBLEBSER. DREI—FE— MIBMLEDE LT,

o =X FIHLUNDIEZE Key Manager type onboard Restored ‘yes/true'|&. _security key-manager
onboard sync AY > REFERAL T, BESTNhI/ —RTRELTWS AV R—REx—%2REHAL £,

security key-manager key query_commandZz{EFH L T. IR TOREF—DIIN=TH 3 & ZHE:R
L £9 Restored yes/trueo,

8 N—brF+—a>bO—ZI2aVYV—=IT—TIL%EEGRLET,
9. storage failover giveback -fromnode local AY > REFERALT. A>bO—5%ZFINvILET,

10. BEHF TNy I =EWIC LIEEIE. _storage failover modify -node local-auto-giveback true_ A< > R %
FERALTURNZLEY,

11. AutoSupporth BICH > TW3IHEIE. _system node AutoSupport invoke -node *-type all -message
MAINT=end_commandz L T. ¥—XDOBEEER%E ) X b 7 £ 723 IMHIRRL £,

HPE L 7=88 A% NetApplIREIL £ (ASAA1K) o

FEEANRELN—VIE. Fv MIHBEDRMAIETE kﬁdﬂ%%wh RHILTL 2
W "/N—YODIRGEAZHEFMMICOWVWTIE. R—=JEBLTLESE

D7
A hbO—SOXRHT—- 70— ASAAIK

AV bO—ZFDa—IILEZRETBICIE. ROT—27 7O0—FBICHE>TLIEETL,
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o "IV hO—3ORXRBEHFEZRER"TT,
AV RA-ZED 2RI BICIE. —EQBEHZRBICIVEDNHD X7,

9 "BEOHD I O—FE vy AT LET"

BEOHZ AV FO—FE> vy ROV FERIFITAO9F—N—LT. EELGIO> O—-SHEEDHD IV
FO—SXARL—Uh 55| SIS T —X%IBHETEILSICLET,

e "aY hO—> ="

A bO—S%HeT3ICIF. BEOHZ A bO—-FZWMOA L. FRUOVR—RY b EZFEAIY FO—
SEZSa-I)LICBHLTHS. KA FO—SESa2a-I)LEZI 70— vICRD TS,

o " XTLERE)R N TELURIEL T
A FO—Z5OTMIS AT LERZRESEL. BREBICISC T RATLEREZBRELE .

e "Iy hO—3%ZF TNy "

A=Y —-XOMEEZEZAIY FO—JICELE T,

e "I hO— S BOMIE"
LIFZRESRL. 75 AXDELMZHEEL T, BELIREL/N—YENetApplCEL £

Ay bO—SORBLEMH- ASAAIK

O bO—SOXRBFIEOEHZRESEL. FHL TULWAONTAPARL —FT 1 VIR T
LON—=2avIiCBLEEFIEZZERLE T,
CIRTORSA TSI THEGICEEL TVWIHRELRHD £9,

cEFERIDFO—FIF. XBETZAVNO—S%TAIF—N—TEE2HNELNHDET (COFIETIE T
BEOHZIbO—F1 EMUVET) .

*EENMRELLIVAR-—XY NI TAONAEDSRITE ST FRU IV R—2 2 bR B0
ENHOET,

*dvhO-ZFEDa—)E ALETILZATOO FO—FED 2 —ILERBETIHNENHDF I, O
hO-ZFEDa—LERETBEITTIE SRATLZTYTITL—RIBZILIFTEEEA.

* COFIBO—FELTRIATPRIATIIIINTZEETBZEIETETEE Ao

* T = TNA AR RATLOEAERICEDMIF SN AT LEEBEY a—I)LICBESN TWS . OV
FO—SEDa—ILOHEFICT — b TNA XA Z2BETIHEREHD T A

Cc CNMHEDFIENDOAR Y RZELW AT AICERT S EHNEETT,
° impaired_controller |, RX#g 21> rO—FTY,
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° replacement _controller |&. BEDH2 I FO—S%2XHWIZHLWVLWIAY FA—F T,
° healthy_controller (g% /N4 /N—J> bO—3T7,
s O hO—Z0aVY—=IEA%EXRTTEFANOAT T 7AMIIICF Y TF Y T I2RELRHD X,

CHUCED. FIEDOEHFEIMER SN, IETOCIPICRET SREEOHZEEZ STV a—T~+
YUIBIEHTEET,

FEEDODHZ AV MO—F%Z> vy ATV LET-ASAAIK
BEDOHZDAVEOA—ZES vy MOV TEIDNTA A —N—LET,

BEOCHZAVFO—FZ2> vy FAUYTBICIE. AV FO—FDRT—RIA%ZHR L. BBIZSCTESR
RIAVFO—SHEEDHZ IV FO—FA ML =D ST —2%5|THIR/RUTETZLSICaA>O—F%
TAOF—=N—FZ3REHLHD X,

CDRARTICDOWVWT

* SANY X T LEFERALTWVWSIHEIE. BEI> FO—5DSCSITL—RDARY Xyt —I%ESRL
TELMENHD cluster kernel-service show £9) o AV VR (priv advanced®E—RH'5
) #E{T9DE. ‘“cluster kernel-service show /—R&. FED/—KRDI+—FLAT—H
AL FTD/—ROUEMRT—RR BLUVZED/ —RFOFERT—FZANKRRIINE T,
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L&,

4 EWED2—IHhET— b XT7EROALET,
a FBROOVIRZ>ZHLET,
b. 7=t XFo 7HLICEESE. Vv b S5IETHLTRICETE T,
S RMAT— b AT A4 T7EIATLEBES 2 —I)LIZEDITE T,
a J—=MATaT7DIRZV Ty Fr—RIZEDLE. V7 y ML TEEICHK <KD EHLAAHFT,
b. 7= XF4 72Oy IR EOHICEEREE X T,
C BAERZ>ZEWL. T— b XT 4 7ZREFTREIETCEERZ > ZBRLF T,
6. >XTLBEBES2—-ILERODMITEL XY,
a F—TIIRIAY M LA Z EICEESETHEE T,
b. o 2F LNEBEYa—IILICT—TILEBERLET,

BE 7 — 1 A/NU-ASAATOSH L T'ASA A0

BE7—tUAN) FOEREFRALT. N—rF—aY b O—SH5T—rXT47
ICA X=X NTTEERT,

CEROBRIC—RT 32 JIIL/ —FEE) ANV AT a2 ERLET,
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FToa 1 BEtELlol) /N

‘boot recovery -partner ONTAP 9 .16.0MAMEZERITL TLV\BASA
R2TSW RT3 —LTIAXY REFEATZ L. N—bF—/—RHSoNTAPA X— (T—h
XF4T7VAN)) Z#URNT7TEFT,

ERZFms 3HIC

J—RZT—bLICEICED/ —RDT— b XT 4 7HIKIET S L. Loader7OAY T MMIRDA v+
—JrT7—=hr7OER (stop) BRREINET,

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (boot0, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

COXRYE—IDBRREINLIZEIE. ONTAPA X—JZ U RT3 ENRHD XTI,

Fli&
1. Loader”O> 7k T. _boot_recovery-partner_commandz A}JL £ 9,

EEIC X vt —IH KRR T Starting boot media recovery (BMR) process press Ctrl-C to abort... 1.
MEF v IDREBINET,

2. LoaderB’O—AINI S XAR—+bZREL. ZEALTRY M T —r2ERTI3EOTOCLIZE
HLZEXTJ http://<remote-partner-IP>:65530/recoverydisk/image.tgze

vy k= bHRITENB . “Starting BMR ... EEICKRTIIN. 1 VX M=IL7OEZADET
L,

a F—EEYV-IIRESNTLRWVEEIF. ROXyE—IDBRREINET,
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key manager is not configured. Exiting.

b. RDX vy —INMRREINTHZEIE. FUVAR—REF—IX—T v (OKM) HRESNTVET,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

ISEHA. VAN) 7O X 2T LET,

C RDAyE—IDNRTREINIHEIF. ALF—Ix—Jv (EKM) BRESNTUVE T, EKM+
Ev I8l VANV 7O ZTET LET,

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

3. BMRZ7Ot X ZEMR L T, /N\— kb F—h Srestore backup config. env file. mdb. & & Urdb% 1T
LFT,

4 ROLSICRRENB L. /=AU T =L, BMRIETLE T,

varfs backup restore: update checksum for varfs.tgz

varfs backup restore: restore using /cfcard/x86 64/freebsd/oldvarfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device

varfs backup restore: Rebooting to load the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

F72a 2 FAVR-FF—IX—IvEERLIEUANY

"boot recovery -partner ONTAP 9 .16. 0L pEZEITLTWLWBAsA
R2TZY N 73 —LEBHLIEFRALT. N—rF—/—RhSoNTAPA X— (T— kX
TA4TVAND) ZUR ST TEET,

ERZRIRY BHIC
J—RZT—bhLIEBICED/ —RDOT— b XT 4 7HEIET B &, Loader7 OV F MIRDA vt
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—JrT7—hr7OER (stop) BREFEINET,

Can't find primary boot device u0a.O0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

COXRYyE—IDBREINLIZEIE. ONTAPA X—2Z U A RT3 ENRHD XTI,

Flig
1. LoaderO> 7~ T. _boot_recovery-partner_commandz AJJL £9,

EHEIC X vt—IHRR T "Starting boot media recovery (BMR) process press Ctrl-C to abort..." 11,
T—bUANV T 7AINDPRF v o84 > A M—ILD RIS NE T,

a AFYR—FF—IX—J¥ (OKM) BRESNTLBHEEIF. RDLSICKRRINET,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

Are you sure? (y or n):

2. 707 T Ty) EAALET,
3 RDAyE—IDRREINE. AVR—RFRF—IRX—PvDNZXTL—XZANILET, Enter

the passphrase for onboard key management:

4. NRTL—XDHERERDONTE. FVR—RF—IR—JvDNZXTL—XZH5—EANLE
ER
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Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAASYRO6UAAAAACEAAAAAAAAA
QAAAAAAAAACJIZz1u2AAAAAPX84XY5AUOP4JchbIt8wiwOZoqyJPJ4L6/5FHIOY] /w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAAARARLA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATJAGr3tJA/LR2ZU
QRHwv+laWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVFEPxXAAAAAHUgdVQOEKNpP

DAN) ZOELZANTETTRE. ROLSICKRTEINE T,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

5. BMRZ7Ot X %EEM L T. /N— kF—h Srestore backup config. env file. mdb. & & Urdb% E1T
LEY,

JIARTHTETTDE. /—RAVT—bLTTOELANRRETLEFT,
FF a2 3  ABF—EBY—ILEFERLR) AN
"boot recovery -partner ONTAP 9 .16. 0L pEZERITLTWLWBAsA

R2FSY b7 —L%EBBEHLIEFERALT. N—rF—/—RHBONTAPA X— (T— kX
TaAT7VAND) Z#URXRTTEXT,

J—=RZT—=bLIEEICED/ —RODT— b XT o 7HEIET B . Loader7 OV F MIRDA vt
—JrJ—r7OtR (stop) BERIRINET,
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Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

CORXYE—IDRTEINIZEIF. ONTAPA X =27 BT 2HENHD T,

Fli&
1. Loader”0O > 7k T. _boot_recovery-partner_commandz AJL £ 9,

EEIC X vt —Ih KRR T Starting boot media recovery (BMR) process press Ctrl-C to abort... 1.
T—rUANDT7ANDIBF v oAV A =L BIREINE T,

a AEEF—TR—T v (EKM) BRBESNTWVBRIEEIF. RDOXvE—IHRREINE T,
Error when fetching key manager config from partner

169.254.139.209: 28
Has key manager been configured on this system? {y]|n}

b. ¥ —BEY—IILZRELTWVWEHEIF Tyl CABALET,

key manager is configured.
Entering Bootmenu Option 11...

T—MXZa—FFoa>Mid. A2 T74FxaL—>a3> 770N EEERETEZLSIC. IART
DEKMEBEBROANZ I—HICERLZE T,
2 87OV CEKMBEZANDLE T,

EDCCOBWDIFEALIE. EKMBRANCEMICE ST FICANINE L o FTHAEKMERE R



ICATILIBRER LIBERZ AN T IREN DD T,

3. "Keystore UUID & A" "Cluster UUID'EB& L TWA & =R L £ 9,
a. N\— hk+—_/—RT. ‘clusteridentity show ¥ > FZFER LTI 7 XXUUIDZEIEL XY,

b. )\— k7F—_/—RKT. ‘vserver show -type admin" 1< > K & “key-manager keystore show
-vserver <nodename>' 1Y > RZfEA L TF+F—X F7UUIDZEIFL 9,

c. 7OV rHARFEINIES. F—XFFUUIDEY S XZUUIDDEZADLET,

EICN—hF—/ —REFEHETITARVEEIE. REBADF—H—/NIZH SMroot-AKF—H 5
F—XM7UUIDE Y S XRUUIDEEETEE 9,

*x-NETAPP-ClusterName: <cluster name> 27 3 AXAAXUUIDY x-NETAPP-
KeyUsage: "MROOT-AK" ' F¥—X K7
UUIDDEMZEEEL T, ELWF—D BB xEELET,

4. Mroot-AKDEF L ONTAP/ — RAD ) R 7 ZEEHR L £7,

S. 7OERXTHF—ZVRETFTTEAWVESEIF. RDOXAYyE—IUHRREIN. XZa—Y AT LY TILD
5e0MZRET BHRENDHD I,

ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be available.

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AKXk XKk

W ATTENTTION B
* *
2 System cannot connect to key managers. s
* *

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b g

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

a. “boot_recovery -partner J AN /—RTOY YV RERTLET,
b. EKMOA 7 a>% (yETIdn) RITITB3ESITKDENT=E. TRT n ZFIRLF I,
8DDFOYFFT n optionZEIRTBE. PRATALIFT—rAXZa—TELELET,

C. BDYU SRR/ — Kb Slcfcard/kmip/servers.cfg7 7 1 ILDEREIEL £, RDBHR=Z UNE
LEY,

* KMIPH—/ND7 KL X,
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* KMIP7R— o
* ¥—X ~77UUID,
* /cfcard/kmip/certs/client.crt 7 7 1 ILD TV S 4 7 > MEBED I —,
* /cfcard/kmip/certs/clientkey 7 71 IILD T 547> bF—DIE—,
* KMIPH—/N\CA®D O — (/cfcard/kmip/certs/CA.pem”7 71 ILH'5) o
d. 7O> 7~ T_systemshel_E ASILT. 7— b XZa—h5systemshellE ASIL £95

€. eOM. XY hIYRI, BLUVT—FITADIRATLYTINAZa—DEXy NT—0%FBEL
£,

f. _exit command%ZfEHA L T. X= a1 —systemshel T L %9,

9 F—hXZa—DNRREINET, 7723 >%ZFIRL 11" TEKMU X M7 ZH(TLE T,

h. 'y OBBICEIEL. 7OV 7 ORREINES. MEIHCIRE LB ERIBERZAILET,
* /cfcard/kmip/certs/client.crt 7 7 A LD AE—IEH D FITH ? {y/n}
* /cfcard/kmip/certs/clientkey 7 7 1)L AE—(IH D £IH? {y/n}
* /cfcard/kmip/certs/CA.pem”7 71 LD AE—IIZH D FTH ? {y/n}
* /cfcard/kmip/servers.cfg7 7 1 ILDAE—HBDO EITH ? {y/n}

6. F—MBYNZV R M7 ENZ . VAND FOELIDEATIN. / =RV T—bINFET,

P& L -8z NetApp (ASAAT05 K TUPASAA90) (TRAIL X,

FEENFKEE LI-/N—VIE. v MIIBDRMAIETRE L_ﬁE’J'CNetAppL_ RHILTL 2
Weo "N—YODIRFBERIEZFHICOWVWTIE. R—=J 2B LTLLEE

F&

T— b XT 4 7ORIET—2 70—-ASAAT0H & U'ASA A90

T— b AT 72T B3I ROT—270—FIEZETLET,

o "J— b XT 1 T BN =R

T— b AT 72T 3IC1E. —EOBEHZB/ILTRENDHD £,

9 " R— REES(bF — & R

SRATLTEFa2UT 4 F—EERENBNICR > TVBRINESLEINT 1+ R B IH ZHRLF T,

e "BEOHBZIAO-—FZEZ vy bETLET"

BEOHZ AV FO—FF vy ROV FRIETAO9F—N—L T EEGIO>O—SHEZEDOHD IV
FO—ZSRAML—UD 55| ST —A%RHTETEILSICLET,
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"J— b XT 1 T DI

EENRELICT AT T2 AT LEBED 2a—IILASEOA L. KEAT— M XT4 7ZEDMIFTT
M5, USBT7 S w2 a RS TZERALTONTAPA X—J MR T — b X T+ 7ICEEL F7,

"UANUARXR—=HET—RLET"
USBRS A THBONTAPA X—S% T — kL. 7740V RATLEYR N7 LT, BETHEMRALE T,

"TaATh/"
ONATPT —hXZa—h 54 VR—FF—IX—J v DRETLIFABF—IR—2vZ2 VR LTLET,

o "EEDOHBZN-VERY b TV TR ET"
FEOHZHMIE. Fv MIHET S RMAIEREICR > TRy b7y FISEIL TS L,

T— M XT 4 7 DRIREH- ASAATOE K T'ASA A0
T—MAT4T7ERBIT I ROBHEREEL TIIEETU,
* Timage xxx.tgz | ZMNTIZBYLBEDA ML —JZBH L. FAT2 ICT7+—< v hdNnik
USB735v > aRSATHMRETT,
c COFIBETHE THERATETSZLIIC. 774N ZUSBT7 S v a RIS TICOAE—ZI3RNELNHD T

image xxx.tgzo

*EENMRELLIVAR—RY NI TANAEDSRITE S IAHA FRU IV R—2 2 bR 30
ENHOET,

s CNHDFIENOOAT Y REELVWIOY FO—JICERT S EHEETY,
° impaired_controller |&. X>FF>XA&EEIFLTWVWE I FO—5TY,
° healthy_controller |&. BEDH3 I FO—FD HA/N—rF—T79,

7 2 R— FEES{LF — DFEER- ASAAT0E K U'ASA A90

BEEOHD A bO—F%2 vy TV LTHAYR—RES{LF—DRXT—X X%
RITBEIC. BEOHZ IV MO—ZDRT—AXAEMHREL. BEIT TN\ U2 EWIC
LT, E1T7HD ONTAP DN\N—2 3 V=R T D2HNENHD £,

J—=RH3DULEBHBZIVSTRARIE. V4—FLZBHELTVWBIHRELHDET, VSREIDNI+—S L%
L TWAWES. FRIFIEELRIY FO-ZTERECERMICOVW Tfalse E RREINDZFHIE. BED

HBAVPO—FZ> vy bV BRICHEE ZEBETIHENDHDET, 28RLTRLETV"/ —FZ
VSR EEHALET"

22T LDNVEZX /- IINSEZFEER T 3

FEEDOHZI>O—FZ> vy bETVTBHIIC. Y RATLTEF2U T4 F—BEKENBMICHR > TL
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Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 10

2. 7Ot R0 E R L TIEEL,
"This option must be used only in disaster recovery procedures. Are you sure? (y or n):'y
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Enter the passphrase for onboard key management:
Enter the passphrase again to confirm:
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2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA

S, AN TOEZAARETLET,.
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

C) RASINTHADUANDIZEIF. FTISE X 4L "Successfully recovered keymanager
secrets TL72E W S TNDa—TFTa VI ZRTLTIT—2BELET,

6. T— b XZa—NH56F7>31%&FRLT. ONTAPO T — F & ITLE T,

R b b b b b b b I b b b b b b b S b b b b b 2 b g b b b b I b b d b b b b b b b d b b b b B b b d b b b b b b b d b d b b b b b b b i 4
*hkhkhkhkhkhkhkhkkkkhkkkhkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

R AR i e S b b b b b b db I e IR b e S b SR S b b S i db b e IR b S b JR S b b b 2b b b b db b 2R Sb b db I B db b e db b e A b 2 db I b 4

Rk i b b b b b b b b b b b g 4

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 1

7. 3> bO0—>D3>Y—I)LIC Waiting for giveback..(Press Ctrl-C to abort wait)
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8 N—hrF+—/—KHhS6. N—=brF+—=—O>bO0—F%F TNV I LET, storage failover giveback
-fromnode local-only-cfo-aggregates true

9. CFO77 U5 —hTOHEENL7=5. _security key-manager onboard sync ¥ > R&#R{TL £ 9,
10. A VR—RF—IR=—CYDISTAELEDNZATL—XEANLET,

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

N TRTOF—HEEHINTVWS =B L £, security key-manager key query -restored false

There are no entries matching your query.

@ restored/\ > X —AX TfalseZx 7«1 LR T 356, BRIIRTINEE Ao

122 N—kF—D5D ./ —RDFT/\ w2 . storage failover giveback -fromnode local

A7 a 2 AR —BEY—N\HRESNLI AT L

ONATPT — b XZa—D'SNALF—EEY-ILOREZ ) AT LET,

E¥E=RAY 3a0IC

NEREF—FIEY—IL (EKM) OREZ A RT7T3ICIFE. XOBEBHRHIVIBETY,
* BT S XK/ — Kb 5icfcard/kmip/servers.cfgZ7 7 A LD AE—. £ITRDIBHRHNBETT,
* KMIPH—ND7 KL R,
° KMIP'—.R_ I\o
* BldY 5 RA J— R Dcfcard/kmip/certs/client.crt7 7 1 LD AE—. F£7ld7 51 7> MEERAZE,
*BDY SRR/ — RH 5D cfcard/kmip/certs/clientkey 7 7 1 JILDAE—, FIEVS14 7>+

o

* RN AR/ —FK (KMIPH—/NCA) D/cfcard/kmip/certs/CA.pem”7 71 )LD —,

FIE
1. ONTAPD T — b XZa—Hm6F T2 a>NE&ERLEFT,
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. 7OV 7 hHREREINIS. BDERBRZINELICCCZRERELE T,
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}Yy
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y

RKRODICROTOY T b 2ERBITEIEHTEET,

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}tn
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. xpEIOVTFOBEHREAILET,
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:
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Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. YAN) TOEZINTTLET,

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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S. T—=hXZa—h564T7>31%:ERL T, ONTAPO T — b ZHHTLE T

R b b b b b b b I b b b b b b b b b b b b b 2 b S b b b i b b b b b b b b b b i b b b b b b b d b b b b b b b b b b b b b b b b b i 4
*khkhkkkhhkkhkkkkkkKk*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R e b b b b b I b b b b b b b I b b b b b b b b b b b b b b I b b b b i b b b b b b b I b b b b b b b b b b b b b b b b b b b b b 4

R b b b b b b b b b b b b b 4

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 1

FlIR2: T— b AT T7ORIHTT LET,

BEOT—FRICERFIVIZRITLTAML=2ZF TNV I L. T b ATAa 7O TOERZTT
LEY,

1. AV —ILOHHEERLE T,
aAVY—=IJLICkRREINS 1EE

RE

AJ+a>7O>7k FIE6ICEA T T

FINvI=EFTo-TWE a NX—+rF—2d>bO-—-3cQd1>LEd,

3_ » »
b. storage failover show_JI¥ > FZFERAL T, #—4~v > +O—-3TF
TNy I DEFENTTLTWB I ZRELE T,

2. N—hF—a>bO—Z2a2YV =T —T Iz L. _storage failover giveback -fromnode local-only
-cfo-aggregates true_ AV Y FZFERLTEX—7 v bV FO—S AL —2%ZF TNV I LET,

° TARVBEDLDICARY FHRRBLIBEIE. T4 AT ZYPEMNICOALE T, L.
BOT+4RVZ2RITMBETIE. T4 X720y MIHELTEEET,

e N= b F—DE B TETTVAWVEDHICAT Y FHRRBLEBEIE. HAT TS X7 LDN— FF—HF
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THRHEATNZ X TSRFE X T,

> NDMP . SnapMirror . F7zl& SnapVault D 7O XA REATIT Y RHKK T 35E1F. 07O
TAZEMILE T, FFMICOVWTIE ZETARFaX bR —2BRLTEEV

3. 373F > TH 5. _storage failover show AY Y REFERALTCI T AINA—N—XT—2 R EHERBLF T,

4. clustershellZ?0 > 7 b T_network interface show - |s home false_commandz AA7L T, A—LALOd> ~O—
SESLUVR—FMIBVGRESA VY E—T 1M X2—8XRRLET,

ERTEINZA U E—T 21 ANHB5HEIE false. _netintrevert -vserver Cluster -lif nodename 1<
VRZEFERALT. #N6DAYR—TJ 1M RZzR—LAR—MMIRLEY,

SO. A—4w haAr bO—ZI2aAYY =T —TILZHEE L. _version-v_< > FZ3E1TL TONTAPD/N\—
TarvEmHRLET,

6. #{FEH L storage encryption disk show CHAOZEMEELE T,

7. security key-manager key query AY > K ZfEHAL T, F—BEY—/NICEWINTVWSEREEF—D+F
—IDZERTLET,

c YR RTEINTHT L ="yesltrue' DIHZEIF ' RT L ' XBETOCLRZTETIBZENTEEXY

o =X HIHLUNDIEGE Key Manager type external Restored ‘yes/true'l&. _security key-manager
external restore_command% £ L TERAEF—DF—IDZJ X 7L F T,

() IRV EPRBLEBSER. DREI—FE— MIBMLEDE LT,

o =X FIHLUNDIEZE Key Manager type onboard Restored ‘yes/true'|&. _security key-manager
onboard sync AY > REFERAL T, BESTNhI/ —RTRELTWS AV R—REx—%2REHAL £,

security key-manager key query_commandZz{EFH L T. IR TOREF—DIIN=TH 3 & ZHE:R
L £9 Restored yes/trueo,

8 N—brF+—a>bO—ZI2aVYV—=IT—TIL%EEGRLET,
9. storage failover giveback -fromnode local AY > REFERALT. A>bO—5%ZFINvILET,

10. BEHF TNy I =EWIC LIEEIE. _storage failover modify -node local-auto-giveback true_ A< > R %
FERALTURNZLEY,

11. AutoSupporth BICH > TW3IHEIE. _system node AutoSupport invoke -node *-type all -message
MAINT=end_commandz L T. ¥—XDOBEEER%E ) X b 7 £ 723 IMHIRRL £,

i L 7-58 % NetApp (ASAA705 L TPASA A90) |BRHIL £,

FEEANRELN—VIE. Fv MIHBEDRMAIETE kﬁdﬂ%%wh RHILTL 2
W "/N—YODIRGEAZHEFMMICOWVWTIE. R—=JEBLTLESE

~

=
Sy —TDIHT—2 7 O—-ASAATOH L TASA A90

v —IBTBEITBICIE. ROT—0 7O0—FIBICRESTLIEETL,
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o "o v — Y DITHRE DRESR"

Dy —LEIVa-IINERBT RIS —EDEGERICITHEDNHD TT,

9 "y hkO—-Z%> vy kAo
Sw—DAVTFIUREEMTETALSIC. AhO—Z2> vy MOV LET,

"I ERMLTLLRETL

=R TBICIE. BEOHZD D v—IDSHLLWS y—UICEREE. \—RRS07J. &0y
FO—ZEDa2a-ILEZBHL. BEOHZ O v—ZBEOHZ O v—2ERILETILOFHI LV y—2 2R
BLEY,

o "y — O RHRE DILIE"

v —2DHARREZHESR L. BEENREE L9 ZNetApplcBRL £,

2= ORIBEM- ASAATOH K TUASA A0

Ty—2lF. > hO—Z/CPUZ Y b, BREE. I0RY., IARTOIAY O—7
OAVR—2 b ERET2YBT > o0O0— /VT?O

~
N

=Y BEIIC. ROBHZRESEL TSIETL,

C URATLDMDOAVER— Y D IARTEEBICEHEL TVWAR e R LE T, IEEICEEL TULWARWES
Eld. 77 ZAHILTR=FMIIEBVWEHhELETWV

* v —SDXBFIEIF. YRATLTHR—FINBZIITARTDON—23 DOONTAPTERTE X9,

c Uy —YDORBFIEIEZ. REIL. NVMeR 17, LU O—FFEZa—-ILEZHFLLO Yy —2|IF%
FIBCEARELTVWET, £z KA v —2IENetAppOFI LWV R—R > FTHB &R
B LTWEY,

=Y DORBFIRIES AT LOFELEEHVWET, 2 /—RIFTXETIEIY—EINTERICFELEL. ¥
WF /=R IS RITIIEAMICFELELE T,

I>hO—50> vy AT - ASAATOE L T'ASA A0

COFE 1. 2/ — K. FEMetroClusteriBiERTd, YAXATLD./ —RKH3DULDIHZ
Gl3. ZBBLTLIETVWY ) —RISAATIDOHARTZIEERICO v Y RE T L
BR=EANCTDHE"

EXE% BB 3811
MBRHD !

* ONTAP 0O—AHILBEBEDIL TV vl

* AL —UBEBIL £ 7-IENVE I NAEZER T 335813, NetAppD A > R—RE—EIE (OKM) V5 X4
EDONZATL—X,
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(:) halt -node <node>,<node2> -skip-lif-migration-before-shutdown true

-ignore-quorum-warnings true -inhibit-takeover true -ignore-strict
-sync-warnings true
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want to halt node "cluster <node-name> number'?
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