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ONTAP N\—> 3 Y
ONTAP 9.8 LAF#%

ST aYeEERLET,
FF a3 10EERLET,

T—bAXZa—DflZRFLET,

Please choose one of the following:

) Normal Boot.
) Boot without /etc/rc.
) Change password.
) Clean configuration and initialize
all disks.
5) Maintenance mode boot.
) Update flash from backup config.

(
(6
(7) Install new software first.
(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10
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ONTAP N\—Y 3> DA T arEERLET,
ONTAP 9.7L4F1 IERTA T3 >%FEIRLET recover _onboard keymanager

T—hAXZa—DflZRRLET,

Please choose one of the following:

) Normal Boot.
) Boot without /etc/rc.
) Change password.
) Clean configuration and initialize
all disks.
5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

S UANUTOEREHITIB I ZRBLET,

707 hoflERE

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S RRZLEDINZATL—X%#2BAHDLEF T,
INZATL—ZXDOAHP, VY —ILICATRBIIRTINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

O Nwo 7y TiEHRZANLET,

a. BEGIN BACKUP{TH 5END BACKUP{TE T. $RTORABZMOMHITE T,
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Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

b. ATHDREICHBENTERF—%2BR L £7,

DAN) O AT TLET,



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

RESINTHAODUNDIZE L. KITHEFE AL "Successfully recovered keymanager
secrets T 12TV S TN a—FTo VI %RTLTIS—%2BIELET,

6. T—hXZa—N5F4TF> a3 1%2FBRLT. ONTAPO T — FZHHTL £ 95
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R b b I b b b b I b b 2 b b 2 b S b b b b b 2 b S b b b b b b d b b b b b b b g b b b b I b b 2 b b b b b b b g b I b b b b b g b i 4
XKk khkhkhkhkkkkkkkxkkx

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A RO—Z0OYY—=LUZRDAyE—CRAREAINTVWE 2L EF T,

Waiting for giveback..(Press Ctrl-C to abort wait)

- N=hF—=/—=RFDSRODARYFZANLT. N=bF—=—32bO-5ZFTNYILET,
“storage failover giveback -fromnode local -only-cfo-aggregates true” T3,

. CFO7J U —bDHATT—hrLTcH. ROOXVRZERTLET,

security key-manager onboard sync

A VR=RF IR =T v DI TRAZLEDNRTL—XZANALET,



707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

FHACAINS 3 &\ MO X vt —VRERSNFICY S22 TAY T MRS NET,
() EBIcARTSr. 2522707 MIRBHIICIS— Xy t—INERSNET, T
S—PMEESNTRBAERICRITS NS ET, HFALBLT T,
M RDARY REANLT. IRTOF—HEHTNTVZ 2R LET

“security key-manager key query -restored false" C9 o

There are no entries matching your query.
@ restored/\> X—4& TfalseZ 7 1 LR T 3HE. BRIFRTEINFLEA.
2. RDARY FZAALT N=bF—D5/—REXTNYILES,
storage failover giveback -fromnode local
18. BEIF TNV I ZEMCLIBRIE. ROOIYYRFZANLTURRTLET,
storage failover modify -node local -auto-giveback true

14. AutoSupporth'B#ICE > TWBIBEIF. KOOIY Y REAAL T —XAOBEEERE ) XA T LE T,

system node autosupport invoke -node * -type all -message MAINT=END

F72a 2 ABBF—IX—VvDOREZIVANT TS
ONTAPT — h XZa—h' AL F -T2 —PvOREZJ AT LET,

R % Bt B R0IC
NEEF—<Tx—T v (EKM) BEZ VXA RT7FBICIE. ROBHRHIHRETI,

* BDYU S ZH J — R dDicfecard/kmip/servers.cfgZ 7 1 LD IE—. FT=lFRDIER,
° KMIPH—ND7 KL R,
° KMIPZR— ko
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CRDYZRAR ) —RDT 74 )LD — [cfcard/kmip/certs/client.crt’ £7=1&20 51 7 > FEEREZE,

CHDISRE ) —RERIEISAT U RE—DEDT 7AIILOIE—
/cfcard/kmip/certs/client.keyo

* DI ZAR ) — RFLIFKMIPTF—NCAD 7 7LD — /cfcard/kmip/certs/CA.pemo

FIE

1. aYY—=IWr=JLeg—ry > bO-JIC8ERLE T,
2. ONTAPO 7 — b XZa—h6FF>a>Nz&RLET,

T—=hXZa—-DflzRTLET,

O — — — — — — — — —

)
)

H O 0 J o U B w N

[
=

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

Set Onboard Key Manager recovery secrets.
Configure node for external key management.

Selection (1-11)72 11

. 7OV hHARRENE. BERBREIWNELLICEZRRALET,

7O> 7 rofERTR

Do you have
Do you have
Do you have
Do you have

copy of the /cfcard/kmip/certs/client.crt file? {y/n}
copy of the /cfcard/kmip/certs/client.key file? {y/n}
copy of the /cfcard/kmip/certs/CA.pem file? {y/n}

(U]

copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 OV T ERRRENE. 7472 b —NOBERZEAALFT,
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Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:

PlerLET

Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAGICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBGNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzZANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCkFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wqgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwWIBAgIBADANBgkaghkiG9wOBAQsFADCB] zELMAkKkGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRNYUOWE2gDL61cQ3/7km7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0OM'

kmip init: cmd: ReleaseExtraBSDPort eOM

I3AT7 R EY—NOBHREANTZ . VAN TOEINTTLET,



PerLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

S. T=hAXZa—N5A4TF2 a3 1Z2BRL T, ONTAPO T — hZHHATL £ 95

707 b oflERTR

RR b b b b b b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b b b b db b I b b b db b b b i g
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* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e S b 2b b b b b I db I IR b Sh b SR S b b S db b e IR b S b 2R S b b b 2b b dh b b db b 2R db b db b Sb b e db b A b 2 db b 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. BEIX I Ny I EHICLIHZEIF. ROIY Y FZAALTUR M7 LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BICHE > TWBIHEIF. KOATXY REANL T —XOBI:ERE ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END
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& L 7= 5 % NetApp T IREIL £ 9 (AFF C80)

BRENFEEL/N—VIE. Fv MNIHE @RMA?aT%L:ﬁEO’CNetAppL_ REILTL 72
Wo "/N—YVDiRGEAHFHFMICOWVWTIE. R—JEBBL TS

’

v —

4

> v — DA — 4 7 O—- AFF C80
SHEZHTBICIE. ROT—o 7O—FBICHKE->TLIEEETL

S —
o "y — DRBEHEDRES

=TT BICIF. —EDBHEEmILTRENHD T,

e arbO—5%Z> vy kg2

S —DAY fyz%imﬁéég5t\:yhm—a%vvvhﬁvybiﬁo

e " —IEMLTLLRES

>v—y%x@?5hmxhiwﬁ5/v OHEHFLWO Y —IICEREE. N\—RRS07J, &uvay
FO—ZEZa—-IILZBEL. BEDHZ v —22BEOHZ > vy—2ERLCETILOF LV v —2 R
BLEd,

° " — D RE D ALE"

v —Y DHAREZHESR L. BEEHIRE LD ZNetAppllBL £,

> v — 2 DRIREF- AFF C80

Sry—IlF. > hO—3F/CPUZ Y b, BREE. 10K, IRXTOOY O—5

AVR—2Y b EETAYIBET>o7O0—- v T,

v —EIRT BEIC. ROBHERERLTLLETL,

* VRFLDMOIAVR—x> hb‘?/\‘CIE.%L_EJVFL,’CL\% CEESRLET, EBICEEL TULWAEWLE
BlE. TUZAILGR—=FMIBBVWEDLELETE

* v —SDXHFIBIF. VAT LTHR—FINBZITARNTO/N—23 VDONTAPTHERTEZX TS

c Uy —YDOXBFIEIEZ. REIL. NVMeR 17, LU MO—FFEDa—-ILEZHLLO Y=
IR EAIRELTVWET, £z RBEAD v—2I1ENetAppDFT LWV R—R > FTHB &R
RBLTWETD,

Yy =L ORMFIEIZS AT LDELEZHWVE T, 2 /—FISRETIEY—EXDTERICEFLEL. ¥
IWF /=R IS RITIIEAMICELELE T,
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O bO0—>D> vy 4D >-AFF C80
= DAYTFIUREETEBZLOIIC. AhkO—%ovy vy MO LET,
CDOFIEIF. 2/ —RIEBROSATLDNRT T, YXATLD/ —REN3DULDIBEEIZ. 2BBL TS
W"4/)—RIFZZARZTIDOHART DIEER> v bR TV EERRADEITHLE"
R % BIA S B R0IC
CIRTDISATYMERANDERY T YT RTFLEDT—EADT IR % ELELEFT,
s NENw O Ty IO aTE—RELELET,
c MBRIEREILTUIOYIDHZ xR LET,

° ONTAP OO—AIILEBEDIL TV vl

° A ML —CBEB L E/-IENVE /I NAEZFEH T 315515, NetAppDF VR—RF—BIE (OKM) 75X
RELEDNRTL—Z,

° £AY FO—SDBMCAD T Ut Xk,
C RBICBBELRTE BN >TVWBA ezl L F9,
C vy MIYVBIODRZA NS0T 4 AFRDEEDTY,
c BMZRITLET "V AT LDEEEF VI
° ONTAP Z2 X T LRV ) —-RZF7v TITL—RLET,
c WINOERRLET "Active IQ VT ILRRT T —hEURD"s YRAFLAVR—2> FOLED%
ECREDRATLICERELTVWEAEEZXELEFT,

FIE

1. SSHZEAL TI/ZRRICOATA>TEH. VS RAZHAOERD/ —FHhroO0—AlLoa>Y —ILr—7
WesyFhyZIaArvy—ilzERLTAIM Y LET,

2. AutoSupportzZ 7ICL T S RTLDBRF T SAVICRZEFTORBEIEELE T,

system node autosupport invoke -node * -type all -message "MAINT=8h Power
Maintenance"

3. IARTD/—KRDSP/BMCT7 RLRZRELE T,
system service-processor show -node * -fields address

4. U222 )T LET, exit

5 BIDFIEBOHEAICRTRINT-LWINHAD ./ —RDIP7RLX%ZFEAL T, SSHEBTSP/BMCICOY 1 >
LExd,

AVV=IIZyThyTRFERBLTVWSIGEEIE. BLIVSXEABEEDIL TV vILEZERALTIV
O—>iicaJa4>L %9,

() ABRREBETIBL5IC. TATOSP/BVMCERY OSSHE v 3 Y #BS £ 7,

6. BEDHZDv—ICHB20D./) —REEFELELET,

25


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_perform_a_graceful_shutdown_and_power_up_of_one_HA_pair_in_a_4__node_cluster
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
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true -ignore-quorum-warnings true -inhibit-takeover true
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failover giveback -ofnode impaired node name

BEIFXF TNy IDNEMICR > TVWEIHERIF. BEBWICLEY, storage failover modify -node



local -auto-giveback true

13. AutoSupporth'BXNICHE > TWBIHEIE. T—XDBEERE ) X M7 £ /ISR L £ 9, system
node autosupport invoke -node * -type all -message MAINT=END
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13.

14.

15.

T=TIIZZAY LA Z EICEERSETHLE XY,
BEEIMO—ZDOAML—CZF TNy LT BEIYMO—SZEBEEICRLE T, storage

failover giveback -ofnode impaired node name

BEX TNy OO EMCR > TUVWHEEIF. BEEBMICLE Y, storage failover modify -node
local -auto-giveback true

AutoSupport M BMICR > TWBIHEEIF. T—XOBEEMZ ) X b7 £ IFIMFIEPRL £9. system
node autosupport invoke -node * -type all -message MAINT=END

FlE4 : T RUVZBEDODYTTS
A bAO—50T7—rRBICORTLIDODEE#MHERE L. BENEESINILIEEZHERTINELHD T,

@ T4 AUVDBED HTIINVRAMES 2 —ILZ T BI5EICOANET. NVRAM DIMMDAZ
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FIE

1.

A bO—5H AT FURE—R (FOVTEBRRIINTUVSE) OFRIE > XOTFTFVXE—FR
#$R T L CLOADERZOYF MMIFEIL £ 9, halt

. A bO—Z@OLOADERZOYF rA 5> bO—F%ZT—hr L. Y RTLDDH—HLABVEDHICT AT

LIDZEESTBINES D E@BNRONTLS Tyl EATILET,

Waiting for giveback... 3ZHES 2 —I/LZ#EBEH LA brO—Z0 30V —IILICX v E—IHKRR I N
EE2I>rO—h50HLVWN—rF—2 X T LIDABEBFRICEIDETONIZ E ZHERELE
9, storage failover show

ARV RFEAICIER. BEOHS AV FO—FTYRTLIDAEESNLIEZTR I Ay E—INRRT

fNil. ELLVEWID EHFLWID A RENE T, RDAFITIE. node2 DRHARBEEIN. FTLWLWS X T LA
ID £ LT 151759706 'R EINTULF T,

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (01ld
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4 J>vrO—-SFINvILET,

a EgAaId>yrO—2h56 LI O—FDA ML —2Z2F TNy I LEXT, storage failover
giveback -ofnode replacement_node_name

a>bhO-SRBXALL—=2T7A 9Ny I LTI —h2RTLET,
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failover show

[ storage failover show | AY Y ROHAIZ. N—rF—XyE—JTEEINLIITLIDIFEE
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TARAIVDWELLEIDEToNZ ez L9, [ storage disk show -ownership

O bhO-JICBT 2T 1 RVICH LW XTLIDDRRRINE T, ROFITIE. nodel1h' FAEY 37T «
A1 LW R T LID 151759706 RIA"ENTVE T,

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 PoolO

6. MetroClustert8flD > XA T LADFEIE. AV FO—FDXT—RA%EEHR L £9, _ MetroCluster node
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MetroCluster #8f Tld. REBRICEBEOREICED XFTHAIND FT, CORRTEIY FO—Z0DK
RNREBAICHEDET, DRIF—U2JIEEHT. BEE—RIZHD £9, MetroCluster node show
-fields node-systemid' A< >~ RDHAICIE. MetroCluster FRENEBEDREICEZ EFTHWVWS XFT LA ID
NRRINET,

> bO—55H MetroCluster 18R IC7A > TWB5EIE. MetroCluster DIREEICIG L T, TTDFAIBEDLT
AFREAYA bDIY FO—FTHBRIBEICDRAK—LID T4 —ILRICT 4 RATVDTOFREEDRRE
N33 EBERLET,

U, ROBAICEKET 358 ICWETY,

° MetroCluster 8N X1 v FA—N—RETH 3,
s AV PO—SHTAHREYA DT 4 RVDREDFREEZE T,
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ZBRBLTLIEEIW "4 / — R MetroCluster #8 TD HA 71 74 —/\—& &K U MetroCluster X
YFFA—N—HDT 1 AVFBEEDEE" 28R L T,

8. MetroClustert& D> X T LDHEIF. EAV FO—SHREINTVWBR I ZRELE T,
MetroCluster node show -fields configuration -state__

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. 8a>bhO—3IC. BESNZRY2a—LHEETZI =R LEX T, vol show -node node-name
10. A AL —VBESIEDAEMICE>TVWEIGEEIE. EEEX VXN T I23REBLRHD £7,
N EEIFO—FDODAML—=CEF TNV I LT BEOAY MO—SZBEIEICELE I, storage

failover giveback -ofnode impaired node name

12. BEIF TNy ODEMI B > TVWREIF. BEEMILE Y. storage failover modify -node

local -auto-giveback true

13. AutoSupporth'BXNICHE > TWBIHEEIE. T—XDBEERE ) X 7 £ /ISR L £ 9, system
node autosupport invoke -node * -type all -message MAINT=END
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