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* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

FI&E
1. LOADER 7OY 7+ 5. T— b XTF¢ 7EETOE R ZMIEL £7,

boot recovery -partner
EHEICRDA Yy —IBRRRENET,
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
T =M ATFAaTDA A= AN) FOERZER/RLET,
7OEINTET L. XvtE—UHMKRREINET Installation completeo
3 VRTLIEEEtZF T VI L. ROVWTNHADXYvE—CZRRLET,
RRThBd3XAvtE—2 121F
key manager is not SATLICESIERAAI A b=ILENTULWEEA.
configured. Exiting.

a OJaA>7aYFrHRREINBZIEITHELEE T,
b. /—riIZOJA>Y L. AL—ZIREILET,

I storage failover giveback -ofnode _impaired_node_name _
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AN
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key manager is ESEH A VI R—LEATVET, TEFT F—Y7—Tv—0
configured. 1B,
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FUR—REF—T—+v (OKM)
SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVHR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREEINTLES. AVR—F F—I%—Jv—DONvIT7v T T—2%ZANLZE
ERS

INATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.
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0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIATYEF—T 71 ILORBOAIZRTLE T,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :



KMIPY—NT7 71 ILORBOBIZERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

" R—bDIP7RL X
*R—bDXY IR
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" TIFINT =T ITADIPTRLR

—KHBRy FT—ORETOV T OFETRT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINBVEE. DRTLIRELEL. I5—6LVESEAYE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner



F—UANVDIS—HEFIVEEAv -2 DM ZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE
ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli
HLET, "ICBDZET,

HPE L -7 — b X7« 7% NetApp|ZiRED - FAS2800

FAS2800 X T LDAVKR—2> MIEENRE LI-HEIE. BEENEE LM
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%NetAppL_ BEIL T TV "N —Y DG EZEFHICDOVWTIE. R—DETE
{f=2&

J— b X747 -FFM0E

T— M XT4 7DFEFH) ANUT—2 70— - FAS2800

747@ ﬁ\meu4x JSOEH. BEILDET. X T LEBEEDKRIEZTo
T. FAS2800 R b L—U S RFLDT— b XT 4 7O BB LET,

2L =S ZFLMONTAP 917 1L EZERITLTVWBIESIE. "HE T — FEEFIE" . X TLTUEID
N— 3 VDOONTAPERITLTWLWBEEIE. FET7—MJ)ANUFIERZFERTZ2HELHD XTI,

o "J— kX B R RER

7 I‘XT’r_Id)ﬁejﬁgﬁ:%EEmuina-o

9 "BEE{LEF—DHYR— FELURT—H XDRER"
SRATLTEF ) T4 X —EEEEENBMICHR > TVLEIHIEEBIbtEIN-T 1 I B I D EERELF T,

"drhO-=3%T vy hET "
XT oA 7 ORBHRBEICBSTcE Eld. AV MA—ZFZ vy TV LET,

"J— kX F 1 T DI

BENRKELILT—MATAT7EVIATLBEED 2—-ILOSBDOANA L. KA T— b XFTo 7ERDFITT
S5, USBT7 5w a RS54 T%#ERALTONTAPA X—S XL X T,

"YUANIARX—TET— R LET"
RSATHSONTAPA X—S%T— L. 770V RTLEDINT LT, BETHEREIELE T,

QC@

"FYATRI"
ONATPT —h XZa—H5AVR-F = IRX—I v BRI CIINEBF— Y7 —P v ZEBTLET,

o "EEDHDBD/N—VEXY F Ty TITREALE T
BEOHZEmiE. Fv MBI S RMAIEEBREICR>THRY M7y FIORAMLTL T


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

FET— b XT 47 UANUDEH - AFF A800
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ZwiaRSIATHH3. BLOKEBRADT—FTFNAADELWVWT & DESEIS
EFNE9,
AL =S ZFTLMONTAP 917 1L EZERITLTVWBIESIE. "HE T — FEEFIE" . X TLTUEID
N— 3 DOONTAPEZERITLTWVWBIERIE. FEIT7—MJUANUFIBRZFERTZ2HELHD XTI,
USB75wvia RS+

*USB7Tv>a RSATHFATR2ICT7#—<X v hTNTWBR =R LET,

* USBICIZ TR BFRERTENHMETT ‘image_xxx.tgz’ 7 71 Lo

771 IILD%EE

JP— ‘image xxxtgz 7 71 IL%ZUSBT7 5w aR51 TR ELET. COT 7 ILiE. USBT7Swvoa
RS TZERLTONTAPA X—J X9 E SICERAINE T,

ERamAc i

MELOVAR—2> bZNetApph R T A3RBAIVAR—R > b ERBELE T,

> hO—>—#5

BEOHZT— M AT 72X IT2eFE ELVWIMO—ZICOAY VY REZEBRAIZEHNEETY,
*EBEOHDOAVEPO—F— F. XVTFURAEEFTLTVWS I MO—5—T9,
cFEARIODFO—F X BEOHZ I MO—FD HAN—FF—TT,

RDFIRE

T—= b XT 4 7ORGEGZHE LD, ZRITIBRENBD ' ESILF—DTR—reT—rXT4 7D
AT —HRAZHRTB"ET,

EEtT—DHR— b EXTF—H XADFESR- FAS2820

AL=—ORTFLADT—REF 2T 2RI BICIF. BEELF—DHR—r& T
—cXTATDRAT—RRAZMHERTIVENDHBD T, ONTAPD/N— 3 > TNetApp

Volume Encryption (NVE) B R—kEhTWBAHhESHzHERL. I hO—-5%Z>
vy NI VTBRENCFEF—BIEBY—IDT I T1 TICHB>TVWBRHESHZREEL TL

T2& 0

ARL—=CS X T LHONTAP 9171 EZET L TWVWAIBEIE. "BF T — FEEFIE" . X T LTUEIO
N—T 3 DONTAP T L TWABEIE. FET—MUAND O E2FERITIHNELRHD 7,

2T Y 1 NVEDOHR— b ZFEERL. IELVONTAPA X—J %X >O— KT 3%
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ONTAP 9 .14.1L4f% security key-manager keystore show

* EKMBBMICHR > TWABE_IE. EKMAIYY REHICKRRS
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* BB TVWBF—BEY —ILH R VFEEIE No key

manager keystores configured. ¥ > FOHAIZERR
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HABF—IR—J v DEREXZ VIS T7LET,

ERZRIRY BH0IC
DO ZZAE— ) =R BNV IT v THERDT 71 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 71 )L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (547> kF—)
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* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEZBEFR1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBEZASIL £,
b. BEGIN1TX END 172 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &8 KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIP#—N—®DIP 7RLZAZAALZET,

e KMIP H—N—R—bZANDLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEIX INv I EEMLIZBEIXVANTLET,

storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

ROFIE

T—bAT1 7THESEZVINT LIS, ZRTT2HEN DD "HIE L /cEimZNetApplREIL 9, "&
ERS

MPEL 7= 7 — b XT 1 7% NetApplliREI 93 - FAS2820

BENRELEN—VIE. v MR @RMA?a/T ICHE> TNetAppllIREIL TL 12T
Wo "N—YDiRmERZEFHICDOWVWTIE. R=JZBRLTLIETL,

F*rvwI T ED 21— )LDITHE- FAS2820

EDa-IB AT ISAUICB - EZTRTE—D AutoSupport (ASUP ) Xwvt—2
N AT LIZERINBEE. I AO—SED2—-IIlDF vy VI EDa—Il%
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RS BBEDNHDET, STHLBWVWE, NTA—IVIABMETLE T,
*BEASRELLIVA—RY MME FANA LD SBIFI S 75538 FRU IV K-> b U T 50
ENBDET,

FIE1 :BEOHZIY FO—5&S vy FEIVLET

BEOHZ A bO—FZ> vy bEIYTBICIE. A MO—FDRT—RX%ZHE L. BEICIGCTER
BRAYO-SHEEOHB AV FO—F XML —IDNBT—2Z5|SHIT/ETETZ LS5V M O—-5%
TAVF—N—FBHENHD T,

CDERTICDOVT

/RN OULBHBIF ARG T A—FLZBRLTWVWEBBBEDHDET, VSRETIA—FL%ZE
ALTLWAWNGEY. EEAIY bO-STERECEERICDOVT false ERTENZHRIE. BEDDH D
O bO—Z%Z22vy bV ERICAEE 2BETZHENDD X,

"ONTAP9 ¥ ZF L7 RIZRhL—23 YU T7LYR"
Fryd VI EDa-INERBETBHIC. TORBRZHEHETSCZ2HBELET,

FIE

1L Fyy VI EDa-IILOT—2I3ESEINTVEITN BEOHZF v v VI EDa—ILH5T—
BTN THELTT—4DESBVEIICLIEVWGEEDHBD E T,

a FyyI VI EDa-INDT—R%ZHELEXY, system controller flash-cache secure-
erase run -node node name localhost -device-id device number

@ %17 L “system controller flash-cache show Flash Cache® 7 /N1 XIDA O H 52 WHE
g, AV REET,

b. X v wI VI EIa—IDET—ENEEINLI e EREELEY, system controller
flash-cache secure-erase show

BACIE. Fr Yo T ED2a—IILDRT—RIANBEERALRREINET,
2. AutoSupport BERICE > TWBIBEIE. AutoSupport X vt —%IFUH LT — X O BENER & N5

LZ%9, [ systemnode AutoSupportinvoke -node * -type all -message
MAINT=number_OF_hours_downh

R®D AutoSupport X vt —2lE. T—XOBENEMZ 2 FfEEIEL £9 . cluster1 © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h"

3. BEDHZAY FO—FH HARTO—THZIHFEIF. EERIY FO—-SF0IVY—IH5BEFT
Ny O xENICLET, storage failover modify -node local-auto-giveback false

4 BEDHB3IY FO—FICLOADER 7OV hE2RRLE T,

BEOHZ I O—SDFRT (¥
LOADER 7OV 7~ ROFIEICHEHSF T,
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BEOHZ I bO—SDERT ¥

FINYIZFO>TVWET Ctrl ¥F—Zz#LAH 5 CHF—%=2WL ' FOVTHRREINISy &
ANLEYT

SZATLTFAYTNFERIFNRD BEOHZ A NO—F%ZTA 0 F—N—FFFLELFT,

—R7OY7Fk (RTLINZRT

—RDAS) * HARTOHBEIE. EEARIY M O—SHh5EEOHZI> MO
—S%&TAUF—N—L%7, [ storage failover takeover
-ofnode impaired_node_name _

BEED#H 2> bO—SIC T Waiting for giveback... | £&RRS
N Cri+C F—%Z#L. Tyl CAALFT,

* AR R T7AOYY AT LDEE T system node halt
_impaired_node_name _

Flg2 : Q> rO—-FESa—-IILEROANT

A bAO—ZFESa2a—ILERTLDSEOAL, A FO—FFEDa—-I)LOAN—ZBROHNLET,
FIE

1. ENENE L DBE]IZ. BETEYICERLE T,

2. T—TNRRZIAY R TFNARICEHR L TWVWDR T =TI "2 FeHTWVWDIRITVIEIL—TRA NSy T%=EE

H. YATFLT—TIESFPEIOYFO—FETa—ILH 54 L WMEBLHES) . £EDT—TILHMAIC
BHEINTULW A ESZRLET,

T=TIRT—TIUIRZRIAY ETNARINDFRICLET, CHUSED T—TIIRIAV T
NARZBDMITETEEIC. T—TINZ2BEBEITIVERDHD FH Ao

B T—TINIAZAVYERTNARZAY FO—FESa—IILOABICERHDSEDN L. BICBEZTFT,

4 ALNYRILDSYFEDOHNATERRL. LNV RILEZEBARICEAVWTIOY FO—F5E a—I)lE3y
R7L—2H 568l MFCOMNO—ZEDa-I)L2>vy—oh69N L FT,
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S. A hbO—ZEYVa—ILEERL. FSTHRELEBAICET XY,

6. A rO—FEZa—IILOA@EICHZBFVREZVERLTAN—ZRAE. AN—ZzLICELTI>Y bO-
SEZa-IHSBOALET,

(1) AV FA=FESa—LAN—DUJ—=RREZY

FlE3 : Fv v VI EDa-IILEZRITS

A bO—SRDOF vy VITED 2a—ILDBAREZHESRL. BENRELEF VYV VI EDa—-IILZROA
LTXRBELED,

VA= 3 -Fyy I EDa - ERBLET

RRICIEL T, AL =V X7 ADRICRIBEDRGZHI L TVWBHEDHD T,
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b. ¥ vy VI ESA—NET—ANBE2FTCICP o< D LBIFHLET,

(1] FrwSUTESa—ILOYY—ZRZY

3. RMAX vy I VI EDa-IDEET—RADV Ty MIEDE. Y7y MoK D ERLIAZHET,
4 FvyI VT EDa—IIDELVASZTTY Y MIRSICEESNICCZHRLET,
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KT 7ANT—TI2ERTB3HE8IE. XTo 7> NN—4 (QSFP 7l SFP) ZEOIFEL TL
7230 (EmOALTEBEE) o
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4 BREEZMOALIIGAIR. EREEZBEERL. BER7—JILOBEES ) vy TZ2BERD T X
EE

5. Oy hrO—SEFEZa—IILOBEROITERTLE T,

1. ALNYRILERSE, O bO—FFJPa—IILEIYRTL—2FTLOMD EIBLIAATRRICES
L. BANYRILZOYIMNEETHLE I,

C) X 2DEIEZR< TS, A2 bO—FFIV2—ILZXASA LT v—UICHATS
BRICAHZANTEBLVNTLSIEEL,

a2 bA—ZR v —JICRBEINBZEISICT— b ZHRLET,

T=TINIREZIAY b TNA R Z XD AT TOAWESIE. BIDFITELET,
T=TIIRIAY ETFNA REFEINTVWET—IINE T v I EIIN—TA RSy TTEEDET,
BREBCEBRICERT—JIILzHEERL. BRZAVICLTI— 7O ZMABLET,
LOADER 7Oy 7 +TaAy bO—ZF%EILELZF T,

o &~ W BN

FIES : RTCN Y T URBREROAKZREL XTI
L. ayrOo-SoKcEftZ )Y FLET,
a. showdate ARV RZFEALT ' EEAIY FO—SOBMCEZIZHERELET
b. 2—4'w kJ> bO—35® LOADER 7OV F+T. BRZHELF T,
C. MBI L T 'setdate mm/ddlyyyy AX > R CTENZZELEY
d BEIZIHL T, Tsettimehh © mm : ss) OAYYRZERALT. BEZl%Z GMT TREL XY,
e Z—4y AV FO-SORMEHRNEZREELET,

2. LOADER 7OV 7 KT lTbye ] EAZILT. PCle h—RELVZFDMDO OV R—R> FZBHERE L.
a>ekO—>%)J—r3EEYd,

101



B RAML—=C%FTINYILT AV O—ZZBEOIMEICRL Y. storage failover giveback -ofnode
impaired_node_name _°

4 ZERALTEH:FT INYIZ VXA RT7LET storage failover modify -node local -auto
-giveback true AVYRZETLEXT

5. AutoSupportd X >+ > AEBHA MU H—E 58I, ZEAL TR TLE T system node
autosupport invoke -node * -type all -message MAINT=END AV Y RZHEITLET
FlE6 :FEENEELIN—YERY TV FITRENT S

EENRELN—VIE. Fv MIABORMAIEREICH > TNetApplIIREIL TS E W, "/N—Y DR
CREEMICDOVWTIE. R—=PZBRBRL TS,

FAS2820 F 72 {1 #%k

UTFIE. B—DEaBAMRTICHEITBFAS2820 X FL—2 X T LDFERAE TS,
DARL—Y PRXTFTLDTEHARICDOWVTIE. NetApp Hardware Universe (HWU) %
CEBELIETL,

FAS2820D F 73 fH#%
* 75w b7+ — LB FAS2820> VU LY v — HART
* RAEAE:3.1680 PB
* XE1J:128.0000 GB
* TA—LTFUR— 20 v — 2DDHAOY FO—S X120 RS54 72Oy k
* ONTAP/N\—< 3 >: ONTAP: 9.16.1P2
* PClefisR RO ~: 4
* &%/N\ONTAP/X—<0 3 >: ONTAP 9.13.1RC1

RT=ILT7I ~DRKIE

s 24 7:NAS; HA XR7: 12; ¥)IEA&: 38.0 PB/33.8 PiB; A X E!): 1536 GB
* 247 SAN; HA R 7: 6; ¥IEAE: 19.0 PB/ 16.9 PiB; @A X E!J: 768 GB
* BA T HART YIEAE: 3.2 PB/2.8 PiB; @A XE!): 128.0000

A7

7> HR— R0

s O3 A=Yy b 25 Gbps; R—k: 4
* 7O bk3JL: SAS 12 Gbps; K— ~: 4
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B5to
s ORI A —H xRy bk 25 Gbps; R— k: 12
s OMIJL: A1 —H Ry k 10 Gbps; R—F: 8
* 7Ok 3JL: FC 32 Gbps; R— ~: 8
* 70Ok 3JL: NVMe/FC 32 Gbps; K— ~: 8
*R—bk:0
* 70Ok 3JL: SAS 12 Gbps; R— k: 4

EIER— k

s ORI A=y b 1Gbps; R—k:2
* 70O~ 13JL: RS-232 115 Kbps; R— ~: 4
* 70Ok 3JL: USB 600 Mbps; 7R— k: 2

A=y D=0 YR—F

» CIFS

* FC

» FCoE

* iSCSI

* NFS v3

* NFS v4.0
* NFS v4.1
* NVMe/TCP
S3

* S3ENAS
SMB 2.0
+ SMB 2.1

* SMB 2.x

+ SMB 3.0
+ SMB 3.1

+ SMB 3.1.1

S 2T LBEIER

* 1Z%5E77: 1815 BTU/BS

* REDIZEDES]: 2339 BTU/RF
£:57.27R> K (25.9 kg)

)

Heh

° 12U

=l
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* 181940 > F IEC T v VZEHL (17.61 > F 44.7 cm)
* BYTE 2000 VF (UF—TIWEET STy MIET25.110 > F)

* BMEREMRENEE: £53048m (100007 1 — k) FT10°C~35°C (50°F~95°F) . HEXIEE8%~
80%\ %Elﬂgjclb

© JEEHEREEREAERE: -40°C ~ 70°C (-40°F ~ 158°F). S 12,192m (40,000 7 1 — k) £T. #AHEE

10% ~ 95%. FEEBEHRL. TTOBEEA
BERET I RTEEHN (LwAd) 7.8 BE (LpAm) ((EEENIE) :68.4dB

A>T S5A47 >R

S3:F EMC/EMI: AMCA. FCC. ICES. KC. £Hw 1. VCCI

Z2MEREE: BIS. CB. CSA. G_K_U-SoR. IRAM. NOM. NRCS. SONCAP. TBS
SREE Z2M/EMC/EMI: EAC. UKRSEPRO

SREE 2214 /EMC/EMI/RoHS: BSMI. CE DoC. UKCA DoC

Fit& EMC/EMI: BS-EN-55024. BS-EN55035. CISPR 32, EN55022. EN55024. EN55032. EN55035
« EN61000-3-2. EN61000-3-3. FCC Part 15 Class A. ICES-003. KS C 9832, KS C 9835

223K - ANSI/UL60950-1. ANSI/UL62368-1. BS-EN62368-1. CAN/CSA C22.2 No. 60950-1
. CAN/CSA C22.2 No. 62368-1. CNS 14336. EN60825-1. EN62368-1. IEC 62368-1. IEC60950-1. IS
13252 (/X— k1)

BEl A

A—HZXY bR—ZADAR—AR—REEI> FO—F (BMC) XONTAPEBIEA V4 —T71—X

cAEARY FXDy FRlgER OV FO—F
*MEXRY ERXTy IRIBEREIR
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