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Y4 b®D N*Downloads * | £ a>h6@YGA A=A VO—RTEES

° NVE BBERBEEIE. 47 20O— RRZDIBRICHED T NetApp Volume Encryption Z R L T
AX=UHATO—-RLET,

° NVE D"BEMICE > TLWAWEEIF. 40 Y0O0— RKREZ>DIERICRE>T. NetApp Volume Encryption
BLTAX=CA7>O—-RLET,

*HARTZDIRTLDZEIF. Ry b T—UEGEHNRETT,

* ZAVRTOVIRATLDBEITR Y T —VEHRIINELHD FEAD. var T7T7ILY AT LRI R+
FLEECEIZEMD) J— b 2ETTI3HEBELHD 9,

FIg

1. XYy MTYTHR=—bHA DS USB I TV aRIATICEY BT —EXA X—J AT >O—-FL
TaOE—-L&ET,

2 SYTr Y TOEEIR—RIIH—EZRA A=V A T>O—-RLET,
B H—ERAA—DZBELEFT,

@ Windows Z A L THRAZRE T 3188 1X. winzip ZEALTRY hT— M X—C %R
BLABRWTLIEEL, 7-Zip ¥ WinRAR R ¥, Rl Y —ILEFERAL X,

BREINICT—EXARXR=DT 7AIUCIE RD2DDTAIIEDHODET,

° Tboot] ZIBELET
o [ EFI |
4 EFl 74N % USB 75 v a RS 7DRENTA L M)ICOAE—LET

USB7Zwv aRZA47ICIE. EFl 7#IA L, BEOHZ I bO—FHERITLTVBHDLRELN
—3 O Service Image (BIOS ) HHETT,

. USB 75w akRSA47%35yv Ty TITHhWMOALET,
6. T7HY bEEFFWODFIFTVWAWVSGEIE. BID[FITE T,
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10.

1.
12.
13.

14.

aArrA—ZEYa—-ILAN-

WO

OV bA—ZEVa-I)0mesv—2OROMICEDLE. IV FA—FEDa—-IIZP RTLICHFDZE
TESCHLRAAHFT,

BEEBICERT—JIL2EHEL. BERT—JILOBEEIY Yy 7EBEEROHITE T,

USB 75w aRSAJ#AYMO—5EZa—J)LOUSB X0y MIEALET,

USB 75w aRSa7JIE USBIOAYY—JILR—rTldZ<. USB FTNAREADSANILAFL=ZO
W NMZED TS T L,

A bAO—ZFEDa—IIlzdvy—UICREBEFTHLAAET,
SYFORBINSTUCAT LIEZE AN T,

SyFEROALYOBOATTHRIEZHLTIF. A2 bO—FFETa—ILz>< D LEFELEMUBICIHL
AHET

SYFOLENSHEEZHL. Y FHRLRICEAESNZ T THRLEITE I,

A bO—ZEVa—)LiE. v —YIlRmRICEETNZ e ICICT—bERBLEY, 7—FFOEX
EFHRRCERLSICERLTETET,

A hO—ZFDa—IIL2RLIEAL. Yvy—>20iReE—FAEICAEDELSICLET,

AN AX— FAS500f 2 T — R LET

ONTAP ¥ X—2% USB RS TH6T—hL. 774N RTFLZ)RRN7LT B
BEREHRTINELNHD X,

FIE

1.

LOADER 7OY 7T, USB 7Ty aRSATHBNANIAAX—=2T—RLETD,
'boot_recovery

AAXA=IUHUSB 75y aRI14TH6R I yO0—-—RENFET,

2. 7OV T EOREEINGES. A X—DDRFIZEANTED. BEHICKRRENLT 7AIL DI A-%E

DEFFEALET,

Bvar 77 M AT LZETLET,
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S 2T LR
v D — O

Y T TEGHHD FEA

(S

a.

o

NV I Ty TEREE/TTBHNESHZERT A vE—IhK
RNy ZHLET

EE4IO> FO—5% advanced 1ERL ANJLICREL £ 'set
-privilege advanced

DRETPZNy 7y F7AR Y RZERTLET, 'system node
restore-backup -node local-target-address_impaired_node_name

d> bO—5% admin LAJLICE L £ 'set -privilege admin

EBRESNIBRZERT D ESHZHERT DXy E—IHKRTR
Infcsy #LET

Ay hrO—->0BEHERDZ OV T BRSNS Y %
BMLEY

Ny o7y TR EEITITZ L ORONTE N ZHLET
7O EHRREINES. PXATLZEYT—MLET,
KERINfAZa—h5 T * Update flash from backup config *  (
syncflash) | A7 a3 = FRLET,

EHZHITIEDESIHZHERT DX v E—IDNRRINT
5. Tyl Z8LZFY,



2 2T LB (S

Fy RD—OICERESNTES  a NyoTy TRRERTIZLIROENLS 0 ZBLET
‘ Rk e ‘
‘%*L\gl%froClusterlP wEICES FOV T RAERINES. YRTFLEY T— R LET,

C.iSCSI R FL—CHEHHMEIICNDETHEXEY,

RDRXyt—IhRREINTS. ROFIEISEAFT T,

date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
1SCSI session state is changed to Connected
for the target i1iSCSI-target (type:

dr partner, address: ip-address).

d RREINfcX=Za—h5 T *Update flash from backup config * (
syncflash) | 77> a>EHFIRLE T,

EHZHITI 2D ESIHZHERT DX v E—INRRINTL
5. ly1 Zz#LZEY,

4 BBEEHHNELLERESNTVWBR It EERELET,
a. J>hO—JICLOADER 7OV EXRTRLET,
b. printenv AV Y FEFERAL T REZHOREZHALET

C. IRIBZHAHIE L <FREINTULARWEEIZ 'setenv_environment-variable-name___ changed-value_’

ONYRTEELEY
d. Tsavenv) OYYRZFEALT. EEARZERELEX T,
S. RDFIBEIF. AT LHERICK > TERD £,
C VRTLICAVR—RF—IR—T v, NSE. FLIENVEDRESNTVWBRESIE. IEAFT &
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BIZIGLT. OKM. NSE. NVEZUXR7LET

° URT LA VR—RF—=THR—=TJ 9, NSE. FIENVEDBBRESTNTULAWSGEIE. COtEo>
avOFIEEEITLE T,

6. LOADER 7O >~ T lboot ontap 1 AX> REANLET,

RLTNBZIAHEB =3
OJ«4>7a>>7k ROFIBICEHSF T,
FINYI%EF O TWET a N—hkF—2a>bO—-ZicAJ1>LE9,

b. storage failover show X > RZFHLT'4—4~v k- O> bk
O—SHF TNy IRREBRREICE>TVWE R LET

7.N—hkF=arrO—=ZIlaYV=ITr—TILEEELZ T,
8. storage failover giveback -fromnode local A< > RZFERALT. > bO—Z%ZF TNy I LFT,
9. V5K« OV MT 'netint-is-home false' AV REFERA L THREBA VX — T4 AZBRLET

"false" E RSN TWVWBR A U A—T 4 ADHB3HBEIE. netintrevert AXY REFEHRALT. ThH5D1
VR—T 1A R%EHR—LIR—FMIRLET,

10, >V =)L - =TI =EBEIN/-O>bO—-FICBEIL 'version -v AY > K% ZE{TL T ONTAP O /\—
TarvEERLET

11. T storage failover modify -node local-auto-giveback true 1 A > RZFERALTEI:F I NV I EZEMICL
feEeik. BEX NV IZUINTLET,

) 2 ~ 7551t~ FAS500f
AT — M XFTa 7RSI LES,
F—IX—Jv—OBEICG L TEYAFIEZERITL. SATLOESILEZETLET, YXTLTHERHT

NTVWBERF— IX—Cv—HFRBERZEIF. T—F XTF 4 7OXRBEFIBORBEICT v TF v LI-REERRE
AL TLIETL,
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FYR—RF¥F—Tx—+v (OKM)
ONTAPT =k XZa—h56F>R—RF—I%—Jv (OKM) BREEZJVIAMTZLET,

ER=RIR Y BH0IC
ROBEHREAZTLTLEST L,
* UIRARLEDNRT L= AN "FVR—F F—EEDEML"
CFUR=RF-IR=TVv DNV I Ty TER"
*ELWNRRTIL—RENY I T TT—2h B2 zHERBTBICIF. "FoR—RFF—EED/N\vY
VTV TEDTRAILEDNRAT L —IXZIREEY 555" FIR

FI@

BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT —k XZa—h'5@BYRA TS arEm&ERLET.

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ER=RIRY BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —N—DTF7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 71 )L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (IS4 T7 > kF—)

23



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END T2 8T U 54 7> NEFAZE (clientert) 7 7 T ILORBEZASIL T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

BEDHS/N—Y% NetApp-FAS500f [CEL £

BEESFRELEN—VIE. v MIABORMAIETREICRE > TNetAppl R L TL 2T
W "/N—YDiRmMEHEFMICOVWTIE. R—JZBRLTETL,
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