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* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

FIg
1. LOADER 7OV 7 rH5. T—k XFTo 7EIE7OCIZEHBLET,
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boot recovery -partner
EHEICIRDA Y —IDBRRRENET,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

=M XTFAaTDAZAR=IL)AN) 7O R ZERLET,

7OEINTET L. XvtE—UHDRRREINET Installation completeo
CVRTLIEEStZEF VI L. ROVWTIHDX vt —CZRRLET,
RESNB Xy —Y 1R

key manager is not SRATLICBEEDRAI A M=ILENTVEEA,

configured. Exiting.

a OJaA>7aYFrHRREINBZIEITHELEE T,
b. /—riIZOJA> L. AL—ZIREILET,

I storage failover giveback -ofnode _impaired_node_name _

C ABH EHFT I NI EZBEBEEWNICT 2 BB >TVWE
AN

Ho

key manager is ESEHA VI R—LENTVET, TEFET F— Y- vr—0
configured. 18,

SRFLHE— TR—T v —OBHEBATEIAVERIE. T5— Xy E—INERS
() h F—3x—Ur—HERIATVBNE 5D, BEUEDOEAT (42 FK— K E i)
o) ERBT 5L SICROONET, TOVT MER THITLET,

REICH L TEYLRFIEZEBLTF—IX—2v 2RI MT7LET !
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FUR—REF—T—+v (OKM)
SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREEINTLES. AVR—F F—I%—Jv—DONvIT7v T T—2%ZANLZE
ERS

INATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.



f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIAT YV EF—T 71 ILORBOAIZRTLET,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :

13



KMIPY—NT7 71 ILORBOBIERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 1TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

* R—bFDIP7 KL X
" R—bDOXY RIYRY



" TIFINT =T ITADIPTRLR

—BHBRy T —ORETOV T L OFETRT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINABVEE. PRTLIRELEL. I5—BLVESAyE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner
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F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE
ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli

HLET, "ICBDET,
WPEL 77 — b X7« 7EBfm%Z NetApp|liRE] - FAS50
FAS50X FL—J S XFLDAVR—2Y MIEENEE LI-HEIF. BENAEELT:
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FAS50 A bL— SRATFTLICHLWI—b XT4T7 TNAR%EZA VA M—=)LLT
#. USB RSATHBAN) AX=SEFFHTITI—RLT. N—bF— /—FKH5
MR ZETTETX Y,

X ZBAtA T B HiIC
CAVY—IIHEEDHZ A bO—F—ICERINTVWRCZRERLET,
CUANVAX=IHMRFESNIZUSB 75 v a RSATHHZ e =RELED,

* YRTLTESMEHMMERTNTVBRDESH ZHL F T, BSEAEMIHE>TLEHE S DMIEL
T. FlE3 THEYAGA TS a v EERTZIBELHD £,

Fg
1. BEOHSIAFO—5DO LOADER 7OV hh5. USB 75w a RSATHBE VAN 4 X—=
ZEFLED,

boot recovery
DANVAX=DIZUSB 75 va RIATHEHTO-RFENET,

2. 7OV HARTEINS. BIROBHIZATT SN, Enter ¥—Z2#H L TEIIMANICRTINZ T 7+
FDEGREZITANE T,

3. ONTAPN—=2a > OFEEFERA LT, var 770 P XTLEZETLET,
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ONTAP 9.16.0 &1
BEEOHZ A bOA—F—/N—hrF+— A2 bO—F—TROFIEZRTLET,
aEEOHS AV FO—F—DHE: T Y EB¥ Do you want to restore the backup

configuration now?

b. EBEDHZIAY FO—F—DHE: 7OV T MHRRINIS. Y /etc/ssh/ssh_host_ecdsa_key
ZzEESTLET,

CN—hrF—2XbrO—-FT:BEOHZIV FO—SZRERMERLANILICHELET,
set -privilege advanced
d N—hrF—22bO0-5—T:ERNYI Ty T AV REERITLET,

system node restore-backup -node local -target-address
impaired node IP address

BIBIUND X v 2= DRRRINTHZEIE. NetAppFR— MMIEBULWEDHE
<V

e N—hrF— 22 bO-FT:BEELANILICEDET:
set -privilege admin
fEEOHZAY FO—F—DHE:#HT Y RBE 'Was the restore backup procedure

successful?

g BEEOHSAY bO—F7—DHE: T Yy RBE ".would you like to use this
restored copy now?

h. EEDHZAY FO—>—DHFE: T Y HEFH EROSNS., Cil-CT—kXZa2—HFK
mENfEH,

. BEoHZ > bO—-F—T: ROVWITNHEEITLET,

" DRATLATESENMEEINTUVWARWVGERIF. Tk XZa—D5 [F 7 ary1@887—
M EERLET,

" O RAFLPEESEEFERLTVWRESIE. " aOTh /",

ONTAP 9.16.1 L%
BEOHZIAY FO—5—TCRDFIEZEITLET,
a Ny IT7yTHREDETERDZ OV T RRTEINSEZS. CADL Y ET,

ERFIENRINT B L. ROX Yy EZ—IDNKRRENE T, syncflash partner: Restore
from partner complete

b. ZLZX YNy o7y FOEBFTHNEMLIEDE SHEERT S 7O T KRR INT 5,

C. TLR YEISNIBRZERT 3L S ICKOSNTIFE

d FLZY/—RFZzBEEHNTZLSICKOSNIIBE


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

e. 7L R Y BE#ZEROSNIHEIF. Cirl-CT—bXZa—NKRERIhi5,
L ROVWThDZRITLET,

* VRTLTESMEHMERAEINTVAWNESIF. T XZa—-D5 [ T7>av1@887—
bl Z&ERLE T,

* VAT LWEESEEFERLTWAEEIE. Ty aTh /",
4 N—hrF—arrO—-ZiICa>rV—ITr—JILzERLE T,
S. A bAO—ZDAML—=2F TNy I LT A bO—SZ@BEHMEICRLE T,
storage failover giveback -fromnode local
6. BEIX INv o EEMCLIZHEIR. BEEWMICLET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBHEIF. T—XDOBEI:EHRZ ) AT LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIE

JANVAX—SREEI LD, 2RTTIUELRHD " T — hXF 1 7 THESEEY IR T7T3"£F,
FEgT— ) ANVEBOES{LF—DIETT - FAS50

FAS50Z b L= ZTLDRBERAT — M AT 4 7 CHESbZETL. T—2REEZH
HLTLEETV, RETOLXTIE. F—OAMORSE. BEStREOBEER. T—
RANDELBRT I ADEINTONET,

*— YR —T v —ORBAICH L CEYNAFIEEZETL. Y XTFLOBEEETLET, Y ATLTERS

NTLWBRF— IXx—Sv—HFREALRERIF. T— bk XT 1 7OXBFIBORBEICY v TFv LI-REERE
ELTLIETL,
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FYR—RF¥F—Tx—+v (OKM)
ONTAPT =k XZa—h56F>R—RF—I%—Jv (OKM) BREEZJVIAMTZLET,

ER=RIR Y BH0IC
ROBEHREAZTLTLEST L,
* UIRARLEDNRT L= AN "FVR—F F—EEDEML"
CFUR=RF-IR=TVv DNV I Ty TER"
*ELWNRRTIL—RENY I T TT—2h B2 zHERBTBICIF. "FoR—RFF—EED/N\vY
VTV TEDTRAILEDNRAT L —IXZIREEY 555" FIR

FI@

BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT —k XZa—h'5@BYRA TS arEm&ERLET.

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

37



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— Xy E—URRRENE

T, TS—HMBESH. REPERICKRITEINZ T THITLBEVWTLSIZE L,

M. IRTOF—HEETNTVWBR I =ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ERZRIRY BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 IJL (V547> kF—)
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* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBZASIL £ T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

ROFIE

T—bAT1 7THESEZVINT LIS, ZRTT2HEN DD "HIE L /cEimZNetApplREIL 9, "&
ERS

FEEHNFE LF-/N—Y % NetApp - FAS50(2IREIL £ 95
FAS502 X T LD AV R—22 MIBENRELISHEIE. BENREELH

T
ZNetApplIREIL T2V, "N—Y DR & AT FFRIC DWW TR, R—TZB8RL
TLTIEELY,
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v gD a-ILDRY XD w F-FAS50
FAS50 R L —2 P XFTLTIE. Y R—FENTUVBRIEAR VA —FIZERZIR VA

—DEILBAENDNVMe SSD Fvwvia EVa—IIL(7viaFrvyda EDa—))
ZRY ATV TTEFET,

ERZFIm Y BHIC
RRICIEL T, AL =I S XTLADRICRIBEDRGZHI L TLWBHEDHD T,
*EDFBRF vy I TR a-IICELIEARL =T VIO RTLRRA L= AT LICA VA b
—ILENTVBHBEDHD T,

C RAF v YIITEDA-IINDOREIR. BEVRELIF v v IED2-IILEFALTRITNUIED
FEAD HR—FETNTVBRDARUE—DF vy VT ED2—-ILZEATZIEDHTEET,

C AL =P RTLOMOIARTODAVR—RY FHIEEICEEL TVLWARELARHD F9, IEEICEEL
TULWARWESIX. "%y b7y THR— M EEEHITI BREIICIC
FIi&
1. BEOBEYAREMEEREITVE T
22 AL =S RATFLOEEDSAREILEZRONALFT,
3 vy I ESa-IILOBHEICHIBEDEEZLEDASITLTWVWSE. BEAREELIFVYY IV ITEY
2—ILDIFFREESRLE T,
FvrwITdEIDa-I)E. RSATRA0FIF23ICEEETE 9,

4 x vy IV TEDa—ILERDODALET,

(1) EV2—BEOY Y —RREVERLT. DANYRILEREET,
(2] ALNY RILETICEGSE T, EV2-LEI Yy RIL—VD5HLET,
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(3] ALNYRILEFES, 5—HOFTEY1—LEXRBNSES 1 —ILE RS
IRAD 53 FHLET,

EVaA-ILERDATL L, EBNHZOTHTHF TR TSI,

S. TOMU LR > THoMRAF v VI ED a—IILZ2BALET,
6. XTAF v vV EZSa-IILERDEITET,
a. ALNY RILDHVCKET. IFTEYa—I/ILZEALE T,
b. EZa—/IMBELLTEETEHEHLET,
C EDa—IIAIYy RTIL—VICRLICNED, AFVEVWSENRLTEAESNDET. ALNVERIL
zFACE 7,
ALNYRILE. EDa2—)LOBIEICHIS £ SICH>< DAL TLIZTE L,

1. EDa—IDT7I0T714ET1 ($F€B) LEDARITLTWA I e xR LET,
8. AL =S ZFTLADREICANEILEBERDMAMITET,

9 EEMNMKELEN—VIE. Fv MIHBORMAIETREICHRE > TNetApplHRFIL T ET W, "=V DiR
T EAHREEIC DOWVWTIE, R=UEESBLTLEETL,

D

Sy —DAHT —2 7 O—- FAS50

FAS50 A L — SRTL v —2BETBICIE. ROT—27 7O0—FBICHREWVE
ER

o " — S DRBB ORR"
Sy —LERRT BICIE. —ROBEHEBLTBENBD £V

e "> bO-S%T vy hETOU"

DN —PDAYTFIRERETEDLOIC. AV hO-FZS vy OV LET,

e " e — IR T TV

=R TBICIE. RSATTS00 vy JEDa—)L. O bO—7 (BEREEZEH) .
FLUREILEBEDOHDZ O v—DF LW vy—2ICBFHL. BEOHDIVv—%ZFEEO0OHD>v—
YEICETILOFLVWS y—2 3 LET,

= OHARREZRESE L. BEEIREE L 7EDZNetAppicRL £ 9,
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system service-processor show -node * -fields address
6. VS RALTINEKRTLETD,
exit
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L. EBRREERLET,
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O—>iicaJa14>L %9,

8 BEEDHD Vv —UIHB20D ./ —REFELELET,

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSyncE— R TEIfEY S SnapMirrorEiZFHET 50 2 XX DIHE | system node

(:) halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown true
—-ignore-quorum-warnings true -inhibit-takeover true -ignore-strict
-sync-warnings true

9. MDAy tE—IUMRRINIH. VT RZRDEZEAY bO—FIC Hy*) EANILET,
Warning: Are you sure you want to halt node <node name>? {yln}:
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-3y (B8M) LEDZRITEEY, SSHEFERALTBMCICOZ 1> L. OX Y REASL system
location-led on" £ 9

A=Y RAFALICIEAT =3 VLEDD3DHD £9, 1D20EARL—2BAT 1 X TLANRILIC. BHI1
2> bO-ZICHD EFT, O —> 3 VLEDIX30DB=ITL £ FIChRD £,

ENICTAICIE. IV RZASIL system location-led off £9 o LEDARATL TWBHVEITL TL
BHHFBERFZEIE. AV REAN L TLEDOKREZHESRTE XTI "system location-led showe
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BEHRMUBZRELR I AD ET, SSHZFERAL TBMCICOY 1> L. “system location-led on" A< >
REAALTLEETL,

A=Y RFLICIRAT—2 a3 VLEDDBDHD T 12@3ARL—FBT« XTLANRILIC. B
121V bO-JICHDET, O7—> 3 VLEDIFI0AERIT LA FRICBD XY,

ENICTBICIE. IV RZASIL system location-led off £9 o, LEDARITLTWBHVEITL
TULBHIDFRBRBEIF. OXRFZ AL TLEDDREZHERTEF XY “system location-led
showo

A7V AL =0 AT LD FIEOEH Z /I L TWA 2 HEERT 5

COFIEEZFEBETBICIE. A ML= O ZF LT ONTAP 9.17.1 UBEARITINTHED, ANL—2 O ZXF
LHAETLTULS ONTAP DN—=23 YD IR TOEGEEZH L TVWBIHRERHD £,
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AbL—=Y Y XFTLTONTAP 9171 ENRITESNTLLERWES, FRIFXML—2 DR T
()  LTEFIATULS ONTAP DA—Y 3 YOI ANTOBEEREE L TLWRVEAIK. COFIE
BERTE E A, 0T 21— LOTAFIEZERT IUBNBD 7.

108


io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html
io-module-replace.html

ONTAP 9.17.1 ¥£7=1Z 9.18.1RC
CEBENMRELLYVSRZLRAOY MOHAIOES 2—IL%E. FAEDIOES 2 —ILICKRY kM T vw
TLTWVWET, IDEDa2a—ILDEA FIEEETT FH A

CEENRELEIVSRZLHAIOES  a—)LEH 2O MO—7F (BEEI>bO—7) & EEHN
— k=222 bO=FF I TICTAIF—=N—LTVWBRELRHD XTI, IOFEY 2 —JLICEEHHH
S LESE. TA7F—N—I3BFNICETINDIET TI,

2/ —RIUSREADFE. APL—UDZAFALREESOOY FO—SICEENRELZIOEY 21—
IWBBZDZEHRITEHEWEH, EES5HOY NA—SDTA 74 —N—%2HIBd 2RI H D
F9, "y XDy BEARELINOE  2—/LEHE 22> bO—-5 (BEJ> O—3)

APEBERIMO—S%ZTA0F—N—LIEGBRICDATR—bENET, IOEZa2—ILDEKRY k
27y FF. AT LEEFELEIETICERTZHE—DAETT,

BEOHZIA> bO—FHEELIY FO—FZEBICF|SMVTEHE SHEHERT SIS,
“storage failover show $87Ro

HELEIOED 2a—IILACDY bO—FICHBZDHAH5BWVNERIE. "Fv b7y THR—k"

o

c AML—=Y PRFTLBHTIE. ROV M4IZOTARZE HAIO EZ a—ILA 2 DTIFHL, 75 R
R HAIO EZa—ILHN 1 DIEITERBEINTVLWAHRELRHD £,

CARL=Y YRATLIF 2 /=R (RAYFLRAFLIIRAAYTF) DI SAE—ERTHZHELH
DET,

* ARNL—UIRTFLOMDIARTOOAVER—RY CHEEICEIEL TLWBAREARHD FT, EFEICE
ELTVWARWESIE. COFIEEZHTTIARICICICEBEVWEDLEL IV "Ry 7y THR— k"

ONTAP 9.18.1GALL%

*USRE HAL V5472 b TERINZR— FOEAEHOENMMEROZOY MIHBZ 1 —HT Ry
MIOEZ a—IlZE. AFEDIOED2a—ILERY b ATYTFLTWVWET, IOEZ2—ILDRAT%Z
EEITBH LRI TETFEA.

2 kL= F7=ldMetroClusteriCERA I NS R — F%#FDEthernet IOEY a—)LIdHRy F XD v
WIS TlEdH D £ A

*AML—U VRTFL (RAYFLRERERAYF VS RAER) ICIF. AL— S RXFLTYHY
R—EEINBZIEEDOHD/) —RE=EHBZ3_ENTETET,

* USZAARNDIARNTD ./ — Rk, ELONTAP/N—< 3> (ONTAP 9.18.1GALE) #EITLTWLW3
. BEICONTAPN—U 3 YV DEBZNYF LRIILZETLTWVWBIRELHD T,

DS RABARND /) —REHERBRBONTAPN—2 3 0% ETLTVWBIGE. CHUBEN—C3 >0 5
ZAREBRHRIN. NIOES 2—ILDEY FR Ty I R—bINFEE A
* L= YRFLADIY FO—5E. KOWTNHDIREICHED FT :
CHEADIY FO—SHEHFHLTIO (F—2DIRM) 2T TEXT,
o FAUFX—N—DEEHNRELZIO EZDa—-I)LICE>TEEL, > O—WEFNLUSNIIIE
FICEEEL TWLWBBE. WInHhod> bO—SBTFAI9F—N—IREICHRDZ L HD F,

BEOWKRTIE. ONTAPIZ. BEARLELLINOEY 2a—ILAERET. WFnhrod>y O—5
DEEMTAIA—N—%RTTETEI, 7mzIE. BENRELENOES 2 —ILICIRTDI S

109


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

ZAR—EHREEFNTVWBRES (FOOAY MO—SLEDIARTDISARZI)IORETI> L TL
2EE) . ONTAPIZEFNICT A A —N—%ETLET,

C AFL—=CPRTFLODMOIARTODAVR—RY FDEBICENEL TLWBARELAHD £, EFEICH
ELTVLWAWESIZ. COFEZHTITIaNICICICBRBRVWEDhELIETW "Ry k7w FHR— k",
ATWT2. AML—SSAFLENOED 2—I)LROY b #{ET S

BEAKELLINO ED2—IILERLICWOAEZELSIC. ARL—U S RFLENO ESa—)L XOY b
THEMBLET :

Fg
1. BEOBYABENEEITVET
2. WMELTZIIO EZa—ILh By —TILEZWMOAL £,

COFIEOBRFTRILR—MIBERTES LS. T—TIUCBT INILZMITF TS,

/0 EL a—ILIREERE (R—KM3IV2T ATVRKE) ICHBIETTIH. U IBER
VY TRETHD., ETICHEL TLBIREDI SREZ K- bHEENTVBIEEIE. 7
@ —TNZBMOANTEBETAIF—N—DUH—-CNET,

COFIEZHATIBR0IC. T—T LA L THS52RF>T. T4 —N—FTISLIF
TIANF—N=DRTLTVWBE I ZERL TSI LY,

3. AutoSupporth'BXNIC % > TW3IBE1E. AutoSupport X vt —SH#UH LT —XOBIEREELL
9,

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

= ZIE. DAutoSupport X wt—J 1%k, BEN —RERE 2 BRIIGIL £ 95
node2::> system node autosupport invoke -node * -type all -message MAINT=2h

APL—=Y Y ZXFLTRITENTUVS ONTAP ON—2 3> Y bO—SDOREICIGL T, BEIFIN
VO EREMCLET,

ONTAP o =3
N—r3>
9171% 1 BEOHZ A bO—FHEER BEIT TNV IEZEWCT S:
139.18.1RC Ay hO—>%88NICTA o7
—N—L75E a BEOHZIAEO—5OIAVY—ILHSRD
aARREANLETS

storage failover modify -node local
-auto-giveback false

b. AZ1y TBEIF TNV IEEMCLEIH2
cWS Oy EHARRINES,
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ONTAP R =3
N—>3ay
9.18.1GAUME r55H OO FAO—SHEEMN BT INYIEEMCTS:
IC/IN—hkF— 3> bO—5%53
TRWEHS a. N\—hF—%5F| SV rO0—-FDa>Y
— IO BROIAT Y REAADLET

storage failover modify -node local
-auto-giveback false

b. A1y TBEIFXF INvIEEMLETH?
cWS Oy RTINS,

9.18.1GAMUE WA DI ~O—IHYER) ROFIRICEHE T
L. IO (T—2DREMH) ==1T
LTLWEY

O. BENKLELLIO TV a—ILzZH—EZXDSHIBRL. BREA7ICLT. BOANATEFEZ LXT !
a XOIARVREANDLET,

system controller slot module remove -node impaired node name -slot
slot number

b. AAy T LETH? WS FOY T RTINS

e ziE OOV RIF. /—R2 (BEOHZI>FO—F) OXOY M4 ICHIBEZEOHZE
Ta—IlEROATEFEEL. TLRICNDOAEZ 2RI XvE—URRLET

node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. EEMNKELIO EDa—IILOBBRNF TICB>TVWB I zMEBLET :
system controller slot module show

HAICIE. BEENRELILED 2—IILEEDROY MBSO status' 51 “powered-off FRRENE T,
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ATV T3 HMELIEINIOES 2a—I)LxKRYy b RTw T3
BEARELLINIO ED2—ILZRAHED IO EDa—JLEERy b ROV TFLET .

FIE
1. B RD X DB, BETEUICERL X,

2 BEOHBD AV FO—FHBEZEOHB /0 EZa—ILZWONLET :

MEN
WQO S ) oh = &
e S i
DO : N )
| ( Q. = O @ ® ////
5 E{ - H -
: EﬁEﬁltjw
v 1 ®
L\\\T\\\j!
(1] VOET 2 —LOED FiF P& REFEEDICE L TED £ 9
(2] ERDR— bk SN 2T CEAODEHXOEFEALT, 10 EVa—L%IV bk

A—5—H"55|EHLET,

3. A IO EZ a—ILEEDMITET,
a. |/0EVa—I)LxZAOvY hDIRICEHLEE T,
b. 110 EZa—I)lERp 2D AOY FOREFTHLIAA. 10 EZ a—ILHAORIRICIELLEEIN
TWBZexmERELET,
ERDOR T BBODEFAFARDEFERAL T II0 ESa—IILZ2BLAT N TEET,

C. ERJHBEETEID ICEIL THEHX T,
4. ZHA 10 B a— L= —TILEFRLET,

ATw T4 THRINOE S a—IIL2A >S54 VICT 3

A0 B a—IEAYSAVICLT IO B a—)L R— bHAERICYEL SN e #HESEL. X0
v RDEBRDNANCHESTVWBEEZHERLTHS. 0 B a—ILAAYSAVTEREINTVWEI 2
BmLEY,

ZDRRIICDOWVT

/0 BEZ a =LK IN. R—FHAEELREICES &, LIF IRBEEINI/I0 T a—ILICUN—FEHN
£9,
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FIg
1. B0 B a—IILEAYSAVICLET .

a XOIARVREANDLET,

system controller slot module insert -node impaired node name -slot
slot number

b. AX1y T LETH? WSOV T RARRINTS.

HAICED N0 B a—IDERICHA Y SAUICH T (BRAAVICHD Pk, T —
EXDRIaINIcC &) PSRN T,

e ZIE RDARVRIFE. /—R2(EEDOH A bO—Z)DRAY M4 ZFYZA L. 7
AtEZAMILICEZRITAvE—JZKRRLEFT,

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node nodeZ will be
powered on and initialized.

Do you want to continue? {y|n}: "y’

The module has been successfully powered on, initialized and placed into
service.

210 EZa—ILOBR— M EBICHHLINIC e ZRBLET ©
a BEDHZA>bO—FDIAVY—IHERODIIY REANILET,
event log show -event *hotplug.init*
()  2BEI7—LYITOBFLA— FOTMLICIZES DD BHEDBD £ T,

HAICIE 10 ED 2 —ILEOER—MAEBICHRLEINZCZRT 1 DULED
hotplug.init.success EMS 1 XY FHKRREINE T,

T ZIE. ROEAIE. /IO 7R— b edb ¥ eda OFEAEARIILI-CZEZRLTWVWET :
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node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4b" in slot 4 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4a" in slot 4 succeeded

2 entries were displayed.

a. R— FOFHALICKE L =581, EMS O 22 L TXROFIEEZETLTL T,
B WO EDa—IL 2Oy FOEBENA VICHE>TUVT, BEOERNTEITVWBR L EZHRALET .

system controller slot module show

HAIZIEZOY fDRT—2 XD powered-on E RRE. 110 Y 2a—ILDRIEEBHITTT L TWVWBC
Ehbhhb £,

4110 EDa— DA YSAUTRHASNTVWB L ZREELE T,
BEOH2I> FO—ZOAVY—ILHDEROIIY RZANLET,
system controller config show -node local -slot slot number

/O B a—ILHERICA Y TA VICHED., BEINIHE. BAIKIEIXOY FOR—MMERZST 1/0
EVa—-IILBERIRRINE T,

7 zidE. 20V 4D 10 EDa—ILDBEE. ROLSBEIRARTEINET -
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node2::> system controller config show -node local -slot 4

Node: node?2
Sub- Device/

Slot slot Information

4 — Dual 40G/100G Ethernet Controller CX6-DX

eda MAC Address:

QSFP Vendor:

QSFP Part Number:
QSFP Serial Number:
d0:39:ea:59:69:75

edb MAC Address:

up)

QSFP Vendor:
QSFP Part Number:
QSFP Serial Number:

Device Type:
Firmware Version:
Part Number:
Hardware Revision:
Serial Number:

2ATFYTE A ML= AT LEBEOBIEICETTS

d0:39:ea:59:69:74

(auto-100g cr4-fd-

CISCO-BIZLINK
L45593-D218-D10
LCC2807GJFM-B

(auto-100g cr4-fd-

CISCO-BIZLINK
L45593-D218-D10
LCC2809G26F-A
CX6-DX PSID(NAP0O0O00000027)
22.44.1700

111-05341

20

032403001370

FlE@IAN/O FO—FICRAML—CF2RL WBEICIELCT) « BIIXF INYIEETL WMEICKLT
) « LIF B R—L R—FiCHBZ & #2MEE L. AutoSupport BB —XERZBEEMICLT. A L=

VRT L BEDOEBEICETLETD,

FIE

1. ZAFL—Y SZATFLTEFINTUVBRONTAP ON— 3> ey FO—SOREICIE L T, BREICIGL
T TAF—N—Nna>bO—STR ML= F TNy oL BEIF NI %ZETLET .
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ONTAP R (=S

N—=23y
9.171% 7= BEDHZIEO—FHEELR a AL—FTINwoLTC EERIY MO
139.18.1RC A bO—>%88WICT1o4 —SHEBEOEEICELEY,

—N\—L7%&
storage failover giveback -ofnode
healthy node name

b. BEDHZ I rO—ZDIAVYV—ILH5BEH
FINYyIHIVILNT7LET,

storage failover modify -node local
-auto-giveback true

9.18.1GALE YHE5H DI FO-ZHEHH a XAbL—-CZRLT. 71 9F—N—-Cni3
IeN—hF—ara—-3%5] YhO-SZEEOBMEICRLETY !
ESHVIES
storage failover giveback -ofnode
controller that was taken over name

b. 5| EkMrNfa> rO—S0aVY—ILH5E
;X INvIEIUINTLET,

storage failover modify -node local
-auto-giveback true

9.18.1GALE WADIY FO—SHEE KOFIEICHEHF T,
L. 10 (T—20D1MH) #E17
LTWET

2. {IBAUA—T A ADER—LTF—NER—MIBREINTVWS 2R L ET, [ network interface
show -is-home false |

WINHDLIFHfalser RireN-Bmald. R—LR—KMIUN—FLZET, network interface

revert -vserver * -1if *

3. AutoSupporth"B#ICZE > TWBIHEEIF. T—XOBEEREZ ) AT LE T,

system node autosupport invoke -node * -type all -message MAINT=end

FlE6 : BENRELIN-VEXRY b7 v TITERATS

EENFEEL/N—VIE. Fv MIHBORMAETREICHRE > TNetApplIBAI L TSV, "/N—Y DiRm
AR EICOWTIE. R—=JEBRBLTILEITL,

IOES 2 — )L D3THE- FAS50
EJa—ILICEELNRELEBZE. FHIEEDEVWNT +—T 2 I ENMERE%E YR —
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ETB7=DICTYTITL—RHBREBERIGEIE. FASS0 AL —2 S XFLD IO €D
A—ILEXBLET, XB{TOLXICIF. I bO-5D> vy TV BEOH
BIOED a—I)LOxXMH, a2 rO—S0HkE). €L TEEDH 3 ERmDNetAppAD
BEDNSENE T,

EE=RIRT 2 HIIC

ARL=CP AT LMD ITARTOAVR—2Y EHEBICEHEL TVWARELRHD £, EBICHELTV
BRUWEEIF. COFIEZFITTARICICICERVWELELL TV "Ry 7w THER—F"
CDRRAIICDWVWT

REEZITZAN L=V AT LOYEBNRUBZHE T AOHIC. BREICKECTA ML= AT L0047
—> 3> (BBOD) LEDZRITTEXY, SSHZEHELTBMCICOZ 1> L. OX Y RFZ ASL ‘system
location-led on" £ 9

A=Y RFTLICIEAT =2 3 VLEDDBDHD FT, 1DEFFARL—FBT A XTLANRILIC. H51
2FFEIYFO-JICHDFT, O —> 3 VLEDIF0NESMNT LI X RICHD FT,

ENICTBICIE. IV RZASIL system location-led off £¥9 o LEDASRATL TWBHVEITL TL
BHHFELIFEIE. AV FZAN L TLEDOKREZESRTE XTI "system location-led showe

FlE1 BEOHZ IV FO—FZ vy ATV LET

ROWTNHDA T a>eEALT. BEOH3 IO vy MUYV ERIETAIF—N—-LZE
ER
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FFav1 IFEALDY AT L
BEOHZA>bO—FF vy ATV T3ICIE. IV FO—SDRT—E AR L. BEICHL
TEERIFO-SHEZEOHZ I FO—FA ML= TF—2E5|SHETRETEZLSICO
hO=—Z&5FA0F—N—FT23REHLRHD X,

CDRRIIZDOWVWT

* SANY ZRFLZEFERALTWAHREIF. BEOY MO—FDSCSITL—RDARY Xyt —J% 0
FBLTELBENBHD “cluster kernel-service show £9) o A< K (privadvancedE— RH'5)
%#3E{79 B . ‘cluster kernel-service show €D/ — KD/ — K&, TD/—ROABEEIXT—4
A BLUED/ —RDOFERT—RZANRREIN' TV —F L AT —RA"£T,

& SCSI TL—R7OERIE. 75 RZAOMD /) —RET 3= LZEBHLTVIRBENHD &
To RIWEZEDHBHNC. TNTOMBELZRRL TEHBBABD ET,

* /=R 3DULBBISREIE. =S LZEBHLTVWBBERDDE T, VT AID T +—
FLZBELTVWAWEE, B EERIY FO-STERECEEMEICDOW Tfalset RIREN
BRI BEOHZ AV MO—SZ22 vy MUV TRRICHEE ZEBET2UENDHDET. &
BRLTCESVW" —FZ I X2 EFERLET

FIE
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