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ENICTBICIE. IV RZASIL system location-led off £, LEDASRATL TWLWBHVEITL TL
BSHDFRELIHZEIF. AV FZ AN L TLEDDKREZHEEZTE XY “system location-led showo

FE1 3> rO—->=Wmb4T

AV FAO—ZZXBT3e I £LEFAVMO-—SAPOAVR—RY b E2BTI e SIE. > bO—5%
=D SO ATRELRHD XY,

ERZFImY 3HIC

A=Y R T LOMDINTOIAVR—2Y FHEBICEMEL TVWA S ZREBLE T, ERBICHELT
WEWEEIE. COFIBEZHITI BEICICIOERT 2BENDD XY "~y b7y THR—- K%

FIg
1. EEOHBZAY FO—FT. NVLEDASEITL TWARZ e EHEEL X,

NV LEDAEMI T3 T RAT—UNET L. BEDOHZ IV bO—FZRLICODAT D TEEX T,

NV LEDAHREBTREK L TWBIFEIF. TRXT—IZRITHTI . NVLEDHENTTSFT
()  #ouBrA®0FT. 2L, AANSHUERBAR. IO8EL T 5 COFIRESHT
LTLEETVW" Ry b7y THR—k"

NVLEDIE. O rO—ZDONVF7 A IAVDMEICHD X7,

AAAANANAAANANANSDAL LA NN AN/ AANS
e T S
OO R4 a

0% 0%0%%% % %% %%
a%% = = IS Pl e e a
II&VVVVVVVVVb'leﬁg?V!i
2e a%%%% %%

" a2 FO—SONVZA I ELED

HESSUXSTF Y RFIER, RIEAHOBORICERSNIEU X P AR5y T2E
(D EERLTCES L, BURESDFHEBICDAVL, IY FO—5—/— K, ZhL—Y
STAT. BEURY FT—F XA v FICKANGRENRET 3TELENB D £ 7

1L BEI>rO-SOEBRZUMLET,

24


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

()  EERE (PSU) CHERRT v FRBD E A

EIETT R Ex
AC PSU a. BRIA-FEEV )Yy TZ2RET T,

b. PSUNSERI—FERSE. BICEZT XY,

DC PSU a. D-SUBDCERI—FIART ZD2KDHE R ZAL X T,
b. PSUNSERI—FZRE. MICBTE Y,

- BEOHZ2>bO—FHBIRTOT—TILZEROALFT,
TN TICEREINTUW D ZER/LE T,
- BEICFO-SZEOALEFT,

KOFIE. AvbO—S2WROATEOIY FO—-S5N\Y R (A bO-SOEAHS) O&fEERL
TWZET,

N

e
s

(1] O bO-SOMET. BEEABOEEY XZMUHRLTAY RLEALET,

* N\YRILEFHICFEIVWT, A rO—FZI Vv RTL—UHDBEHNLFT,

glosk3 . NYRILADY bO-3h 55 FHINh, EHRZKLT5-5ED
BelTE I,

AV MO—SOEEELZZANAS A MO—F% S vy—ID55|EHL. FES
TRELEBARICETET,

(3] BEICHEL T, 8 TOBICH 3\ L BEICERSE TREICESBVES I
L&,

25



4 > bO—S%EHEBLETY FDEICEST XY,
S. D TP % REFEHEID (C[EIL THESH. AN—ZHTET,
Flg2 : T—rXTFq 7= LET

T—=bXTa 72T 3IC1E. A2 bO-5RETT— b X T« TOSFHZHERL. BEDOFIEZRITL X
ERS

HESSUXSTF Y RFIER, RIEAHOBORICERSNIEU X XSy T2E
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b. T—rXF4 7DV MilZEYV Y MCEALEF Y,

C. T—hr AT 7ORMAIDEHT, EWRT (FAWIREE) ZIRLICEFR. T— b XT 1 7OWmHLLEF
BZETESLHRLTIF. 2T7ZRLTT— M AT A 7ZFAEDMEICOY I LFET,
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a O bhO—ShWIYRTIL—VICEML TREICEBEINZFT. \NYRILELOHMD EHLIAAE
ER

OV bA—ZZ22v—VICBATARICHZANTELVELSITSEFEL T LTV, ORI EZHIE
T RAEREMD B T,

C) A bO—5% v —VICRRICEETD 2. LoaderyOY T hHARTREINFET, /N\—F
F—a>rrO—->hr6EENEEIELET,

a > bO—Z0/N\>RIIL%ZELEICEESE., X T CRAREDNEICEELX T,
5. BEDHZAY FO—SOPSUICERI— R=EBEEHELE I,

PSUNDEEMNEIRT B . STATUSLEDDS ) —IcElTLEd,

BERONR (S
AC PSU a. BRI—FZPSUICERLE T,

b. BRI-FEEY VY T=2EALTERI-—FZEELE Y,

DC PSU a. D-SUBDCEFEI— RORI X EZPSUICERLF T,
b. 2ADIM R H&HH T, D-SUBDCEREI— RO X%EZPSUIC
BEELXY.
RDFIE

BEDHDT— b AT 7ZYBNICRKIE LTS "N— b F—/ —FEDSONTAPA A—=2% AT 92" %
SRLTIRESI L,

N—=hrF—/—RFD5OBET—rXT 7 )A/N - FAS50

FASS0ZX L= XTLICHILWIT —MATaTPTNAREZA VA M=)LLTES. B
BT — b XTa7)AN) T7OCRZHBLT. N—rF—/—RFhoEBRZETTE
X9, VAN 7O ZAH, AT LALIIEBSIEAEMICE>TULEIHE DD ZHEEEL.
FRAINTLSF—BSLOFEEZHRLET, F—BESIEHIERICHR->TUVDIGE
& BT 9270 DEVEFIEZ S AT LDNERNLE,

BE) 7 — cXTo7UAN) 7OERIE ONTAP QA7 A TOA Y R— I TWVWET, A bL—TUDX
TLTURION—=Y 3 YDONTAPZRITL TWB5HEIE. "FEI 7 — FEHEFIE" .

Xz Btad H0IC

CEF—XR—T v DRI TERELFT,
CFAVR—RF—IX—Tv (OKM) : IFRELEDNRTL—ENYIT v TT—EHNRETT
° NEF— XX —T v — (EKM): X— b F— /—RHBRDT 71 IILHHETT,

* /cfcard/kmip/servers.cfg
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" /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

FIg
1. LOADER 7OV 7 th'5B. T—h XFTo 7EEFOC R =L E T,

boot recovery -partner

BEEICRDAYy—INREAEINET,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2= MXTATDAYZAL=ILUAN) FOLRZERLFT,

TOEZADRET L. Xyvt—UHARRENET Installation completes

B DATLIEEEZEFIVvIL. ROVWTIHDXYyE—C%FRRLET,
RRINZAvE—2 1B1E
key manager is not DRATLICEEEDRNI VA R=ILENTVEE A

configured. Exiting.

a OJa4>7a> 77 rDHRERINBZETHEBEE T
b. /—rRiICOJ14>L. AL—=UHEBEAILET,

[ storage failover giveback -ofnode _impaired_node_name _

c. 2*@@] HE}F I Ny I ZBEAMICT S EMCB>TULE

Ho

key manager is ESHA VR b —LENTVET, TEET F—v7—Vr—D
configured. C=ba

SRFLHF— IR v —OBHERA TS BVBER. T5— Xy E—IRRRS
(D) h F—3x—Ur—BHRIATVENE 5D, BLULDOEAT (42 K— K E i)
o) BRRT 5 &5 ICROSNET, FOVT MIEX THITLET,

4. REICKLCTEYLFIEZEBALTF—Ix—2vz2 )X MTLET !
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FUR—REF—T—+v (OKM)
SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVHR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREEINTLES. AVR—F F—I%—Jv—DONvIT7v T T—2%ZANLZE
ERS

INZATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.



f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%KR AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIATYVEF—T 71 ILORBOAIZRTLE T,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :
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KMIPY—NT7 71 ILORBOFIERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 1TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

* R—bFDIP7 KL X
" R—bDOXY RIYRY



" TIFINT =T ITADIPTRLR

—KHARRy T —ORETOV T OFERT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINBVEE. DRTLIRELEL. I5—6LVESEAYE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner
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F—UANVDIS—HEFIVEEAvE-—2DMZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE
ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli
HLET, "ICBDZET,

HWEL 7o 7 — b X7 1 7EBGR%Z NetApplliRH) - FAS50

FASS50X FL—J S RXFLDAVR—2Y MIEERRE LI-HEIF. BENAREELT:
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T—br X747 -F& AN
T—hXF« 7OFEH/NUT—2 70— - FAS50

T— A X=2ZFETUAND T BICIE. USBRS 1T ZERAL T, FAS50 X7 4
DA T — b XT 1 PICONTAPZBA YA =L 3RENH D F

9o NetAppNetAppH 1 kDO SBEHYJARONTAP) ANU A X—=J% A >O0—KR L. USB
RS JICOE—F3RERHBDET, COERLIEUSBRSA TZFERL T AN
ZERITL. DRTLZBHREREICETLE S,

2 2T LHONTAP 9171 ETEITINTVWBIFEIF. "BF T — FEEFIE",
IR d 2I1CId. BEEHZEEL. I>hO-5—Z> vy 420, T—b X704 7ZXHL. USB K
SAT2ERLTAX—2% %Rl HBICISCTHESEREZBERALE I,

o "J— b XT« TEMG "
T— AT« 7ORBEGZHE LTI

o "F UR— RS — = R

DRATLTEF2AUT 4 F—EEREDBMNICR >TVBINESILENIcT 1+ ROV D 2D 2R LT,

1

"BEOHD I O—F%F vy AT LET"
XTF A TORBEDREICH T EE. O hO—F&> vy ROV LETD,

\
-

I

"J— b XT o T DR

ENRELALOD PO-—SHSEENMRELILT— b XToT7ZROA L. KEBADOT -k XT47%ZA
Ah=ILL.USBT75v>a RSIATZEALTONTAPT X—2Z 8k L X T,

\’ 1o

"YANIAX—TET— R LEFT"
USBRS A THBONTAPA X—S% T — kL. 774 RATLEYR N7 LT, BETHEMRALET,

"FyaAY9AI"
ONTAPT —h XZa—ND5FVER—RK F— IR —JvBREIINABF— vR2—J vy EETLET,

o "BEDHB/N-VERY TV FITRALET"
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. BEoHZ > bO—F—T: ZROVWITNHEEITLET,

" DRATLATESENMEBEINTUVWARWVGRIF. -k XZa—D5 [F 7 ar1@887—
M EERLET,

" O RAFLPEESEEFERLTVWRESIE. " aOTh /",

ONTAP 9.16.1 L%
BEOHZIAY FO—5—TCRDFIEZEITLET,
a Ny IT7yTHREDETERDZ OV T ERRTEINSEZS. CADL Y ET,

ERFIENRINT B L. ROX Yy EZ—IDNKRRENE T, syncflash partner: Restore
from partner complete

b. ZLZX YNy o7y FOEBFTHNEMLIEDE SHEERT S 7O T KRR INT 5,

C. TLR YEISNIBRZERT 3L S ICKOSNTIFE

d FLZY/—RFZzBEEHNTZLSICKOSNIIBE
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4. N—hrF—arbO—-Zica>V—=IL5—TJILzERELE T,
S. AV hAO—ZDAML—=C%F TNy I LT, A bO—S2BEFEICELE T,

storage failover giveback -fromnode local
6. BEIF TNV I ZEMICLISHEIE. BEBMICLET,
storage failover modify -node local -auto-giveback true
7. AutoSupporthBRICE > TWBIBEIE. T—XOBFEREZ VX N7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END
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ONTAPT =k XZa—h56F>R—RF—I%—Jv (OKM) BREEZJVIAMTZLET,
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BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT — k XZa—h'S5@BYRA TS a>vE&ERLET,

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— Xy E—URRRENE

T, TS—HMBESH. REPERICKRITEINZ T THITLBEVWTLSIZE L,

M. IRTOF—HEETNTVWBR I =ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<v%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VAT LET,

ERZRIRY BH0IC
DO ZZAE— ) =R BNV IT v THERDT 71 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —N—D 7 R L R & R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (54T > kF—)

59



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEZBEFR1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END T2 8T U 54 7> NEFAZE (clientert) 7 7 T ILORBEZASIL T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEIX INv I EEMLIZBEIXVANTLET,

storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

ROFIE

T—bAT1 7THESEZVINT LIS, ZRTT2HEN DD "HIE L /cEimZNetApplREIL 9, "&
ERS

FEEHDFE L7=/N—Y % NetApp - FAS50(ZIRAI L £ 95

FAS50> X F LDV R— MIEEIRELSZEIE. BEHNRLE L -E06Hm
%NetAppLﬁZiﬂL’C(télﬂo "/\"—‘/0) on & AR R ‘f*HiL’)L\’CLat\ R—TaBRL
TS,

vy TR a—-ILDEFRY X T w - FAS50
FAS50 A bL—2 S RXFLTIE. HR—FENTUVWBRCARIY A —FIFBERIZIR A
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—@ﬁbﬁ%@NW&S&I¥VW>J%91—%{75W91$VW9:%91—w)
ZHRYRRDTYTITEXTD,

ERZRIR Y BH0IC
RRICIEL T, AL =Y XFT LADRICRIBEDRGZHI L TVWBIHBEDHD T,
DT BRF vy TR a-IICELIEARL =T VIO RTLRRA ML= AT LICA VA B
—ILENTVBREDHD FT,

CRBAF v YOV EVI-IINDRER. BEMRELLF v VI ED 2-IILEELTRIFAIELED
FEAD. Y R—bENTVBRDRY A —DF vy TEDa—IILZEATEZEHTETEY,

* A=Y AT LOMDIARTOAVR—Y FHEBICEEL TVWBHENR DD £, EFICEEL
TULWRWESIF. "y b7y THR— E"ERZHITI BHIICIC

Fg

1. BROBYREMNEREITVET

2 ZhL—=S O RXTFLOREDISAREILEERDODAL T,

B X vy VI EDa—ILOREICHIZBEROZELELEDASITLTWVWSE, BEARELLF vV I VI EY
21— ILDBEFREESRLE T,
FrvIVTESa—ILE. RSATRA0FIF23ICEEBTE £,

4 FrvyIVJEDa-ILZROALEFY,

(1] EV2—LBEDY Y —RREVERLT. DLANY FILEBREET,
(2] ALNY RLETICEGSE T EV2-LEI Yy RIL—Vh5HLET,

ALNYRILZEFES, B5—ADFTED2a— I ZZXBNSEDa—ILEZRSA
TRAD 55 EFHLE T,

EVa—LEROAT L, EBNBEOTRTHFTHRTILE L,
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S T0MU LT > THORMEAF vy Y ITEDa—ILZHmALF T,
6. [AX v v VITEDa—IILERMDHITET,
a. ALNY RILDHVCIKET, FTEYa—IILZEALET,
b. ESa—/IMBILETEETEHEHLET,
C. EVa—IAIYRTIL—VICRLIINED. AF Vv EVWSBENRLTEESNZET. HLNAYRIL
ZRALE T,
ALNAY RILIZ. EZa—I)LORIEICHIS &SI >< D EFHL T T L,

7. ®2a2a—IDT7IT714ETq (F€8) LEDDA=TLTWA xR LET,
8 L= RATFLOREICANYIILZBERDFITE,
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e "= ERLTIIEET VL
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BLURCILEBEDODH D v—D 6LV vy—UIlBEFHL. BEDOHZI O vy—%ZFEDHDZIv—
EELCETILOFLVLWS y—2 e LET,

o " v — U SRR

v —Y DHAREZRESR L. BEEHNFE L7129 ZNetApplcRL £,

v = DORIEEH- FAS50

FAS50 A hL—Y S RT LD v —> T BEIIC. KBPZIEBICITD OICHRER

BHEHELTWAIEEZERELTLIETV, CTNICiE. Y RXATLAODMDITARTO
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CARL=Y YRATLIF 2 /=R (RAYFLRAFLIIRAAYTF) DI SAE—ERTHZHELH
DET,

* ARNL—UIRTFLOMDIARTOOAVER—RY CHEEICEIEL TLWBAREARHD FT, EFEICE
ELTVWARWESIE. COFIEEZHTTIARICICICEBEVWEDLEL IV "Ry 7y THR— k"

ONTAP 9.18.1GALL%

*USRE HAL V5472 b TERINZR— FOEAEHOENMMEROZOY MIHBZ 1 —HT Ry
MIOEZ a—IlZE. AFEDIOED2a—ILERY b ATYTFLTWVWET, IOEZ2—ILDRAT%Z
EEITBH LRI TETFEA.

2 kL= F7=ldMetroClusteriCERA I NS R — F%#FDEthernet IOEY a—)LIdHRy F XD v
WIS TlEdH D £ A

*AML—U VRTFL (RAYFLRERERAYF VS RAER) ICIF. AL— S RXFLTYHY
R—EEINBZIEEDOHD/) —RE=EHBZ3_ENTETET,

* USZAARNDIARNTD ./ — Rk, ELONTAP/N—< 3> (ONTAP 9.18.1GALE) #EITLTWLW3
. BEICONTAPN—U 3 Y DEBZNYF LRNIILZETLTUVWBIRELHD T,

DS RAZARND /) —RHERBRBONTAPN—2 3 0% ETLTVWBIGE. CHUBEN—C3> 005
2REBRHRIN. NIOES 2—ILDERY XDy I R—bINFEE A
* L= YRFLADIY FO—5E. KOWTNHDIREICHED X T :
cHEADIY FO—SHEHFHLTIO (F—2DIRM) 2T TEXT,
o FA DX —N—DEEHNRELZIO TS a—-I)LICE>TEEL, I bO—WEFNLUSNIIIE
FICEEEL TWLWBBE. WInNHhod> b O—SBTFAI9F—N—IREICHRDZ L HD F,

BEOWKRRTIE. ONTAPIZ. BEARLELALINOED 2a—ILAERET. WFnhrod>y bO—5
DEEMTAIA—N—%2RTTETEI, 7mzIE. BENRELENOES 2 —ILICIRTDI S
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ZAR—EHREEFNTVWBRES (FOOAY MO—SLEDIARTDISARZI)IORETI> L TL
2EE) . ONTAPIZEFNICT A VA —N—%ETLET,

C ARL=UORTLOMDIARTOIAVER—RY MHEBICEIEL TLWBRREAHD XT, EFICE
EL TVWAWESIE. COFIEZHFTIIaICICICEBRBVWELEL TV "2y 7w THR—F"
2FY T2 ANL—SOXFLENOES 2—I)LAOY b E#EET S

BERRELL IO ED2—ILERLICOACBZESIC. AFL—C SXFLENOED2—I)L 2Oy k
TEBLET .

FE
1. BEOBEYAREMTEEITVET
2. MELT-II0O EZa—ILhsy—TILZWOAL£T,

COFIEOBF TRILR—MIBERTEDLDIC. T—TIUIHBT INILZMIFTLLE W,

/0 ED a—JLIFEERE (R—bMEV 2T ATVIRE) ICHBIETTIH. U IHER
TVYTRETHD., EICHKEL TVEIRRDI SRZ K- rHEENTVBIHFEIE. 7
@ —TINEeMOATEBET A I —N—DPrUH—ShET,

COFIBEZHATIBHEIC. T—TINZH L THE50F>T. T4 —N—FFIILIF
TIANA—N=DRTLTVWBE I e ZzBRL TSI LY,

3. AutoSupporth*B#IC % > TWLWBIHEA . AutoSupport X wE—S# MU LTy —XOBEEERZELEL
9,

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

7= ZI1E. DAutoSupport X wt—J k. BENT —RERE 2 BRINGEIL £ 95

node2::> system node autosupport invoke -node * -type all -message MAINT=2h

AML—C SRFALATEATINTVWBONTAP ON— 3> ey FO—SOREICIE LT, BEFIFIN
v REMICLET,

ONTAP R =3
N—>3>
9171%F 7= BFEDOHZA> FO—FHEER BEIFT TNV IZTEWCT S:
139.18.1RC A>bO—ZZ88NICTAIF
—N—L718E a EEOHZI>bO—-Z0IVY—ILDERD
ARV REZANLET

storage failover modify -node local
-auto-giveback false

b. Af1y TBEIFXF INvIEEMLETH?
cWS Oy EHARTINS,
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ONTAP R =3
N—>3ay
9.18.1GAUME r55H OO FAO—SHEEMN BT INYIEEMCTS:
IC/IN—hkF— 3> bO—5%53
TRWEHS a. N\—hF—%5F| SV rO0—-FDa>Y
— IO BROIAT Y REAADLET

storage failover modify -node local
-auto-giveback false

b. A1y TBEIFXF INvIEEMLETH?
cWS Oy RTINS,

9.18.1GAMUE WA DI ~O—IHYER) ROFIRICEHE T
L. IO (T—2DREMH) ==1T
LTLWEY

O. BENKLELLIO TV a—ILzZH—EZXDSHIBRL. BREA7ICLT. BOANATEFEZ LXT !
a XOIARVREANDLET,

system controller slot module remove -node impaired node name -slot
slot number

b. AAy T LETH? WS FOY T RTINS

ez OOV RIF. /—R2 (BEOHZI>FO—F) OXOY M4 ICHIBEZEOHZE
Ta—IlERODATEFEEL. TEICNDOAEZ 2RI XvE—URRLET

node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. EEMNKELIO EDa—IILOBBRNF TICB>TVWB I zMEBLET :
system controller slot module show

HAICIE. BEENRELILED 2—IILEEDROY MBSO status' 51 “powered-off FRRENE T,
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2TV TI HMELIZNOE S 2a—ILERY ATV TTS
BEARELIOEDS2—ILEZEFED IO T a—I)LlEARy s ZT0wFLET

FIg
1. B ENR XL OBESIF. BETEYICERLET,
2 BEOHBD AV FO—SHEEEOHB /0 EZa—ILZRONLET :

= A
ety W= oh = ®
7 B
e — =k @
| (@ L = g B I
B o
5 Eﬁﬁﬁltjw
y 1 ©
L\\\r\\i!
(1] VOES 21— LOEMD 17 7 U% REFFHED ICEIL THED £ 5.
(2] EROR— bk SN 2T CERAODEZROEEALT, 10 EVa—L%IV bk

D—5—7J"5§|:‘_§Hjbig-o

3. A0 ED a—ILZEOHITET,
a. |/0ETa—)LEXOY bDIFICEHLEEF T,
b. /10 EZa—I)LEp-2<D Oy FOBREFTHLAA, /10 EZ2—IILHAORIRICIELLEEZEIN
TWAZexmERLED,
ERDR TGO FARTEZFERAL T, I0 B a—IILZ LA TEET,

C. ERXJHBFETEID ICEIL THEOH X T,
4. A0 D a— L= —TILEFELET,
2Tv T4 HBINOES a—IL2F > o514 ICT D
A0 EXa—IILEAYSAVICLT, II0 B a—I)L R— bARERBICYHAL SN 2SR L. RO
W RDEBRDNANCHESTWBRZEEZEELTHS. IO B a—IDAA Y SAUTERHBEINTVWBR I E %
SBLEJ.

CDRRATICDOWVWT

/0 ED a—ILHREE N, R— bHPEBBREICES &\ LIF BRI N /0O EZa—ILICUN—FEh
=S
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FIg
1. B0 B a—IILEAYSAVICLET .

a XOIARVREANDLET,

system controller slot module insert -node impaired node name -slot
slot number

b. AX1y T LETH? WSOV T RARRINTS.

HAICED N0 B a—IDERICHA Y SAUICH -T2 (BRAAVICHD Pk, T —
EXDRIaINIcC &) PSRN T,

e ZIE RDARVRIFE. /—R2(EEDOH A bO—Z)DRAY M4 ZFYZA L. 7
AtEZAMILICEZRITAvE—JZKRRLEFT,

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node nodeZ will be
powered on and initialized.

Do you want to continue? {y|n}: "y’

The module has been successfully powered on, initialized and placed into
service.

210 EZa—ILOBR— M EBICHHLINIC e ZRBLET ©
a BEDHZA>bO—FDIAVY—IHERODIIY REANILET,
event log show -event *hotplug.init*
()  2BEI7—LYITOBFLA— FOTMLICIZES DD BHEDBD £ T,

HAICIE 10 ED 2 —ILEOER—MAEBICHRLEINZCZRT 1 DULED
hotplug.init.success EMS 1 XY FHKRREINE T,

T ZIE. ROEAIE. /IO 7R— b edb ¥ eda OFEAEARIILI-CZEZRLTWVWET :
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node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4b" in slot 4 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4a" in slot 4 succeeded

2 entries were displayed.

a. R— FOFHALICKE L =581, EMS O 22 L TXROFIEEZETLTL T,
B WO EDa—IL 2Oy FOEBENA VICHE>TUVT, BEOERNTEITVWBR L EZHRALET .

system controller slot module show

HAIZIEZOY fDRT—2 XD powered-on E RRE. 110 Y 2a—ILDRIEEBHITTT L TWVWBC
Ehbhhb £,

4110 EDa— DA YSAUTRHASNTVWB L ZREELE T,
BEOH2I> FO—ZOAVY—ILHDEROIIY RZANLET,
system controller config show -node local -slot slot number

/O B a—ILHERICA Y TA VICHED., BEINIHE. BAIKIEIXOY FOR—MMERZST 1/0
EVa—-IILBERIRRINE T,

7 zidE. 20V 4D 10 EDa—ILDBEE. ROLSBEIRARTEINET -
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node2::> system controller config show -node local -slot 4

Node: node?2
Sub- Device/

Slot slot Information

4 — Dual 40G/100G Ethernet Controller CX6-DX

eda MAC Address:

QSFP Vendor:
QSFP Part Number:
QSFP Serial Number:

edb MAC Address:
up)

QSFP Vendor:
QSFP Part Number:
QSFP Serial Number:

Device Type:
Firmware Version:
Part Number:
Hardware Revision:
Serial Number:

2T T5 A=Y R T LEBEBEOEEICETT S

d0:39:ea:59:69:74

d0:39:ea:59:69:75

(auto-100g cr4-fd-

CISCO-BIZLINK
L45593-D218-D10
LCC2807GJFM-B

(auto-100g cr4-fd-

CISCO-BIZLINK
L45593-D218-D10
LCC2809G26F-A
CX6-DX PSID(NAP0O0O00000027)
22.44.1700

111-05341

20

032403001370

FlEEHAN-OY FO—FICXML—=CZFZRL WEICIGLT)  BBIF INvIEETTL WEIZRLT
) « LIF B R—L R—MCH 3 e %RESE L. AutoSupport BEh —XEREBEEMICLT. A L—

AT LEBEOHEICETLET,
Fig

1. AL —Y Y RAFALTEAIINTULWAB ONTAP ODN— 3>y FO—SOREICH L T BEICIHL
T TA9F—N—NH=2>bO—FTRAML—=CZFTINv oL, BEIF TNV I Z2ETLET -
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ONTAP R (=S

N—=23y
9.171% 7= BEDHZIEO—FHEELR a AL—FTINwoLTC EERIY MO
139.18.1RC A bO—>%88WICT1o4 —SHEBEOEEICELEY,

—N\—L7%&
storage failover giveback -ofnode
healthy node name

b. BEDHZA> rO—ZDAVY—ILH5EE
FINYIEDVIANTLED,

storage failover modify -node local
-auto-giveback true

9.18.1GALE YHE5H DI FO-ZHEHH a XAbL—-CZRLT. 71 9F—N—-Cni3
IeN—hF—ara—-3%5] YhO-SZEEOBMEICRLETY !
ESHVIES
storage failover giveback -ofnode
controller that was taken over name

b. 5| EkMrNfa> rO—S0aVY—ILH5E
;X INvIEUINTLET,

storage failover modify -node local
-auto-giveback true

9.18.1GALE WADIY FO—SHEE KOFIEICHEHF T,
L. 10 (T—20D1MH) #E17
LTWET

2. {IBAUA—T A ADER—LTF—NER—MIBREINTVWS 2R L ET, [ network interface
show -is-home false |

WINHDLIFHfalser RireN-Bmald. R—LR—KMIUN—FLZET, network interface

revert -vserver * -1if *

3. AutoSupporth"B#ICZE > TWBIHEEIF. T—XOBEEREZ ) AT LE T,

system node autosupport invoke -node * -type all -message MAINT=end

FIE6 : BEERRELIN—VEXY T v TIRNT S

BEEHFRELN—VIE. v MNIETRE @RMAJIEIT%uzéoTNetAppuzﬁﬂL,'c<71 Lo "N—YDIRG
CAHAEHEIC DO W TR, R—SEBBLTLET

IOES 2 —)LD3TH:- FAS50

EDa—ILICEELNRELZE. FHIEEEDBVWNT +—T 2 XRENERE%R R —
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ETB7=DICTYTITL—RHBREBERIGEIE. FASS0 AL —2 S XFLD IO €D
A—ILEXBLET, XB{TOLXICIF. I bO-5D> vy TV BEOH
BIOED a2—I)LOxXH, a2 rO—S0HkE). €L TEEDH 3 ERmDNetAppAD
BEDNSENE T,

EE=RIRT 2HIIC

ARL=CP AT LMD ITARTOAVR—2Y EHEBICEHEL TVWARELAHD £, EBICHELTV
BRUWEEIE. COFIEZFITTARICICICERVWEHLELL TV "Ry 7w THER—F"
CDRRAIICDWVWT

REEZITZAN L=V AT LOYEBNRUBZHE T AOHIC. BREICKECTA ML= AT L0047
—> 3> (BBOD) LEDZRITTEXY, SSHZEHELTBMCICOZ 1> L. OX Y RFZ ASL ‘system
location-led on" £ 9

A=Y RFTLICIEAT =2 3 VLEDDBDHD FT, 1DEFFARL—FBT A XTLANRILIC. H51
2FFEIYFO-JICHDFT, O —> 3 VLEDIF0NESMNT LI X RICHD FT,

ENICTBICIE. IV RZASIL system location-led off £¥9 o LEDASRATL TWBHVEITL TL
BHHFELIFEIE. AV FZAN L TLEDOKREZESRTE XTI "system location-led showe

FlEg1 EEoHZ A O—FE vy NIV LET

ROWTNHDA T a>eFERALT. BEOH3 I bO—FZ2 vy MUYV ERIETAIF—N—LF
ED
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FFav1 IFEALDY AT L
BEOHZA>bO—FF vy ATV T3ICIE. IV FO—SDRT—E A=A L. BDEICHL
TEERIFO-SHEZEOHZ I FO—FA ML= TF—2E5|SHETRETEZLSICO
hO=—Z&5FA0F—N—FT23REHLRHD X,

CDRRIIZDOWVWT

* SANY ZRFLZEFERALTWAHREIF. BEOY MO—FDSCSITL—RDARY Xyt —J% 0
FBLTELBENBHD “cluster kernel-service show £9) o A< K (privadvancedE— RH'5)
%#3E{79 B . ‘cluster kernel-service show €D/ — KD/ — K&, TD/—ROABEEIXT—4
A BLUED/ —RDOFERT—RZANRREIN' TV —F L AT —RA"£T,

& SCSI TL—R7OERIE. 75 RZAOMD /) —RET 3= LZEBHLTVIRBENHD &
To RIWEZEDHBHNC. TNTOMBELZRRL TEHBBABD ET,

* /=R 3DULBBISREIE. I —FLEBHLTVWBBERDDE T, ITAID T +—
FLZBELTVWAWEE, B EERIY FO-STERECEEMEICDOW Tfalset RSN
2HRE. BEOHZ AV MO—SZ2 vy MUV T RRICHEE ZEBET2HUENDHDET. &
BRLTCESVW"/ —FZ I A2 CFERLET

FIE

1. AutoSupport " BZNICHE 2 TWBIFEIE. AutoSupport X v —JZ U L T —XOBEEER%
ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
b. ANy TEEBIF TNV IZEMLETH?) WS TFAY T EHRRRINIS,

3 BEDHBI FO—FIZ LOADER 7OV FhZRRLZF T,

BEOHZIbO—-ZDFRT EE
LOADER 7O Y 7k ROFIBICEHSFE T,

FINYIZ2RFo>TVWET Ctrl F—Z=z#LAH 5 CHF—%=#L "' FOV T HRRINES
yEANILEY
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