TJ—kXF a7 -F&) AN

Install and maintain

NetApp
February 13, 2026

This PDF was generated from https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-
workflow.html on February 13, 2026. Always check docs.netapp.com for the latest.



EPN
T—cXFT1 7 -FH) AN
T— M XF4 7OFEN AN)T—2 70— -FAS70 5 K U FAS90
FET— b XT 4 T7UANUDEM - FAS70 5 KU FAS0
FEFT— AT 7 I)AN)DESEYR— N %R T S - FAS70 $ L U FAS90
27w T1:NVEDHR— rZREZEL. ELVONTAPA X—S AU YO—R$3
ATV T2 F—IXX—v—DRAT—RAZHERE L. BRZNYvIT7Y T3
FHIT—MATaT7VANIDEDHICA  O—FE > vy EE DTV T 3 -FAS70 5 & U FAS90
T— M XTFa 7ML, FET— M) HNUDOEfEEZ LE T - FAS70 & U FAS90
FIE1 : T AT 72 LET
FlE2 : ONTAPA X =% J— M X T 1 7ICERIXT B
USBRSATHSDFEHT— rXFT+ 7 A/NY -FAST0E & UFAS90
FE$T— ) ANVEDESILE—DETT - FAS70 & U FAS90
EENFE L7=/N—Y % NetApp - FAS7085 & TFFASQ0ITIRAN L £,

N WO N DN DN

10
10
12
13
15
25



TJ—cXFa 7 -F&U AN

T—MXFTaT7OFE)AN)T—0 70— -FAST0 H LU
FAS90

T— A X=2%FFHTYANDTBICIE. USBRS A T 2ERAL T, FAS7T0X 7
[FFASI0S R T LD T — F XFT 4 ZICONTAPEZBA VA M—)LT3MNELRHD F
9o NetAppNetAppt I kDO SEJAONTAPY ANU A X—=J% A >»O—KR L. USB
R4 JICOAE—T23HNELRHD XTI, CDERBLIEUSBR A THERLTY AN
ZERITL. PXTLEBEIRREICETLE T,

S 2T LDONTAP 917 ALBETEITSINTULIIERIX. "BEF T — FE{EFE",

BAEAT BICld. EEEMEREL. IYrO—S5—%> vy hAYY L. T—k XFr 7EL, USB R
SATHRFALTA X—S%ETL. REICSCTEESE*BEEAL £,

o "J— b AT 1 T OB DORER"
T—= b XT 1 7ORMGEG 2B LT T,

9 "Z 2R — FEES L —Z HERR"

VRATLTEF2AUT 4 F—EEREDNBNICR>TVBRINESLENIcT+ ROV DD 2R LT

e "BEOHDZ I O—F%F vy AT LET"
T— M XTF 4 TORBEHNUNEICR TS, A bO—Z%2> vy MOV LETD,

EENEELILT M XATATEVRATLEBED2—ILASEOAL. KBAT— X714 7ZEDMIFT
M5 USBT7 Sy a RS T%ERAL TONTAPA X—Y %X L £ 9,

e "YUANIARXR—TET— R LET"
USBRSATHSONTAPA X—S%T—RL. 770 AT LR IS LT BETHERRALE T,

e "T>raAoh/"

ONTAPT — h XZa—DBF VR—FK = IX—vBRELIINBF— IRX—2vZ2ETLET,

"BEOHDN—VEXY TV IR LET"


https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ja-jp/ontap-systems/fas-70-90/bootmedia-replace-workflow-bmr.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

[BEDHBEBmiIE. Fv MIEY S RMAFEREICE TRy 7y FISRAL TS L,

FEFIT—EXToT7 VAN DEH -FAS70 £ U FAS90

FAS7T0X 7zISFASQOY R T LD T — b X T4 72T BHIIC. RTINS E 578
ICHEREHRZHLELTVWB xR LTLEETVL, EERICIE. BUIBED L
—JEEBHLEUSBT7 S v aRSA4TIDH38. BELVELWLWKRERT— TN A
AW HZ e E=HEELET,

USB7owv>a RZ5147
*USB7ovsa RSATHFATR2ICT =Ty bTNTWBRZ & ERESRELET,
* USBICIZ TR BFRERENMETT ‘image_xxx.tgz’ 7 71 Lo
771 ILDHEE
OE—image xxxtgz 7 71 ILZUSBT7 5w a RSATICHREREFELE T, COT7AI)LIE USBT7Zva
R4 J%ZERL TONTAPA X—%ZEnxd 2 L TICERATINE T,
et
HMELOYR—2> FZNetAppM R T2 RBAIVR—R Y M ERBLET,
O bO—>—#5!
BEOHDZT—h AT T7EXBEITZEEE. ELVWIY FO—-FICOY VY REZBER IR EHEETY,
cEEOHZAMO—F— . XOTFRAERIFTLTVWAA> MO—-5—T9,
cEFEARI>FAO—F . BEOH2>O—FD HA/N—KF—TT,
RO F|E

T—= b XT 4 7OMBEHZHER LIS, ZRITTIVENHD " BES(LF—DOHR—-rET - XT1 7D
AT — QX%EED g 3" ij—o

FET— b AT T7VAON) DESEYR— 2RSS -
FAS70 & X U FAS90

FASTOFcIEFASHOR L — « S RTLDT—R « EFaU T4 ZHETBICIE. T
—bF XTF 7 THEBIEF—DHR— N RXRT—FRAZHR T IUNELHD £

9o ONTAP®D/\— 3 > TNetApp Volume Encryption (NVE) HHAR—k3INTULBZH
COh ML, A hO—Z%Z> vy I*ﬁ"?>3‘5ﬁﬂ:=\’——§ﬁ“/—)lxb“777—'4 7
L:@O—Cb\éb\t\\a 7‘?%6&1:&'.11( Tc_

A7V 1 NVEDHR— r 2R L. ELVLONTAPA X—2 %2R0 2O0—R$3

T— b X714 7 ORBISEY)BONTAPA X =S % ATV O— R TES L 51T, ONTAP/N— 3 > H'NetApp
Volume Encryption (NVE) ZH7R— L TWAHESHEERLE T,

FIE


bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html

1. ONTAPN—=2 3 UABES{EE Y R— L TVWEAHESHERESELE T,

version -v

HAICHEENTUVSBIHEE. 10n0-DARE' V7 S XA D/N—2 3 V TIEINVEDA Y R— kI TLWEHA.

2. NVE H#7R— FMCEDWVWTGEYIZRONTAPA X—J# 4 vO—RLET,

° NVEDHR— kTN TLBIHE: NetApp Volume EncryptionZ ST ONTAPA X—S %A O—R L
E3r)

° NVEAH R — kIR TUHRWES: NetApp R 2 — LEES{EA LOONTAPA X—J & A4V O— R L
E

NetAppt7R— b H+ kHSONTAPA X =% HTTP H7cld FTP B —N—F7zidO—
AL TANE—ICHETO—RLET. T— b XT o 7OTRFIEBFICCDAA—
T7AIUDBRICED T,

ATy T2 F—IXX—TPv—DRT—R XA L. RNV IT7v T3

BEQOHZ IV FO—5%S vy FEIVTBHIC. F— IFX—JvOERERRL. BELERE/NY Y
Ty TLTLIRE L,

FIE
1. OXAFLTEMCE>TVWERF—EBY—)LZEELET,

ONTAP N\—> 3~ RITIHIAIUR
ONTAP 9 .14.1LAB% security key-manager keystore show
* EKMA'BERICAE > TWBIFEIF. EKMA Y Y RHEAICRRT
nEx9,

* OKMA'EMICHE > TWBBEIX. OKMA I Y RHEAICEKTR
INEI,

FEMICE S TVNBF—EREY - A BVEEIE No key

manager keystores configured. AY¥ > ROHBAICERR
INEJ,

ONTAP 9.13.1 LLHi security key-manager show-key-store

* EKMAEMICHE > TWAIZEEIX. “external BT Y RHEAICE
manEd,

* OKMA'EMIZE > TWBiHEIE. ‘onboard Y > RHAICEK
ReNE9,

C B -O>TVBRF—BIEY —ILHABWVEEIE No key
managers configured. AY Y RODHADICETRRINE T,

2. DRATLICF— XX =D v —HREINTVEHESNBEL T, ROWTNDOZERITLFET,



F—XX—T v —HRESNTULAVEE:

BEOHZIAY FO—F—ZRLBICTY YTV L. vy MU UFIBICEDENTEET,

F—IVR—T vy —DRETNTVZIEES (EKME7ZIZOKM) :

a F—IRX—Tv—ADFREF—DAT—RIAZRRTBICIE. ROV ARV FZAALFT,
security key-manager key query

b. HH%ZMEFEL. 'Restored IS5 L, TDFTIE. F— IHR—T v — (EKM F£7clF OKM) DERFEF—H'
EBICETINEIESHDRRINE T,

3 F—IX—Tv—DEAFICIGL TCEYAGFIEZRZT LE T,



NEPF—IR2—> v (EKM)
UTOEICEDODVWTINSDFIEZTT LEY, Restored 7135 L,

ITARTOF—DPREREINIFE true' BITEINIFIC !
BEDHZIVOA—F—ZLLRICIvy IV L vy MU VFIRICEC CENTEEX T,
WINHDF—ICUTDEDNRTINTULWARWZEIE true BT ENrglic :
a NEBF—BIERFAF—Z IS XZ—HNDIARTOD/ —RIZEBTLET,
security key-manager external restore
COOAT Y RHEBLEHZEIE. NetAppFR— MCHEELEHDEL TV
b. $RTOFRFF—METIN e ZzHRLEF T,
security key-manager key query
FE:29 % 'Restored %K "true’ § N TDEREEF —ICXF L To

C. IRTOF—HETEINLIGEIF. BEOHZD I FO—F—%LLRICTv vy TV L. v
w NADUFIBISED C t#f*iTo

FoR—RF¥x—ITR—T+v (OKM)
UTOEICEDOVWTINSDFIEEZTTTLE T, Restored 15 Lo

ITRTDF—DRRINIIHZSE “true’ BrcINrFic .
a. OKM [g®z /Ny I 7v T L&Y,
. BEAERE—RICVIDEZS:
set -priv advanced
AT YT T B LD ISR SNIIHZE
L F—BEONY I Ty SERERTLET,
security key-manager onboard show-backup
i. Ny o7y IERERNO 7 7ILEIFOY 7J7)LICAE—LFT,

THRFIEFRIC OKM ZFHTRIE T 24BN HBIZEIE. CONY I 7y TIERHBEICR
DEJ,

ii. FREE—FICRS:
set -priv admin

b. BEDHZ > bA—F—Z2RLAI vy IV L. vy MU VFIRICEC N TEE



ED
WINDDF —ICUTDENRTEINTUVRWEEIFE true Bt nrglic :
a FYR—R F-Ix—Tv—ZRMBALET,

security key-manager onboard sync

OV T EHRRFENE. 2 XFORBFOF VR—K F—EBENRXTL—-XZAALE
ED

CHid AVE—R — vR—U v —E BRI LT S ICER L0 5 X4
()  —2HONRTL—ZTF, CONRTL—ZABVEEE. NetApptH— ki
BELADE T

b. $NTOFEEF —HETEINI L ZHRBL T I

security key-manager key query

529 % Restored FIRR “true INRTODEREEF—E “Key Manager XA T&RR

“onboards
C. OKM fEBRENY I 7Yy TLET,
. BEAERE—RICYIDEZS:
set -priv advanced
AT YT B L DI RO SNTHZE
L F—BEONY I Ty SERERRLET,
security key-manager onboard show-backup
i. Ny o7y MNERZRDOT7 7L EEOY 770ILICOE—LEF T,

THFIERIC OKM ZFHTRIE T 2 BN HBIHEIE. CONY I 7y TIERHBEICE
D&,

ii. EEEE—RICRS:
set -priv admin
d BEQOHZIAYMA-F—ZR2ICI vy bEUY L. Dvy MUYV FIRICEC A TE X
ER

ROFIE

T—rXTo 7 TCHEBEILF—DHYR— b ERT—E AR L5, BRTI2H0ENHDODEFI" O FO—
TEIYy RETU,


bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html

FET - XTo7VANIOEHICAY FO—-F 22 vy b
229 % -FAST0 H KU FAS90
FHT— bk AT« TEETOLRRICT - ZOBREHE, O 27 LOREMERITT

Z71-®IC. FAS70 £7zI3 FASO X L —Y S XTFLAOEBEDHZ > FO—S% >
Yy bSO LET,



FFav1 IFEALDY AT L

BEOHZA> Oy Yy ATV T3ICIE. IV FPO—SDRT—E AR L. BEICHL
TEERIFO-SHAEZEOHZ I FO—FA ML= 5 TF—2E5|SHETRETEZILSICO
hO=—Z&5FA 0 F—N—F23RELRHD X7,

CDRRIIZDOWVWT

* SANYZRTFLZEFERLTWVWAHREIF. BEOY MO—FDSCSITL—RDARY Xyt —J% 0
FELTELBENH D “cluster kernel-service show £9) o A< K (privadvancedE— RH'5)
%3E{79 B . ‘cluster kernel-service show 2D/ — KD/ — K&, TD/—ROABEEIT—4
A BLUED/ —RDOFERT—RZANKRREIN' TV +—FT L AT —RA"£T,

& SCSI TL—R7OERIE. 75 RZAOMD /) —RET 3= LZEBHLTVIRBENHD &
To RIWEZEDHBHNC. TNTOMBELZRRL TEHBBABD ET,

* /=R 3DULBBISREIE. =S LZEBHLTVWBBERDDE T, VT AID T +—
FLZBELTVWAWEE, B EERIY FO-STERECEEMEICDOW Tfalset RIREN
BRI BEOHZ AV MO—SZ22 vy MUV TRRICHEE ZEBET2UENDHDET. &
BRLTCESVW" —FZ I X2 EFERLET

FIE

1. AutoSupport " BZNICHE 2 TWBIFEIE. AutoSupport X v —JZ U L T —XOBEEER%
ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
b. ANy TEEBIF TNV IZEMLETH?) WS TFAY T EHRRRINIS,

3 BEDHBI FO—FIZ LOADER 7OV FhZRRLZF T,

BEOHZIbO—-ZDFRT EE
LOADER 7O Y 7k ROFIBICEHSFE T,

FINYIZ2RFo>TVWET Ctrl F—Z=z#LAH 5 CHF—%=#L "' FOV T HRRINES
yEANILEY


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

BEOHD I bO—SDERTR X
SRAFLFAOYTREEEINR EERIO>NO-ZHASEEI> NO—F%TA7F—N—F 1
J—RJO>7 b I3fEEL 9,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

A7 3> 2 . O O—55H MetroCluster [CHEH I TLS

FEEOHZD A FO—Z%> vy AT TBRICIE. A MO—SDRAT—2A%MEREL. BEIZIGHL
TEERIYFO—FHEEOHZ AV FO—F XML =6 T —2 5| SHETRETETSZLS5ICO
hO=—Z&FA0F—N—F23RELRHD £,

* J—RD3DULEHBZIVTARIE. V3—FLZHEBHELTVWARENRHD XS, VFXEINT +—
SLEBRLTVWAWEE, FREEERIY P O—STEREE EEMEICDWTfalset RRTh
3BalE. BEEOHA I bO—F%2> vy IV TIHIICHEE ZBETIHNELNHDET, &
BRLTLLIETV" S/ —REUSZZEEHLETS

* MetroClusterMsHEREN FBEFHA] ICHE->TWVWBRI Y. BLUV/ —RABHHDIERLIRETH
BeHEHERLTELBELHD X7,

metrocluster node show

FIE

1. AutoSupport A BEZNICHE 2 TWBIFEIE. AutoSupport X wE—J%#UH LTy —XDOBEER %
ZIELEY,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

JRDAutoSupport X vt —Jd. 7—XOBEERZ 2B BELE L £ 9,

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEFINY I ZEMICT B:
a ERAI>FO—Z0aYV—IH5XROIATY RZANILET,
storage failover modify -node local -auto-giveback false

b. Ay TBEIIXF INYIEEMCLEITH?2] VWS TOVT RHARREINES.
3. BEEDMHBZ A ,O—FIZLOADER 7OV FhERTLET,

BEOHD I bO—FDFRTR
LOADER 7O Y7k ROt aVIlERET,


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

BEOHD I bO—SDERTR X

FINYIZRFO>TVWET Ctrl ¥—Zz#L%AH 5 CHFx—%=#WL ' FOVTHRRINES
yEANLEY

SRATLTAVTREREBAR EBARIYFO-SH5BEIY O-5Z2 7174 —N—&F1:
J—Rr7OYTh (XRFTLIN IFMELELET,

27— RDOAN)
storage failover takeover -ofnode
impaired node name -halt true
_-halttrue /N X—RZIEEIT D L. Loader7O> T hHRRE
nxd,
ROFIE

OV bA—F%Z22v Yy bEIULIEE. ZRITITBREDDD" T — b AT 1 TOTE"ET,

J—bXT 4 7ML, FET—MIONVOERFZLXT -
FAS70 & &£ U FAS90

FAS70 X 72lZFASOT AT LD T — b XTFT o 7ICIE. BEEBR I 7— LT T 7 EHBRT —
ADBMRESINTVET, [BTOLIATIE. PXTLEEBEY2—I/ILOWRDOAL. 1B1E
L7 = XTo 7ORDODAL. RIEAT— AT T7DA VX M=), £LTUSBY
SwyaRSAT%EEALTONTAPA X =S SHA T — M X T« PICFEITEHX T 2
NEHRHD ET,

FIE1 ! T b XT o 72HLET

T— AT TR RATLEBEBES 2 -IILOREBICHD, EZa— LB AT LHISWMONTET7IEITE
£9,

10


bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html

o SAFLEBESA-ILDALS VF

(2] T—bAF 7OV IREY
© T— AT 17
FIE

1. ENENE L DBERIE. BETEYICERLET,
2. PSUNSERT—TILERODHA LT,
C) AL —=S AT LICDCEREENEH INTWBIGEEIX. EREE (PSU) oEBRT
—JN7OvoEHNLET,
3 URTFLBEBEDa-ILERODALET,

a YATLBEBED2-IIEREINTVWET—JILZIRTEOALET., EXa—ILZzHBERDOH
FBEEICELVWR—MIT—TILZERTETBEL SIS, T—TILOEREICINILZMFTENT
<fggw

b. F—TINIEXIAY b FLARFBOBBICHZHREUZ5IVTT—TILIRXI A b LA ZTFICE
BRSE. FLAZTFICEESEET,

C. VRFTLEBEEBALREZVEBLET,
d ALYy FETE3E T TFICEEIEE T,

e ALLN—OROMICEZIFTH. EXa—I)IlzT>o/O0-2vh 65 EHLT P ATLEEBEED
1—ILZI>oO0—-JvHh5BOALET,

L ORFLBEBES 12— IILEHESHLERTY FOLICBESE., J—MXAFTAFICTIERATERESIC
LExd,

4 BEEEDa—IST— b XToT7ZEROALET,
a FROOVIRZ>ZHLET,
b. 7—rXF 4 T7Z EIZEERSE. V7Y bh S5 EHLTRICETET,
5 MBI —MAT 4 T7EATLEBBES 2 —ILICEDFITE T,
a J— M XTaT7DmHZEV Ty Mr—RIZEDE. VI MR LTEEICD KD LIAHF T,
b. 7= XF4 72OV IREOHICEEREE X T,
C BEREZ>ZWL. T— b XT 4 7ZREBFTREIETCEERZ>ZRLFT,
6. SATFLBEBEY2-ILEROMITELE T,
a EVa—)lzI>/r0—-rvX0Ov FEAOSDIRICEHE X7,

b. EXa—)LZZOY MIPSK D EBALTIVIO—SvyDORETIHUAA. HASYF% EIC[E
BIECEYa—I/LZAENMNUEICAYI LET,

7. 7—JNIRZIAY LA Z EICEIESETEHALE T,
a JRATFLBEBE - - 2BERLE T,

11



FlE2 : ONTAPA X —J % J— M X T4 FICERET 3

IO 1= T — X T4 ZICONTAPA X—IHH D £H Ao BYIHRONTAPH —E XA X—J % H
SUSB7 Sy aRSATICADYO—R L. RIPAT— AT 7ICHAD>O—R$3Z T, ONTAPA
A= HPA T — M AT A FICEEATEX T "2y 7y THR—F A R
%A T 380IC

*AGBULEDBENLHB. FAT32IC T +#—<I Y RENTEZEDUSBT S v a RSA THRETY,

*EBEOHD A FA—FTEITINTVEN=Ca3 VOONTAPA X =20 —%2 40y O—RLE
9o NetAppHR— bt FD[Downloads]E o> 3 UhBEZHETEIA AR T VO—-—RTEEXT, F
BLTWBONTAPDO/N— 3 HINVEZHR— R LTWVWADESHERRTSICIE. OV REFERL
version-v£9, AV ROBAICERTIINIZES. <10no- DARE>EH L TWLWABONTAPD/N— 3
YTNVEDRHR—RINTULEHE A

° L TWBONTAPDO/N— 3 Y TNVEAH K — F TN TV B A IE. NetAppR U 1 — LEES(L%E
FRLEAA=—CEA T O0—RLET FU>O—RAREZVICKRRIINET) o

° NVERHR— F TNBVEEIE. NetAppRU 2 —LBESEBLDAA-—DZ4 U O-FLET (4
U YO—RREVICRREINEY) -

*HARTZ DI RATLDBEIE. A FO—Z0 ./ —REER—F (BFIZeOM1 2 —T 14 X) BICHRY
N — UG ERL T DZHNELRHD £9,

FIig
1L BYBY —E XA A—VEDNBUSBT Sy a RS T YO—RLTAL—L "y k7w THK
— R R ET

a. R—TD[Downloads]) > Ih5. ST by TOT—DAR=RIIH—ERA A=A >O—R
L9,

b. f—EXAX—JEBRLET,

@ Windows Z A L TRARZREAT 3HEIE. winzip ZFERALTRY hT—rAX—=
ZFREALABVWTLETUL, 7-Zip ¥ WIinRAR A ¥, Bl Y —ILZERL X,

USBT7SwaRSAJIC. BEOHZ A FO—FTERITTINTUVIEYIZRONTAPA X —IH IR S
NTVWARELRHD £,

a USB 75w akRo47 255y ThyTHhoBODALET,
2. USB7S5wsaRSATHIATLEEBES2—I)LOUSBROY MIEALF T,

USB 75w aRIa7E USBOAVY—ILR—FTIEAEL, USBTNARADIANILAFW RO
v MIZED T TS REE L,

3. BES—JIZPSUICBEZLIAAE T,
S2ATFLDY T— ARSI N, BEIZLOADERTOY T hARRRINZE T,
4. Ctr+C F—%#L T -+ 7Ot X%HEL. LOADER 7OV 7+ TELELF T,

COAYE—IPRFREINBVEEIE. Cri+C F—Z L. XV TFUXE-—RFTT—hT347>3
VEFERLTH S, I hO—F5%FLELTLOADER 7OV T ZRTRLE T,

12


https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/

RDFIE
T— b AT 72 LTc5. ZIT5HEDRBD")ANIAA=TDT— &,

USBRSA IO SDFENT— b XFTa47)AH/ND -FASTOE &
U'FAS90

FAS70 £7=13 FAS0 > AT LICHLWI = XF47 TNAREA VA M=)LLT
#. USB RSA4TH5)AN) AX=S%FHTT—MLTO N—hF— /—KH5
MR ZETTETE Y,

X% BAIA T HIIC
CAVY—IIHEEDHZ A bO—F—ICEHFINTVWR 2R LET,
CDANVAX=UHMRESNICUSB 75 v>a RSIATHHZCERRLET,

* DRTLTESMEHNMERTNTVEDESH ZHL F 9. BSEABEMCHE>TLEIHE S MIIEL
T. FE3 THEYAGA TS a v EERTIVELHD £,

Fig
1. BEOHSIAFO—5DO LOADER 7OV hH5. USB 75w a RSATHBEUANY 4 X—=
ZEEL XTI,

boot recovery

DANIVAX=DIFEUSB 75 voa RSATho4dorO0-—FEhET,

2. 7OV HRAEINS. BIROBHEIZATIT SN, Enter ¥—Z2#H L TEIIMRICRTINE T 7+ )L

kDEGREZITANE T,
3. ONTAPN—=2a > OF|E=FERALT. var 771 P XTL%ZETLET,

13


bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html

ONTAP 9.16.0 &1
BEEOHZ A bOA—F—/N—hrF+— A2 bO—F—TROFIEZRTLET,
aEEOHS AV FO—F—DHE: T Y EB¥ Do you want to restore the backup

configuration now?

b. EBEDHZIAY FO—F—DHE: 7OV T MHRRINIS. Y /etc/ssh/ssh_host_ecdsa_key
ZzEESTLET,

CN—hrF—2XbrO—-FT:BEOHZIV FO—SZRERMERLANILICHELET,
set -privilege advanced
d N—hrF—22bO0-5—T:ERNYI Ty T AV REERITLET,

system node restore-backup -node local -target-address
impaired node IP address

BIBIUND X v 2= DRRRINTHZEIE. NetAppFR— MMIEBULWEDHE
<V

e N—hrF— 22 bO-FT:BEELANILICEDET:
set -privilege admin
fEEOHZAY FO—F—DHE:#HT Y RBE 'Was the restore backup procedure

successful?

g BEEOHSAY bO—F7—DHE: T Yy RBE ".would you like to use this
restored copy now?

h. EEDHZAY FO—>—DHFE: T Y HEFH EROSNS., Cil-CT—kXZa2—HFK
mENftbH,

. BEoHZ > bO—F—T: ZROVWITNHEEITLET,

" DRATLATESENMEBEINTUVWARWVGRIF. -k XZa—D5 [F 7 ar1@887—
M EERLET,

" O RAFLPEESEEFERLTVWRESIE. " aOTh /",

ONTAP 9.16.1 L%
BEOHZIAY FO—5—TCRDFIEZEITLET,
a Ny IT7yTHREDETERDZ OV T RRTEINSEZS. CADL Y ET,

ERFIENRINT B L. ROX Yy EZ—IDNKRRENE T, syncflash partner: Restore
from partner complete

b. ZLZX YNy o7y FOEBFTHNEMLIEDE SHEERT S 7O T KRR INT 5,

C. TLR YEITSNIBRZERT 3L S ICKOSNTIFE

d FLRY/—RFZzEEHTZLSICKOSNIIBE


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

e. 7L R Y BE#ZEROSNIHEIF. Cirl-CT—bXZa—NKRERIhi5,
L ROVWThDZERITLET,

* VRTLTESMEAMERAEINTVAWESIF. Tk XZa—-D5 [ 7> av1@887—
bl Z&ERLE T,

* VAT LWEESEEFERLTWAEEIE. Ty aTh /",
4 N—hrF—arrO—-ZiICa>rV—ITr—JILzERLE T,
S. A bAO—ZDAML—=2F TNy I LT A bO—SZ@BEHMEICRLE T,
storage failover giveback -fromnode local
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storage failover modify -node local -auto-giveback true
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system node autosupport invoke -node * -type all -message MAINT=END
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ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER
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707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



10.

707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

AV bA=5=0aAYY—ILIRDAYE—IHRREENTVWS ZEZREBLE T,
Waiting for giveback..(Press Ctrl-C to abort wait)

N—hrF—2> +O—5—DI5FE:

BEDCHZIAY bO—F—ZRMLET,

storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

CFO 77 V7T —hbDATEEBLIE. F— IR—2v—ZRAHALET,

security key-manager onboard sync

TAOYTERREFEINIES. FUR—F F—IX—Tv—DISRX—2BEDNITL—X%Z AN
LE9,

21
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— Xy E—URRRENE

T, TS—HMBESH. REPERICKRITEINZ T THITLBEVWTLSIZE L,

M. IRTOF—HEETNTVWBR I =ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ER=RIR Y BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —N—DTF7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 71 )L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (IS4 T7 > kF—)



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END T2 8T U 54 7> NEFAZE (clientert) 7 7 T ILORBEZASIL T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o
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PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. BEIXF TNV I EENCLISHZEIEURNTLET,
storage failover modify -node local -auto-giveback true
7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

ROFIE

T—bAT1 7THESEZVINT LIS, ZRTT2HEN DD "HIE L /cEimZNetApplREIL 9, "&
ERS

BEENELE L7=/V—Y % NetApp - FAS70E & T'FAS90IZIRAN L
9,

FAS70 X 7zIZFASQOY R T LD AVR—2 Y MIEENRE LB EIE. | YHEL
T-EREm%ENetApplCREL £ T, "/N—VORGE EAZHEEFMICDOVWTIE. R— ’ci ZSRLT
<TFEELN,
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