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storage failover takeover -ofnode
impaired node name -halt true
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C) AL =YY RATLICDCEREENEHINTWVWEIEEIX. SREE (PSU) hSERYT
—)NJav o= 8N LET,

3 JRTLBEBEDa-ILEROALET,

a YRATFLBEBEA-IIIERINTVWS Y —TJIL2IRTHOALET, EPa—-ILEBERD M
ITREEICELWR—MIT—TIILEEHRTIEEELSIC. ¥—TILOEHREICINILEFITTEWVT
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C. JRTLEBALRZVZRLF T,
d WLSYyFZTERRITTICEEESEET,
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1—IZI>oO-—JvHh5BMOALET,

L OZFLEBED - IILERBSHLEATY FOLIZBE, T—MXTA TICT7I7ERTER LI
LE9,

4 BEEIDa-IDNST—bXTo7ZROALET,

SATLEBEDa-INDALTYTF

o
(2] T—bXFr 7OV IREY
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T—=bXT17

a FEOOVIRI=ZWLET,
b. T—rXF4 77 LICEEIE. VIy bS5 THLTRICESTE T,
S R T— b AT T ATLEBED 2 —I)LICBIDITET,
a J=bXTA 7DV Ty Mr—RIEDE. VI Y MIRLTEEICH KD EIBLAAHFT,
b. T— b XF4 720V I REZVDOHICEETIEEXT,
C EERZVERL. T—h AT 7 ZREBITREGSETAERZ VEZBRLET,
6. DRATFLEBEDa—-IILZERMOMITELFT,
a EYVa—)lzIro/0—-Yv Oy FEOBOIRICEHDEE T,

b. EXa—I/lZzX0OY MIWKDEHBALTIVIZ/O-CvORETIHLUIAA. HLTYF%Z LIC[E
BeCETEY a2l ZzfiEDMEICOY I LET,
17— RAZDAY S LA Z EICEERESETHALFT,

CVRTLEBED -T2 BERLE T,
RREICERT—JIlz#EiiL. EBR7T—JIEEY ) v T2BERDMITET,

a
8. &

O hO—5 YATLICERZBERTZEIICT—FZ2RBRLET,



RDFIRE

[EEDHBZT— b XT o T7Z2MEBNICIELTS. "N—FF—/ —FEDNSONTAPA XA —2%2 A RT7 935" %
SRELTLEEL,

IN—bhF—/—RH50B&T— b XFT 1 7)A/ND -FAST05 &K TU'FAS90

FASTOEX72IIFASOR L= R T LICFHILWIT — AT TPTNA R%EA VA =
IWLT=6. BE87—rXFToe7UAND) 7O 2B LT, N\—hF—/—KH 51
BEETTEET, VAND 7O, AT LISEBSIEIEMIR>TWVEHES
Wz L. RSN TLWSF—BELOBEEZHL X, F—BESEIABEMICE -
TWABEEIE. BT 37ODBEYRFIENS AT LICL >TEREINE T,

BEi7J— cXFTa7UAN) 7O RIE. ONTAP 917 AUETOA Y R—EEINTUVWET, A RL—CUR
TLTUEION—2 3 YOONTAPERITL TWAIEEIE. "FE# 7 — ~EEFIE"

ERZFIm Y BHIC
CF IRV —DRATZRELFT,
CFAVR—FF—IX—Tv (OKM) : IFRELEDNRTL—ENYI Ty TT—FHNRETT
cAEEF— XK= v — (EKM): N\— b F— J—RHSRDT 7AIDRBRETT,
* /cfcard/kmip/servers.cfqg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

g
1. LOADER 7OV 7 rH5. T—k XFTo 7EIEFOCIZEHBLET,

boot recovery -partner

BEEICRDAYy—INREAEINET,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. J=bMXTATDAYZA =LY AN) TOLRZERLFT,

7OEZANTT L. Xyvt—IUHRRENET Installation completes

8. YRATLIFESEFIVI L. ROVTNHADAyE—I%RTLET,
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RATINBZAyE— 1B
key manager is not SRTLICEEEDRI VA E=ILETNTUVEE A,

configured. Exiting.

a OJaA AV T hHARTEINBZEITHLEE T,
b. /—RIZOJAY L. AFL—UERAILET,

[ storage failover giveback -ofnode _impaired_node_name _

c. 2@@] BHEF TNy I ZBEBMICT 5 EHICH->TUVWG

Bo
key manager is EEHA VR P —LENTVET, FEET F—v7—Tr—D
configured. 1Et.

SAFLAF— TR—T v —OBHEBATIAVEAE, T5— Xyt—UnEns
() N F—Ix—Ur—BERSATUEHESH. BEUVEORT T (K- KI5}
) ERRT 5L SICROENET. TOVT MER THTLET,

REICIGC CEYGFIEZEBLTEF— Y R2—Jv 2 URART7LET



FUR—REF—T—+v (OKM)
SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREEINTLES. AVR—F F—I%—Jv—DONvIT7v T T—2%ZANLZE
ERS

INATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.
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f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIAT YV EF—T 71 ILORBOAIZRTLET,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :



KMIPY—NT7 71 ILORBOBIERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 1TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

* R—bFDIP7 KL X
" R—bDOXY RIYRY
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" TIFINT =T ITADIPTRLR

—BHBRy T —ORETOV T L OFETRT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINABVEE. PRTLIRELEL. I5—BLVESAyE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner



F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

BB BEFF TNy I ZBERMICT S BB o TVWIGE

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE

ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli
HLET, "ICBDZET,

MELT=T7— b XT« 7aB&a% NetApplIIREI L TL 72 & L) - FAS708 &K U'FAS90
FAS70F 7=I3ZFASORX L —J S R FLDAVR—2 Y MIEEARE LIZHSIE. B
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"EEOHD AV FO—FE> vy MO LET"
— M F 4 7ORBEHARBIC A>T EFE. A hO—F%> vy MOV LET,

\J

"J— k XTF g T DITHE"

‘%ELK? MTAT7ESATLERBES 2—I/ILHISBWOAL. AT —MXTo7ERDFIFT
USB7SwaRSAT%FERLTONTAPA X—S #EX LT,

1o
W

I
0

“URNYAR—DET— R LET"
USBRZ A THSONTAPA X =% T—hL. 770 RTLZEDZINT7 LT, BEZHEERALED,
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ONTAPT —k XZa—NDBFA VA=K F— IR —J v EIEANEF— vR—J v Z2ETLET,


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

o "EEDHBN—VEXY FT v TITRELE T
BEDHDEMmIE. Fv MIHET 2 RMABTREIC > TRY M7y ISR L TLET L,

FET— b XT 1 7UAN) DEH - FASTO & KU FAS90

FASTOX 7cIEIFASOY AT LD T — b X T4 72T BEIIC. RIBZHIISEDZ 70
ICHBRBEHEZEELTWA I e ERERLTLLIETV, EEMICIZ. BYIARED ML
—OEEBHLEUSBT7 S v aRSAIDWH38. BELVELWLWRERT—FF/NA
AHHB =R LET,

USB75v>a K517
*USB72v>a RSATHNFATR2ICT =Ty bEINTVWBR e zRERELE T,
* USBICIZTRBRERENHVETT ‘image_xxx.tgz' 7 71 Jlo

771 ILDEE

JP— image xxxtgz 7 7 1 IL%ZUSBT7 5w a RSA TR ELET. COT 7 ILiE. USBT7Swvoa
RS T %ERLTONTAPA X—J XD E SICERINE T,

BRI

HMELIOVR—RY FZNetApp MR T 2MA IV R— Y b EHRL T T,

ay hO—5—#5

BEEDHZT— b AT 7ERIEITZEIF ELVWIAY MO-JICOY Y REZERATZCHEETY,
*EBEOHBZIAEO-F— . XVTFYRZETLTVWSI> FO—-5—T9,
cEERICFO-5 3. BEOHBIY FO—5DHA/N— R F—TF

RDF|E

T= b XT 4 7ORBEGZHE LS. ZRITITBRENBD ' ESILF—DTR—reT—rXT4 7D
AT—RRAEZHRT B3"ETo

FET— M XFTo 7 UAN)DOESETR— NZ2HEERT S - FAS70 & & U FAS90

FASTOE7oIFFASOR b L—2 « S RTFTLDT—H « EF¥a )T ZFHERTBICIF. T
— b XTF4 7 TCHEESEF—DHR— N RT—RAZHEERTIVDELHD F

9o ONTAP®D/\—< 3 > TNetApp Volume Encryption (NVE) DB AR—kINTWL3H
EOHERESRL. O hO—5%> vy I\’»’"?/?’éﬁuh_:\: BEY—IDTOT17T
IR TVWBAHE DD ZRESRLTLET

27V 1 NVEDOHR— FZH#EFEE L. IELVONTAPA X—2%Z AUV O—R93

T— b X714 7 ORBIEY)BONTAPA X =% ATV O— R TES L S5IC. ONTAP/N—2 3 > H'NetApp
Volume Encryption (NVE) ZHR— L TWAHE SO ZHERLF T,

FIE

15


bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html

1. ONTAPN—=2 3 UABES{EE Y R— L TVWEAHESHERESELE T,

version -v

HAICHEENTUVSBIHEE. 10n0-DARE' V7 S XA D/N—2 3 V TIEINVEDA Y R— kI TLWEHA.

2. NVE H#7R— MMCEDWVWTGEYIZRONTAPA X—J# 4oy O0—RLET,

° NVEDHR— kTN TLBIHE: NetApp Volume EncryptionZ ST ONTAPA X—S %A O—R L
E3r)

° NVEAH R — kIR TUHRWES: NetApp R 2 — LEES{EA LOONTAPA X—J & A4V O— R L
E

NetAppt7R— b H+ kHSONTAPA X =% HTTP H7cld FTP B —N—F7zidO—
AL TANE—ICHETO—RLET. T— b XT o 7OTRFIEBFICCDAA—
T7AIUDBRICED T,

ATV T2 F—IR—=— Vv —DRAT—RRA%=ER L. BRENVITVvTTS

BEOHD AV EOA—F% vy bET VT RHEIIC. F— IRX—JvOERERESEL. RERBHRE NV Y
7w 7TLTLIETL,

FIE
1. SRTFLTEMCHE>TVWERF—BEBY —ILZHERL£d,

ONTAP N— 3 Y RT9BHITUR
ONTAP 9 .14.1LAB% security key-manager keystore show
* EKMA'BERICAE > TWBIFEIE. EKM AT Y RHEAICRRT
nxd,

* OKMABMICHE>TWRHEEIE. OKM AT REAICEKTR
INE9J,

C BB L TVBRF—BIEY —IILHARVEEIE No key

manager keystores configured. IAY¥ > ROHBAIZETRR
INE9,

ONTAP 9.13.1 &1 security key-manager show-key-store

* EKMAYEMICHR > TWAIBESIX. “external BT RHEAICE
manEd,

* OKMA'EMIZE > TWBIHEIE. ‘onboard 'Y > RHAICEK
TReNEd,

CBWICHE L TVWBRF—BIEY —IIHBVESIE No key
managers configured. AVY¥ Y RDHAICERREINE T,

2. AT LICF— XX =P v —HREINTVBEHESNBL T, ROWTNDZEITLFET,

16



F—XX—T v —HRESNTULAVEE:

BEOHZIAY FO—F—ZRLBICTY YTV L. vy MU UFIBICEDENTEET,

F—IVR—T vy —DRETNTVZIEES (EKME7ZIZOKM) :

a F—IRX—Tv—ADFREF—DAT—RIAZRRTBICIE. ROV ARV FZAALFT,
security key-manager key query

b. HH%ZMEFEL. 'Restored IS5 L, TDFTIE. F— IHR—T v — (EKM F£7clF OKM) DERFEF—H'
EBICETINEIESHIDRRINE T,

3 F—IX—Tv—DEAFICIGL TCEYAGFIEZRT LE T,

17



18

NEPF—IR2—> v (EKM)
UTOEICEDODVWTINSDFIEZTT LEY, Restored 7135 L,

ITARTOF—DPREREINIFE true' BITEINIFIC !
BEDHZIVOA—F—ZLLRICIvy IV L vy MU VFIRICEC CENTEEX T,
WINHDF—ICUATDENRTINTULWARWZEIE true BT ENrFic :
a NEBF—BIERFAF—Z IS XZ—HNDIARTOD/ —RIZEBTLET,
security key-manager external restore
COOAT Y RHEBLEHZEIE. NetAppFR— MCHEELEHDEL TV
b. $RTOFRFAF—METIN e ZzHRLEF T,
security key-manager key query
FE:29 % 'Restored %K "true’ § N TDEREEF —ICXF L To

C. IRTOF—HETEINEGEIF. BEOHZD I FO—F—%LLICTv vy M TV L. v
w NADUFIBISED C t#f*iTo

FoR—RFEx—ITR—T+v (OKM)
UTOEICEDOVWTINSDFIEEZTTLE Y, Restored 15 Lo

ITRTDF—DRRINIIHZSE “true’ Bt INrFic .
a. OKM [gsz/Nv o7 v T L&Y,
. BEAERE—RICVIDEZS:
set -priv advanced
AT YT T B LD ISR SNIIHZE
L F—BEONY I Ty SERERTLET,
security key-manager onboard show-backup
i. Ny o7y IERERNO 7 7ILEIFOY 7J7)LICAE—LFT,

THRFIEFRIC OKM ZFHTRIE T 24BN HBIZEIE. CONY I 7y TIERHBEICR
DEJ,

ii. FREE—FICRS:
set -priv admin

b. BEDHZ > bA—F—Z2RLAI vy IV L. vy MU VFIRICEC N TEE



ED
WINDDF —ICUTDENRTEINTUVRWEEIFE true Bt nrglic :
a FYR—R F-Ix—Tv—ZRMBALET,

security key-manager onboard sync

OV T EHRRFENE. 2 XFORBFOF VR—K F—EBENRXTL—-XZAALE
ED

CHid AVE—R — vR—U v —E BRI LT S ICER L0 5 X4
()  —2HONRTL—ZTF, CONRTL—ZABVEEE. NetApptH— ki
BELADE T

b. $NTOFEEF —HETEINI L ZHRBL T I,

security key-manager key query

529 % Restored FIRR “true INRTODEREEF—E “Key Manager XA T&RR

“onboards
C. OKM fEBRENY I 7Yy TLET,
. BEAERE—RICYIDEZS:
set -priv advanced
AT YT B L DI RO SNTHZE
L F—BEONY I Ty SERERRLET,
security key-manager onboard show-backup
i. Ny o7y MNERZRDOT7 7L EEOY 770ILICOE—LEF T,

THFIERIC OKM ZFHTRIE T 2 BN HBIHEIE. CONY I 7y TIERHBEICE
D&,

ii. EEEE—RICRS:
set -priv admin
d BEQOHZIAYMA-F—ZR2ICI vy bEUY L. Dvy MUYV FIRICEC A TE X
ER

ROFIE

T—rXTo 7 TCHEBEILF—DHYR— b ERT—E AR L5, BRTI2H0ENHDODEFI" O FO—
TEIYy RETU,

19


bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html

FEIT— AT T7UANIDESHICOA M O—F%> vy cEU>F3 -FAST0 &
" FAS90

FHT— k AT« TEETOLRRICT—ROBEERE, 2T LORESEMIST

27=8IC. FAS70 £7=I1& FAS90 X L —2 S AT LARADOEEZEOHZ D> FO—5% >
rywvhrEdIVLET,

20



FFav1 IFEALDY AT L
BEOHZA>bO—FF vy ATV T3ICIE. IV FO—SDRT—E AR L. BEICHL
TEERIFO-SHEZEOHZ I FO—FA ML= TF—2E5|SHETRETEZLSICO
hO=—Z&5FA0F—N—FT23REHLRHD X,

CDRRIIZDOWVWT

* SANY ZRFLZEFERALTWAHREIF. BEOY MO—FDSCSITL—RDARY Xyt —J% 0
FBLTELBENBHD “cluster kernel-service show £9) o A< K (privadvancedE— RH'5)
%#3E{79 B . ‘cluster kernel-service show €D/ — KD/ — K&, TD/—ROABEEIXT—4
A BLUED/ —RDOFERT—RZANRREIN' TV —F L AT —RA"£T,

& SCSI TL—R7OERIE. 75 RZAOMD /) —RET 3= LZEBHLTVIRBENHD &
To RIWEZEDHBHNC. TNTOMBELZRRL TEHBBABD ET,

* /=R 3DULBBISREIE. V=S LEBHLTVWBBERDDET, VT AID T +—
FLZBRLTVWAWEE, B EERIY FO-STERECEEMEICDOVW Tfalset RSN
2HRE. BEOHZ AV MO—SZ22 vy MUV TRRIICHEE ZEBET2HUENDHDET. &
BRLTCESVW" —FZ I AR CFERLET

FIE

1. AutoSupport " BZNICHE 2 TWBIFEIE. AutoSupport X v —JZ U L T —XOBEEER%
ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
b. ANy TEEBIF TNV IZEMLETH?) WS TFAY T EHRRRINIS,

3 BEDHBI FO—FIZ LOADER 7OV FhZRRLZF T,

BEOHZIbO—-ZDFRT EE
LOADER 7O Y 7k ROFIBICEHSFE T,

FINYIZ2RFo>TVWET Ctrl F—Z=z#LAH 5 CHF—%=#L "' FOV T HRRINES
yEANILEY

21


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

22

BEOHD I bO—SDERTR X
SRAFLFAOYTREEEINR EERIO>NO-ZHASEEI> NO—F%TA7F—N—F 1
J—RJO>7 b I3f=EL F 9,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

A7 3> 2 . O O—55H MetroCluster [CHEEH TN TULS

EEOHZD A FO—Z%> vy AT TBRICIE. AV MO—SDRAT—2A%MEREL. BEIZIGHL
TEERIYFO—FHEEOHZ AV FO—F XA ML= 6T —2 5| SHETRETETSZLS5ICO
hO—Z&TFA0F—N—F23RELRHD X7,

* J—RD3DUEHBZIVTARIE. V3—FLZHEBHELTVWARENRHDET, VFXEINT +—
SLEBRLTVWAWEE, FREEERIY P O—STERMEE EEMEICDWTfalset RRTh
3BalE. BEEOHZA I bO—F%22 vy IV TIHIICHE ZBETIHNENHDET, &
BRLTLLIETV" S/ —REUZZZEEHLET,

* MetroClusterMsHEREN FBEFHA] ICHE->TWVWBRI Y. BLUV/ —RABHHDIERLIRETH
BeHEHERLTELBELHD X7,

metrocluster node show

FIE

1. AutoSupport A BEZNICHE 2 TWBIFEIE. AutoSupport X wE—J%#UH LTy —XDOBEER %
ZIELEY,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

JRDAutoSupport X vt —Jd. 7—XOBEERZ 2B BELE L £ 9,

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEFINY I ZEMICT B:
a ERAI>FO—Z0aYV—IH5XROIATY RZANILET,
storage failover modify -node local -auto-giveback false

b. Ay TBEIIXF INYIEEMCLEITH?2] VWS TOVT RHARREINES.
3. BEEDMHBZ A ,O—FIZLOADER 7OV FhERTLET,

BEOHD I bO—FDFRTR
LOADER 7O Y7k ROt aVIlERET,


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

BEOHD I bO—SDERTR X

FINYIZRFO>TVWET Ctrl ¥—Zz#L%AH 5 CHFx—%=#WL ' FOVTHRRINES
yEANLEY

SRATLTAVTREREBAR EBARIYFO-SH5BEIY O-5Z2 7174 —N—&F1:
J—Rr7OYTh (XRFTLIN IFMELELET,

27— RDOAN)
storage failover takeover -ofnode
impaired node name -halt true
_-halttrue /N X—RZIEEIT D L. Loader7O> T hHRR S
nxd,
ROFIE

OV bA—F%Z22v Yy bEIULIEE. Z2RITITBREDNDD" T — b AT 1 T OTE"ET,

T— b XT4 7%l FHT—bUAND OEfE%E L FT - FAST0 & & U FAS90

FAS7TO0X 7zISFASQOY R T LD T — b X T4 7ICIE. EBR I 7—LT T 7 EHHT—
APMREINTUVET, P! TOLITIE, PXATLEBE D 2—-ILORDOAL. 55
L7z = XTo7ORDOAL. RIEAT— AT T7DA VX M=), £LTUSBY
Sw aRSATEFERALTONTAPA X =23 T — M X T4 PICFETEHIXT 3
MEBLRHD XY,

FIE1 : T XTo 75 LET

T— AT T7RIRATLEEED 2 —ILORPCH D, EVa—IZP AT LHSBDATETIEITE
9,

(1] SRAFLEBES2-ILDONLS Y F

23


bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html

FIE

T—rXFTo70OvIREY

T—bXAT47

1. B EA X2 DIFEIE. BE TEYICEMLF I,
2. PSUNSERT—TILZWMOALFT,

3. >z

]

_7»7D/7%%Lijo

TLEBE D a—-I/LZBOALFT,

D RTLEBED 2 -IILUCERSNTUVWE T =TI IRTIHOALE Y, EVa—I/ILZBEROH

IFREZICELWR—=RMIT—TIIE2ERETETE2EDI1C. T—TILOEHERICTNILZ[FITTEWT
<T=dn

T =TIURAZDAY LA ABOBAICH DRI Z5|WTT—TILI R A b LA ZTFICE

BotE., LA ZETFICEESE X,
SRATLEBALRZOEBLED,
DL YFETEBETTFICEEIEET,

CALLN—ORORICIEZIEESA. EZPa—IZzI>oO0—-Tvh65|FHLT SDRTLEEEY

21— I>o/O—-JvHh5BMOALET,

R TLBBES - EBHESMLERY Y FOLICESE. J—MXFTAFICT7I9ERATESLSIC
LEd,

4 BEEDa1-IIUHDST—bXTAT7ZEROALET,
a FEOOVIRI=ZWLET,

b.

T—bATa 72 LICEERESE. V7Y bS5 SHLTRICEE T,

S. MR T— bXAT A T2 AT LEBED 2 —ILICROD [T ET,

a.

b.

C.

T—=bATaT7OWmEV Ty MT—IEDbE. VI y ML TEEICP KD EIRLAAHFT,
T— b AT 720y IR DAICEESEE T,
BEERZIZRL. T— b XT o 7Z2RBETEEIETEERI > ZHRLET,

6. >DRTLEBEDa—ILEZROMIFELET,

a.

b.

7. 4r—

a.

24

EZa—)EzI>rO0-CvOY FEOROHICEDEET,

EDa—I)ILZZAOY MIP2KDEBALTIVZ2O0-SvYORETIHLUAA. ALTYF% EIC[EH
BIETCEYa—I/LZRAENMUEICAOYI LET,

TUIXIAY ML A%Z EICERESETHLCEY,
SATLEBED a-IICT T zBERLEF T,



FlE2 : ONTAPA X—2% J— b XFT 4 PICERX T B

D FF7=H T — F XT 1 ZICONTAPA X—IHH D £H A. BYIHONTAPH —E XA X—=T%H
SUSB7 Sy aRISA7ICATYO—R L. RIEAT— AT 7ICHAD>O—R 93 T, ONTAPA
X=D AT — AT A FICERETEET "2y b7y THR— b1 R

ERZRImY BHIC
* AGBULEDBENH B, FAT2ICT #—I v FENEDUSBTI v a RS1 THRETT,

*EBEOHDIAYFA—FTEITINTUVEN=Ca3 VOONTAPA X =20 —%2 4o yO—RLE
Fo NetAppHR— k- FD[Downloads]Zo > 3 UH5ZUTEAX—SEATYO—RTEET, £
B LTW3BONTAPD/N— 3 Y HNVEZE R — FL’CL\ZafJ\Z"B?b"&ﬁa_'\?%L:Lat\ AV R%zEFERL
version v 9, AYY ROBAICERTINTIIHE. <10no- DARE>ERH L TLWBONTAPD/N— 3
Y TNVERHR—FEThTULEE A

° A L TWBONTAPD/N—T 3 Y TNVEAH K — F TN TV BHEIE. NetAppR 21— LEEE(L%E
FRLIEA A=A O0—RLET (A7 VO—RERZVICKRRIEINET) o

° NVED I R— b TG WESIE. NetApp R ) 2 —LESIELRLDA X—CZF o> O—RLET (¥
JYO—RREVICKRRINET) o

*HARTZ DI RATLDFZEIE. A FO—Z0 ./ —REER—F @FIZeOM1 2 —T 14 X) BICHRY
D — G EREILT ANELHD T,

FIE
1 BYIBY—EXAX—J%2HBUSBT Sy a RIS JIC4TYO—RLTIE—L "®*y 7y THR
Sl YA S S S

a. R—TD[Downloads]) Y Ih5. ST by TOT—DAR=RIIH—ERA A=A >O—R
LExd,

b. H—EXAX—JEBRLET,

@ Windows Z A L TRARZRE T 3EEIE. winzip ZFERALTRY FT—rAX—=
ZEBELAVTLIETV, 7-Zip ¥ WinRAR R &, BBy —ILZERALET,

USBT7SwaRSAJIC. BEOHZ A FO—FTERITTINTUVIETIZRONTAPA X —IH IR S
NTVWARELRHD £,

a USB 75w akRa47 255y ThyTHhoBOALET,
2 USB7S5wsaRSAT#IATLEEES2—I)LOUSBROY MIEALF T,

USB 75w aRIr7E USBOAVY—ILR—FTIEAEL, USBTNARADINILAFW RO
v MZED T TS EE L,

3. BES—JILZPSUICBEZLIAAET,
SRATFLDY) T— AR TN. BEIILOADERZOY T hHRREINE T,
4. Ctr+C F—%##LTT— 7O X%EHlTL. LOADER 7OY 7+ TELELET,

COAYyE—IDPRFEINBVEEIE. Cri+C F—ZH L. XVTFUXE-—RFTT—hT34723
VEFERLTHS, A bO—F%FELTLOADER 7OV T ZRTLE T,

25


https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/

RDFIE
T— b AT 72 LTc5. ZIT5HEDRBD")ANIAA=TDT— &,

USBRZSAIHS5DFEENT—kXFT o 7 AN -FAST0E K U'FAS90

FAS70 £7=13 FAS0 X TFTLICHLWI = XF4 7 TNAREZA VA M=)LLT
#. USB RS TDBUAN) AX=SEFHTI—RLT. N—bF— /—FKH5
BREETTEET,

X ZBtA T H0IC
CAVY—IIHEEOHZ OV FO—F—ICERINTVWS R LE T,
CDANVAX=IUHMRESNIZUSB 75 v a R4 THHZCERRLET,

* VAT LTHESEMEASINTUVBRIDNE SHZHILEF Y. BSEABMICHE > TLEIDNE DML
T. FlE3 THEYIRA TS a > E2BIRTI2UBELNHD XTI,

FIg
1. BEDHBI> FO—5D LOADER 7OV T hH5. USBT7S5wa RSATHBUAN) 4 X—2
ZEHLET,

boot recovery
DANIVARA=DIEUSB 75y a RSATNEHIYO-RENET,

2. 7OV ARTEINS. BIROZHIZATNT SN, Enter F—ZH L THEIINRNICKRTINZT I+
FDOEGRERITANE T,

3. ONTAPN— 3 Y OFIEEFER LT, var 770 SR TLEETLET,

26


bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html

ONTAP 9.16.0 &1
BEEOHZ A bOA—F—/N—hrF+— A2 bO—F—TROFIEZRTLET,
aEEOHS AV FO—F—DHE: T Y EB¥ Do you want to restore the backup

configuration now?

b. EBEDHZIAY FO—F—DHE: 7OV T MHRRINIS. Y /etc/ssh/ssh_host_ecdsa_key
ZzEESTLET,

CN—hrF—2XbrO—-FT:BEOHZIV FO—SZRERMERLANILICHELET,
set -privilege advanced
d N—hrF—22bO0-5—T:ERNYI Ty T AV REERITLET,

system node restore-backup -node local -target-address
impaired node IP address

BIBIUND X v 2= DRRRINTHZEIE. NetAppFR— MMIEBULWEDHE
<V

e N—hrF— 22 bO-FT:BEELANILICEDET:
set -privilege admin
fEEOHZAY FO—F—DHE:#HT Y RBE 'Was the restore backup procedure

successful?

g BEEOHSAY bO—F7—DHE: T Yy RBE ".would you like to use this
restored copy now?

h. EEDHZAY FO—>—DHFE: T Y HEFH EROSNS., Cil-CT—kXZa2—HFK
mENfEH,

. BEoHZA>bO—5—T: ROVWITNHEEITLET,

" DRATLATESMENMEEINTUVWARWVGRIF. Tk XZa—D5 [F 7 ary1@887—
M EBERLET,

s O RAFLPEESEEFERLTVWRESIE. " aOTh /",

ONTAP 9.16.1 L%
BEOHZIAY FO—5—TCRDFIEZEITLET,
a Ny IT7yTHREDETERDZ OV T RRTEINSEZS. CADL Y ET,

ERFIENRINT B L. ROX Yy EZ—IDNKRRENE T, syncflash partner: Restore
from partner complete

b. ZLZX YNy o7y FOEBFTHNEMLIEDE SHEERT S 7O T KRR INT 5,

C. TLR YEISNIBRZERT 3L S ICKOSNTIFE

d FLZY/—RFZzBEEHNTZLSICKOSNIIBE


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

e. 7L R Y BE#ZEROSNIHEIF. Cirl-CT—bXZa—NKRERIhi5,
L ROVWThDZRITLET,

* VRTLTESMEHMERAEINTVAWNESIF. T XZa—-D5 [ T7>av1@887—
bl Z&ERLE T,

* VAT LWEESEEFERLTWAEEIE. Ty aTh /",
4 N—hrF—arrO—-ZiICa>rV—ITr—JILzERLE T,
S. A bAO—ZDAML—=2F TNy I LT A bO—SZ@BEHMEICRLE T,
storage failover giveback -fromnode local
6. BEIX INv o EEMCLIZHEIR. BEEWMICLET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBHEIF. T—XDOBEI:EHRZ ) AT LET,

system node autosupport invoke -node * -type all -message MAINT=END

ROFIE
DANVAX=2Z8ELIED. ZRITIBREDRHD"T— AT 7 THESEZVZATTE"ET,

FET— M ANIEBOES{LF—DIETT - FAS7T0 5 &K U FAS90

FAS70F 72IZFAS90Y R T LDRXBA T — M XT 4 7 THESILZEUI N7 LT, 7—4
EHGEHICIRELF T, K!TOERICIE. F—DBEMORESE. BE{tREDHEE
HA. &UT =2\ XaT7RT7 I ROERENSENE T,

F— IR =Ty —OBEICIG L CEYIAFIEEZERTL. P ATLOES(tEETLET, PXTLTHERT
NTLWBRF— IXx—Cv—HAFRBALRIBERIE. T—F XT 1 7OXBFIBORBEICT v TFv LI-REERE
ELTLETW

28


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

FYR—RF¥F—Tx—+v (OKM)
ONTAPT =k XZa—h56F>R—RF—I%—Jv (OKM) BREEZJVIAMTZLET,

ER=RIR Y BH0IC
ROBEHREAZTLTLEST L,
* UIRARLEDNRT L= AN "FVR—F F—EEDEML"
CFUR=RF-IR=TVv DNV I Ty TER"
*ELWNRRTIL—RENY I T TT—2h B2 zHERBTBICIF. "FoR—RFF—EED/N\vY
VTV TEDTRAILEDNRAT L —IXZIREEY 555" FIR

FI@

BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT —k XZa—h'5@BYRA TS arEm&ERLET.

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T—=bXZa—0flzRTFLET,
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1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— Xy E—URRRENE

T, TS—HMBESH. REPERICKRITEINZ T THITLBEVWTLSIZE L,

M. IRTOF—HEETNTVWBR I =ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ERZRIRY BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 IJL (V547> kF—)
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* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBZASIL £ T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEIXF TNV I EENCLISHZEIEURNTLET,
storage failover modify -node local -auto-giveback true
7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END
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::> system controller slot module insert -node nodel -slot 6-1

Warning: NVMe module in slot 6-1 of the node localhost will be powered
on and initialized.

Do you want to continue? (yln): "y~

The module has been successfully powered on, initialized and placed into

service.
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8. HMAF v v I I IED 2NV ITAUTRHEINTVB L zR L. BBOES LED A'=TL
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clusterl:> system node autosupport invoke -node * -type all -message
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FIE

1. AutoSupport A BEZNICHE 2 TWBIFEIE. AutoSupport X wE—J%#UH LTy —XDOBEER %
ZIELEY,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

JRDAutoSupport X vt —Jd. 7—XOBEERZ 2B BELE L £ 9,

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover modify -node local -auto-giveback false
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151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)
4. aA>rO0—Z%FINvILET,

a. EgAId>yrO—ha56 LD FO—FDA ML —2ZF TNw I LK, storage failover
giveback -ofnode replacement_node_name

a>bO-SRBXALL—=2T7AI9NY I LTI —b2RTLET,

AT LIDDA—HHREATY AT LIDZE LEETBLSICROONTIHEIF. _y_ CANDLFT,

() #TRvIMETSATLBBAIE. EEEMNICT S LERF LTS,
FMEICOVWTIE ZBRLTKKESVW'FHF I Ny 7OV Y R EREZEE TS EY O,

a FINYVIDETE. HARTHEETTAIF—N—DEIgETH D =R L £, storage
failover show

[ storage failover show | AY Y ROHAIZ. N—rF—XyvE—JTEBEINLITLIDIEEE
nEtAo

S . TARUNELKEIDETONII 2R L E 7, [ storage disk show -ownership

A bO—FICBT 3T XVICHLVS AT LIDDHRREINE T, ROBITIE. nodethFAES BT«
ZTICH LW X T ALID 151759706 RN TV E T,
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. MetroClusterf8fiD > XA T LADFEIE. AV FO—FDRXT—2XA%=EH L £9, _ MetroCluster node
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show_

MetroCluster #p% Tld. RBRICEFEDREICRZ FTHIDIDEFT, CORFETEIY MO—5OR
REHDREBFAICEDET, DREIS—UDVJIIBEMT. BEE—RIZAD XTI, metrocluster node show
-fields node-systemid® A< > K H771C1E. MetroClustert8Fih@EE DIRREICRZ £ T, BEDHZ X T
LIDARRENE T,

. > bO—Sh" MetroCluster #BpIC7E > TWB5E1E. MetroCluster DIRREICIE L T STTOFRIBED T

A HFREAYA FOOAY FO—5THIBEICDRE—LID 74 —ILRICT 4 RTDTDFREENRRT
N3 exzmRLET,

Chid. ROWAHICEET 35S ICHETI,

> MetroCluster #RH N X 1 v FA—/N—IRETH 3,
AV EA-IHTAHFREY A LDT 4 AT DREDHREETI,

ZBELTLIEEW "4 / — R MetroCluster 15 TD HA 741 7 F —/N\—& & T MetroCluster X1 v
FA—=N—HDT 1 AVFREHEDEE" ZB8B LTIV,

MetroClusterigfi D> X T LDHEIF. EAY FO—FHREINTVWR IR LET,
MetroCluster node show -fields configuration -state_
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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BT A 0F—N—%RTTETET, LRI BEDRELENOED 2—ILICTRTDI S RAKR—
EARAEENTVWRIEES (Z0O2 FO—FLEOIRTOISRARI)VIRET Y LTWVWREES

) « ONTAPIZBEIMICT A VA —N—%FTL T,

C ARL=UPRTFLOMDIARTODAVR—Y FHEBICHELTVWIRELHD £, IEFICENEL
TULWAEWESIE. COFIBEZFITIIFICICICEBERIVEDEL TV "Ry R 7y THR— k",
ATFY T2 A L= AFLENOES 2 —I)LROY b %#(ET S
EENRELLIO ED2a—ILERRICWOAEZLSIC. ANL—Y S XFLEIO EYa—I)L 2Oy +
HEFBLET
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/O EL a—ILIKEERE (R—KEU DT AOIRE) ICHBIFTTIN. UVIDER
Ty TRETHD., FTIHEEL TVWABAREBDITAAZ R—rHAEENTVWEISGEIE. 7
@ —JILEROANT BT VA —N—D U HA—-NZFET,

COFIEZHATI BHEIC. T—TINZH L THE0F>T. T4 —N—FFIILIF
TIANA=—N=DRTLTVWBE I 2R LTSI,

3. AutoSupporth*B#IC 7 > TLWBIHEA . AutoSupport X wE—S%# MU LTy —XOBEEERZELEL
9,

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

= ZIE. DAutoSupport X wt—J %, BENYT —RERE 2 BRIIGIL £ 95

node2::> system node autosupport invoke -node * -type all -message MAINT=2h
4 N—=hrF— /=T A0F—N—CNTVBIHEIF. BBF INVIZENCLET !

R =3

CE6H DI N O—FHBEFN BEEF INYIEZEMICT S:

ICNXN—bkF— > bO—>%5|

WSS E a. N—hkF—%5|FHVLI>FO-S0a>Y—IILHEKXOOXY
VREASDLEFT

storage failover modify -node local -auto
-giveback false

b. Ay TBEIXF INyIEENCLEFITH?2 WS TOVYT

MRRIN=H5.
WAEDIY FO—SHEEE RDFIBISEHSF T,
L. 10 (F—20DiRH) #=E17
LTWET

S. BEMNEELLINO EDa—IILET—EXDSHEIRL. EREFTICLT. BMOAITEHFEZLET :
a ROIAXVEZANDLET,

system controller slot module remove -node impaired node name -slot
slot number

b. AX1y T LETH? WS TFOY T RHARRINES

fceziE ROOARV R, /—R2 (BEOHZI>EO—F) OROY M T7ICHEIBEDHBZE
Va-IZRDATEREL. REICHDAEZEZRTAYE-—VZRRLET
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node2::> system controller slot module remove -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node nodeZ will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. BENRELNO EVa—ILOBEBRIF 7ICB>TWVWB e zMERLET !
system controller slot module show

HBAICIE BEEFIRELICED 2 —IILEDROY FESD “status'§)IZ "powered-off BhRZENE T,

ATV T3 BWELINOES 2 — )L &23HT 3

MEELT /IO B 2a—ILZEAFD /0 ES 2 —ILICKBLE T,
FIE

1. BHNENFLDBSIT. BEETEYICERLE T,

2. 7=TINIRZIRAY LA ORAICH ZRZ U ZFIVTRICEERSE. T—TILIRIAY L1 %Z
TICEERESEE T,

B NOEZa—I/ILEOAY FO—FEFEVa—ILHOSWOALET,

@ ROEIF. KEEIVEEDIOED 2 —IILOBWDODALZRLTVWET, @EIF. I0EYa
—ILZ1DLEITEROA L FT,

° hLOyoRRY
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a ALSYFREIVZWLET,

b. ALZYFEEI2a—IDSTETRRLITRELEF T,

C. ALLN—OROZBICIEZMNMNT. EXa—I)ILZzd> rO—5FEDa—I/IH565|FHLT. EVa—)
ZAbO—FFEDa—IILHSEDALET,
/0 EZa—ILHDROY MIH>TehZER L £,

4110 B a—IL=ZBANEZTET,
S. XHANOEY a—I)LEX—4>w FXOw MZEDODFITET,
a. |/0®Va—I/LxXOv FOIBICEDEE T,

b. E2a2—)LEXOY MWK DERSARLTOAYFA—FES 2 —ILICREFTHEAL. LS
wF%& FICEESECEY a—I/LERENUBICOY I LET,

6. IOETa—ILzr—JILIEHELET,

7. r—JNIRAV M LA ZREIETCOYIUBICLED,

ATy T4 THBEBIOE S a—IEAYSAIZT3

IO B a—IILEAYSAUICLT, II0 B a—I)L R— bAERICYHLI NI e 2R L. RO
W RDBFENAVICHESTVWBZEZHERELTH S, II0 EDa—IBRA>YSAYVTRHBEINTVWBRZ L=
SBLEY.

CDRAZIZDWVWT

/0 EZ a—IILHHEN. R— bHREEBGREICES &, LIF IS /0 EZ a—ILICUN—FEN
9,

FIE
1. XA IO EDa—ILEAYSAVICLET :

a xXOIAIVREZANDNLEY,

system controller slot module insert -node impaired node name -slot
slot number

b. A#1y T LETH? WS 7OV T RHARRINT S,

HAICED N0 EDa—IIDERBICA Y SA VIl (BRVAVICHD. At h. U —
EXDFEmEINC L) PHEEINET,

e ziE OOV RIF. /—R2 (BEoH3Ia>bO0—3) OOy r7EA>VSA Il 7
Ot AWML ZRIT X yvE—CERRLET
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node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node nodeZ will be
powered on and initialized.

Do you want to continue? {y|n}: "y’

The module has been successfully powered on, initialized and placed into

service.

210 EZa—ILOBR— M EBICHALINIC e ZRBLET ©
a BEODHZA>bO—ZDIAVY—IHSRODIIY REANILET,
event log show -event *hotplug.init*
()  2BEI7—LYIFOBFLA— FOTRMLICIZES DD BHEDBD £ T,

HAICIE. 1 DL ED hotplug.init.success EMS 1 R k& "hotplug.init.success: 51D " Event h'&RT
TN, N0 BV 2—ILEDER—MAEEICHEL SN ZRLET,

T ZIE. ROEAIE. /IO R— b e7b ¥ e7a OFEAEARIIL7-C & ZERLTWVWE T :

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.
a. R— b OYEMLICK L 77 EIF. EMS O 2R L TROFIEZEITL T RE L,
3. 1/0 EYa—I)L 2Oy bOERMNA VICH>TVT, BEOEBPITETVWB L EZRRLET !
system controller slot module show

HAIZIEZROY D RT—32 XD powered-on' E RRE. 110 Y 2 —)LDRIEEBHITTT L TWVWBC
Ehbhhb £,
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410 BEZ2a— DAV FAVTRBEINTVWEI e ZzHERLET,
BEEDCHZI> FO—ZDIAVY—IHSKROIAIY REANDLET,
system controller config show -node local -slot slot number

/O B a—IHAEBICA YA ICARD, BB INHEEe. EAIKIEXOY FOR—MMERZEL 1/0
EVa—-IUBRARREINE T,

e zZiE. ROV R 7D 10 EDa2a—IILDBE. ROLSBEAMWRRINET -

node2::> system controller config show —-node local -slot 7

Node: node2
Sub- Device/
Slot slot Information

7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O0O00000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

2TYvTE5: AL =Y AT LEBEOEEICETT S
FlE@IAI N FPO—FZICRAML—=CF2RL WBEICIELCT) « BIIXF INYIEETL WEICKLT

) « LIF R —L R—FIiCHBZ &&2EE L. AutoSupport BB —XERZBEEMICLT. A L=
SRAT L BEDOEEICETLET,

FIE

1. AFL—Y SZAFLTEFINTVWBONTAP ON— 3> ey FO—SOREICIE L T, BEICIHL
T TA9F—N—NEAbO—5TRML—=S%2F TN o L0 BBIXF INYIEZETLET
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R (S

E55H0I> bO—-ZHEHN a AbL—CZRLT TA74—N—Chicd> bO—->Z858
ICN—bhF— 2> bO—5%5| DEEICRLET :
SHEVZEE
storage failover giveback -ofnode controller
that was taken over name

b. 3| F AN rO—SOaVY —IILhSBEFE T NvIE
ART7LEYS

storage failover modify -node local -auto
-giveback true

mAOIY FO—SHEH TOFIEICHEASF T,
L. 10 (T—2DiRMH) %#E1T
LTWExd

2. R/BAVE—TTAANKR—L /= RER—MILR—FLTWB I ZMRBLET | network

interface show -is-home false

WIFNH DLIFDfalsee R-ENZEIE. R—LKR—FMIU/N—FLZEXJ, network interface

revert -vserver * -1if *

3. AutoSupporth' BMICE > TWBIHEIF. T—XDBEI:EHRZ ) AT LET,

system node autosupport invoke -node * -type all -message MAINT=end

FlE6 : BENRELIN-VERY FT7 v TITERATS

EEARELEN—VIE. Fv MIIBORMAIETREICHE 2 TNetApplIIREIL T 72E L /N —Y DR
ERERICOWVWTIE. R=UEBBLTLEEL,

0TS 2 —)LD3HE- FAST05H &K U'FAS90

FAS70£ 7=I3FAS90S R T LDIOES a—IILICEENEE LIIBE. IO EVLN
TA—I VAR EBINMKEEEZ Y R— N T3HICT Y I L —RHBIRELIZEIE. IOEY
A—ILERBELTLIETV, XBT7OLXATIE. > O—Z0> vy b YOV, [BEE
DPEELEINOED 2a—I)LO3s, O O—Z5DU T—h, BENEELI/N—Y
DNetApp N DRHZITULE T,

COFIBEIF. R L= X T LTHR—FEINBZIARTON—T 3 DOONTAPTERATE X I,

ERZFms 3HiC
C ANV ZRARLTEHBEDNHD T,

C ARL=UPRTFLOMODOAVR—Y CDITRTERBICEELTWA I ERERLE T, IERICEEL
TWAEWEEIE. T7ZAITR—=MIBEBVELE LT,
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FFav1 IFEALDY AT L
BEOHZA>bO—FF vy ATV T3ICIE. IV FO—SDRT—E AR L. BEICHL
TEERIFO-SHEZEOHZ I FO—FA ML= TF—2E5|SHETRETEZLSICO
hO=—Z&5FA0F—N—FT23REHLRHD X,

CDRRIIZDOWVWT

* SANY ZRFLZEFERALTWAHREIF. BEOY MO—FDSCSITL—RDARY Xyt —J% 0
FBLTELBENBHD “cluster kernel-service show £9) o A< K (privadvancedE— RH'5)
%#3E{79 B . ‘cluster kernel-service show €D/ — KD/ — K&, TD/—ROABEEIXT—4
A BLUED/ —RDOFERT—RZANRREIN' TV —F L AT —RA"£T,

& SCSI TL—R7OERIE. 75 RZAOMD /) —RET 3= LZEBHLTVIRBENHD &
To RIWEZEDHBHNC. TNTOMBELZRRL TEHBBABD ET,

* /=R 3DULBBISREIE. V=S LEBHLTVWBBERDDET, VT AID T +—
FLZBRLTVWAWEE, B EERIY FO-STERECEEMEICDOVW Tfalset RSN
2HRE. BEOHZ AV MO—SZ22 vy MUV TRRIICHEE ZEBET2HUENDHDET. &
BRLTCESVW" —FZ I AR CFERLET

FIE

1. AutoSupport " BZNICHE 2 TWBIFEIE. AutoSupport X v —JZ U L T —XOBEEER%
ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
b. ANy TEEBIF TNV IZEMLETH?) WS TFAY T EHRRRINIS,

3 BEDHBI FO—FIZ LOADER 7OV FhZRRLZF T,

BEOHZIbO—-ZDFRT EE
LOADER 7O Y 7k ROFIBICEHSFE T,

FINYIZ2RFo>TVWET Ctrl F—Z=z#LAH 5 CHF—%=#L "' FOV T HRRINES
yEANILEY
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