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Ay MIEODHFTSIZE L,

d Y rO—FEZa—-IIZ2dATLICRBETHLAA. ALNYFILOMENUSB 75y a k3
ATICFHLTVWRWS e ZHEEELFE T, AALNYRILZEECIFLAATIOY FO-FEDa—I)L%E
EEL. DLANYFRILZBAL. BIDRHFRDZMDHE I,

O hO—-Z v —YICE2ICEDHITIoNZ e TCUICT - b 2RKRLE T,

e J— NERIAT 5 L FIC CrivC ¥ —% L. J— 7O X %EH#i LT LOADER 7O 7 k Tt
LZ%9d, [ Startingautoboot ] WS Xwyt—IHRREINS. Crl+C ZIBLTHIELET

DXy E—IUDRRINABWVGEIE. Cr+C F—%Z#L. XOTFVRAE—RTIT—rT3H4F>
AVEZFERLTHS, O bO—F%FELTLOADER YOV ERRLE T,

. ovy—SRICOAY PO 1BLIEVWSITLDERIZ. EREEEGRL CEREBEDE R 4
JICLETD,

S2AF LN T —rEFEAL. LOADER 7OV 7 FTELELE T,
g- LOADER 7OV h TRy b — 0GR TR ELEF T,

* DHCP Z 18R L TW\ 3355 : ifconfig eda-auto
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RETRE—T v hR—bE. EERI>MO-SHEEEIY FO-SADEE

()  CEATER—FT. var T7 ALY RFLDY R FTEICRY T — BT

FALEY, COOARYRTIEeOM R— b ZERATZEDHTETFT,

" FEHRSIZRET 5 51E. [ ifconfig e0a-addr= filer_addr-mask= netmask -gw= gateway -dns=

®

dns_addr-domain= dns_domain' 1| D& SICAAILEXT
* filer_addr & A L= XTFLDIP 7 RLRTY,
* netmask (. HAN—FF—IZEHEINTVRBEERY FT—JDXY FT—UI RV TY,
* gateway &, XY N T—TO DT —bTTATT,
*dns_addrid. XY NT—JLDR—LYF—NDIP 7KL XTY,
* dns_domain |&. DNS R XA V% TY,

CDATavNIRA—FZERATZHEIE. *Y bT— b —/\D URL ICTELEEH E X1
VRERETBIHVEEIHD FHA. BEBDIFY—NDKRIMRALITTT,

AVR—TITARCE2TIE. TDMDNSA—EIDRBICAZBEELHDFIT, 77
—LDx7 - JAY T LT lNhelpifconfig ] CANT 2. FMEHETETET,

h. > bO—SHWRA LY FEEIEZT 77w IEHD MetroCluster ICEENTLW3SEEIE. FC 74
TROEBEED) AT ITIRELRHD X7,

i. RSFE—RTZ—F : boot_ontap maint
i. MetroCluster R—h%Z A Z>IT—RE LTHEEL XY, ucadmin modify -m fc -t initiator

adapter_name _°

i. ZIELTRFE—RICEDZET : halty
TEIIVRATLDT — bEICEREINE T,

AN A X— FAS8200 z 7—hLEFET

FAS8200> 2 7LD USB RS THBSONTAPU AN A X—=J%EHL T, T—F X
T%ﬁﬁﬁmbijop@%ﬁkm\wﬁ77V/lF747#b@i@ TJ71)L
2T LDET. REZHOKIE. O FO—S%2BE0HEICRI LS EN. B
FHEFIEIZ. > XTLN 2 / — KMetroClusteri8ll THZ D ESI ML >TERD F

ERS

FAS8200> X T Lild. FEIDT — b X7« PRIEFIEOHZFR—rLET. BT —b X707 VAN
B R—FEINTULEEA,

FTToay

1 IEFEACEDY AT L

P ONTAP A1 X—=2% USB R4 TN 5T —br L. T7MIIRTLZ)RANT LT, RIRER T
HEDRBHD T,

CDFIBRIBS X T Ll 2 / — K MetroCluster #RICIZTZ ENEH Ao

13



FE
1. LOADER 7OV 7 +H5. USB 75w a RS54 Tboot recovery | MHE AN « A X—=J% T—
fLET
AX=UNUSB 7Ty a koA 76 orO0—RENET,

2. 7OV T ERRFENIS. A X—POEFIZANTZD HHICRREINLT 7AILEDAX-C2
DFEEEALET,

var 77 1INV R T L= ETLET,

2 2T LB (S

oy D — R a NyoI7 ‘/7’1%5527&1'2_753“673‘ SHhEERTZXvE—INK
TeNfs Yy ZBLET

b. EE#4 1> bO—>% advanced 1R L NJLICERE L £9 :'set
-privilege advanced

C RPNy I T7YyTAXY RZERITLET, 'system node
restore-backup -node local-target-address_impaired_node _name

d. O> +rA—5% admin LAJLIZEL £7 :'set -privilege admin

e 18 1’1.75.1‘%552%@%3‘%13‘2: IHZHRT DXy E—IHKRE
Ny = LET

. Ay rO—SoBE#SZRHZ IOV T EHARRINES Y %
WMLEY

o

Iy hT—=OFGHRHD FHA N O Ty THERZETT 3L KON n ZWLET

b. 7OV I KRR EINTH. P ATLEVT—FLET,

C. RxdN=X=Za—h5 I *Update flash from backup config * (
syncflash) | 77> a3 >EFIRLE T,

BRI I3 EON ZHERTAIAvE—IUhRRREIN
5. Tyl ##BLET,

> hO—3FICLOADER 7OV 7 rERRLE T,
printenv AY Y RZFERAL T REZHOXEZHIRLET

C. RIEZEHHIEL K BEINTULARWESIS 'setenv_environment-variable-name___ changed-value
ONYRTEELEY

d Tsavenv] OV REFEAHALT. ZERABRZFELE T,
5. MOFIEIZ. AT LIEBRICE>TERDZET,

o URXTLICHAVIR—REF—TX—Tv. NSE. FHIENVEDRRESNTVLWBIEEIE. ISEAFT &
EIZISLT. OKM. NSE. NVEZUXZXR7LET

c URAFLICAYR—RF—IX—T 9. NSE. FIEINVE BEREINTLAEVESRIZ. CotIY

4 RIEEHHELSKRESNTVWE I ZREELF T,
a.
b.

14



aVOFIEEERTLED,
6. LOADER 7O 7K~ T lboot ontap 1 AX> REANLET,

RLTNBZIAB %
OJa> o>k ROFIEISEHE T,
FINYI%EFOTWET a N—hkFr—ayvto-—-Sicagars>LEd,

b. storage failover show A¥ > RZFERALT' Z—4 v k- a2k
O—SHDF TNy IR REICHE > TVWE ez LT

7.N—bhF—arbrO-=-ZiIca>V-=ITr—TJIzE 5L £,
8. storage failover giveback -fromnode local AY¥ > RZFERALT. > bO—Z%ZF TNy I LFT,
9. U5 XAZ + 7OV KT 'netint-is-home false' AV REFHL THRIEBA VZ— T 21 AZHERLET

"false" E RSN TWVWBRA VA —T 14 ADHB3HEIE. netintrevert AXY REFERALT. ThH5D1
VR—T 1A R%EHR—LIR—FMIRLE T,

10, >V =)L - =TI =2EBEIN-I> bO—-FICBEL 'version -v AT K% ZE{TL T ONTAP O/\—
TavEERLEY

11. T storage failover modify -node local-auto-giveback true 1| IAYX > REFEHAL TEBIF I Ny I EEMICL
7=%alEk. BEIX Ny IZ )X RT7LET,

7> arv2 3> bO—31F2 /— K MetroCluster [CHEEH TN TWET

ONTAP 1 X—2% USB R4 T 67— L. RIBEZHEZHER T A2UNENHD £,

COFIEEBS X T L. 2 / — K MetroCluster #8 T9

FIE

1. LOADER 7O 7 kh5. USB 75w a RS>+ 7 lboot recovery | BB UANY « A X—=T% T —
FLET

AAX=IHUSB 75y aRI4TN6R U O0—-RENFT,

2. 7OVTERRTENIS. A X—POEEIZANTED HEHICRTEINLT 7AILEDAX=C2F
DFEREEALET,

B AX=IUNA YR b—LEnc5. VRN 7O ZMBLET,
a Ny o7y TR EB’ITIBLOKRKODESNIS n' ZILET

b. BiLE %= RHZ IOV T EDBRREINES Y ZIBLT HLLA YA M=IETNEY T FDZT7OME
BERwLEY

TOYTEBREENS, T— b TOCXZHMTETELSICERBLTEBEDHD FT,

4. O 27 LDFENEFIC 'Press Ctrl-C for Boot Menu' £ WS X wt—IARRRENS 'Cirl-C' 23 L £33
BIXZ 2 —HRREINT=5 'Option 6 ZFERL £

15



. /—RICLOADER 7OY 7/ rERRLE T,
. printenv XYY FZ2EAL T REZHOREZHALET

IRBZEHHIE L CREINTULALVIEEIL 'setenv_environment-variable-name__ changed-value_*
ORYRTEELFET

lsavenv ] OAY > RZEFEALT. EERNBREZHREFELE T,
. J—=REYT—rLET,

S RIBEHMMNELLRESNTVWE L =R LT,
a
b

(9]

-

0]

2 / — K MetroCluster &} - FAS8200 O 7/ U4 — k& XA
wFNYILET

2 / — RMetroClustertfi TT — b XFT 4 7DOXEETT L1=%. FAS8200> X T L\
TMetroCluster 21w F /N 1= ERTLET. COFIEICIE. /—RXFL—=2
R > (SVM) DIREEDRESR. X1 v F/N\wv o AT RDEIT. FEEA7T SVM A O—
HIL T4 R T=IHh 6T —2%RMH T2 BEOEEREICERNERED Z E DESRHNE
EFNE9,

FAS8200> X T Lild. FEIDT — b XT 4 PEIEFIEOHZHR—bLET. BEIT—F X717 VAN
B R—FEINTULEEA,

ZDRRAUTIE. BED 2 /— K MetroCluster 18D AFETLF 7

FE
1. IRTD/ —RDIREEND lenabled | THBZ & %=MEZRL EJ. MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. §ARTOSVM THEHBNARZT LI-C =2 L %9, [ MetroCluster vserver show |

3. BIENIBICL>TERITIND LIF OBFHRITHEEICTE T LI e 22 L £ J, MetroCluster check lif
show

4. HNAN—T S ZAEAHADEED / — RH 5 MetroCluster switchback AY > R&ZERA LT, X1 v F/\v
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J%EITLED,
5. A4 wFINy IMIBHTT L= Z £ #HEEE2 L £ 9 MetroCluster show

7 5 22 DIRED waiting-for-switchback DIFZEIF. R 1w F /Ny JAIBNEZERITH T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

9522 Thormal | REDEF. AAMvFNYIMEBIZZTLTLWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

21 YyFNYIDRET T3 ETICEHBLINBHEIE. T MetroCluster config-replication resync-status
show | XY REFEATZ LT, ETFDOR—IXFAVDRAT—R AR TETET,

6. SnapMirror #85% & 7=1% SnapVault B A HNIE. BREIZL 95

) X b 7iE=1t- FAS8200

FAS8200> R T LD T — b X7 7 CHESLEMZETTLET. COFIBEICIE.
RBEWRT—R TIUVCRCEYRY AT LIRF2HBETBZHIC. 7VR—K F— I x
—2 ¥ — (OKM). NetAppR kL —BES1E (NSE). F7clENetAppR ) 2 — LEESL
(NVE) B"BMCHR > TVWBR Y AT LDRBEDFIEZZTT 5 EHFZENT T,

FAS8200> 2 T Lild. FEDT— bk XF 4 7EEFIEOHFZHR—ELET, BIT—F XFT07 UAND
IEHR—FINTULEEA,

F—IRX—Tv—ORBEICKLC TEYBFIEZRITL. Y RXTLOESZETLET. P ATLATERAS

NTVWBEF— IX—Cv—HFRBELRZEIF. T—F XTF 4 7OXRBFIBORBEICTF v TF v LI-REERE
L TLIETL,
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FYR—RF¥F—Tx—+v (OKM)
ONTAPT =k XZa—h56F>R—RF—I%—Jv (OKM) BREEZJVIAMTZLET,

ER=RIR Y BH0IC
ROBEHREAZTLTLEST L,
* UIRARLEDNRT L= AN "FVR—F F—EEDEML"
CFUR=RF-IR=TVv DNV I Ty TER"
*ELWNRRTIL—RENY I T TT—2h B2 zHERBTBICIF. "FoR—RFF—EED/N\vY
VTV TEDTRAILEDNRAT L —IXZIREEY 555" FIR

FI@

BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT —k XZa—h'S5@BYRA TS a>vE&RLET,

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



20

707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



10.

707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

AV bA=5=0aAYY—ILIRDAYE—IHRREENTVWS ZEZREBLE T,
Waiting for giveback..(Press Ctrl-C to abort wait)

N—hrF—2> +O—5—DI5FE:

BEDCHZIAY bO—F—ZRMLET,

storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

CFO 77 V7T —hbDATEEBLIE. F— IR—2v—ZRAHALET,

security key-manager onboard sync

TAOYTERREFEINIES. FUR—F F—IX—Tv—DISRX—2BEDNITL—X%Z AN
LE9,

23
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ER=RIR Y BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —N—DTF7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 71 )L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (IS4 T7 > kF—)



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 EBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END T2 8T U 54 7> NEFAZE (clientert) 7 7 T ILORBEZASIL T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o
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PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

BEDHDL5m%E NetApp-FAS8200 ICEL T

FEENFEEL/N—VIE. v MIABORMAIETRZEICHRE > TNetApplIIREIL T 12
Wo "N—YDiRMmEZIETERICOWVWTIE. R—=UEZEBBLTLLIETL,

FAS8200> X T Lsld. FEIDT — b X7« PRIEFIEOHZFR—ELET. BET—b X707 VAN
B R—FEINTULEEA,
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