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12. T— b XT 4 7ZFAEDMUEICOY I LET,
a J—bAXT4T7ZIXF—KR—FOAICEEEEEET,

b. T— b XF 1 FPOROBE WKLV ERL, T— b XF 1 POBERLTFT. BLOY KLV
BH3RH E T,

C T—hXTa 7ML TR SBEVAYIRIZHEEFT. T b XAT T ZFAEDMEICO
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RDFIRE
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L. BEINTVWAF—BEE{tOBEZHRILET. F—BSLHAERICBE>TVDIE
Bl B I237ODEYEFIEZ S AT LDERNLET,

BE 77— XTo7UAN) TOEXRIE. ONTAP QA7 AMBETOA Y R—FINTVWET, A RL—UUR
TLTUFION—2 3 YDOONTAPZRITL TWAEEIE. "FE 7 — EEFIE",

ERZRIRY BHIC
CF—IXRX=Tv—DRATZRELF T,
CFAVR—RF—IX—Tv (OKM) : IFRELEDNRTL—XENYITYv I T—EHNRETT
cABEF— XX —T v — (EKM): N\— b F— /=R RDT 7 A ILDBBETT,
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem
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1. LOADER 7OV 7 N5 T—h XFo 7EIETOLRZMBL £,

boot recovery -partner
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BEEICRDOA Yy E—IDRREINET,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

=M XTFaTOA VA= AN) O R ZERLET,
TOEZADET L. XvtE—UDARRENET Installation completes
AT LIREEEZFIvIL. ROWTNHADAYvE—C%FRRALET,
RATNBZAvE— BRI
key manager is not SRATLICESERAI VA b=ILEhTVEE A,
configured. Exiting.
a OJA4 7Oy 7 rHRRINZETHLEE T,
b. /—RiIZAJA > L. ARL—UFRAILET,

I storage failover giveback -ofnode _impaired_node_name _

C. 2%%@1 BEX NI EBEEMICT S EMICH > TLWEE

Ho

key manager is S YR b —LENTVET, FEET £—v7—Jr—D
configured. 1Bt

SRFLHF— IR v —OBMBERA TS BVBER, T5— Xy E—IHRRS
() h F—x—Ur—HERINTVBNE 5D, BEVEDETT (42 FR— K E i)
@) ERBT 5L SICROONET, TOVT MER THITLET,

REICISC CEYGFIEZEBLTEF— Y R2—Jv 2 VXA RT7LET
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FUR—REF—T—+v (OKM)
SRATFLIFRDA v E—% KRR L. BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREINTLES. AVR—F F=I%—Jv—DONvIT7v T T—2%ZANLFE
ERS

INZATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.



f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIAT YV EF—T 71 ILORBOAIZRTLET,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :

11



KMIPY—NT7 71 ILORBOBIERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 1TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

* R—bFDIP7 KL X
" R—bDOXY RIYRY



" TIFINT =T ITADIPTRLR

—BHBRy T —ORETOV T L OFETRT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINABVEE. PRTLIRELEL. I5—BLVESAyE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner
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F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RAPBRELIS. PRTLDBAYSAVICED., BEFAIETHBI & =R LE T,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE

ONTAPA X—=UH DA N7 L. /—RHBBEL TT—FE2RHETET S L5 "HWE L 72305 % NetApplliz
MLET, "ICHEDFT,

MIELT=7 — b XT 1 7%NetApplliREI L T 2T L) - FAS83008 & U'FAS8700
FAS8300F 7=IXFAS8700 A T LD AVR—R Y FMCEERIRE LIZESIZ. BELE
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AN A : MetroCluster switchover

2w FA—N—IIEENICITIT EEXvE—J%RL. FJETHNISEELX AL TPOELE
HNTH S5, MetroCluster o BEZBATIRVEEIE. TI7ZAITR—KIEBVEHLE
switchover AY Y RZEFHAL TR <7EEL\,

Ay FA—=—N—%FHAHT=H. X1

wFA—N—IFEF NI

3. YN IN—2 5 X2 H 5 MetroCluster heal-phase aggregates AY > RER{TLT. T—27J )5 —k
zHEBEIALEY,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BENIET T N5 S -override-vetoes /N5 X — X %F57FE L T MetroCluster heal ¥ > RZHRE{TT
TEITCDF T VNTA—REFRAT . BELEBEZHITFZY 7 MRETITIRTEERINE T,

4. MetroCluster operation show A< > REFHAL T, WEBHNRT LA EZERLE T,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEEL X,

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV > RZFEARAL T, IL— 7 UF— 2 BELET,
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mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEIET I N35SI -override-vetoes /N T X —2 %387 L T MetroCluster heal' A< > REBREITT
FETCDATOIUNSTA—REZFERT L. BELEBZIHITEY 7 MRIETIIIRTEREINET,

7. F A7 4 %—>3>9 5 XAT I MetroCluster operation show | <> RZ{FERL T, BELENTTL
Tl ez LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
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c AVYV—ILDEEOHZ A FO—F—ICEHEINTWVWBR I EEZERELET,

C UANUAX=—SHMRIEFESNIUSB 75 v>a RSATDBHB e =B LET,

* AT LTEBILAIMERINTVEIDNESHW EHIL T, BEIELABMICHE>TWVEIHE SHIIGL
T. FE3 THETIBEA TS a>VEBIRTIBENHD FT,

Fg
1. BEDOHSIAFO—5DO LOADER 7OV T hH5. USB 75 wv>a RSATHBEUANY 4 X—=
L £,

boot recovery
DANRNVAX=DIZUSB 75 va RIATHEHTO-RFENET,

2. 7OV HRTEINS. BIROBHIZATT SN, Enter ¥—Z2#H L TEINRICRTINZ T 7+
FDEGREZITANE T,

3. ONTAPN—=2a > OFEEFERALT. var 7707 P XATLEZETLET,
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ONTAP 9.16.0 &1
BEEOHZ A bOA—F—/N—hrF+— A2 bO—F—TROFIEZRTLET,
aEEOHS AV FO—F—DHE: T Y EB¥ Do you want to restore the backup

configuration now?

b. EBEDHZIAY FO—F—DHE: 7OV T MHRRINIS. Y /etc/ssh/ssh_host_ecdsa_key
ZzEESTLET,

CN—hrF—2XbrO—-FT:BEOHZIV FO—SZRERMERLANILICHELET,
set -privilege advanced
d N—hrF—22bO0-5—T:ERNYI Ty T AV REERITLET,

system node restore-backup -node local -target-address
impaired node IP address

BIBIUND X v 2= DRRRINTHZEIE. NetAppFR— MMIEBULWEDHE
<V

e N—hrF— 22 bO-FT:BEELANILICEDET:
set -privilege admin
fEEOHZAY FO—F—DHE:#HT Y RBE 'Was the restore backup procedure

successful?

g BEEOHSAY bO—F7—DHE: T Yy RBE ".would you like to use this
restored copy now?

h. EEDHZAY FO—>—DHFE: T Y HEFH EROSNS., Cil-CT—kXZa2—HFK
mENfEH,

. BEoHZ > bO—-F—T: ROVWITNHEEITLET,

" DRATLATESENMEEINTUVWARWVGERIF. Tk XZa—D5 [F 7 ary1@887—
M EERLET,

" O RAFLPEESEEFERLTVWRESIE. " aOTh /",

ONTAP 9.16.1 L%
BEOHZIAY FO—5—TCRDFIEZEITLET,
a Ny IT7yTHREDETERDZ OV T RRTEINSEZS. CADL Y ET,

ERFIENRINT B L. ROX Yy EZ—IDNKRRENE T, syncflash partner: Restore
from partner complete

b. ZLZX YNy o7y FOEBFTHNEMLIEDE SHEERT S 7O T KRR INT 5,

C. TLR YEISNIBRZERT 3L S ICKOSNTIFE

d FLZY/—RFZzBEEHNTZLSICKOSNIIBE
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e. 7L R Y BE#ZEROSNIHEIF. Cirl-CT—bXZa—NKRERIhi5,
L ROVWThDZRITLET,

* VRTLTESMEHMERAEINTVAWNESIF. T XZa—-D5 [ T7>av1@887—
bl Z&ERLE T,

* VAT LWEESEEFERLTWAEEIE. Ty aTh /",
4 N—hrF—arrO—-ZiICa>rV—ITr—JILzERLE T,
S. A bAO—ZDAML—=2F TNy I LT A bO—SZ@BEHMEICRLE T,
storage failover giveback -fromnode local
6. BEIX INv o EEMCLIZHEIR. BEEWMICLET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBHEIF. T—XDOBEI:EHRZ ) AT LET,

system node autosupport invoke -node * -type all -message MAINT=END

St DfETT - FAS83008 & U'FAS8700
AT — AT 7 CRELEVIMT7LET,

AL =S ZF LHONTAP 917 1L EZ T L TVWBIESIE. "HE T — FEIEFIE" . AT LTUEID
N—2 3 DONTAPZERITLTWBIGEEIE. FET— M) AN)FIEEZFERTIHNELRHD 7,

F—-IX—Tv—OBEICK L TEYBFIEZRITL. Y XTLOESLZETLET, P XATLTERAS

NTWEREF— IR—J v —DFREALRIBEEIE. T—F XTa0 7OXBEFIEORBRICEF v TF v LIREZHE
AL TLIETL,
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FYR—RF¥F—Tx—+v (OKM)
ONTAPT =k XZa—h56F>R—RF—I%—Jv (OKM) BREEZJVIAMTZLET,

ER=RIR Y BH0IC
ROBEHREAZTLTLEST L,
* UIRARLEDNRT L= AN "FVR—F F—EEDEML"
CFUR=RF-IR=TVv DNV I Ty TER"
*ELWNRRTIL—RENY I T TT—2h B2 zHERBTBICIF. "FoR—RFF—EED/N\vY
VTV TEDTRAILEDNRAT L —IXZIREEY 555" FIR

FI@

BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT —k XZa—h'S5@BYRA TS a>vE&RLET,

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— Xy E—URRRENE

T, TS—HMBESH. REPERICKRITEINZ T THITLBEVWTLSIZE L,

M. IRTOF—HEETNTVWBR I =ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ERZRIRY BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 IJL (V547> kF—)
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* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 EBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBZASIL £ T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g
kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

HWEEL 7T — b X7 7%ZNetApplIREAI L TS 728 L) - FAS83008 & 'FAS8700

EENREEL/N—VIE. v MNIHE G)RMAET%L:ﬁo‘CNetAppL REILTL 12
Wo "N—YVODiRGEAHFHFMICOWVWTIE. R—JEBBL TS

FyvIVJEY a1—)L FAS8300 & FAS8700 3L ¢

EDa—IIWF T S4B ol &R TE—D AutoSupport (ASUP ) Xvwt—o
PO ZATFLICBREINESZEIE. I FO—FEDa2—-I)LlOF vy VI EDa—)L%E
RPTINEDBD FT, KTLBWVWE, NTA—TIVIAMETLF T,
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FAS8300(Cld. Ver2Od> bO—FEDa—IDF vy Y IJEDa—ILY 7Ty DD LHLD
() DEtA. FASSI00ICIEVer2OY FO—SED 21— LIEB O FtA. Yy FOBMDALICE
B vyL YT ES - LOBEADHEIEH D Fth A

*EENMRELLIVR—Y NI TAONAEDSRITE S IAHA FRU IV R—32 2 b e 30
ENBHOET,

FIg1 - EEOHZ A O vy NIV LET

ARL=PRTFLDN—ROD7HEHICICCT-FIEZEFERALT. BEoHZ 2> bO—FZ> vy TV
FETAO0FA—N—TF£7,
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F7oav1 L IFLACDER
BEOHZA>bO—FF vy ATV T3ICIE. IV FO—SDRT—E AR L. BEICHL
TEERIFO-SHEZEOHZ I FO—FA ML= TF—2E5|SHETRETEZLSICO
hO=—Z&5FA0F—N—FT23REHLRHD X,

CDRRIIZDOWVWT

J—=RD3DUEHBZITARIE. V3—FLZBELTVWAIRELRHD XS, VTRARXTIA—F LA
ZERALTULWARWEEY., EERIY FO—>TERMEEEEMICDOWT false ERTRINZDBEIE. E
EOH3 > FO—F%>vy ATV T IRICHEE ZEBETIHELHD £,

"SR OSSR EERLET"
FryIUJED AN T BHEIC. EORBEHET B CZHELE T,

FIE
1L 2ryd VI EDa—ILDT—RIFBHLINTUVETH BEDHBZFv vV IEDa—ILH5S
T—HEIRTBEELTT—EDESBVLSICLIEVWSED DB D T,

a Xyl VIJEDVaA-INDT—R%ZHELEXT, system controller flash-cache
secure-erase run -node node name localhost -device-id device number

@ 3217 L “system controller flash-cache show Flash Cache D7 /N1 XIDAHH 5 4
WEEIF. OV RZ XY,

b. v WS VI EISa—IDBT—ENEEINC e ZRRLEY, system controller

flash-cache secure-erase show

2. AutoSupport HEICER > TWBIHEIE. AutoSupport X wE—J%#UH LTy —XOBEER %
MHEILF 9, [ system node AutoSupport invoke -node * -type all -message
MAINT=_Number_OF_hours_down_h

ROD AutoSupport X vt —2lE. T—XOBEENMEMZ 2 BFEEIEL £9 . cluster1 © * > system
node AutoSupport invoke -node * -type all -message MAINT=2h"

3 IEERIYMO—Z0OAVY—IHLBEF INYIZEMCLET, storage failover modify —
node local-auto-giveback false

4 BEDHBZI FO—FICLOADER 7OV rE2RRLET,

BEDHZI> FO—SDFRT {FE
LOADER 7OV 7~ ROFIEICHEASE T,

FINYIZFO>TVWET Ctrl F—Zz#LAH5 CHx—%#L. Tyl EANDLFT,

SRATLTFAYTEFERIFNR BEOHZ AV NOA—FZTA A —N—FFELELEFT, T

J—RFOY T~ (X7 LN storage failover takeover -ofnode impaired_node_name _ | &=

27 —=RDAN) D#H 3> kO—SIC T Waiting for giveback... | ¥&RRIN7:z
5. Ctri+C Z#H L. Tyl CAHILZET,
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FFo3>2 > bO—51%2 /— KR MetroCluster [CHEEHINTWLWET

BEOHD A EO—FF vy rEDTVT3ICIE. IV FPO—SDRT—E AR L. BDEICHL
TEERIFO—SHEEOHZ I FO—F AL —IHhSTF—2%5|SHETRMHETESLSICO
hO—S%RAAYFF—N—FTIREHLRHD FT,

CDRRAIICDWT

*EBLOCMO-JICENEZHRIGT3HIC. COFIE DRETEREEZA VOEXICLTHL
BEHHD T,

FIE

1. MetroCluster A7 —42X%=FxwvoZ L T. BEOHZ I bO—-FHEELIY FO—SICEEHIC
2AYFA—=N—=LIDESHEREZEL XTI, [ MetroCluster show 1

2. BEIRAM Y FA—N—DHEELIDESHNIIGEL T RORICHE > TRUBZEDH F T,

BEOHD I bO—SDRT %
HBEMNIC Ay FA—N—L7T XROFIEIEAET,

BEFMNICRA vFA—N—LT EELIYEO—SHE5FEMNDRT v FA—N—12E%ZETL
(AY~NA F 9 : MetroCluster switchover

Ay FA—=N—IZBEFNICIT IEEXAVvE—C%REEL. AR THNIIEEEERLTPDEL
THNTHEST . MetroCluster £9, BEZFRTITRVEEIE. TI7ZAILNTER—MIBEWV
switchover Y > FZEHALT GhtE<7iEEL,

2A4 Yy FFA—N—%HATD

Ay FA—N—|FEFT N

3. B INAIN—72 F XA H 5 MetroCluster heal-phase aggregates AV REER{TLT. T—X7J U5
—h~ZBRELET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BIEHIER T NT-BE1E -override-vetoes /Y5 X — X % 35E L T MetroCluster heal Y > REHE
ACEXICDATaVNSIA—A%2FERTZ . BELIBZWHITEY 7 FRIERIEIRTERS
nxd,

4. MetroCluster operation show A< > REFHAL T, WEBHNRT LA EZERLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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5. T storage aggregate show | OAXY > RZFERALT. 77U — DREZHELF T,

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV > RZFERAL T, IL—rT7I U5 — b2 BELE
ER

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BIEHEE TNTI5E (T -override-vetoes /N T X — 2 %357E L T MetroCluster heal' <> R&xHB=E
TCEEITIDATIIaVNSA—EEFRTR . BELBZHIFZY 7 MRIETIFTRTERS
nxd,

7. 72574 %—>3>295XAT I MetroCluster operation show | <> RZERAL T, EBELEHL
ST LIEC xR LEY,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. BEDHZIAYFO—FEPa—I)LT. EREBOEGZHERLE T,

FIg2 : A FO—FEZa—I/ILZROANT

a2 hO-SFEDa—)ILAPOAVR—RXY MITFTI7ELRATBICIF. A bO-FEDa—-ILEedv—2H5
WONTBER DD T,

ROT7ZA—=2ay, B FLEEEHSNFEICK->T, AV FO—FEDa—-)Ilzdvy—D5WMOAT
CENTEET,

F_AXA—=>3>- Oy brO—-SFSa—ILZBDOANLET
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3 BEX INYIEEMCLIEEIE. BEEWMILETY, T storage failover modify -node local-auto-
giveback true |

FIg7 : 2./—F MetroCluster 18D 77 V7 — 2 X1 v FINVIT3
CDRRYITIE. BED 2 /— K MetroCluster 1D A% E{TL F 9

Flig
1. IRTD/ —RDIREN lenabled | THBZ & %=MEZRL EJ, MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. $RTHO SVM TBREANTT LI e =R L £ 9, [ MetroCluster vserver show J

3. BEMIBICE >TEITINS LIF OBBFRBITHEEICTE T LI %2R L £9, MetroCluster check lif
show

4 YNAN—T S ZAZHADERED / — RH 5 MetroCluster switchback Y > REFEHL T, X1 vF/\v
I%RITLET,

5. A4 wFINy IHIBHTT LI Z & 22 L £ 9 MetroCluster show

7 5 22 DIRED waiting-for-switchback DIZEF. R 1w F /Ny VBN EZERITH T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

9522 Thormal | REDEF. AAMvFNYIMEBIZZTLTWET,
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

24y FNYINTET T3 EXTICKELIIDBHEIE. | MetroCluster config-replication resync-status
show | AX Y REFHTZZE T, ETHOR—XSAVDRAT—RAZHRTETET,
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c WIMNDEMBRLET "Active Q VT IILZ AT Z— DRI DRFLAVR—FY FOLEDA
L BESRTLICEELTVWREEEZXELE T,

FIE

1.

10.

SSHEFERAL TS XRICOATA>VTDh. V7 ARXROEED ./ — A s5O0—AIoa>yY—=ILr—7
NesyThy IOy —=)LeERLTOIJI > LET,

IARTCDIZAT Y RRAMDSERY N TV IO RTLEDT—IANDT7 I I%=EIELFE T,
NEBINw O Ty I T —RELELE T,

AutoSupport N BMIC R > TWBIEEIF. T—XADERZIMHEIL. SR TLZA T4 VICT %5
ELFT,

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

TARTDITAR/—RDSP/BMCT7 RLAERELZE T,

system service-processor show -node * -fields address
VIRARI TNz TLET,

exit

FIOFIEOHEAICKRRINTWINDD/ —FDIPT KL X%ZER L TSSHIZE TSP /BMCICAY 1 >
L. EBRREZEHLE T,

A=y T ryTEFERALTVWRIGEIE. ALV XEXBEBEDI LTI vILEERLTIOY
O—>icaOJ14>L%x9,

BEDHDZv—IcH 3200/ —RE2ELELEFT,

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSyncE— K TEIfEJ S SnapMirrorFHiZER T 57 5 XX DIHFE . system node

(:) halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown true
—-ignore-quorum-warnings true -inhibit-takeover true -ignore-strict
-sync-warnings true

RDRXy—IHREFEINCS. FFXXAOGEI bO—-FIC My ) EADLET,
Warning: Are you sure you want to halt node <node name>? {y|n}:

2> rO—-5HEET B FTHFS. LOADERZOV 2R RTLET,

73> 2 > bO—51%2 /— K MetroCluster R TY

BEOHZ AV FO—F% vy bEOVTBICIE. AV MO—5SOXAT—2XEER L. BEICGLUTER
ROV MO—SHEEOHZ AV EO—F A ML= 6T —2%5|EHETRETES LSO NO—-5%
A YFA—N—FIREHLHD XTI,
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CDRRAIICDWT
cIFEEAIOFO—JICENEMIETZDIC. COFIE DREBETEREBEZA VD EFFICL TELHBED
HHET,
FIiE
1. MetroCluster A 7—42 X% F T w27 LT BEOHZ I bO—FHEERI> bO—-ZICEBFNICRA
WFF—=N—LIHESHEREEL X, [ MetroCluster show |

2. BEIZA Y FA—N—DRELIHDESIHNIIIEL T, KORICHE > TUIBREDH X T,

BEOHZIAbO—ZDRR  F
BEMICRA Yy FA—N—L7T ROFIEIEAXT,

BEFMNICRA yFA—NN—LTW EERI>YFO—FHS5ENLBRAM Yy FA—N—i2E2ETLET
70N : MetroCluster switchover

A FA—N—IIEENICIFIT EEXvE—C%RL. SR THNISEEZ AL TPOELE
HNTESY . MetroCluster o BBEBRTEIRWVERIZ. TI7ZHILYR—MIBEBVEDHE
switchover AY Y REFHAL TR <&,

Ay FF—=—N—%F@dHT=H. X1

wFA—N—IFHET TN

3. N1 IN—2 5 XX H 5 MetroCluster heal-phase aggregates AV RERTLT. T—27J V5 —k
ZHBERHLET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BENIET T N5 S -override-vetoes /N5 X — X %357E L T MetroCluster heal Y > RZ#HZE{TT
IET DA TOaVNSTA—F2FEATI . BEWUEBZHIFEY 7 b RIEFIEIRTERINE T,

4. MetroCluster operation show Y > REFERAL T, WEBATT LI ZRRLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. T storage aggregate show | X > RZFERALT. 77U —FDREZHZELE T,
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV > REZFERAL T, IL—+rT7IUF— %2 BELET,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIET T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' A< > REBZEITT
FETCDATOIIUNSTA—R%EZFRT L. BELEBZHIFEY 7 MRIETIIITRTEREINET,

7. F A7 4 %—>3>9 5 XAT I MetroCluster operation show | <> RZ{ERL T, BELENTTL
Tz LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8 BEDHBZ AV FO—FEPa2—ILT. BEEBOEFZHRELET,

N— R 17 -FAS8300 & FAS8700 # & L TR LF ¢

T7 N—RRSA47, LU0 FO—FEZD 21— IIZEEOHDZI O v—D5H
LWy —JIlBBL. EBSVIFRIEIORATLEFVYERY FOBEZEOHDZ D v—
#. BEOHDZIOvy—EALCETILOFLLWS y—2 8 HBLET,

FIE1 Q> rO—FESa—-I)LERONT

S —IETHTBICIE. VW= 5 > b O—FEVa—IILERDANTHRELRHD T,

FIE

1. EHREN £ 0ES . BE TETICERLET,

2. BES—JIEES )y TEN L. BEEBHST—TILERETET,

3. F—TIURRSAY R TENARIEHELTVBT—TIEFEDTVE TV I EIN—TIA RSy TE4E

55



O PATLT—=TJILE SFPEOAY FO—FEVa—I/Ih 5N L (BEBERFE) « EDOT7—TILhMA
ICERIN TV eh ZRER L £,

T=TWET=TUNIXIAY ETNARRDIEERICLET . CNUSKD T=TIUIRIX Y T
NARZWMOMIFETEEIS. 7T Z2BETIHBENHD LA
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A bO—ZFEDa—-Illzdv—h65|FHLET,
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WT. LEEDFIEZZEDIRLET,

FlE2 : 77>2BBLET

Sy — LT REEICT TRV IV ETIRAY v —VICBH TR ICIE. BEDIEF T XV ZRTY
BUENDHD ET,

FIE
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w N o o

10.
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FIE

1.
2.

=YD RIIRA Y ISR EALFTT,

AW Y= RATLAFYERY FERIBEBSYIDSYIL—ILHSEIXTA REIETEDOEL.
ICBET XY,

B RD XL DHZEIE. BETEYICERL X,

A vy —2%. DATLFVYERY PETREERES Y IDT Vv I L—ILICR>TRALT, BEEZ v
TEIBIRATLFYERY MIRELFT. COEFRIF2 ATIToOTLLEE L,

D= BERATARESETCRES VI TR ATLEYERY MIERIEBALE T,

TV v —=IDSEDA LIRS EFERALT. DYy —OREZEES VI ERIFSATLFYERY K
ICEIEL £,

FERELILZED AT TVARWNGEIF. BDRFTET,

Flg4 : > rO—FESa—IILERD TS

LW y—2ICaY bO—ZEDa—-IILZBOMIFE. T—hI2HBENHBD T,

280> bO—FFZa—IIZEZRILIY—UICBETZ HART TlE. vy —IADREDTT T3 C[EIKF
IC)T—bPEITEINZ S I FO—FEDa—I)LOBRDFIFTIEFEIEFICEE T,

FIE

1.

2.
3.

OV hA—ZEVa-I0mesv—2OROMICEDOE. IV FA—FEDa—-IIZY AT LICHFDZF
TESHLRAAHFT,

() #ErrB5ETIY FA-SEV2—ILES v— VICRRIEALAVTI T,

A=Ay brO—SF2a—IZBEF—JIILERL. BER— M EBERELE,

> hO—ZFDa—IILOBDFITERTLET,

a OvroyFaFERAL. QI FHEFEELEASEFT. I MO—FFVa—-I)Ilx>v—2IlLo
MO ERLIAHE T,

C) AR ADWHEEH <O, A FO—FEDPa—ILEZXASAIRLTIvy—VICEAT
BEBICHZANTIHRVTLIETL,

b. 3> FO—FFVa—IIESy—YICRBICEATREOHIC. Ov o Ty Fr EICEESE. OvY
EVDANZESIMBEITTOA b O—F%F 2 BETHULIAALS, Qv ooy F=OvIIND
EFTTRIFET,

c. BREEBICERI—REESGL. SRy —JILOVvIHS—%2BERO [T THSE. SEEEZSER
ICHER L £ 9,

BEAEATZLTCICAY P O—SES2— AN T — b EBBLEY. T— 7oL EHRET 3
#iaE LE T,
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d F—TIUIRIAY FFNA ZEFLRO G TOARVNESIE. BROMITBELE T,
e EENT— b - 7O %=L Cri+C ¥ —%3# L TLOADER TT/— hL &9

@ SZATLNT = AXZa—TELELIIFEIE. LOADER TT—h323F T 3> %E
RLET,

f. LOADER 7O+ T Tbye ] L ANILT. PCle i— RELVZEDOMD IV R—%> ~zBAHAL
LEI,

g Ctrl+C *—%#L T, 7—br - 7OEX%HML. LOADER 7OV S+ TJ—rLE T,
SRAFLNT— b AXZa—TEILELEBEEIE. LOADER TT— 334> ara&ERLET,

4 FLCFIEZ#EDELT. 26880 O—FZH LV v —JICBDMITFET,

DI R 7RO TOLA%ZET LET -FAS8300 & K U FAS8700

Fv MIHEBDRMAIEREICRES T v —DHAREZHESE L. BEHLIREL M
ZNetAppllIRF T BAHELH D £9,

FIE1 : v —>OHAKREZHEREL THRELET

=D HAREZFESR L. DEBIS LT RATLEBRICEDE TERIINELHD £9,

FliE
1. XUFFYRE—RTIF. WFnprod>rcO—-SEZa—/Lh56. O—AH/)d>bO—-FFETa—-)LE
v — D HAKREZRTILET, [ ha-config show |

HAREIEIARTOAYAR—RY FTRILICAES>TWAIET T,
2. RRENDv—> DY RT LIRED S A7 LB E—BLBWEEIF. ROFIEZRITLE T,
a. Ty —>M HARREZRE L £9 'ha-config modify chassis_ha-state _
hA-state ICIE. ROVWTNHDEZIEETEFT,

FHA
' mcc J
' mce-2n |
' MCCIP J
[ non-ha |
b. RENEEINCZMERL £, [ ha-config show |
3. AT LOED DT —T I FEBESEL TVLWARWEEIE. T— 7L ZzEERLET,

FE2 : 2./ — KMetroClustert8f{ C7 7 VS — 2 XA vy FNY I T3

CDRAZTTlE. BED 2 /— K MetroCluster DA EETL X7,
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Flig
1. IRTD/ —RDIREEN lenabled | THBZ & EMEZR L ET., MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. $RTHOSVM TEBRENTZT LI EEERLE 9, [ MetroCluster vserver show J

3. BIENIBICL>TERITIND LIF OBHRITHEEICTE T LI e =R L X J, MetroCluster check lif
show

4. HNAN—TSZAEAHADEED / — RH 5 MetroCluster switchback AY > RZFERA LT, X1 v F/\v
I%ETLET,

5. 24 wFINyIIEBHTT LT-Z &t #FESR L £ 9 MetroCluster show

0 2 22 DIRED waiting-for-switchback DIFZEE. X1 v F /Ny JAIBNEZRITH T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

522D Tnormal | REDEZE. XA v FNyIZNEBIZZT LTVLWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

24y FNYINTET T3 EXTICKELIIDBHEIE. | MetroCluster config-replication resync-status
show | AX Y REFHETZ T, ETHOR—IXSAVDRAT—RAZHRTETEY,
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AVICELIEN—=2a >z BRI BZ3NELHD X7,
CIARTORSATTILIDBEYICEHEL TVLWBIRELHD £,
* MetroCluster #8D> A T LDIGEIF. ZEBBLTLLETWVWIEELWY AND FIED:ER" COFIEDOFER
BREHNE S HEHIRT B ICIE. ROFIERET

COFIE #ERTZEEIE. 4 /—RZE7IE8 /— KD MetroCluster i D > b O— > DIRLAFIE
NHARTDHBELELTHZ ZCITFELTLIEEIV, BENHARTIZHIRINTWS 8.
MetroCluster BB DFIBIZHEH D £t Ao £7-. storage failover AY Y REFERT 3 & THEREFICE
ZIHREEITS N TEE T,

*BEPEELLIVR—2MMEI. TAONAEDSRITE S IRMEA FRU IV R—R 2 b ERIRT 24
ENHOET,

c OV hO—S5EYa—I)lE ALETIEZA OO FO—SES 2 —IIL BT IMRERAHD X T, O
YhO—SESa-IINERHMTBRIETTIE DRATLETYTIL—RTBIILIETETEFEA.

* COFIBEO—BELTRSIATRRSATIIINTZEETEHLIFTETEEA

* COFE TlE. BEOHB I O—FH5 replacement _controller IZT7 — FF N1 XD BEFHEN. &
WY bAO—FFEZa—I)LEEL/N—=2 3> ONTAP T _replacement _ controller ' 7 — kL £,

*c CNMHEDFIENDOAR Y RZELWO AT AICERT S EHNEETT,
° impaired_controller (&, RX¥#9351> rO—FT79,
° ZHEFAD node_name (3. BEDOHZ AV FO—FIIRTTIHLLWIY FO—-FTT,
° healthy_controller (T /N//N\—3> O—3T79,

c A A=YV —IEIZBTTFAN T 7AIUCF Y TF v I IBEBELHD FT,

CHUCED. FIEDOEHFEIMER SN, "IETOCIRICRET ZAEEOHZMEZ STV a—T+
VIIBIEDTEE Y,
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RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
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FfFELELFET,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

FFo3>2 > bO—51%2 /— R MetroCluster [CHEHINTWLWET

FEEOHZD A FO—Z%> vy AT TBRICIE. AV MO—SDRAT—2AXMEREL. BEIZIHL
TERERIY FO—SHEEOHZ A FO—F AL —IUHh 5T —2%5|SHIR/MTETZL5I1CT
hO—Z%RAAYFA—N—FT2Z2HELHD X,

CDRRATICDOWVWT

*EELOVEO-JICENZHIGTB7HIC. COFIE DERETEREEZA VO XICLTHL

BEHHD XT,
FIE

1. MetroCluster A 7—2X%ZF w7 LT BEDHD I bO—FHEERIY bO—ZICBEEWIC
AAYFA—=N=LThESID%ZEHERLET, [ MetroCluster show |

2. BMZAA Y FA—N—DEELEHESNIBL T RORICKE > TIBZEDF T,

BEOHZ I FO—SDRMR
BEIWICRA vy FA—/N—L7T=

BEICRIyFA—N=-LT
ArAW

21y FA—=N—IFBEWICIZ
THhNTESS. MetroCluster
switchover AY > RZFEHL T
Ay FA—=N—%HAT=HN

214y FA—=N—IFHEET TN
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ROFIBICEHFT T,

EER2IY rO—Sh5FBEMNRRA Yy FA—N—1EEEZRTL
% 9 : MetroCluster switchover

EEXvtE—2%EEL. ARETHNISEEZFRLTPDOEL
9, BEZERBRTEIHRVESIX. TI7ZHITR—-KMIEBWV
EHELETL,

3. N1 IN—2 S XX H 5 MetroCluster heal-phase aggregates AV > RER{TLT. T—X7J U4

—hZBRLET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BIEHEE T NTI5E(E -override-vetoes /N T X — X %3157 L T MetroCluster heal Y > REBXR
TTEEITIDATIIaVNTA—EEFRTR . BELBZHIFZY 7 MRETIFTRTERS

nxI,



4. MetroCluster operation show Y > FZFRAL T, WEATT LI ZzRRLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEELFT,

controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV REFERAL T, IL— 7TV — 2 BELE
ERS

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIEE T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' <Y > REBE
ATEEIT DA T avNSX—4%=FERTRE. BEELBERHITFEY 7 MRETIZTTARTERDS
nkxd,

7. A7 4 %—>3 >0 5 XAT I MetroCluster operation show | <> RZERAL T, BELEHL
T LIz LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
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C) SRTLNT—hXZa—THRIELIIBEIE. LOADER TT—h9 347> a >z
RLET,

f. LOADER 7OV 7T Tbye] CAHILT. PCle A—REIVZFDOMOIVR—2R> MBI
L,

g Ctrl+C ¥—%#L T, 7— b - 7Ot XZHHL. LOADER 7OYF+TIT—FLFT,

SRATLNT = XZa—TELELEFZEIE. LOADER T —h 92472 a>ZFIRLFT,

SRATLEBRE) X7 LTIHEEEL XY, FAS8300 & FAS8700
N—=RIOTT7DOXEHNRET L TAVYTFURE—RTI— LS, A FO—
SOTNDOY AT LEBRZHESRL. BBIZIGC T ATLZEBERELE S,

FIE1 : > bO—S%3HLIEH IO AT LB ZREL CHEELES

A FO—SED2a—)LOBMEEZIEZ. HARTZOEERIY FO—FESa—)l. £EIEXEZVR
TOVIBEOEETESZX1 LY —NICEBS L THSEITZIUNELRHD £, B ERKID—HLARVBEIE.
BZIDEBWCKBZIS1 7Y hOFELEEHCEDIC. RTEAIY FO-SESa—-I)LTAMEERIZUEY b
FTRINENHD XTI,

ZDRZATICDOWT

CNSOFIEOOATYYRZELVWS XTLICER IS EHEETY,
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* replacement _node |3, COFIETEE/ —ReRMELEHFLVL/ —RFTY,
* healthy _node (&. _replacement node ® HA /X\— kF+—TT79,
FlE

1. _replacement node IC LOADER 7O Y 7 FHARTINABRWVEEIE. X TL%ZELEL T LOADER 7O
VTR ERRLED,

2. healthy nodeT. ¥ XT LREE%EMEEELEJ, cluster date show
BEHIRESNIZ ALY —VICEDVWTVLE T,

3. LOADER 7O Y7+ T. _replacement node ® At BZZmESEL £, 'how date]
B{F L BZlE GMT TRRSNE T,

4 REICIGLC T, XA/ —ROBET% GMT TREL £9, 'et date_mm/dd/yyyy
5 MBI L T, XA/ —ROBZ% GMT TREL X9, [settimehh : mm : ss |
6. LOADERZO> 7 ~T. _replacement node® A ZFEEEL £ 9, show date

B EERIIE GMT TRRENF T,

FlEg2 : A rO—FESa—)lO HAREZHERE L TEHRELET

A>bO—FFEDa—I)LD THA1 REZHESEL. BEICKNLC T XTLABRICEHDE TCREZEHITIHNE
rHbhxEd,

1L HLOWIAYFO—SEDa—ILDAYTFYIAE—RT ' IRTOIAVR—2Y EHEIL HA REETRTR
SNBCEMERELET

HARREBIZIARTOOIVR— Y FTELICAZ>TWVWBIET T,

2 RRENAAYPO-FED 21— LDOP AT LRENY T LBRE—BLABZWVESIE. I FO—-5E
T a—I)LD HAKREEZ%Z T ha-config modify controller ha-state | ICBREL 9

[ hA-state | DfEIZ. XOWLWFTNNMITED £T,

> THA1

> T'mcc |

> 'mee-2n |
> 'MCCIP |
> T'non-ha J

S RARSNAAY PO-SED2a—LDIRTLRENY AT LBRE—BLABWVESIE. I FO—-5E
T a—)LD HAKREEZ%Z T ha-config modify controller ha-state | ICBREL 9

4. BRENEESIN BB LET. [ ha-config show |
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SRATLICT—=TNE2BEREL. T XI%EBAODYTLEY, FAS8300 H&LU
FAS8700

AT LETREICHEREICUIST7TBICIE. —EDEEZTT L TEKHBEDLHD
9o

FlE1 : SATLICT—T I EBEGELEYT

A2 rA—ZETa—-IILDRA L=y NT—O8FGi 2RI SIcid. "Active IQ Config Advisor" o
Flig

1. Config Advisor #4 U >O—RLTA YA =)LLET,

2. 2=y b RTLDEHREZANL. T—R2NEZ IV VI LEFET,

3. Cabling 270w L' HOEERLEITIRTDTA RIS TILTHRRINATVWE . LU
TARTDT 4 AVHEACRREINTWVWAB e 2R L. T—JIILEGKICETRENRON - TBEIF
BELE T,

4. ZH T3 T=2I )y LTHOTr—J)LiES =R L. Config Advisor 5 DHE N ZRERL £,
FlEg2 : T XRVEBEODYTTS

HARTZDA ML= T LDBE. FIEOKRETE INYIAETIND . #HLLWIAY M O—-FED 2
—ILDIRTLID DT A7ICEEFNICEIDETONET, XRZVRT7OYCATLTIE. DETaARY
ICFEFTHIDYUTIBZIHNELRHD £,

BRICE L - FIEZERT 3UEL DD 95

ayrO—SoREN ERT3FE

HA R 77 7231 i HAYRTFLATYRATLID ODEE#MERT S

2 / — KR MetroCluster &% FF3>2 . 2 /—K MetroCluster D> AT LICS AT L ID %
FHTHIDYHTTS

72321 HAD AT LTV AT LID DEEXRERT
_replacement _controller # 7 — b LTcE FICV AT L ID DEEZHR L. FOXENREINC E RS
TRIRENHD £T,
CDFIEIF. HART D ONTAP ZRITIT B3V AT LICDABRHEINE T,
1. _replacement _controller A* Maintenance €— RIZA > TWBIFE (> 7OV T EHARRIN TV R HES
|& 'Maintenance E— FZ# 7T L T'LOADER FO> bk :halt ICEHF T

2. OZFLIDDB—HBLAWVEOHICORTLAIDZ EEZTITINESHERRET A vE—IDKRRINTS
&1&. _replacement controller ® LOADER 7OV 7 +H'5 Ty CAAL. O bO—F%T—rLE
ED

3. _replacement _controller 1> —JLIZ Waiting for giveback... ¥ WS X vt —IHRRIND FTEHB.
EERI>O—ZH56. HILLWN—FrF—CXTFLIDBBEFMNICEIDHTENTVWR I ZEELE
9, storage failover show
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AR Y RBEAICIE. BEOHZ AV FO—STUATLIDAEEINECEZTIAVvE—SHRRRS
. ELVLVEHEWID EFHLWID ARENE T, KRDFHITIE. node2 DRBEHAEEIN. FTILWLWS X T LA
ID ¥ LT 151759706 'SR ETNTULE T,

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover
node?2 nodel =
(HA mailboxes)

Waiting for giveback

4 FERIA> O—5H56. AT7E Y THIRTRESNZCEZHELE T,
a. advanced MR L NILICHIDE R £, [ set -privilege advanced |
advanced E— R THEHUTIADESH ERER T OV RBIRRESNS. Ty) CASALE
9, advanced E— RO 7OV T rHRRENET (*>) o
b. 37X T IRTHRIFELEFT, [ system node run -node _local-node-name_partner savecore |
C. savecore AN Y RHRTT2DZFoTHhOFXFINYIZRITLET

ROOAR Y RZ AT S L. savecore AV Y ROETRRZEHRTE X, 'system node run -node
_local-node-name_partner savecore -s

d. admin 1R L RILIZERD £9, T set -privilege admin J

5. AL =YY ZAFLTRIL—=UF IR a—LOBSEARESTNTVSRHEIF. AV R—FF—8
BEARF—EBEOEE5ZEALTLENIHL T, ROVWTNHADFIRICKE > TR F L= fldR
) a—LEES{LEEz VA N T T RHEDBD ET,

o "FUR— REF—BEEOES{tEF—% X LT
o "NERF —BIEOEStF—ZU)X N7 LET"
6. > rO—Z%XTNvILET,

a IEgRI>rO—5H56. KTLEIVMO—FDAML—CFF TNV I LET, storage failover
giveback -ofnode replacement_node_name °

_replacement _controller (X ML —SFTFAON YOI LTT—r2RETLET,

SRTLIDDB—HLBWVWEDICOZATLID ZEETTEINESIHZEERIT A vE—IUHRRIN
THBBIRRY EANTIHEDNHD T

() #TRvIMETShTLBBAIR. EEEENICTH LERIL TS,

79


https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html

MEALTWE/N—3 2D ONTAP9 ICXT D INATRASE Y T 1A Py ZRELTLZT
L

a XTINYINET LS. HARTHEET, 7404 —N—DAlETHDd e zamlL£z9, T
storage failover show

[ storage failover show | AY Y ROHAIZ. N—rF—XyE—JTEEINLIXTLIDIEEE
nEtA.

1. T RODNELCEIDETONII 2R L E T, [ storage disk show -ownership

replacement _controller ICB 937« X 7ICIF FILWS X T L ID BRRENF T, XDFITIE. nodel
THRBTINTWET 1 XIS, LW X T L ID 1873775277 hARARINTWVWE T,

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID

Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

73> 2 2./—K MetroCluster 8D AT LICO AT LID #FHTHEIDHTTS

ONTAP #3217 L TW3 2 / — K MetroCluster I8 Tld. X T LZBEOEEREICETHIIC. FTLLWIO>
FO—SDIXTLIDICTA RV EFETHBEODLHTIZRNELRHDET,

CDRRTICDOWVWT
CDFIEIZ. ONTAP #E{TLTW3 2 / — KR MetroCluster D> A F LICOIAFBERINF T,

COFIEDOIRYRIF. BFTELWV/ —FTREICERL T 2TV,

* impaired_node (&, RFEETLTVSE/—RTT,
* replacement _node I&. COFIETEE/ —ReHLIEFLWLW/ —RTT,
* healthy_node (&, FEE./—R®D DR /N\—kF+—T7,

FIE

1. FEEITLTLARWEEIL. _replacement _node ZBicE# L. Ctr+C *—%#HLTJ—r Ot X%H
WrL T. /RSN X=a2—H5 Maintenance mode #fEFHN T34 T a v EBRLET,

SRTLIDDB—HLBWVWEDICSZATLID ZEEETTEINESHZERIT A vE—IBRREINES
Y' ZANTBRENHD XY
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2. E8%/—RFHh5EHWVWS X7 L ID Z&RR L £ MetroCluster node show -fields node-systemid’dr-partner-
systemid

COBITIF. Node B 1HAHW/—RTHOH, HLV X T L ID IF 118073209 TY .

dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209

1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3 BE/—ROEFE—RIOYTFTHLWLWIOXAFLID ZRIRLET, [ Disk show

COfITIE. LW XFTLID IX 118065481 T,

Local System ID: 118065481

4. disk show XY RO SEE L 7= R T LIDIERZFERAL T, 7 XUVFBEZBEDHETLET (FASY
2T LDIBE) o disk reassign -s old system ID

EEEoFIDHZE. a7 Ri& T Disk reassign -s 118073209 | T
BT T BIDESHERRT IRy E—IHRRSINS. TYl LAALET,
S. T RUNELKEIDHETOSNTWVWS =R L FJ, [ Disk show -a J
replacement _node ICB T 37« X 7. _replacement node ICEID HTHENFH LV X T L ID AR

TRENTWVWBRZ e ZERELE T, XDOBITIE. system-1 D FAETZ T4 X7IC ILWSXFTLID
118065481 R RETNTULET,
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*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) PoolO J8YO9DXC system-1
(118065481)

6. ER%A/—RH6. AT7H Y THIRTRESNCZRERLE T,
a. advanced MEBRL NJLICEIDE R £, T set -privilege advanced 1

advanced E— R THIT I DD ESH ERERIT 2OV AR RINTS. Tyl CASLE
9, advanced E— ROV rHARTEINET (*>)

b. A7 A THMRESNIL SR L £, [ system node run -node _local-node-name_partner
savecore |

< > RIS savecore BEITHTH S Z E AR ENTHEIE. savecore NET L THSF TNy
J%RITLET, [ systemnode run-node local-node-name_partner savecore -s A< > K| % fEMA
L T. savecore DEITIKRZERTET X, </info>

C. admin 1ERL NILICED £9,. T set -privilege admin |

7. _replacement _node ' Maintenance €E— F (*> Z7OY 7 hHARRIEINTLB) DIFSF. Maintenance
E—R%Z#T LTLOADER 7AY 7k Thalty ICEAFT

8. replacement node: 'boot_ontap' # 7 — kL £
9. _replacement _node W'FELICT—kL7cH ' X1 v F/N\Nv I %RITL £ MetroCluster switchback
10. MetroCluster 15 % HEE3 L £ 9 MetroCluster node show -fields configurion-state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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11. Data ONTAP T MetroCluster #ROEMEZFERL £ 75
a MADYZRRIINILRT Z— DB BRVWHE SHZHEEEL T, 'system health alert show'
b. MetroCluster BB INTH D, BEE—RFTHZI e zHBLET. [ MetroCluster show |
C. MetroCluster ¥ =% T MetroCluster check run 1| ZX{TL T
d. MetroCluster 7 = v 7 DfER%ZRRL £F. [ MetroCluster check show J
€. Config Advisor #3417 L £9, RDURLIC % % NetApp Support Site® Config AdvisorR—|ZF88) L %
9o "support.netapp.com/NOW/download/tools/config_advisor/"s

Config Advisor DE{THE. V—ILOHNZHER L. #HERINDIFETHEEINIBEICHLL F£7,

12. 24y FA-—N-NEB%EZ>ZaL—FLET,

a WIhh D/ —RrRD7FO>TF+T. advanced tERRL NILICYIDE X £, T set -privilege advanced
il

advanced E— R THilT 3 hESHhEERENES. Tyl CASTLTREBEITZIHRELNHD 9,
advanced E— RO 7OV T EHARREINEFT (*>) ,

b. simulate /NS X—4ZIEELT. A1 v FNvIMIEEETLET, MetroCluster switchover
-simulate

C. admin ¥ERL NILICED £9, [ set -privilege admin |

SRATLDVRNT7ZTET LET -FAS8300 & KU FAS8700

AT LETEEICENEIRREICE T ICIE. NetApp Storage Encryption DigR%Z 1) X k7
L WERFE) . HLLWIAFO—FD1EVXEA VX M=)LL. BEEDH 3B
mz gy b7y TIORNTIBERHD £, CTNICDOVWTIE. v MMIIHET S RMA
FBREZBRLTIETL,

Flg1 XA FO—-7D511> X% ONTAP (L1 VA h—ILT 3

[BE/—RHIEE (/—FOvY) S XZRNE LTS ONTAP #ae= R L TLIHEIE.
_replacement node ICFILWS AV REA VA M—ILTRREBELNHD £T, ZES A2 A =FERT S
TlE. V5 XZRDE/ —RICEFDEBERDF —HNETT,

CDRERIICDWVWT

FAEVRF—FZA VAT ZETOED. EESA L RZ2ME L T 5HEEZ _replacement _node H
S| I FERETEIEXT, 2L, ZEHITBHED STV ANV ST AZANATEDEE )/ —RICLHAD - T
Za. REEDHREZEETDI_LIETEERE Ao

Fle. SAEVAINTVWARWVWEREZ / — R TERTZ MY AENIER T 308N H 278, TE
312 E < _replacement ICT AV AF—%Z A VA M—=ILTBIHNEHNHD T,

ERZRImY BHIC
SAEXF -3 28 XFDFHTT,

AL AF—I13 90 HEIDHEFHBPICA VA =L TBRENHD T, COBTHEZEAT S . HL
FALYARETRTEMMIBDET, BIBRSAEVAF—ZA VA M=)LLTc5. 24 FEMURICTARTO
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F—ZAVRA-IILTEIRENBD T,

AT LTERAICONTAP 9 101U EERITL TLWEBEIE. ICRBESNTULWSFIEZFERL

C) TLETVW'IH—R—FORBERETOELAZETLT. AFF/FASY AT LDZAE Y XA %ZE
e AT LDImRFIDODONTAPY ) —ZHQFRBERIBEIZ. BB L T LTV NetApp
Hardware Universe MR&",

FIE
LHLWS Y RF—DUBRBER. TEBS MY XF—EMELET "7 b7y THHR— 4
TR YIRIITSAEYRD[RAYFR-F[EI2aVT,

MBEBFLWS AT AF—DEFNICERIN. EX—IILTEEINET, 72X
()  F—rEmEnstE x—LAt 30 BURKEN AW, F2ZHLFE— MCBHLADY
QI AN
2 BS54V XF—%414 VX —=JLLZE T :+system license add-license-code license-key, license-key...+
3 MBICKRLT. VWS IV X EHIBRL T,
a FRINTVWAVWS A XZEERL TLZEL : [license clean-up-unused -simulate |
b. X RHAELVERIF. READS1E> R Tlicense clean-up-unused | ZHIFRL ET

FlE2 : LIFEERL TV 7ILES=EIRTD

replacement _node ZfEARIREARREICR T HIIC. LIF BAAR—LKR—MCHD T & %=ESE L. AutoSupport Ht
BMIBE>TWVWBI5EIE _replacement _node D) 7ILESZZEHRL T, BEIXF I NvIZ )y F T340
EAHDET,
FlE
1. RIBA VAT A ADR—LY—NER—MIBREINTVWEI e ZzHERLET, [ network interface
show -is-home false |

WIFNH DLIFDfalsee RmEN=ZEIE. R—LKR—KMIU/N—FLZEXJ, network interface
revert -vserver * -1if *
2. OZRF LD TINESEXY Ty THR—-MIEFELE T,

° AutoSupport BERICHR > TWBIFEIE. AutoSupport X v tE—JH#XEL T U 7ILESEZERL
£7,

° AutoSupport BERICHE > TVWARWMESIF. ZHUOHLEFT "2y F 7y T R—F" %20y o LT
PUT7INBESEERLEFT,

3. VS RADBLMERRLF T, FRICOVTIE. KiBEROFKLEZSBL T "ONTAP TRV U 7~z
ALTIZRAZOBEMF TV IZRITIBHE" <IEEL,

4. AutoSupportD X > 7+ > ABEMN F U HA—SNBalk. ZFEALTRTLE T system node
autosupport invoke -node * -type all -message MAINT=END XY RZZE{TLET

S. BEIX INv I EEMICLIZGEIE. BEEWMILETY, T storage failover modify -node local-auto-
giveback true |
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FlE3 : 2 /—FK MetroCluster B T7 I V75— b2 X1 YFNVITB

CDAXTTIE. BED 2 /— K MetroCluster DA EETL X,

FIiE
1. IRTD/ —RDIREN Tenabled | THB & EHEZRL F T, MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. §RTHSVM THRENZT LI xR L £ 9, [ MetroCluster vserver show |

3. BEMIBICE>TEITINS LIF OBFRBITHEEICTE T LI %2R L £9, MetroCluster check lif
show

4. YNAN—T S XAZHNDEED / — KH' 5 MetroCluster switchback AY > RZEFERAL T, X1 vF/\vy
VR1TLET,

5. 24 wF Ny IMEBHART L1-Z &t #HES2L £ 9 MetroCluster show

0 2 AR DIRED waiting-for-switchback DIFEE. X1 v F/\w B E/ZRITH T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

9522 Thnormal | REDEEF. AAMvFNYIMEBIZIZT LTWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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24 YFNYIHTET 2 ETICHEBAIDZHEIE. T MetroCluster config-replication resync-status
show | OY Y REFETZ LT, ETFOR—RASAVDAT—RA%HERTETET,

6. SnapMirror 185 & 7=1% SnapVault i A HNIE. BREIZL F T,
FlE4 : BERRELLNN—VERY FT7 v TIRNTS

BEESRELEN—VIE. Fv MIIBORMAIETREICHE > TNetApplIIREIL T 72E L\, "/N—Y DR
CAHEFEHIC DOWTUE. R—IEBSBLTLIEETL,

DIMM-FAS8300 ¥ FAS8700 #x&#: L £ ¢

ARL—UYRFLTAINREZARTS— MIETS<CKEDCECC (BIERRELR TS —
STEO—R) IS—EBEARARERECCIS—REYDIS—HERELBESIE. OV bk
O—SDODIMMERR T IMNELRDHD Fd, CNS5DITS—IFEE. DIMMO1DDEE
AEETA ML= 2T LMONTAPEZ J— R TEHRVWI EAREETY,

SRTLDEDQMDIAVR—2 FHITARTERICEHELTVWEIREN DD T, MENDHIHZEIF. 4T T
TZANLYR=-BMIBEVEHE I,

EENMRELLIVAR—Y MME. TAONAEZDSRITE SR FRU OV R—R Y bR T ZRED
HHET,

Flg1 :[EEOHS A O—F%F> vy ATV LET

AML=PRTLDN—RO7HERICIGCT-FIEZERL T, BE0HSA>bO—FZ> vy TV
FlelETA0FA—N—TF£J,
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F7oav1 L IFLACDER
BEOHZA>bO—FF vy ATV T3ICIE. IV FO—SDRT—E AR L. BEICHL
TEERIFO-SHEZEOHZ I FO—FA ML= TF—2E5|SHETRETEZLSICO
hO=—Z&5FA0F—N—FT23REHLRHD X,

CDRRIIZDOWVWT

* SANY ZRFLZEFERALTWAHREIF. BEOY MO—FDSCSITL—RDARY Xyt —J% 0
FBLTELBENBHD “cluster kernel-service show £9) o A< K (privadvancedE— RH'5)
%#3E{79 B . ‘cluster kernel-service show €D/ — KD/ — K&, TD/—ROABEEIXT—4
A BLUED/ —RDOFERT—RZANRREIN' TV —F L AT —RA"£T,

& SCSI TL—R7OERIE. 75 RZAOMD /) —RET 3= LZEBHLTVIRBENHD &
To RIWEZEDHBHNC. TNTOMBELZRRL TEHBBABD ET,

* /=R 3DULBBISREIE. =S LZEBHLTVWBBERDDE T, VT AID T +—
FLZBELTVWAWEE, B EERIY FO-STERECEEMEICDOW Tfalset RIREN
BRI BEOHZ AV MO—SZ22 vy MUV TRRICHEE ZEBET2UENDHDET. &
BRLTCESVW" —FZ I X2 EFERLET

FIE

1. AutoSupport " BZNICHE 2 TWBIFEIE. AutoSupport X v —JZ U L T —XOBEEER%
ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
b. ANy TEEBIF TNV IZEMCLETH?) WS TFAY T EHRRRINIS.

3 BEDHBI FO—FIC LOADER YAV FhZRTLZF T,

BEOHZIbO—-ZDFRT EE
LOADER 7O Y 7k ROFIBICEHSFE T,

FINYIZ2RFo>TVWET Ctrl F—Z=z#LAH 5 CHF—%=#L "' FOV T HRRINES
yEANILEY
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BEOHD I bO—SDERTR X
SRAFLFAOYTREEEINR EERIO>NO-ZHASEEI> NO—F%TA7F—N—F 1

J—r7OYT

FfFELELFET,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

FFo3>2 > bO—51%2 /— R MetroCluster [CHEHINTWLWET

FEEOHZD A FO—Z%> vy AT TBRICIE. AV MO—SDRAT—2AXMEREL. BEIZIHL
TERERIY FO—SHEEOHZ A FO—F AL —IUHh 5T —2%5|SHIR/MTETZL5I1CT
hO—Z%RAAYFA—N—FT2Z2HELHD X,

CDRRATICDOWVWT

*EELOVEO-JICENZHIGTB7HIC. COFIE DERETEREEZA VO XICLTHL

BEHHD XT,
FIE

1. MetroCluster A 7—2X%ZF w7 LT BEDHD I bO—FHEERIY bO—ZICBEEWIC
AAYFA—=N=LThESID%ZEHERLET, [ MetroCluster show |

2. BMZAA Y FA—N—DEELEHESNIBL T RORICKE > TIBZEDF T,

BEOHZ I FO—SDRMR
BEIWICRA vy FA—/N—L7T=

BEICRIyFA—N=-LT
ArAW

21y FA—=N—IFBEWICIZ
THhNTESS. MetroCluster
switchover AY > RZFEHL T
Ay FA—=N—%HAT=HN

214y FA—=N—IFHEET TN

(=3
ROFIBICEHFT T,

EER2IY rO—Sh5FBEMNRRA Yy FA—N—1EEEZRTL
% 9 : MetroCluster switchover

EEXvtE—2%EEL. ARETHNISEEZFRLTPDOEL
9, BEZERBRTEIHRVESIX. TI7ZHITR—-KMIEBWV
EHELETL,

3. N1 IN—2 S XX H 5 MetroCluster heal-phase aggregates AV > RER{TLT. T—X7J U4

—hZBRLET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BIEHEE T NTI5E(E -override-vetoes /N T X — X %3157 L T MetroCluster heal Y > REBXR
TTEEITIDATIIaVNTA—EEFRTR . BELBZHIFZY 7 MRETIFTRTERS

nxI,



4. MetroCluster operation show Y > FZFRAL T, WEATT LI ZzRRLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEELFT,

controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV REFERAL T, IL— 7TV — 2 BELE
ERS

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIEE T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' <Y > REBE
ATEEIT DA T avNSX—4%=FERTRE. BEELBERHITFEY 7 MRETIZTTARTERDS
nkxd,

7. A7 4 %—>3 >0 5 XAT I MetroCluster operation show | <> RZERAL T, BELEHL
T LIz LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8 BEDHBZ AV FO—FEPa2—ILT. BEEBOEGZHRGELET,
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Flg2 : A>bO—FFSa—I/ILxzBONT

a2 bhO-SFEDa—)ILABOAVR—XY MITFTI7ELRATBICIF. A bO-FEDa—-ILEZdv—2H05
WMONTHREDRDHD £,

RDTZA—=23ar, M. FLEFEHSNCFIBICK>T, A bO-FEFDa—-)lzdv—Ih5ROAT
CENTEZXT,

7

—X—=g3 - Ay hO—JFEJa-IILERDOANLET

O
¥

FIE

1.
2.
3.
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BN RD XL DHZEIE. BETEYICERL X,
BRT—TIEEI VY TN L. EREENST—TIZ2REFXT,
T=TINIEZIAY S TNAREHRELTVBT—TILZ2XTEHTWVWBE TV I EIL—TR Sy T2

. DRATLT—TIESFPZY O—FEDa—/Ih 5N L (BERIFE) « EOT—TILHMAIC
BEHRchTuwiehza&k L £9,

T=TIET—=TIIZIAY ETNARINRDFERICLET . CHUSED T—TIIAZIXV T
NARZBDMITETESIC. T—TINZBIEBETIVELRDHD FH Ao

T=TIUIXIAYETNARZA bO—FFDa2—ILHSBODAL. BICBEZTF T,
MADAY ISy F=RLT MADSyF=zREAFICTARICEEREIE T,

A bAO—ZFEDa—IIhovy—on6P LI EHENETD,
> hO—ZFDa—I)Ilzdv—065|FHLET,

DI, ZEVWTWAFTOAMO—ZEDa—I/ILOEARZESZZTLIET L,
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impaired_node_name _’

3 BEXFINVIZEMILIBEEIE. BEBMCLET., [ storage failover modify -node local-auto-
giveback true |

FIE6 : 2./ —K MetroCluster I8RO 77 VS5 — b2 XA v FNVI T3
CDRZTTIE. BED 2 /— K MetroCluster DA ETL X T,

FlE
1. IRTD/ —RDIREEND lenabled | THBZ %R L E T, MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. §RTH SVM THREENTT LI %22 L £ 9, [ MetroCluster vserver show |

3. BIEMIBICL>TERITIND LIF OBFHBITHEEICKET LI e 2R L X J, MetroCluster check lif
show
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4. Y NAN—T S ZAAHDEED / — KH 5 MetroCluster switchback Y > REFERL T, X1 vF/N\v
I%EITLET,

5. A4 wFINy VBN TET LI & =HESE L £ 9 MetroCluster show

0 2 A DIRED waiting-for-switchback DIZEE. X1 v F/\w JAIBNEZRITH T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waliting-for-switchback

522D normal 1 REDEE. XA v FN Yy IUMEBIZZT LTVWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

AAYFNYIDET TS i’CL.E%F'aﬁ?’J‘b‘?’J‘ H&alE. T MetroCluster config-replication resync-status
show | AV RZFEHATEZ T, EITHDOR—AFAVDRAT—R AW TEET,

6. SnapMirror 185 & 7=1% SnapVault A HNIE. BREIZL 9,

FIE7 : BERARELLN—VYERY N7V IRATS

BEESFEELL/N—VIE. Fv MIHE @mmhr%tﬁoﬂ%mWL@HLT<t "IN—Y DIRG
CAHEEMRIC O WT R, R—UEBBLTLCES

J72EDa—ILOKRy bXD w7 -FAS8300 &£ TU
FAS8700

H—EXERETICT 7B 2—ILERBETBICIE. FEDIBFTRRAIERITT
BZRHEHLHD XTI,

Sv—IHBTFUEDA-NERDALLS 20URICT 7V ED 2 - T BHRED
()  B0%v. SRFLOBSSERSNT 2 HHEBT B L. BREHCLHICTY FO—SF
Ja-IhtT vy rETYLET

RICRT T A= a3 R, FlEEHINLEFIBICK-T. Z77VESa—-ILaRy XDV TLED,
A= - TR LET
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TEERIFO-SHEZEOHZ I FO—FA ML= TF—2E5|SHETRETEZLSICO
hO=—Z&5FA0F—N—FT23REHLRHD X,

CDRRIIZDOWVWT

* SANY ZRFLZEFERALTWAHREIF. BEOY MO—FDSCSITL—RDARY Xyt —J% 0
FBLTELBENBHD “cluster kernel-service show £9) o A< K (privadvancedE— RH'5)
%#3E{79 B . ‘cluster kernel-service show €D/ — KD/ — K&, TD/—ROABEEIXT—4
A BLUED/ —RDOFERT—RZANRREIN' TV —F L AT —RA"£T,

& SCSI TL—R7OERIE. 75 RZAOMD /) —RET 3= LZEBHLTVIRBENHD &
To RIWEZEDHBHNC. TNTOMBELZRRL TEHBBABD ET,

* /=R 3DULBBISREIE. =S LZEBHLTVWBBERDDE T, VT AID T +—
FLZBELTVWAWEE, B EERIY FO-STERECEEMEICDOW Tfalset RIREN
BRI BEOHZ AV MO—SZ22 vy MUV TRRICHEE ZEBET2UENDHDET. &
BRLTCESVW" —FZ I X2 EFERLET

FIE

1. AutoSupport " BZNICHE 2 TWBIFEIE. AutoSupport X v —JZ U L T —XOBEEER%
ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
b. ANy TEEBIF TNV IZEMCLETH?) WS TFAY T EHRRRINIS.

3 BEDHBI FO—FIC LOADER YAV FhZRTLZF T,

BEOHZIbO—-ZDFRT EE
LOADER 7O Y 7k ROFIBICEHSFE T,

FINYIZ2RFo>TVWET Ctrl F—Z=z#LAH 5 CHF—%=#L "' FOV T HRRINES
yEANILEY
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J—r7OYT

FfFELELFET,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

FFo3>2 > bO—51%2 /— R MetroCluster [CHEHINTWLWET

FEEOHZD A FO—Z%> vy AT TBRICIE. AV MO—SDRAT—2AXMEREL. BEIZIHL
TERERIY FO—SHEEOHZ A FO—F AL —IUHh 5T —2%5|SHIR/MTETZL5I1CT
hO—Z%RAAYFA—N—FT2Z2HELHD X,

CDRRATICDOWVWT

*EELOVEO-JICENZHIGTB7HIC. COFIE DERETEREEZA VO XICLTHL

BEHHD XT,
FIE

1. MetroCluster A 7—2X%ZF w7 LT BEDHD I bO—FHEERIY bO—ZICBEEWIC
AAYFA—=N=LThESID%ZEHERLET, [ MetroCluster show |

2. BMZAA Y FA—N—DEELEHESNIBL T RORICKE > TIBZEDF T,

BEOHZ I FO—SDRMR
BEIWICRA vy FA—/N—L7T=

BEICRIyFA—N=-LT
ArAW

21y FA—=N—IFBEWICIZ
THhNTESS. MetroCluster
switchover AY > RZFEHL T
Ay FA—=N—%HAT=HN

214y FA—=N—IFHEET TN

(=3
ROFIBICEHFT T,

EER2IY rO—Sh5FBEMNRRA Yy FA—N—1EEEZRTL
% 9 : MetroCluster switchover

EEXvtE—2%EEL. ARETHNISEEZFRLTPDOEL
9, BEZERBRTEIHRVESIX. TI7ZHITR—-KMIEBWV
EHELETL,

3. N1 IN—2 S XX H 5 MetroCluster heal-phase aggregates AV > RER{TLT. T—X7J U4

—hZBRLET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BIEHEE T NTI5E(E -override-vetoes /N T X — X %3157 L T MetroCluster heal Y > REBXR
TTEEITIDATIIaVNTA—EEFRTR . BELBZHIFZY 7 MRETIFTRTERS

nxI,

99



4. MetroCluster operation show Y > FZFRAL T, WEATT LI ZzRRLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEELFT,

controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV REFERAL T, IL— 7TV — 2 BELE
ERS

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIEE T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' <Y > REBE
ATEEIT DA T avNSX—4%=FERTRE. BEELBERHITFEY 7 MRETIZTTARTERDS
nkxd,

7. A7 4 %—>3 >0 5 XAT I MetroCluster operation show | <> RZERAL T, BELEHL
T LIz LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8 BEDHBZ AV FO—FEPa2—ILT. BEEBOEGZHRGELET,
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T=TINIXIPAETNARZD A= FES a—ILHASEOAN L. BICEZTET,
mAOOv YISy FEBLTIF. @ADOS Yy FE2REICTAMEICEEZIE T,

OV bA-ZEVa-IDSv—on 5D LI EHENET,
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(D)  Bmoor—JLiE COFBOBETIY FO-SESa—LICERLET.

4 2> hO—FEFDa—-IILOBMDOMITERTLET,
a OvySyFzFERAL. Ay ISy FMREFEEENSET. A bO-5FPa—Ilzdv—2Illo
MO ERLIAZET,

C) AR RZDOEIB=EFS IS, A PO—FFSa2a—ILEZXSZARLTovy—2ICEBEAT
BEBICHZEANTEIRVWTLIEETL,

b. 3> FO—FFVa—IIESYy—YICRBICEATZ=OHIC. Ov o Ty FE EICEESE. OvY
EVHANZLSIMEIFTOA bO—S%F 28 BETHULIAAL S, Ov ISy FEOvIEINS

FTHRIFET,
c. BREEBICERI—REEHGL. SRy —JILOVvIHS—2BERD T THSE. SEEBEZER
ICHERL £ 9,

BEAERTZLTCICIY M O—SES2— AN T — b EBBLEY. T— 7oL EHRET 3
#iEE LE T,

d F=TIIRXIRXY b TNA ZZ FEEROMFTVARWVESIE. BDMHIFTELXT,
e. BEDT— bk - 7OEXZHMTL 'Cri+C ¥—%#H L TLOADER T7—hLZFT

C) SRTLNT—hXZa—TRIELIIHEIF. LOADER TT—h9 34T a vz
RLET,

f. LOADER 7OY /KT Tbye s ¥ ANILT. PCle A— RELVZOMDOAVR—F > b= BAIEAL
LET,

FIES : A bO—FEZSa—I)LEFHERREICRET

SRAFLICT =TI EBESEL. O MNO—SEVa—I)lxXINvILT. BBF INVIEZBEEEMICT
BDRUREHLHD X,

FIE
1. BBEICIGCTYRATALICT =TI 2BESRLES,

KT F7ANT—TIINEEFERTIERIE. XT 72N\ —4% (QSFP £7:=13 SFP) #=EO{FITEL TKL
72E0 (OALTER) -

2 ZhL=CFX TNy L T O bO—SZBEOHMEICELE T, storage failover giveback -ofnode

_impaired node name

3. BEIXF IN v I ZERCLIZBEIE. BEEBMICLET, [ storage failover modify -node local-auto-
giveback true 1

FlE6 : 2 ./—FK MetroCluster #&8f D77 V5 —r 2 XA vFNVIT 3
CDAXTTIE. BED 2 /— K MetroCluster DA EETL X,

FIE
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1. IRTD/ —RDIREN lenabled | THBZ & %=MERL EJ, MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. $RTHO SVM TEBREANTT LI EEERL £ 9, [ MetroCluster vserver show J

3. BEMIBICE >TEITINS LIF OBBRBITHEEICTKE T LI %2R L £ 9, MetroCluster check lif
show

4. HNAN—T S ZAEAHADEED / — RH 5 MetroCluster switchback AY > R&EFERA LT, X1 v F/\v
I%RTLET,

5. A4 wFINy UMIBHTT L= Z £ #HEE2 L £ 9 MetroCluster show

7 5 AR DIRED waiting-for-switchback DIFEIE. X1 v F/INw JEBNEIZRITHR T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

522 Thormal | REDEF. XA v FNYvIMEBIZZTLTWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

AAYFNYINDNTT TS i"CLﬁFﬁ?ﬁ‘fJ‘?’J‘%i% I&. T MetroCluster config-replication resync-status
show ] OYY RZEFHTZ LT, ETFOR—IAFAVDRT—RAZHRTETEY,

6. SnapMirror #85% & 7=1% SnapVault B A HNIE. BREIZL 9,
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YA EHAIC DOWTIE. R—=UEBRBLTLEIL,

NVDIMM /\w 7 Z3Z#: L £ 9 - FAS8300 & & U FAS8700
NVDIMM /Ny T %3 Had 3 1C1d. A MO—FESa—ILZEWON L. NvTFUEE
DAL, NvTUEZHLTHS, A FO—SEJa—IILZBERDMITEZIHNRELNDH
DXE9,

SRTLDEQMDAVR—Y ERIARTERICEELTVWIHEDNHD ET, BELNHZHEIE. BT T
T AT R=MIBERVWEDESIZE L,

FIg1 :EEOHZ A Oy NIV LET

AML=PRTLDN—RID7HEHICICCT-FIEZEFERALT. BE0HZ2>bO—FZ> vy TV
FETAO0F—N—TF£9,
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CDRRIIZDOWVWT

* SANY ZRFLZEFERALTWAHREIF. BEOY MO—FDSCSITL—RDARY Xyt —J% 0
FBLTELBENBHD “cluster kernel-service show £9) o A< K (privadvancedE— RH'5)
%#3E{79 B . ‘cluster kernel-service show €D/ — KD/ — K&, TD/—ROABEEIXT—4
A BLUED/ —RDOFERT—RZANRREIN' TV —F L AT —RA"£T,

& SCSI TL—R7OERIE. 75 RZAOMD /) —RET 3= LZEBHLTVIRBENHD &
To RIWEZEDHBHNC. TNTOMBELZRRL TEHBBABD ET,
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FLZBELTVWAWEE, B EERIY FO-STERECEEMEICDOW Tfalset RIREN
BRI BEOHZ AV MO—SZ22 vy MUV TRRICHEE ZEBET2UENDHDET. &
BRLTCESVW" —FZ I X2 EFERLET

FIE

1. AutoSupport " BZNICHE 2 TWBIFEIE. AutoSupport X v —JZ U L T —XOBEEER%
ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
b. ANy TEEBIF TNV IZEMCLETH?) WS TFAY T EHRRRINIS.

3 BEDHBI FO—FIC LOADER YAV FhZRTLZF T,
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J—RJO>7 b I3fEEL 9,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

FFo3>2 > bO—51%2 /— R MetroCluster [CHEHINTWLWET
FEEOHZD A FO—Z%> vy AT TBRICIE. AV MO—SDRAT—2AXMEREL. BEIZIHL
TERERIY FO—SHEEOHZ A FO—F AL —IUHh 5T —2%5|SHIR/MTETZL5I1CT
hO—Z%RAAYFA—N—FT2Z2HELHD X,
CDRRATIZDWT

cEFEAROYFO—ZICENEMIETZ7-0IC. COFIEODERETEREEEZ A VOFFICLTHL

MEBRHD X,

FlE

1. MetroCluster A 7—2X%ZF w7 LT BEDHD I bO—FHEERIY bO—ZICBEEWIC
AAYFA—=N=LThESID%ZEHERLET, [ MetroCluster show |

2. BMZAA Y FA—N—DEELEHESNIBL T RORICKE > TIBZEDF T,

BEOHZ I b O—SDRT £
BEIWICRA Yy FA—N—L7 XROFIBIEH»FT,

BEFMWICRA vFA—N—LT EELIXO—ZHS5FEMNGIA v FA—N—12F%ETL
(AY-NA % 9 : MetroCluster switchover

24y FA—N—IZBEFNICIE EEXvE—J%FEEL. TJRETHNIZREZRRLTPDOEL
THNTEST . MetroCluster £9, MEZRTIRWVESIE. TI7ZALTR—-MIBEHML
switchover AV > FZEHALT SbhtE<7iEEL,

Ay FA—=N—%HAT=HN

214y FA—=N—IFHEET TN

3. N1 IN—2 S XX H 5 MetroCluster heal-phase aggregates AV > RER{TLT. T—X7J U4
—bZzBEALET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BIEHEE T NTI5E(E -override-vetoes /N T X — X %3157 L T MetroCluster heal Y > REBXR
TTEEITIDATIIaVNTA—EEFRTR . BELBZHIFZY 7 MRETIFTRTERS
nxd,
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4. MetroCluster operation show Y > FZFRAL T, WEATT LI ZzRRLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEELFT,

controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV REFERAL T, IL— 7TV — 2 BELE
ERS

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIEE T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' <Y > REBE
ATEEIT DA T avNSX—4%=FERTRE. BEELBERHITFEY 7 MRETIZTTARTERDS
nkxd,

7. A7 4 %—>3 >0 5 XAT I MetroCluster operation show | <> RZERAL T, BELEHL
T LIz LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8 BEDHBZ AV FO—FEPa2—ILT. BEEBOEGZHRGELET,
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2 ZhL=CFX TNy L T O bO—SZBEOHMEICELE T, storage failover giveback -ofnode
impaired_node _name _°

3 BEMX INYIEEMCLIEEIE. BEEWMILETY, T storage failover modify -node local-auto-
giveback true 1
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1. IRTD/ —RDIREN lenabled | THBZ & %=MERL EJ, MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. $RTHO SVM TEBREANTT LI EEERL £ 9, [ MetroCluster vserver show J

3. BEMIBICE >TEITINS LIF OBBRBITHEEICTKE T LI %2R L £ 9, MetroCluster check lif
show

4. HNAN—T S ZAEAHADEED / — RH 5 MetroCluster switchback AY > R&EFERA LT, X1 v F/\v
I%RTLET,

5. A4 wFINy UMIBHTT L= Z £ #HEE2 L £ 9 MetroCluster show

7 5 AR DIRED waiting-for-switchback DIFEIE. X1 v F/INw JEBNEIZRITHR T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

522 Thormal | REDEF. XA v FNYvIMEBIZZTLTWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

AAYFNYINDNTT TS i"CLﬁFﬁ?ﬁ‘fJ‘?’J‘%i% I&. T MetroCluster config-replication resync-status
show ] OYY RZEFHTZ LT, ETFOR—IAFAVDRT—RAZHRTETEY,

6. SnapMirror #85% & 7=1% SnapVault B A HNIE. BREIZL 9,
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* SANY ZRFLZEFERALTWAHREIF. BEOY MO—FDSCSITL—RDARY Xyt —J% 0
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FIE

1. AutoSupport " BZNICHE 2 TWBIFEIE. AutoSupport X v —JZ U L T —XOBEEER%
ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
b. ANy TEEBIF TNV IZEMCLETH?) WS TFAY T EHRRRINIS.

3 BEDHBI FO—FIC LOADER YAV FhZRTLZF T,

BEOHZIbO—-ZDFRT EE
LOADER 7O Y 7k ROFIBICEHSFE T,

FINYIZ2RFo>TVWET Ctrl F—Z=z#LAH 5 CHF—%=#L "' FOV T HRRINES
yEANILEY
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BEOHD I bO—SDERTR X
SRAFLFAOYTREEEINR EERIO>NO-ZHASEEI> NO—F%TA7F—N—F 1

J—r7OYT

FfFELELFET,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

FFo3>2 > bO—51%2 /— R MetroCluster [CHEHINTWLWET

FEEOHZD A FO—Z%> vy AT TBRICIE. AV MO—SDRAT—2AXMEREL. BEIZIHL
TERERIY FO—SHEEOHZ A FO—F AL —IUHh 5T —2%5|SHIR/MTETZL5I1CT
hO—Z%RAAYFA—N—FT2Z2HELHD X,

CDRRATICDOWVWT

*EELOVEO-JICENZHIGTB7HIC. COFIE DERETEREEZA VO XICLTHL

BEHHD XT,
FIE

1. MetroCluster A 7—2X%ZF w7 LT BEDHD I bO—FHEERIY bO—ZICBEEWIC
AAYFA—=N=LThESID%ZEHERLET, [ MetroCluster show |

2. BMZAA Y FA—N—DEELEHESNIBL T RORICKE > TIBZEDF T,

BEOHZ I FO—SDRMR
BEIWICRA vy FA—/N—L7T=

BEICRIyFA—N=-LT
ArAW

21y FA—=N—IFBEWICIZ
THhNTESS. MetroCluster
switchover AY > RZFEHL T
Ay FA—=N—%HAT=HN

214y FA—=N—IFHEET TN

(=3
ROFIBICEHFT T,

EER2IY rO—Sh5FBEMNRRA Yy FA—N—1EEEZRTL
% 9 : MetroCluster switchover

EEXvtE—2%EEL. ARETHNISEEZFRLTPDOEL
9, BEZERBRTEIHRVESIX. TI7ZHITR—-KMIEBWV
EHELETL,

3. N1 IN—2 S XX H 5 MetroCluster heal-phase aggregates AV > RER{TLT. T—X7J U4

—hZBRLET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BIEHEE T NTI5E(E -override-vetoes /N T X — X %3157 L T MetroCluster heal Y > REBXR
TTEEITIDATIIaVNTA—EEFRTR . BELBZHIFZY 7 MRETIFTRTERS

nxI,



4. MetroCluster operation show Y > FZFRAL T, WEATT LI ZzRRLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEELFT,

controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV REFERAL T, IL— 7TV — 2 BELE
ERS

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIEE T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' <Y > REBE
ATEEIT DA T avNSX—4%=FERTRE. BEELBERHITFEY 7 MRETIZTTARTERDS
nkxd,

7. A7 4 %—>3 >0 5 XAT I MetroCluster operation show | <> RZERAL T, BELEHL
T LIz LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8 BEDHBZ AV FO—FEPa2—ILT. BEEBOEGZHRGELET,
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WMONTHREDRDHD £,

RDTZA—=23ar, M. FLEFEHSNCFIBICK>T, A bO-FEFDa—-)lzdv—Ih5ROAT
CENTEZXT,

F_A—=>g3 -y brO—-SFSa—-ILZBDOANLET

O
¥

FIE

1. B SRA XL DHZEIE. BETEUNICERL XY,

2. BR7T—TJIEEY) v TN L. BREENST—TILZ2REI XY,

B T—TIURAIDAY M TFNARERL TVWBRT—TINZ2ETHTVWE TV I I —TR NSy TEE

. DRATLT—TIESFPZY O—FEDa—/Ih 5N L (BERIFE) « EOT—TILHMAIC
BEHRchTuwiehza&k L £9,

T=TIET—=TIIZIAY ETNARINRDFERICLET . CHUSED T—TIIAZIXV T
NARZBDMITETESIC. T—TINZBIEBETIVELRDHD FH Ao

4 FT=—TNIRXIZAYETNARZIA FO—FED 2 —ILDSEDAL. BICBESFT,
S. MADAY ISy F=RMLTIF. MADS Yy FZzRABICTARICEEREE T,

A bAO—ZFEDa—IIhovy—on6P LI EHENETD,
6. A bO—FETa—-ILE>v—h65|FHLET,

DI, ZEVWTWAFTOAMO—ZEDa—I/ILOEARZESZZTLIET L,
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S. ARL =X TNy I LT A bO—ZZBEDIMEICEL XY, storage failover giveback -ofnode
impaired_node_name _°

6. BEMF INVIEEMCLIBEIE. BEEMILET, [ storage failover modify -node local-auto-
giveback true 1
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CDARXUTIE. BED 2 /— K MetroCluster 8 DA EETL F T,

FE
1. IRTD/ —RDIREEND lenabled | THBZ & %=MEZRL ET. MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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Cluster Configuration State Mode
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522 Thormal | IREDEF. AAMvFNYIMEBIZZT LTWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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1. AutoSupport " BZNICHE 2 TWBIFEIE. AutoSupport X v —JZ U L T —XOBEEER%
ZIELEY,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RDAutoSupport Xt — &, 7 — XD BEEMEM Z 2BFEEIEL £ 95

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BEX TNV I EHICT B:
a FERI>rO—70aYY—IH5RODIXY RZANILET,
storage failover modify -node impaired node name -auto-giveback false
b. ANy TEEBIF TNV IZEMCLETH?) WS TFAY T EHRRRINIS.
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J—r7OYT

FfFELELFET,

storage failover takeover -ofnode
impaired node name -halt true

_-halttrue /NS X—R%ZBET D L. Loader7O> 7 hHRRE
nxd,

FFo3>2 > bO—51%2 /— R MetroCluster [CHEHINTWLWET

FEEOHZD A FO—Z%> vy AT TBRICIE. AV MO—SDRAT—2AXMEREL. BEIZIHL
TERERIY FO—SHEEOHZ A FO—F AL —IUHh 5T —2%5|SHIR/MTETZL5I1CT
hO—Z%RAAYFA—N—FT2Z2HELHD X,

CDRRATICDOWVWT

*EELOVEO-JICENZHIGTB7HIC. COFIE DERETEREEZA VO XICLTHL

BEHHD XT,
FIE

1. MetroCluster A 7—2X%ZF w7 LT BEDHD I bO—FHEERIY bO—ZICBEEWIC
AAYFA—=N=LThESID%ZEHERLET, [ MetroCluster show |

2. BMZAA Y FA—N—DEELEHESNIBL T RORICKE > TIBZEDF T,

BEOHZ I FO—SDRMR
BEIWICRA vy FA—/N—L7T=

BEICRIyFA—N=-LT
ArAW

21y FA—=N—IFBEWICIZ
THhNTESS. MetroCluster
switchover AY > RZFEHL T
Ay FA—=N—%HAT=HN

214y FA—=N—IFHEET TN

(=3
ROFIBICEHFT T,

EER2IY rO—Sh5FBEMNRRA Yy FA—N—1EEEZRTL
% 9 : MetroCluster switchover

EEXvtE—2%EEL. ARETHNISEEZFRLTPDOEL
9, BEZERBRTEIHRVESIX. TI7ZHITR—-KMIEBWV
EHELETL,

3. N1 IN—2 S XX H 5 MetroCluster heal-phase aggregates AV > RER{TLT. T—X7J U4

—hZBRLET,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BIEHEE T NTI5E(E -override-vetoes /N T X — X %3157 L T MetroCluster heal Y > REBXR
TTEEITIDATIIaVNTA—EEFRTR . BELBZHIFZY 7 MRETIFTRTERS

nxI,



4. MetroCluster operation show Y > FZFRAL T, WEATT LI ZzRRLET,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEELFT,

controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV REFERAL T, IL— 7TV — 2 BELE
ERS

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEHIIEE T NT35E13 -override-vetoes /N T X —2 %387 L T MetroCluster heal' <Y > REBE
ATEEIT DA T avNSX—4%=FERTRE. BEELBERHITFEY 7 MRETIZTTARTERDS
nkxd,

7. A7 4 %—>3 >0 5 XAT I MetroCluster operation show | <> RZERAL T, BELEHL
T LIz LET,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8 BEDHBZ AV FO—FEPa2—ILT. BEEBOEGZHRGELET,
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BRICHZANTELVTLSIZEL,

a A hO—FFEDa—IlEZIVy—YICRLIEATREOHIC. Ov oSy FxEICEESE. Ov Y
EVAPANBESIMEITTOAY b O—S%F 2 BETHLAARLS, Qv ooy FZEOVIIND

ETHIFET,
b. EREEBICERI—Fz#EHiL. BRy—JILOvIAS—ZBERDMITTHS. EREEZEIR
ICHERILE 9,

BENMEIRT A ICICaAYbO—FFDa—IIHT—rEBBLET, J7—b O X 2R3
EEx LEd,
CHUH—TINIRIAYNTNARZEFEWOMIFTTOARVEEIF. BDFIFTEL T,
d BEDT—F - 7O X%ZHEL 'CtrI+C ¥+ —%BLTLOADER TJ—hrL F T
C) SRATFLDT = AZa—TELELEBEIF. LOADER TT—h93F 7> 3 %%
IRLE,
S. AyvhrO—SoRZcAEUEY FLET,
a. showdate AV REFEAL T EERIY FO—SORNERBAUEZHAELET
b. #—#w > bO—5® LOADER 7OV 7 +T. HEZHEILET,
C. MEIZFH L T 'set date mm/ddlyyyy' AX Y R CTHGZZELET
d RBEICELCT. Tsettimehh : mm @ ss) OY Y REMFEHAL T, BZl%E GMT TEHREL X9,
e A—4w AV bO—-SORMERRZRRELF T,

6. LOADER 7OV KT lbyes Y ASILT. PCle h—RELVZDMMDOAVKR—F > b EBVIEEL.
a>vekaO—>%=)J—r3HEEYd,

1. ZbL—=2%F TNy LT O bO—SZBEOMEICRL Y. storage failover giveback -ofnode
impaired_node _name _°

8. BHEIXF INvIZENCLIBEIE. BEEBMICLET, [ storage failover modify -node local-auto-
giveback true 1

FIE5 : 2 /—FK MetroCluster {&8f D77 V55— r 2 XA vFNVIT3

CDARXTTIE. BED 2 /— K MetroCluster 8 DA EETL X,
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FE
1. IRTD/ —RDIREND lenabled | THBZ & %=MEZRL EJ. MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. §ARTOSVM THEHNTZT LI-Ce=mE2LE 9, [ MetroCluster vserver show |

3. BEMIBICE > TEITINS LIF OBBFRBITHAEEICKR T LI %2R L £ 9, MetroCluster check lif
show

4. HNAN—T S ZAEAHADEED / — RH 5 MetroCluster switchback AY > R&EFERA LT, X1 v F/\v
I%RTLETS

5. R4 wFINy UMIBHTT LT-Z £ #HEs2 L £ 9 MetroCluster show

0 2 22 DIRED waiting-for-switchback DIFZEE. R 1w F /N JAIBNEZEITH T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

52 Thormal | IREDEF. AAMvFNVIMEBIZZTLTVLWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

24y FNYINTET T3 EXTICKRELIIDBHEIE. | MetroCluster config-replication resync-status
show | AX Y REFHETZZE T, ETHOR—IXSAVDRAT—RAZERTETEY,
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