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5. Ctri+C ¥—%Z#L. Tyl CABNLET,

2. LOADER 7OV KT lprintenv ) CAFIL. SRTOT—FREBEZHEX VY I7Fv LEY, BEH%EDO
TI771IICRELE T,

@ T—= b TNAZHBNTVBDEEEL TOWRWEE. COOT Y RIFHEEE L B WLWATEeED
HHET,

73> 2 . aY O—SH MetroCluster [CIBEH S TULS

NVE #X T XTlFNSE RRINTET LIcE. BEDOHS A bO—5Z> vy MUV TIHENHD F
ERS

() 27— F MetroCluster RO S 27 LTH. COFIEEMEALAVNT T,

BEDOHZA> bO—F—%5|FHRVTELEL. EERI>NO-F—DEEOHZ 3> FO—-F—DIX ML
— IS T —AEFIEHRIR/ETEZLSICLET, CNEITSICTIE. AutoSupportTBEE# — X{ERL %= 15
L. BEIX NV IZEMNCLT. BEOHZ IV FO—F%LOADERTOV T MMIYIDEX F
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"SR ZAZEEHALE T

* MetroCluster #& = EE L TL3EEIE. MetroCluster EEUREDEREZAT. / — RHAEHDIEES
RETHDZZEHRL TEHELHBELHD I (T MetroCluster node show 1 ) o
FIE

1. AutoSupport BE#ICHE > TWBIHEEIE. AutoSupport X vt —#IFEUH L TY — XD BENERL = 1
L%9. [ systemnode AutoSupportinvoke -node * -type all -message
MAINT=number_OF hours_downh

RD AutoSupport X vt —2ld. T—XOBENMEMZ 2 BEELEL £9, clustert © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h"

2. FERIAYFO—50OYY—IHh5B#MF INYIEZENCLE I, storage failover modify — node
local-auto-giveback false

. EBEDHBAY ,O—SICLOADER 7OV 7 ERTLE T,

BEOHZ I O—SDERT ¥

LOADER 7O > 7k WOFIBICEAFE T,
TINYIEFOTWVWET Ctrl ¥—%#LAHS5 CxF—%iL ' TOV T AR RINLH Yy &
ASILET

SRATFLTIAVTRERLIFINART ERRIYAO-SH0EEOHZ I bO—%ZT A7 F—N—F
—R7O>7k (RTLINRT Tol3fEILELF T, [ storage failover takeover -ofnode
—RDAN) impaired_node_name _

BEED#H I bO—SIC T Waiting for giveback... | ¥&RRINT:z
5. Ctrl+C ¥—%Z# L. Tyl CANLET,

A7>3>3 > rO—51%2 /— K MetroCluster ICHEEHINTWET

NVE # X T XTIFNSE RRIDTET LS. BEOHZ A bO—5%Z> vy MUV TIHENHD F
ERS

BEOHZD A bO—Z%> vy MOV TBICIFE. A FO—5DRAT—2X%=HERE L. BEICIGCTESE

RADVPO—FHEEDHZ IV EO—F AL —UHh 5T —2%5|EHETRUETEZLSICaA> M O—F%

A YFA—N—FIHRELRHD £,

CDRRTICDWVWT

cEBROFO—JICEBNZMIE TR0, COFIEDRBETEREEEZF VDX XICLTEHLED
HHEI,

Flig

1. MetroCluster A 7—42 X% FTwv 27 LT BEOHZ I bO—FHEERI> FO—-JICEFNICRA
VFA—=N—=LT=DESHhEMERL XY, [ MetroCluster show J

2. BMZAA Y FA—N—DEELEHESNIBL T RORICKE > TIBZEDF T,
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BEOHD I bO—SDRRT ¥
BEWICRA v FA—/N—LT ROFIEICEHF T,

BIFMICXA vy FA—N—=L TV EERIY MO—SHS5HENBIA v FA—N—12E%ERTLET
AN A : MetroCluster switchover

2w FA—N—IIEENICITIT EEXvE—J%RL. FJETHNISEELX AL TPOELE
HNTH S5, MetroCluster o BEZBATIRVEEIE. TI7ZAITR—KIEBVEHLE
switchover AY Y RZEFHAL TR <7EEL\,

Ay FA—=—N—%FHAHT=H. X1

wFA—N—IFEF NI

3. YN IN—2 5 X2 H 5 MetroCluster heal-phase aggregates AY > RER{TLT. T—27J )5 —k
zHEBEIALEY,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

BENIET T N5 S -override-vetoes /N5 X — X %F57FE L T MetroCluster heal ¥ > RZHRE{TT
TEITCDF T VNTA—REFRAT . BELEBEZHITFZY 7 MRETITIRTEERINE T,

4. MetroCluster operation show A< > REFHAL T, WEBHNRT LA EZERLE T,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. [ storage aggregate show | AX Y FZFERALT. 77 U7 — bDREZHEEL X,

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. T MetroCluster heal-phase root-aggregates | AV > RZFEARAL T, IL— 7 UF— 2 BELET,



mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

BEIET I N35SI -override-vetoes /N T X —2 %387 L T MetroCluster heal' A< > REBREITT
FETCDATOIUNSTA—REZFERT L. BELEBZIHITEY 7 MRIETIIIRTEREINET,

7. F A7 4 %—>3>9 5 XAT I MetroCluster operation show | <> RZ{FERL T, BELENTTL
TC C (\: %EEDIL,\ L/ ijo

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
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1) Normal Boot.

2) Boot without /etc/rc.
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,

24



707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ER=RIR Y BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —N—DTF7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 71 )L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (IS4 T7 > kF—)

25



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END T2 8T U 54 7> NEFAZE (clientert) 7 7 T ILORBEZASIL T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,

27



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

BEL7TcT — b X7 1 7%ZNetApplREL TS
FAS830045 & U'FAS8700

BEASARELE/NA—VIiE. Tv MTHBORMAIETREZICRE > TNetApplHERFA L TL 2T
W "N—Y DR EZHEFHMICOVWTIE. R=UEBBLTLLIEIL,
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