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Y R h 5oL DEBIEHLET,

C) VITy T = b AT THHBREBETBEEMEDHB7cD. T— b XToT7ZRLE 27D,
BEFICEIEHLIED LBVTLS T,

2 RWAT— b ATATOWHET — b XTATYTy MCEDE VI Yy MIW KD ERLAHE T,
3. TJ=hrAXFTAT7HELVAEZITY T Y MIRBICEESNI I L ZREELF T,
BEICBLT. T= b XTa7ZROALTY Ty hADEEZPDELEXT,

4 T—=b AT T7ZBLTHTC T XTA 77— ADEERRZ > ZI3DHIAHF T,

S. A bO—ZEFEZVa—ILOAN—-ICHZEDEIF—R—REyrUT70X0Ov MIEHETAN—ZBUV
BOFF. FREDMNEBICINEZEFTASAIREIEET,

FIE3 : T—bAX=2T b AT 7ICERXLET
AA=—UBA VA=V ENIZUSB TSy a RSATRFEAL T, KBTI — b XT A PICV RT LA X

— VA VAN=ITEEXY, 7L COFIBEDOETHICvar 770« DXTLEVANTTEIRELH
F3x]
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*FAT32 |7 #—< v hENiz. 4GBULEDBENDUSB 75 v aRSATHBRETY,

FBEOHZIY FO—SHRFLTU/A—T 320 ONTAP 1 X—UD T —, HET 51 X— i
Ry Py THE— b A FDEIYO—REIS 3D B4 O—RTEET

° NVE B"B#AHEEIF. 47> 00— RRZ2DIERICHE> T NetApp Volume Encryption Z £ L T
AX=2HEATO0—-RLED,

° NVE DBEMICHR > TLWAWSEEIF. 40 >0O0—RKREZ>DIERICRE> T NetApp Volume Encryption
BLTAX=CEAT>O—-RLET,

*REAVRTOY  YRTLDBE XY b= UEGISBESHD FEAD var T M) - DT L% R
7T RBE BNOBEH ZRTTILENHD T
FIR

1. A bO0—-FFEDa2—-I)L0EE>vy—OBOICEHDE. AV NO—FEJa2a—ILE AT LICEDE
TEZ2HLIAAET,

2 RBICISLT. A bAO-SFEDa—- Iy —T L zBERLE Y,
3.USB73v2 a3/ 7%Z23YbO—FEZa—/ILDOUSB RO MIHEAL XY,

USB 75w aRI47ld. USBOAVY —ILR—FTIEH<, USBTNATRBOIRILHAFL=RO
W MZED T TS TV,

4 Ao rAO—FFED2a-IIEZPRATLICREFTFTHLAA. DLNYRILODMUEBEHNUSB 75 v akRIa
TICFHLTVWARVWC e ZHRELE T, ANV RILZBIBLAATIY FO—SEDa—I/LE2®E
L BLANYRILZBEALCE T,

/=R v —YIlRRICBD[MIToNE e IICT— b zRBLE I,

S J—hrZBRT AL ETICCUHC F—%Z# L. 7— 7Ot X%ZHH L TLOADER 7OY 7 FTELEL X
9, [ Starting autoboot | £WS XwE—IUHRRENTES. Cirl+C ZH L THIELFT

CDOAYyE—IDPRFEINBVEEIE. Cri+C F—Z# L. XV TFUYXE—RFTT—hT34723
VEFERLT. /—RZ{ELELTLOADER 7OV 7 b ZRTRLET,

6. LOADER 7OV hTRY FT—0EHEA1 TZRELE T,

° DHCP Z#m L TWLW3I5FE | ifconfig eda-auto

BRETEZIZ—T Y bR—KME EER/ —RHSEE/ — RADEEIERTZ2—7
@ v hAR—FT. Ry b7 — U8R Z R L7z Ivarfile system restore DEITRHIZIEE L
¥9, COOAYYRTIEeOM R— b2 FERATZCDHTETET,

° FENERFIZRET 5 51E. [ ifconfig e0a-addr= filer_addr-mask= netmask -gw= gateway -dns=
dns_addr-domain=dns_domain' 1 O & SICASILET
* filer_addr (&, ARL—J O RXTLDIP7RLATY,
* netmask (. HA/N—hF—ICERINTVWREEBRXY FT—0DRY hT—UIRITY,
* gateway &, XY N T—0 DT —brT T AT,
*dns_addrid. XY NT—TLDR—LYF—NDIP 7KL XTY,
* dns_domain |&. DNS RXA V% T,
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CDFATaVNTA—2EFERT3EIE. 2Yv FT—F—/\ND URL ICELEEIR X1 V%
FIRETDUNEIEHD FHA. BELRDIEH—NDERINEEIFTTY,

@ AVR—=TIAREL>TUE. EOMDNIA—EIDNBEICHRIBELHDFET., 77—
Lox¥ - 7OV T KT lhelpifconfig ] AN T2 L. FHlZzRETET XTI,

7. Ay bO—SPR MLy FERIGET 7T )y IEFD MetroCluster ICEENTWVWBIBEIE. FC 747X
DEREY X NTITIHERHD 9,
a. FFE— R TJ— b ! boot_ontap maint

b. MetroCluster R—rZ A Z>T—R & LTEREL X, ucadmin modify -m fc -t initiator
adapter_name

C. EILELTRTFE—RICEDZT: Thalt)
TEIEFVATLDT— rEICEEINT T,

VAN AX—=2 DT — ~-FAS9000

BEOHD/—REVAN) A X=Ih 5T ZFIEIE. P XAFTLH2 /—FR
DMetroClustertBICHE > TWBAHE ST K> TEAD £9, FAS9000> X T L.
FHOT—+ AT 7REFIEOHEFR—FLET, BENT—F XFT07 UAhND
IFHR—FEINTLEHEA,

[BE/ —RFZVANVAR=IDSET— I B3DDFIEIZ. X T LH 2 /— K MetroCluster #EEHE S
MEK>TERDET,

F72a 1 BEAEDYRATLTANIAX=D%2T -3

ONTAP ¥ X—% USB RSA4THh 5 T—hrL. Z77A4INRATLEYRAN LT, REZHEER T2
BERAHDFT,

CDFIBRIBS X T Ll 2 / — R MetroCluster #RICIZTZ ENFEH Ao

FIE

1. LOADER 7O 7 rh5. USB 75w a RS54 7 lboot recovery | D5 U AN « A X—=J% T—
FLET

AX=INUSB 75 v2a RS0 7hodoyO—REhFET,

2. 7OV TEOREEINCS. A X—DDRFIZEANTED. BEHICKRRENLT 7AIL DI A-%E
DEXEALET,

var 771N RTLEZETLEY

13



14

S 2T LR
v D — O

Ty hT—OEGEDHD ETEA

(S

a.

o

NV I Ty TEREE/TTBHNESHZERT A vE—IhK
RNy ZHLET

IE®7% ./ — R % advanced tEfRL RNILICEREL £9, [ set
-privilege advanced |

DRy o7y F7AR Y RZRETLET, 'system node
restore-backup -node local-target-address_impaired_node_name

/—R%Z admin LRJLICEL &9, [ set-privilege admin J

EBRESNIBRZERT D ESHZHERT DXy E—IHKRTR
Infcsy #LET

J—ROBESFHZEROZTOV T EHRERIINLS Yy ZHLF
¥

Ny o7y THERZETTSL KON N ZHLET
7OV T ERRIEINTS PRTLZEVT—MLFET,
KAEINTAZa—h5 [ * Update flash from backup config * (
syncflash) | 77> a>ZFIRLE T,

EHEHITIBDESH 2R T B A vE—IHRRINL
5. Tyl Z88LZET,



2 2T LB (S

Fy RD—OICERESNTES  a NyoTy TRRERTIZLIROENLS 0 ZBLET
‘ Rk e ‘
‘%*L\gl%froClusterlP wEICES FOV T RAERINES. YRTFLEY T— R LET,

C.iSCSI R FL—CHEHHMEIICNDETHEXEY,

RDRXyt—IhRREINTS. ROFIEISEAFT T,

date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
1SCSI session state is changed to Connected
for the target i1iSCSI-target (type:

dr partner, address: ip-address).

d RREINfcX=Za—h5 T *Update flash from backup config * (
syncflash) | 77> a>EHFIRLE T,

EHZHITI 2D ESIHZHERT DX v E—INRRINTL
5. ly1 Zz#LZEY,

4 BBEEHHDELLKERESNTVWBR I EERELET,
a. /—RI|ZLOADER 7OV 7 +rERRLZET,
b. printenv AV > FEFRAL T ' REZHOREZHALET

C. IRIBZHAHIE L <FREINTULARWEEIZ 'setenv_environment-variable-name___ changed-value_’

ONYRTEELEY
d. Tsavenv) OYYRZFEALT. EEARZERELEX T,
S. RDFIBEIF. AT LHERICK > TERD £,
C VRTLICAVR—RF—IR—T v, NSE. FLIENVEDRESNTVWBRESIE. IEAFT &
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EIZIHWLT. OKM. NSE. NVEZUZXKR7LET

° URT LA VR—RF—=THR—=TJ 9, NSE. FIENVEDBBRESTNTULAWSGEIE. COtEo>
avOFIEEEITLE T,

6. LOADER 7O >~ T lboot ontap 1 AX> REANLET,

* RTAR o
aJ+a>7a>7hk RDFIEICEAFT T,
FINYIZ2RFo>TWVWET a N—hF—/—FICOJ12LET,

b. T storage failover show 1 AV > REFHALT. 2—v b/ —
FTEFINYIDEFNTTLTWB L ZRELE T,

7. N—bF—=/—RiIZOAVY—=ITr—7I=HEGELE T,
8. T storage failover giveback -fromnode local ] A > RZEFHAL T/ —REZX TNV ILET,
9. V3R« OV MT 'netint-is-home false' AV REER L THREBA VX — T 1 XAZHRLET

"false" ERXRNENTWVWBRA UV A—T 14 ADHB3HEIE. netintrevert AXY REFERALT. ThH5D1
VR—T 1A R%EHR—LR—FMIRLE T,

10, >y —=ILr—7JIIL=BEINT-/—RICBEHL. [version-v] I R%EFETLTONTAP O/N—
avEERLED,

11. T storage failover modify -node local-auto-giveback true 1| IAYX > REFEHALTEBF I NV I EEMICL
1=B&lE. BEX Ny IZURMTPLET,

F7F>ar2:2./—FK MetroCluster I8 T ANV A AX—=%T—RT 3

ONTAP 1 X—2% USB R4 THh 67— L. REZHEZHER T I2UNENHD £,

COFIEEBS X T LIE. 2 / — R MetroCluster # T

FIE

1. LOADER 7O 7 kh5. USB 75w a RS>+ 7 lboot recovery | B5 AN « A X—=T% T —
FLET

AAX=IHUSB 75y aRI4TN6R U O0—-RENFT,

2. 7OV T ERRTENIS. A X—COEFIZANTSD HEHICRTEINLT 7L EDAIX-C2F
DFEREEALET,

3 AX=INA YR b—LEnc5. VRN 7O ZMBLET,
a Ny o7y TiBREB"’ITISLOKDENIS N ZILET

b. BiLE %= RHZ OV T EDBRREINES Y ZIBLT HLLA YA M=IETNEY T FDZT7OME
BB LEY

TOYTEBREENS. T—rTOCXZHMTET 2L SICERBLTEBEDRHD T,
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4. O 27 LDFENEFIC 'Press Ctrl-C for Boot Menu' £ W\S X wt—IARRRENS 'Cirl-C' 23 L £33
BIX = a—hKRRENF5 'Option 6 ZFIRL £9

O RIBEEHMMELLBEINTVWE R LE T,
a. /—RI|ZLOADER 7OV 7 hrZERRLE T,
b. printenv A7 > FEFRAL T ' REZHOREZHALET

RIBZHHIE L K FRE SN TUVAWSEE (L 'setenv_environment-variable-name___ changed-value_
OY YR TEELET

lsavenv ] AV REFEALT. ZERABRZFRELE T,
. J—=RKEDUIJ—=FLET,

o

-

o

— KMetroClustert& i CTO 7 U —bD XA W FINw -
FAS9000

T— bk XFo4 7ORXBEHTZT LS. MetroCluster X1 v F/\w VigExETLE
9o FAS9000> X T Lld. FEDT—k XF 4 7EIEFIEOAEZHR—FLET, BE
T—b XFao7 UANVIEHR—FZINTULEHA.

CDRRAYTTIE. BED 2 / — K MetroCluster 1D A% ETL F 9

FE
1. IRTD/ —RDIREN lenabled | THBZZ & %=MEZRL EJ, MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. $RTHO SVM TEBREANTT LI e =R L £ 9, [ MetroCluster vserver show J

3. BEMIBICE > TEITINS LIF OBFRBITHEEICTE T LI %2R L 9, MetroCluster check lif
show

4 YNAN—T S ZAZHDERED / — RH 5 MetroCluster switchback X > REFERHL T, X1 vF/N\vY
I%RTLET,

5. A4 wFINy IMIBHTT LI &t #HEEE L £ 9 MetroCluster show
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7 5 2R DIREN waiting-for-switchback DIZEFIE. R v F/INw BN KX ZEITH T,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

95222 normal 1 REDEZF. XA v FNYIUMEBIZZTLTWLWET,

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

ZAYFINY IDTET I XTICHEAI D BEEIE. [ MetroCluster config-replication resync-status
show ] OXYYRZFEHTZ LT, ETHFOR—IAFAVDRT—RAZHETETEY,

6. SnapMirror #85{ & 7=1% SnapVault A HNIE. BREIZL F 9,

') X ~ 77 BES1k- FAS9000

TR T— b XFT0 7 THES{bEETLET, FAS9000 X T Lk, FEODT— K X
T4 7EEFIEOAEHR—FLET, BEIT—F XT07 UANVIEHER—FENT
WEt Ao

F—IX—Tv—OBEICK L TEVBFIEZERITL. P XTLOESEZETLET, PXATLTERAS

NTLWBEF— IXx—Sv—HAFRBALRIERIF. T—F XT 4 7OXBFIBORBRBEICT v TF v LI-REERE
ELTLIETL,
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FYR—RF¥F—Tx—+v (OKM)
ONTAPT =k XZa—h56F>R—RF—I%—Jv (OKM) BREEZJVIAMTZLET,

ER=RIR Y BH0IC
ROBEHREAZTLTLEST L,
* UIRARLEDNRT L= AN "FVR—F F—EEDEML"
CFUR=RF-IR=TVv DNV I Ty TER"
*ELWNRRTIL—RENY I T TT—2h B2 zHERBTBICIF. "FoR—RFF—EED/N\vY
VTV TEDTRAILEDNRAT L —IXZIREEY 555" FIR

FI@

BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT —k XZa—h'S5@BYRA TS a>vE&RLET,

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ER=RIR Y BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —N—DTF7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 71 )L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (IS4 T7 > kF—)

25



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 EBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END T2 8T U 54 7> NEFAZE (clientert) 7 7 T ILORBEZASIL T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

BEENELE L7-/V—Y %NetApp - FAS9000/Z3RF L F£9,

Fv MIEMEINTLS RMA FBICRE> T, #FEL7-205m% NetApplliRix L TL 12 &
Wo BB "/N—Y OiRGEEAHE" FMICOVTIE. R—JETELCZETL, FAS9000> X
TLIE. FEHOT—F X740 7OEFIEOAZYR—ELEXT, B T—F X707
DANJIEHR—=—FrINTULEHE A,
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