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S. AV hA—FEZa—IIDATMZELEICLT. F5TERELKS

4. ALNYRIILZREIET. A bO—FESa-I)LE>v

23



0 A hO—FEFESa—IILOAN—DEERE >

6. T— AT T7ERBLET,

a > hO—ZEDa—-ILOTFHEICHIEDOIT7H I b =RE. XORFIFI>MO—ZFFDa2-)L
DFRURY Z7EFERALTIT— M XT4 7OBFREEZELET,

TIX=23>-T—= b XT 1 7 ORI

0 ) —X2T=Z#RLET

9 T—=b X747

a TJ=bhAXATAT7T—RDBVWREZYZRLTT— b XTa 7ET—IADSV U =L, T—FXT7
TITY EDh 5o DEFIEHLET,

@ VIy T = b AT THEBTBARBEMEDHBZcD. T— b XTrT7ZRL o1
D, BEEICFIEHLEED LBVWTLIEE L,

b. AT — b XT A TDHZET— b AT TV Y MIEDE. V7Y MDD ERLIAZE
ERS

C T—=hrAXATAa7HELVEETY Y MIRRICEESNI I L ZRELE T,
BEICBLT. T= b XTo7ZROALTY T Y hADEEZPDELEXT,
d T=bXFTT7ZHLTFTC T XTAa 77— ROBERE > ZI3DAHFE T,

7. A bhO—ZFS2a—-IILOAN—-ICHZIEDEIF—R—RErUT700v MIEHDETAN—ZBUY
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WOfHF. FREDMBICINEZFTAST RETEET,
8. A hrO—3F E a—IILEZBERDOMHITE T,
a Ay hO—ZEDa—-I)l0EEsy—2OAO8BICEHLE. I rO—FFPa—IlZ AT LICH
DETEL ECHLULIAAZET,
b. REIZIGL T, AV bO—SEZ S a—IILICTr—JIILEZBEGELE T,

C AVhA—FEDa—IIZdRTLICRETTHRLAA. DLNYRILOALENUSB 75 v a3
ATICFHLTVWRWS e ZHEEELFE T, AANYRILZERCIFLAATIOY FO-FEDa—I)L%E
HEL. ALNYFILZEALE T,

O hO—Z v —YICE2ICEDHITIoNZ ETCUICT - b 2RBRLE T,

COXRYE=IDNRRINBVEERIF. Cri+C F—ZHRL. XV TFYRE—FTIT—hrT3FTF> 3
VEFERLTH S, I hO—F%fFLELTLOADER 7OV T hZRTRLE T,

9. O brO—SHR ML YFEIET 7Ty IEFD MetroCluster ICE EFNTWBIHEEIEX. FC 7474
DER%E) AT TE2RERHD T,

a. RFE— R TJ— bk ! boot_ontap maint

b. MetroCluster R—rZ A Z>T—R & LTEREL X I, ucadmin modify -m fc -t iniitator
adapter_name

C. ELELTHRTFE—RICEDZT: Thalt)
RDFIE
BEDHDZT— M XT o 7EYPEICKHE LTS5, "/N\—rF—/ —EDNS0ONTAPA A—J% A RT3 3"%
SRELTLIEEL,
N—brF—/—RH50BHT—rXT17)H/ND -FAS9500

FAS9500 2 T LICHILWI —k XF4 7 TNAR%EA X M=)LL%. BT —
f XTFo 7ERIETOLRAEZRBLT. N—bhF— /—RKH5EREETTEET, UD
ND) 7O, AT LIIEBSIERBMICHR>TWLWEIHESHZREEL. FHINT
WBF—BEBESoBEZHALET, F—BSEIAEMIIH>TVLWBRIGEEIE. BT S
7= OBYIRFIER > AT LDERNLE T,

BEJ—rXTT7UANYFTOELRIE. ONTAP QN7 AU TOAY R— SN TVWET, A FL—UTX
TLTHURION— 3 YDOONTAPZRITL TWBIEEIE. "FE7 — FEEFIE" .

FEZ R g 2l
CF IR v—DRATZRELF T,
cAUR—RF—IR—Tv (OKM) ! ITRRLBEDNRTL—XENY I TV TT—2HGETY
c HEBE— IR—V v — (EKM): N— hF— /— RO SRDT 7L ILDRETT,
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem
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FE
1. LOADER 7OV 7 hH'5. T—k XFT4 7EIETOLIZRBLET,

boot recovery -partner
BEICRD Xy Z—IHRRINET,
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. J=MATA4T7DARA =)L ANY O ZERLET,
TOELZADRET L. Xyvt—UHARRENET Installation completes
3. DZAFLIEEEILZF v I L. ROWTNHODXvtE—J%FRRLET,
RRINZ3XvtE— 1B21F
key manager is not SRTLICEEENA YA R=ILTRTVWEEA.

configured. Exiting.

a OJaA>7AY T hHARREINBZIEITHLEE T,
b. /—RIZOJA>Y L. AML—UERAILET,

[ storage failover giveback -ofnode _impaired_node_name _

02@@E@ﬁ?ﬂwa%ﬁgﬁ%tﬁéﬁﬁtaofut%

Ho
key manager is EEAA YR —LENTVET, [TEEFT -V 72—V r—0D
configured. 1Et.

SRFLAF— TR—T v —OBHEBATIAVEAE, T5— Xyt—UnEns
() h F—x—Ur—AERINTVBNE 5D, BEVEDETT (42 FR— K EiEH)
) ERRT 5 &5 ICROENET. TOVT MCBER THTLET,

4. REICKLCTEYLGFIEZFEBALTF—Ix—2ve X RTLET !
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FUR—REF—T—+v (OKM)
SRATFLIFRDXA v E—%R AL BootMenu 773> 10 DETERBLE T,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. A1'yOKMBIEEZOC A EMIAT 2D ESH EHR TS 7OV TR REINE T,
b. 7OV rHRTRINSH. AVHR—K F—BEONXTIL—X%AHILET,
C. ERHERDENIZEEIF. NRATL—X%2H5—EFEAHDLET,

d ZOYT7rHRREEINTLES. AVR—F F—I%—Jv—DONvIT7v T T—2%ZANLZE
ERS

INATL—=RENY O Ty TT—207O> 7T cOH%ERY

Enter the passphrase for onboard key management:

e N—hrF—/—RDO5BYRT 7ML ZE'TIBZVAN) TOLRZERL I T,

EEZOLADTET IR E. /—FHRBESHLET, ROXvt—JFEENKIILICC E 2R
L&,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.
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f. J—RABREILIED. SATLDBRAYSAVICED. BEJfe THR L =R LT,
0 FEEIMO—ZDAML—C%F TNy o LT BEO MO-SE2@EIEICELED,

I storage failover giveback -ofnode _impaired_node_name _

h X\—hF— J— RARRICREB L TF— R EEHT B LS ICh o7 5. ¥ 5 XZ—2KT OKM
F—%2EBLET,

security key-manager onboard sync

BB BEF TNy I ZBEBMICT S EMICR>TULIIGE,

NEBF—<R2— v (EKM)
SRATFLIEIKRDA Yyt —%K AL, BootMenu 773> 11 ORTEBBLET.

key manager is configured.
Entering Bootmenu Option 11...

a. 7OV EHRREREINS. EKMBREREZ AL F T,
i. 7547 NEBZEORBEASIL XY, “/cfcard/kmip/certs/client.crt 7 71 )L :

5472 MEBEORBOAZRTLE T,

i. 7547 =T 71ILDOREZANILET, /cfcard/kmip/certs/clientkey' 7 7L :

IIATYVEF—T 71 ILORBOAIZRTLE T,

iii. KMIPH—/\—DCAZ7 71 ILORBZANLET, /cfcard/kmip/certs/CA.pem 7 71 )L :



KMIPY—NT7 71 ILORBOFIERTLET,

V. H—N—1BR7 71 ILORBZANILET, lcfcard/kmip/servers.cfg’ 7 71 JL :

B—N\BRT 7 1TIILORBOFZRTLE T,

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX . XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xXxXX:5696.protocol=KMIP1 4

Ixxx . XXX .XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX.XXX.Xxx.Xxx:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxXX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !aNULL"

XXX . XXX .XXX.XxXx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. 7OV ORI EINIZH N—bF— /—FKHSONTAPZ S XX UUID ZANLET, /N
— =/ =KW 50 XRZUUIDZEMESRT BICId. cluster identify show f&7o

ONTAPZ 5 X4Z UUID 7OV 7 b OHlERY

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi 7OV F BRI ENS. /—FO—BHNBRY bT—0 A2 E—T 11 ALREZ AN
LET,

" R—bDIP7RL X
*R—bDXY IR
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" TIFINT =T ITADIPTRLR

—KHBRy FT—ORETOV T OFETRT

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'efa')
eOM

Enter the IP address for port : XxXX.XXX.XXX.XXX
Enter the netmask for port : XXX.XXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ¥ —DEITRAT—XRXEMIELE T,

" B LH7AT7=h "kmip2_client: Successfully imported the keys from external key server:
XXX XXX.XXX.XXX:5696 tH 11 Tld. EKM #BEAERICETIN LRI TVWE T, 0D
7O€RTIE. N—bF— /=R oBYLT 7L ZETL. /—FZzBEEBLET. X
DFIBISEHE T,

" F—HERICERINBVEE. DRTLIRELEL. I5—6LVESEAYE-—IHKRRT
NEXT, LOADER YOV FrHBUAN) 7O€CRXZEXITLET. boot recovery

-partner



F—UANVDIS—HEFIVEEAvE-—2DHZRLET,

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. /—RABEELI-5. PXATLHAVSAVICED. BMfEAIfeTH I 2R LET,
d > rO—ZDX L= TNy I LT A MO—SE@EEEBHEICRELE T,

I storage failover giveback -ofnode _impaired_node_name _

ABE EFFT TNV I EHEGWICT S EICH > TVWEEE,

5. BEIXFINVINEMIA->TVEHEIE. BEBEMICLET !
storage failover modify -node local -auto-giveback true

6. AutoSupporth'ERICH > TWBIFEIE. T—XDEIMERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

RDFIRE
ONTAPA X =272 )R b7 LIche. /—FHBBLTT—2ZRETE S & 5 "= L 7-EBanz NetApplli
HLET, "ICBDZET,

W& L7127 — b X5 1 7% NetApplI&HI T 3 - FAS9500

FAS9500> A 7 LD AVR—22 MIEENRE LG EIE. EENERE LM
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%NetAppL_ BEIL T TV "N —Y DG EZEFHICDOVWTIE. R—DETE
{f=2&

T— X547 -F&) AN

T— b XF o 7DOFEH) A/NYY D —2 70— - FAS9500

747@ ?53\ U73/\‘U A A= DS, BEILDET. AT LBEEDKIEZ 1T
T. FAS9500R L —U S RFLDT— b XT 4 7O EEHBLET,

2L =S ZFTLMONTAP 917 1L EZ T L TVWBIESIE. "BE T — FEEFIE" . X TLTUEID
N— 3 VDOONTAPERITLTWLWBEEIE. FET7—MJ)ANUFIERZFERTZ2HELHD XTI,

o "J— kX B R RER

7 I‘XT’r_Id)ﬁejﬁgﬁ:%EEmuina-o

9 "BEE{LEF—DHYR— FELURT—H XDRER"
SRATLTEF ) T4 X —EEEEENBMICHR > TVLEIHIEEBIbtEIN-T 1 I B I D EERELF T,

"drhO-=3%T vy hET "
XT oA 7 ORBHRBEICBSTcE Eld. AV MA—ZFZ vy TV LET,

"J— kX F 1 T DI

BENRKELILT—MATAT7EVIATLBEED 2—-ILOSBDOANA L. KA T— b XFTo 7ERDFITT
S5, USBT7 5w a RS54 T%#ERALTONTAPA X—S XL X T,

"YUANIARX—TET— R LET"
RSATHSONTAPA X—S%T— L. 770V RTLEDINT LT, BETHEREIELE T,

QC@

"FYATRI"
ONATPT —h XZa—H5AVR-F = IRX—I v BRI CIINEBF— Y7 —P v ZEBTLET,

o "EEDHDBD/N—VEXY F Ty TITREALE T
BEOHZEmiE. Fv MBI S RMAIEEBREICR>THRY M7y FIORAMLTL T
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initiator adapter name

C.ELELTIRTE—RICEDZE Y : lhalty
EEIFVATLDT— MEICREINE T,

USBRSATHSDFHT— b XFT+ 7)) H/N1) -FAS9500

DRATLICFHLWIT = b XT o PTNARZEWOMITFTc5. VANV AAXA—2%ZUSBR
SATh5T—rL. N—bF—/—RHEHREZVRANTTEET,

AL =S ZF LHONTAP 917 1L EZ T L TVWBESIE. "HE T — FEIEFIE" . AT LTURID
N—2 3 DONTAPZERITLTWBIGEEIE. FET— M) AN)FEEZFERTIHNELRHD 7,

1EXZBtad BH0IC
CAVY—IIHEEDHZ A bO—F—ICEHRINTVSCZHRELET,
CDANVAXR=UHMREFESNIZUSB 75y ia RSIATHHBZI e zRBLET,

* AT LTESMENMERINTVEILE SHZHL T, BSIEABMCH > TULEIHLESNIGL
T. FlE3 THEYIRA TS a > ZRIRTI2MBENHD XTI,

FIg
1. BEOHBZIAYFO—5DO LOADER 7OV FhH 5. USB 75wy a RSATHEUANY A X—=2
ZEHLE,

boot recovery
DANVAA=DIFUSB TSy >a RSATHEEIYO-—RENET,

2. 7OVT IHRRINTS. BROLEIZANT SH. Enter F—ZIR L THEIMNICKRRINZ T 7 1)L
FDERZZITANT T,

3. ONTAPN—= 3 Y OFIEEFER LT, var 770 S XTLEETLET,
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ONTAP 9.16.0 &1
BEEOHZ A bOA—F—/N—hrF+— A2 bO—F—TROFIEZRTLET,
aEEOHS AV FO—F—DHE: T Y EB¥ Do you want to restore the backup

configuration now?

b. EBEDHZIAY FO—F—DHE: 7OV T MHRRINIS. Y /etc/ssh/ssh_host_ecdsa_key
ZzEESTLET,

CN—hrF—2XbrO—-FT:BEOHZIV FO—SZRERMERLANILICHELET,
set -privilege advanced
d N—hrF—22bO0-5—T:ERNYI Ty T AV REERITLET,

system node restore-backup -node local -target-address
impaired node IP address

BIBIUND X v 2= DRRRINTHZEIE. NetAppFR— MMIEBULWEDHE
<V

e N—hrF— 22 bO-FT:BEELANILICEDET:
set -privilege admin
fEEOHZAY FO—F—DHE:#HT Y RBE 'Was the restore backup procedure

successful?

g BEEOHSAY bO—F7—DHE: T Yy RBE ".would you like to use this
restored copy now?

h. EEDHZAY FO—>—DHFE: T Y HEFH EROSNS., Cil-CT—kXZa2—HFK
mENfEH,

. BEoHZ > bO—-F—T: ROVWITNHEEITLET,

" DRATLATESENMEEINTUVWARWVGERIF. Tk XZa—D5 [F 7 ary1@887—
M EERLET,

" O RAFLPEESEEFERLTVWRESIE. " aOTh /",

ONTAP 9.16.1 L%
BEOHZIAY FO—5—TCRDFIEZEITLET,
a Ny IT7YTHREDETERDZ OV T RRTREINSZS5. CADL Y ET,

ERFIENHRNT B L. ROX Yy EZ—IDNRRENE T, syncflash partner: Restore
from partner complete

b. ZLZX YNy o7y FOEBFTHNEMLIEDE SHEERT S 7O T KRR INT 5,

C. TLR YEISNIBRZERT 3L S ICKOSNTIFE

d FLZY/—RFZzBEEHNTZLSICKOSNIIBE
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e. 7L R Y BE#ZEROSNIHEIF. Cirl-CT—bXZa—NKRERIhi5,
L ROVWThDZRITLET,

* VRTLTESMEHMERAEINTVAWNESIF. T XZa—-D5 [ T7>av1@887—
bl Z&ERLE T,

* DRTLDESZEFERALTVWBRIESIR. "y OTUh ",

4. N—hrF—arbO—-Zica>V—=IL5—TJILzERELE T,
S. AV hAO—ZDAML—=C%F TNy I LT, A bO—S2BEFEICELE T,

storage failover giveback -fromnode local
6. BEIF TNV I ZEMICLISHEIE. BEBMICLET,
storage failover modify -node local -auto-giveback true
7. AutoSupporthBRICE > TWBIBEIE. T—XOBFEREZ VX N7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

U Z b 7EES k- FAS9500
KR T— b AT 7 TCRELZURINTLETD,

AL =S ZF LAHONTAP 917 1L EZET L TVWBESIE. "HE T — FEIEFIE" . X TLTURID
N—2 3 DONTAPZERITLTWBIGEEIE. FET7— M) AN FEZERTIHNELHD £,

F—IR—Tv—OBEICK L TEYBFIEZERITL. P XTLOESEZETLET, P XATLTERAS

NTWERFE— IR—J v —DFREALRESIE. T—F XT0 7OXBEFIEORBEICEF v TF v LI-REZHE
AL TLIETL,
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FYR—RFx—Tx—+v (OKM)
ONTAPT — kX Za—h56F>AR—RF—I%—Cv (OKM) REEZJVIAMTZLET,

ERZRIRY BH0IC
ROBEHREZATLTLEST L,
* VI RARLEDNRT L= AN "F VR—F F—EEDEML"
CFUR=RF-IR=TVv DNV I Ty TER"
*ELWNRRTIL—RENY I T TT—2h B2 zHERBTBICIF. "FoR—RFF—EED/N\vY
VTV TEDTRAILEDNRAT L —IXZIREEY 555" FIR

FI@

BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT — k XZa—h'S5@BYRA TS a>vE&ERLET,

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avwa%zgZ8%H. BEGIN BACKUP 17h 5 END BACKUP 1T& TO OV TV AZ MO FIF F
ER
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707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



10.

707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

AV bA=5=0aAYY—ILIRDAYE—IHRREENTVWS ZEZREBLE T,
Waiting for giveback..(Press Ctrl-C to abort wait)

N—hrF—2> +O—5—DI5FE:

BEDCHZIAY bO—F—ZRMLET,

storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

CFO 77 V7T —hbDATEEBLIE. F— IR—2v—ZRAHALET,

security key-manager onboard sync

TAOYTERREFEINIES. FUR—F F—IX—Tv—DISRX—2BEDNITL—X%Z AN
LE9,
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707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<v%—>+v (EKM)
ONTAPT — b X Za—h' 5HABF—IR—J v DEREXZ VIS T7LET,

ERZRIRY BH0IC
DO ZZAE— ) =R BNV IT v THERDT 71 ILZRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —NN—D 7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 7 1)L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (54T > kF—)



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEZBEFR1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END {72 8T U 54 7 > NEBAZE (clientert) 7 71T ILORBEZASIL £,
b. BEGIN1TX END 172 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &8 KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIP#—N—®DIP 7RLZAZAALZET,

e KMIP H—N—R—bZANDLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o
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PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEIXF TNV I EENCLISHZEIEURNTLET,
storage failover modify -node local -auto-giveback true
7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

HMPEL T — b X T« 7%NetApplliREI S 3 - FAS9500

BENRKELE/N—VIE. v Ht_ﬁJz'O)RMA?EuT ICHE > TNetAppllIREIL T 2T
W "/N—YVODRGEEAHEFMICOWVWTIE. R—SHEBBLTLLETL,

D b

2 —FAS9500Z 3L T 728 L)

ERZRIm Y BHIC

JL. DCPM %)J—)L%Wbﬂﬂ'ﬂgb“%biﬂ"o [EEDHBv—H 5 USB LED
EJa-ILZEROAN L. BEOHDZ > v—%REET VI XTI RATLEVYERY
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DESEDA L. HAS v— S ZFREDMBICRD (17 T A v— 32K —
2 RERDMSITE D,
SATLADEFDOMDAVR—2Y IR TEEICEHEL TVWAHRELRHD £7, MELHZERIE. 8T T
JZAIGR—MIEBVWEHLELTIEETL,
CDARTICDOWVWT
* COFEIF. PATFLTHR—FEINBZIANTDON—2320 ONTAP TEAHATEF X,
c COFBIFRTLOELEEZHWVWET, 2 /—RIZAXTIEY—EIDNERIZELEL. YILF/ —K7
S RAATIEEOMICEIELE T,
BEEDHDI> FO—FFAS9500% > vy R TV LET
BEEDHD I FO—FFASIS00%= > vy A DYLET
COFIEIE. 2/ —FRBEOSRATLDNRTT, V7 RRICH—EX%ZRHETBEDIE
BRIy MU VOFHICOVWTIE. ZBRBLTKEEVW"ANL—U U AT LDIEES
Bovy O EERBABRTA K- NetAppFL v IR—2",
EE %R 3 HIIC
c MBRIERE VLTI YIDHZ xR LET,
° ONTAP 0O—AHILBEBEDIL T vl
°c Y FO—ZOBMCAD 7 7+ X%,
c RPUCHBRTE SN RI o TWA xR LT,
* vy RN TVEIORIA NS UOTF 4 RIFITDEHE DTS,
c BMEXRITLET "VRTLOBEEF T VI,
° ONTAP Z S AT LRI ) —RIZT7vTIL—RLET,
c WIFNHEBRLET "Active IQ VT IILRZRTS5— 2RIy AT LOAVR—2> FOLEDZ
L BESRTLICRELTVWREEEZXELE T,

FIE

1. SSHZFEAL TIZRARICOTA>TEH. JFAZHROARD/—khoO—AlLoa>Y—ILr—7
WesyFhyZIaArvy—ilzERLTAOIM Y LET,

2. IRTCDISAT U MERAMDSRY N T YTV RTFLEDT—EANDT IV RAEELELET,
NNy Ty IO aT"=—RELELET,

4. AutoSupporthBMICHE > TWBIBEIE. T—ADEREIHEIL. AT LEF 7514 ICT 2HR%E
ELET,

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. INRTDYZAR/—RDSP/BMCT7 RLAZHRELF T,

system service-processor show -node * -fields address
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6. VS ARZITILEKRTLED,
exit
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSyncE— R TEIfEY S SnapMirrorEiZEHT 570 5 XX DIHFE . system node

(:) halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown true
-ignore-quorum-warnings true -inhibit-takeover true -ignore-strict
-sync-warnings true

9. ROAXyE—INKRREINH. IFXZAOEI> bO—FIC My *) EAAILET,
Warning: Are you sure you want to halt node <node name>? {y|n}:
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MetroCluster #A{ Tld. RIRRICEFEDREICRZ FTHIDDID £, COBFRTE ./ — ROREHER
EBAMCHEDET, DRIZ—UVTIZBRT. 1_.%3& RIC# D £, MetroCluster node show -fields
node-systemid' Y > FDHAICIE. MetroCluster ERENBEDKREICES XFTHULWI X T4 ID AARR
INE9,

9. / — KM MetroCluster #iIC 7% > TWBIEEIE. MetroCluster DIREEICIH L T, TTOFREEN T« X
YA LD/ —RTHBHBEICDREAE—LIDD T4 —=ILRICT 4 RVDTOFRBENKRRINDZ L%
ERL X9,

ChE. ROBHICEZETIERICHETT,

> MetroCluster #HMN X 1w FA—/N—IREETH 3,
° replacement _node (&, T+ FREY A DT« RV DREDREETT,

EMICDOWTIE. #B8BLTLLET W4 / — R MetroCluster 18, TD HA 714 O A —N—H KT
MetroCluster 21w F A —/N—HFD T 1 A VFREHEDZEE" rEV D .

10. & X7 Lih' MetroCluster #BREICR > TV RHEIF. &/ — BB INTVWE e =R LEFd, T
MetroCluster node show -fields configurion-state |

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

N &/ —RIZ. BESNBZR)a—LHEFEETDZIExMHEEELFEF T, vol show -node node-name

DT RO T A VA —N—ZENICLIHEEIE. IEER/ — KT I storage failover modify -node
replacement -node-name -onreboot true | ZBMICL X

SATLDIVRRT7ETTLET, FASI500

RMAFIEZZT LT AT LAZRZRICEEREBICE T ICIE. A NL—207—T)LEE
FEPDEL. HEICHK LT NetApp Storage Encryption D %ZE ) X 7 L. FiLW
A bO—5D5AM R ZA A N=ILTBIRERHD T, AT LEZTEICENE
WREICUZX M7 T BICIF. —EDEEERT L THEKBELRHD £T,

FIE1 : B/ —RDSAHE> X% ONTAP I VA —)LT 3

[EE/ —RHMEE (/—FOvY) SAEYAZRBE LTS ONTAP #HEEZ B L TLVEEIE.
_replacement node ICFILWS AV REA VA M—ILTZREBELNHD £9, ZES A A =FERAT S
Tld. V5 REARDE /) — RICZDEERD X —HUETT,
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1. AV FO—FHBA YT FUIE—RDBE (ICERRINET »> TOVTR) TAYTFURE
—R%Z#&T L. LOADERZOY+ERTRLFT, halt

2. OZFLIDDB—EBLAEWVWEDICO AT LIDE LEEZ 3NS5 ESRSNTIHGEEIE. XA MO—
SOLOADERZAOAYZ 6> bO—Z%7—btL. Tyl CABILET,
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ARV RFEAICIE. BEOHS AV FO—FTYRTLIDAEESNIEZT I A E—INRRT

fi. ELVLVEWID EFLWID B RENE T, RDAFITIE. node2 DRWHARBEIN. FTLWLWS X T LA
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback
(HA mailboxes)

4. J>bO—Z%2F TNV ILET,

a EgRIAYFO—5H56. RTLEIMO—FDRAML—CFF TNV I LET, storage failover
giveback -ofnode replacement_node_name

XA bO—-JR@FANL—=2Z2TA ORI LTT—bZ2RTLED,

SRTLIDDB—HLBVWEDICSZATLID ZEEZTTEINESHZEERT A vE—IHRRIN
THBBIRY EANTBIHEDNHD T

() 7Ny omEESNTLSRAR. BEEEMICTSH L AR LTI,

FRICOVTIE. ZBRLTKEETVW'FHF IN YAV R ERZERIBZ M E YT,

a XFINVINRT LIS, HARTHIERT. 740 F—N—D0ggTHB e zfBL£d, T
storage failover show

[ storage failover show | AY Y ROHAIZ. N—brF—XyE—STEEINLITLIDIEEE
nNEE Ao

S TA4RUNELKEIDHTONAI =R LEd, [ storage disk show -ownership

A FO—SICB T3 T4 X2I1CIE. FILWOXFLID BAREREINE T, XOFITIX. node1 TR
BINTWVWBAT 4 RZICHE LW ZTFT LID 151759706 BRI NE T,
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

> 27 LihY MetroCluster #8EICR > TWBBEEIF' A FO—SD X T — X2 X% L £ 9 MetroCluster
node show

MetroCluster #p% Tld. RBRICEFEDREICRZ FTHIDHIDEFT, CORFETEIY MO—5OR
RNREBAICHEDET, DRIZT—U2JIEEMT. BEE—FIZAD £9, MetroCluster node show
-fields node-systemid' < > RDHAICIE. MetroCluster 5REHN BEDREICES FTHWS X T AL ID
HARRINE T,

> kO—S5H MetroCluster #8R8IC 7 > TW3B5EI1E. MetroCluster DIREEICISE L T, TTDFRBEDLT
A PR2YA DOV FO—FTHIBIBEICDREA—LID T4 —=ILRICT 4« AT DTTOFREEHLNRR S
N3 =R LET,

. ROBAICEKET BH5EICHNETY,

> MetroCluster 8RN X1 v FA—/N—IRETH 3,
c HAAY FO—SHF AP REY A LDT 1 R DREDFHBEETH S0

ZBELTLIEEW "4 / — KR MetroCluster #5 TD HA 741 7 F —/N\—& & T MetroCluster X1 v
FA—=N—HDT 1 AVFREHEDEE" ZB8B LTIV,

2 X7 LiHt MetroCluster #BRICE > TWVWBIBEIF. EIY FO—SHEHINTVWB 2L X
9. [ MetroCluster node show -fields configurion-state |
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. 82a>bhO—3Il. BESNZRY2a—LHEETZI =R LE T, vol show -node node-name
10. A AL —=VBESIEDAEMICHE>TVWEIGEIE. EEEX VXN T I2HRELRHD £7,

M. VI7—-rROEB T V4 —N—ZEMICLIIHEIE. [EEA D> O— 3 T storage failover modify
-node replacement-node-name -onreboot true ZBICL E
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