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IyO—RAREAVICRREINET) o

C ARVRTOVIRATLDZEIETR Y N —VFFIINEHD FEHAD. var 77 1ILOATLEY X+
LI ZICEMD) J— b E2RTTIBNELNDHD £,

FlE
1. WA —EXRAM X—S%2 A YO—RLTHBUSBTI Sy aRSAJICaAE—LET (FR£45>0O
—RLTWLWAWESE) "%*y b7y THR—FHA R
a. R—ID[Downloads]') > I HB. TV TRy TDT—IAR—RAICH—ERAM A=A o>O—R
LExd,
b. H—EXAAXA—S%HBEFELET,

@ Windows Z A L TRARZRBEAT 3HEIE. winzip ZFERALTRY FT—rAX—=
ZERREALBWVWTLCIEEL, 7-Zip ® WInRAR 2 . oY —ILZ=FERBLET,

USBT7SwaRISAJIC. BEOHZ AV FO—FTRITTNTVIEYILRONTAPA X —IH IR S
NTULBIRELRHD X7,

2 0> bO0—-FFEZa-I)L0EE>y—OBO8BICEHLE. A MO—FFDa— L2 AT LICHEDF
TEH2BLIAAE T,

BMEBICHLT, A rO—SEDa—-IITr—JIWEBERELET,
4 USB 75w aRSA4J#AYMO—FESa—I)LDO USB XOw MIEALZET,

USB 75w aRIa7E USBIOAVY—ILR—FTIEAEL, USBTNARADIANILAFW RO
v MCED T TS RZETL

S. AV rO—FEFEZa—IZEIATLICREBETIHLAA. ALNYRILOMUENUSB 75y a k3o
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FIEFSL VRN LERRBLET, DANYRILEBRLAATIY FO—SEV2—LEREL
CALAYRILEBELET.

aYhO—5 v —YICRR2ICEDHITIoN3 e ICT— b 2RKBLE T,

6. J—hERATREIICCri+C F—%#FL. 7— 7Ot X% FEL TLOADER 7OV 7+ TEIEL £
9, [ Starting autoboot | EWS X vt—IHRRESNS. Crl+C #HLTHIELEFT

COAYE=IDPRFREINBVERIE. Cri+C F—Z L. XV TFHFYXE—RFTT—hT34723
YEFERLTH S, A bO—5%ZFLELTLOADER 7OV hZ2RTLE T,

7. > brO—5HDRNLYFEEIET 7Ty I#EFD MetroCluster ICZEFNTWBBEIX. FC 7474
DERE) AT TZ2RERHD X,
a. RFE—RTT— b ! boot ontap maint

b. MetroCluster’R— b %1 Z> T —R—Y LTHRELXFJo ucadmin modify -m fc -t
initiator adapter name

C FLELTRTFE—RICEDZT: lhalt
THEIZSZATLDT — bEICEEINE T,

USBR A THO5DFET— cXFT+ 75N -FAS9500

SATLICFHLWIT = b XTa 7T NA RZ2BD T Tc5. VAN)A A= ZUSBR
AT T—rL. N=hF—/—FDEREZVISTTEFT,

ARL—=U 27 LHONTAP 9171 EZETL TVWEIEEIE. "BEHT — FEEFIE" . X T LTURID
N—=U3 VDONTAPZRITLTVWBIHBEIE. FBT - MV ANI FIEZERT2HEDHD T,

VEE%RBIAT B HIIC
cAVY—IPEEDHZ AV FO—F—ICEHINTVWR I ZRERALE T,
CANVAX=UHMREFESNFZUSB 75 v a RSATHHBZI e ZzRIBLET,
* DRATLTHESIEIMEAINTVBINE SHZHIL £T. BESEABMICHE > TLEINESHICL
T, FlIE3 THEHYIGA TS a >z ERTZIUVENHD £,

FIE

1. BEOHBI FO—5DO LOADER 7OV hh5. USB 75w a RSATHBEUANY 4 X—=
ZEBL XTI,

boot recovery
DANRNVAX=DIZUSB 7T va RIATHEH T O-FENET,

2. 7OV HRAEINS. BIROBHEIZATIT SN, Enter ¥—Z2#H L THEIIMRICRTINE T 7+
hDEGERITANE T,

3. ONTAPAN—2 3 Y OFIEZFERAL T, var 7717 AT LZEBTLET,
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ONTAP 9.16.0 &1
BEEOHZ A bOA—F—/N—hrF+— A2 bO—F—TROFIEZRTLET,
aEEOHS AV FO—F—DHE: T Y EB¥ Do you want to restore the backup

configuration now?

b. EBEDHZIAY FO—F—DHE: 7OV T MHRRINIS. Y /etc/ssh/ssh_host_ecdsa_key
ZzEESTLET,

CN—hrF—2XbrO—-FT:BEOHZIV FO—SZRERMERLANILICHELET,
set -privilege advanced
d N—hrF—22bO0-5—T:ERNYI Ty T AV REERITLET,

system node restore-backup -node local -target-address
impaired node IP address

BIBIUND X v 2= DRRRINTHZEIE. NetAppFR— MMIEBULWEDHE
<V

e N—hrF— 22 bO-FT:BEELANILICEDET:
set -privilege admin
fEEOHZAY FO—F—DHE:#HT Y RBE 'Was the restore backup procedure

successful?

g BEEOHSAY bO—F7—DHE: T Yy RBE ".would you like to use this
restored copy now?

h. EEDHZAY FO—>—DHFE: T Y HEFH EROSNS., Cil-CT—kXZa2—HFK
mENftbH,

. BEoHZ > bO—F—T: ZROVWITNHEEITLET,

" DRATLATESENMEBEINTUVWARWVGRIF. -k XZa—D5 [F 7 ar1@887—
M EERLET,

" O RAFLPEESEEFERLTVWRESIE. " aOTh /",

ONTAP 9.16.1 L%
BEOHZIAY FO—5—TCRDFIEZEITLET,
a Ny IT7yTHREDETERDZ OV T RRTEINSEZS. CADL Y ET,

ERFIENRINT B L. ROX Yy EZ—IDNKRRENE T, syncflash partner: Restore
from partner complete

b. ZLZX YNy o7y FOEBFTHNEMLIEDE SHEERT S 7O T KRR INT 5,

C. TLR YEISNIBRZERT 3L S ICKOSNTIFE

d FLZY/—RFZzEEHNTZLSICKOSNIIBE
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e. 7L R Y BE#ZEROSNIHEIF. Cirl-CT—bXZa—NKRERIhi5,
L ROVWThDZERITLET,

* VRTLTESMEAMERAEINTVAWESIF. Tk XZa—-D5 [ 7> av1@887—
bl Z&ERLE T,

* VAT LWEESEEFERLTWAEEIE. Ty aTh /",
4 N—hrF—arrO—-ZiICa>rV—ITr—JILzERLE T,
S. A bAO—ZDAML—=2F TNy I LT A bO—SZ@BEHMEICRLE T,
storage failover giveback -fromnode local
6. BEIX INv o EEMCLIZHEIR. BEEWMICLET,
storage failover modify -node local -auto-giveback true
7. AutoSupporth' BMICE > TWBHEIF. T—XDOBEI:EHRZ ) AT LET,

system node autosupport invoke -node * -type all -message MAINT=END

') X b 7BE=1E- FAS9500
AT — b X T4 TTRESE YR T LET,

AL =S ZFT LHONTAP 917 AL EZ T L TVWBIESIE. "HE T — FEEFIE" . X TLTUEID
N—2 3V DOONTAPZERITLTWBIGEIIE. FET— M) ANUFEZFERTIHNELRHD £9,

F—-IXR—TVv—OBEICK L TEYBFIEZRITL. Y XTLOESZETLET. P XATLTERAS

NTWBF— Y= v —DFRARBEIE. T— b X7 7ORXBFIEOHBEHCF v FF v LIcREZHE
L TLIET L,
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FYR—RF¥F—Tx—+v (OKM)
ONTAPT =k XZa—h56F>R—RF—I%—Jv (OKM) BREEZJVIAMTZLET,

ER=RIR Y BH0IC
ROBEHREAZTLTLEST L,
* UIRARLEDNRT L= AN "FVR—F F—EEDEML"
CFUR=RF-IR=TVv DNV I Ty TER"
*ELWNRRTIL—RENY I T TT—2h B2 zHERBTBICIF. "FoR—RFF—EED/N\vY
VTV TEDTRAILEDNRAT L —IXZIREEY 555" FIR

FI@

BEOHZIAY FO—5—0DIHE:

1. VY= IL5—TJIEEED0HZ 2> rO—-F—ICEHELE T,
2. ONTAPT —k XZa—h'5@BYRA TS arEm&ERLET.

ONTAP N\— 3> CDATIaVERBBIRLET,
ONTAP 9.8 LUf% 73 10 BRLET,

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
(11) Configure node for external key

management.
Selection (1-11)2? 10
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ONTAP N\—> 3 Y CDATIavERBBIRLET,
ONTAP 9.7LL &l ERTA T avEERLET

recover_ onboard keymanager

T—=bXZa—0flzRTFLET,

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)°7?
recover onboard keymanager

3. 7OV hARREINS, EETOCRERITIB 2B LET,
707 hoflERTR

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. S 2RLEDNZATL—ZX#2BAHNLET,
NZATL—ZXZAHDLTVWABE. OAVY—=ILICATARBRRTRINEE Ao

707 hoflERTR

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

0. Nw I Ty TEHRZANILET,

a. Avw>a%zgZ&%H. BEGIN BACKUP 17h 5 END BACKUP 1T & TO OV TV AZ MO FIF F
ER



707 b oflERTR

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

17



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. ATOREIC Enter ¥—% 2 EIEL £,
EEOELINTT L. ZOAXAyvtE—IJHRERENET,

Successfully recovered keymanager secrets.



707 b oflERTR

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ RRSNTHAIDUTOZE. FiTLABRWVWTL TV, Successfully recovered
keymanager secretso NI TN a—TFTa4 Y JZETLTIS—%2EBELET,

6. 7723 % BIR 17— b XZa—D50NTAPD T — b ZHTL £ J,



707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. 32bO=5—DaYY = LIZRDA Yy E—IHRFENTVE 2R LE T,
Waiting for giveback..(Press Ctrl-C to abort wait)
N—hrF—2> +O—5—DI5FE:

8. BEOHZIAY FO—F—ZEBHAL X7,
storage failover giveback -fromnode local -only-cfo-aggregates true
BEDCHZIY bO—5—DIFAE:

9. CFO7JV7r—tDHTEELIE. F—Ix—Jv—ZRAHALE T,
security key-manager onboard sync

10. 7OV T RHARTEINTS. FUR—F F—IR—Iv—DIFREZ—L2EDNRTL—X%ZAN
LE9,

20



707 b oflERTR

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

BEADKINT D L. BIMDOXA Yy E—JB LTI S RXZ— FAYTRHRENE T, [

()  Wr%ELI8E. 2524~ FOVT MIRAMICIS— XvE—IRRRENE

T, TS—HMBESH. REHERICKRITEINE T THITLBVWTLSIZE L,

M. IRTOF—HEPETNTVWBR I ZHEELE T,

12.

13.

security key-manager key query -restored false

AR Y FIFERZREBWVIET TY, BRIVXTEINIIHEIE. BRNMBESNLBRZ I THHAIY
VREBRORLET,

N—hrF—2a> bO—7—0DFE:
EEOHZ I FO—F—ZRALFT,

storage failover giveback -fromnode local
BEIX TNy I Z2EMLIBRIEVRINTLED,

storage failover modify -node local -auto-giveback true

14. AutoSupporth'BICHE > TWBBEIE. T—XOEI:ERZ VX7 LET,

system node autosupport invoke -node * -type all -message MAINT=END

NEF—<%—>+v (EKM)
ONTAPT — b X Za—h' 5HNABF—IR—J v DEREZ VIS T7LET,

ER=RIR Y BH0IC
DO ZZAE— ) =R BNV IT v THERDT 7 ILRELET,

* */cfcard/kmip/servers.cfg' 7 7 1 L £ T2 IFKMIPH —N—DTF7 R L A& R— bk
* /cfcard/kmip/certs/client.crt 7 71 )L (U 54 7> MEERAE)
* */cfcard/kmip/certs/clientkey 7 71 JL (IS4 T7 > kF—)

21



* “/cfcard/kmip/certs/CA.pem’ 7 7 1 JL (KMIP t+—/\— CA iEFEE)

FlE
BEOHZ AV FO—5—0DIHE:

1. VY=L T5—TIEBEDOHS 2> bO—F—ICEHELE T,
2. A7 a3 HEBER 1TONTAPT — k XZa—Hh5,

T—bXZa—-DflzRTLET,

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 11

. 7OV rHRERENE. BERBREWNEL LI ZRRALET,

707 hoflERTR

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file?

{y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4 IOV T ERRRENE. 54T b e —N—DFERZANDLEFT,

a. BEGIN T END T2 8T U 54 7> NEFAZE (clientert) 7 7 T ILORBEZASIL T,
b. BEGIN{TX END 72 STV 541 7> b F— (clientkey) 7 71 ILDODABZ AL XY,
C. BEGIN T7& END 7% &€ KMIP H#—/\— CA (CA.pem) 7 7 T LORBE AN L £
d KMIPH#—N—®DIP 7RLZAZAALET,

e KMIP H—N—R—bZANLET (T 74 bDR—k 5696 ZfEAT BICIE Enter F—Z L
E£9)o



PerLET

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

BEEZ7OCINTT L. RDXyvE—IUHARREINEFT,
Successfully recovered keymanager secrets.

erLET

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

S. A7 avEBER 1T — b XZa—H50NTAPDO 7 — b ZHHTLF T,
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707 b oflERTR

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. BEF NV I ZENCLIHZEIFU AN LET,
storage failover modify -node local -auto-giveback true

7. AutoSupporth' BMICE > TWBIHEEIF. T—XDOBI:EHRZ ) A7 LE T,

system node autosupport invoke -node * -type all -message MAINT=END

HWIEL7=T — b XF «¢ 7 %NetApplliREI T % - FAS9500

BEMNKELEN—VIE. v MR @RMA?H_' ICHE > TNetApplIIREIL T 72
Wo "N—YDiRMmEZIETERICOWVWTIE. R—=UEEBBLTLLIETL,
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