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1. AutoSupport BB > TWLWBIHEEIE. AutoSupportX v —# MU LT —XOEEIERZELLEL

F¥9, system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

RADAutoSupport X vt —J k. T—XOBEEERZ 2B REELEL £ 9. clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h

2. ERAID MO0V —IH5BEMFINYIEZEMILET, storage failover modify — node
local-auto-giveback false
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‘boot recovery -partner ONTAP 9 .16.0MAMEZERITL TLV\BASA
R2TSW RT3 —LTIAXY REFEATZ L. N—bF—/—RHSoNTAPA X— (T—h
XF4T7VAN)) Z#URNT7TEFT,

ERZFms 3HIC

J—RZT—bLICEICED/—RDT =t XT 4 7HIEIET S L. Loader7OAY T MMIRD A v+
—JrT7—=hr7OER (stop) BRREINET,

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (boot0, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

COXRYE—IDBRREINLIZEIE. ONTAPA X—JZ U RT3 ENRHD XTI,

Fli&
1. Loader”O> 7k T. _boot_recovery-partner_commandz A}JL £ 9,

EEIC X vt —IH KRR T Starting boot media recovery (BMR) process press Ctrl-C to abort... 1.
MEF v IDREBINET,

2. LoaderB’O—AINI S XAR—+bZREL. ZEALTRY M T —r2ERTI3EOTOCLIZE
HLZEXTJ http://<remote-partner-IP>:65530/recoverydisk/image.tgze

vy k= bHRITENB . “Starting BMR ... EEICKRTIIN. 1 VX M=IL7OEZADET
L,

a F—EEYV-IIRESNTULRWVEEIF. ROXyE—IDRREINET,



key manager is not configured. Exiting.

b. RDX vy —INMRREINTHZEIE. FUVAR—REF—IX—T v (OKM) HRESNTVET,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

ISEHA. VAN) 7O X 2T LET,

C RDAyE—IDNRIRINIHEIF. ALF—Ix—Jv (EKM) BRESNTULE T, EKM+
Ev I8l VANV 7O ZTET LET,

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

3. BMRZ7Ot X ZEMR L T, /N\— kb F—h Srestore backup config. env file. mdb. & & Urdb% 1T
LFT,

4 ROLSICRRENB L. /=AU T =L, BMRIETLE T,

varfs backup restore: update checksum for varfs.tgz

varfs backup restore: restore using /cfcard/x86 64/freebsd/oldvarfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device

varfs backup restore: Rebooting to load the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

F72a 2 FAVR-FF—IX—IvEERLIEUANY

"boot recovery -partner ONTAP 9 .16. 0L pEZEITLTWLWBAsA
R2TZY N 73 —LEBHLIEFRALT. N—rF—/—RhSoNTAPA X— (T— kX
TA4TVAND) ZUR ST TEET,

ERZRIRY BHIC
J—RZT—bhLIEBICED/ —RDOT— b XT 4 7HEIET B &, Loader7 OV F MIRDA vt



—JrT7—hr7OER (stop) BREFEINET,

Can't find primary boot device u0a.O0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

COXRYyE—IDBREINLIZEIE. ONTAPA X—2Z U A RT3 ENRHD XTI,

Flig
1. LoaderO> 7~ T. _boot_recovery-partner_commandz AJJL £9,

EHEIC X vt—IHRR T "Starting boot media recovery (BMR) process press Ctrl-C to abort..." 11,
T—bUANV T 7AINDPRF v o84 > A M—ILD RIS NE T,

a AFYR—FF—IX—J¥ (OKM) BRESNTLBHEEIF. RDLSICKRRINET,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

Are you sure? (y or n):

2. 707 T Ty) EAALET,
3 RDAyE—IDRREINE. AVR—RF—IRX—PvDNZXTL—XZANILET, Enter

the passphrase for onboard key management:

4. NRTL—XDHERERDONTE. FVR—RF—IR—JvDNZXTL—XZH5—EANLE
ER



Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAASYRO6UAAAAACEAAAAAAAAA
QAAAAAAAAACJIZz1u2AAAAAPX84XY5AUOP4JchbIt8wiwOZoqyJPJ4L6/5FHIOY] /w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAAARARLA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATJAGr3tJA/LR2ZU
QRHwv+laWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVFEPxXAAAAAHUgdVQOEKNpP

DAN) ZOELZANTETTRE. ROLSICKRTEINE T,

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

5. BMRZ7Ot X %EEM L T. /N— kF—h Srestore backup config. env file. mdb. & & Urdb% E1T
LEY,

JIARTHTETTDE. /—RAVT—bLTTOELANRRETLEFT,
FFar3 AEBF—EBY—IILEFERLR) AN
"boot recovery -partner ONTAP 9 .16. 0L pEZERITLTWLWBAsA

R2FSY b7 —L%EBBEHLIEFERALT. N—rF—/—RHBONTAPA X— (T— kX
TaAT7VAND) Z#URXRTTEXT,

J—=RZT—=bLIEEICED/ —RODT— b XT o 7HEIET B . Loader7 OV F MIRDA vt
—JrJ—r7OtR (stop) BERIRINET,
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Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

CORXYE—IDRTEINIZEIF. ONTAPA X =27 BT 2HENHD T,

Fli&
1. Loader”0O > 7k T. _boot_recovery-partner_commandz AJL £ 9,

EEIC X vt —Ih KRR T Starting boot media recovery (BMR) process press Ctrl-C to abort... 1.
T—rUANDT7ANDIBF v oAV A =L BIREINE T,

a AEEF—TR—T v (EKM) BRBESNTWVBRIEEIF. RDOXvE—IHRREINE T,
Error when fetching key manager config from partner

169.254.139.209: 28
Has key manager been configured on this system? {y]|n}

b. ¥ —BEY—IILZRELTWVWEHEIF Tyl CABALET,

key manager is configured.
Entering Bootmenu Option 11...

T—MXZa—FFoa>Mid. A2 T74FxaL—>a3> 770N EEERETEZLSIC. IART
DEKMEBEBROANZ I—HICERLZE T,
2 87OV CEKMBEZANDLE T,

EDCCOBWDIFEALIE. EKMBRANCEMICE STcE FTICANINE L o FTHAEKMERE R



ICATILIBRER LIBERZ AN T IREN DD T,

3. "Keystore UUID & A" "Cluster UUID'EB& L TWA & =R L £ 9,
a. N\— hk+—_/—RT. ‘clusteridentity show ¥ > FZFER LTI 7 XXUUIDZEIEL XY,

b. )\— k7F—_/—RKT. ‘vserver show -type admin" 1< > K & “key-manager keystore show
-vserver <nodename>' 1Y > RZfEA L TF+F—X F7UUIDZEIFL 9,

c. 7OV rHARFEINIES. F—XFFUUIDEY S XZUUIDDEZADLET,

EICN—hF—/ —REFEHETITARVEEIE. REBADF—H—/NIZH SMroot-AKF—H 5
F—XM7UUIDE Y S XRUUIDEEETEE 9,

*x-NETAPP-ClusterName: <cluster name> 27 3 AXAAXUUIDY x-NETAPP-
KeyUsage: "MROOT-AK" ' F¥—X K7
UUIDDEMZEEEL T, ELWF—D BB xEELET,

4. Mroot-AKDEF L ONTAP/ — RAD ) R 7 ZEEHR L £7,

S. 7OERXTHF—Z VR T TEAWVEEIF. RDOXAYyE—IUHRREN. XZa—Y AT LY TILD
5e0MZERET BHRENDHD I,

ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be available.

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AKXk XKk

W ATTENTTION B
* *
2 System cannot connect to key managers. s
* *

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b g

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

a. “boot_recovery -partner J AN /—RTOY YV RERTLET,
b. EKMOA 7 a>% (yETIdn) RITITB3ESITKDENT=E. TRT n ZFIRLF I,
8DDFOYFFT n optionZEIRTBE. PRATALIFT—rAXZa—TELELET,

C. BDYU SRR/ — Kb Slcfcard/kmip/servers.cfg7 7 1 ILDEREIEL £, RDBHR=Z UNE
LEY,

* KMIPH—/ND7 KL X,
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* KMIP7R— o
* ¥—X ~77UUID,
* /cfcard/kmip/certs/client.crt 7 7 1 ILD TV S 4 7 > MEBED I —,
* /cfcard/kmip/certs/clientkey 7 71 IILD T 547> bF—DIE—,
* KMIPH—/N\CA®D O — (/cfcard/kmip/certs/CA.pem”7 71 ILH5) o
d. 7O> 7~ T_systemshel_E ASILT. 7— b XZa—h5systemshellE ASIL £95

€. eOM. XY hIYRIV, BLUVT—FITADIRTLYTIAZa—DEX2y NT—0%FBEL
£,

f. _exit commandZfEA L T. X= 1 —systemshell ®#&T L X7,

9 F—hXZa—DRREINET, 7723 >%ZFIRL 1M TEKMU X M7 ZHITLE T,

h. 'y xOBBICEIEL. 7OV 7 MORREINS. MENHCIRE LB ERIBERZAILET,
* /cfcard/kmip/certs/client.crt 7 7 A LD AE—EH D FITH ? {y/n}
* /cfcard/kmip/certs/clientkey 7 71 IILDOAE—(IH D £IH? {y/n}
* /cfcard/kmip/certs/CA.pem”7 71 LD AE—IFZH D FTH ? {y/n}
* /cfcard/kmip/servers.cfg7 71 ILDAE—HBDOD EITH ? {y/n}

6. F—MBYNZV R rTENZ . VANU FOLIDEATIN. / =RV T—bINFET,

W& L =28 5a % NetApp (ASAA70E K TFASA A90) (TIREIL
=

BRENFEEL/N—VIE. Fv MNIHE @RMA?aT%L:ﬁEO’CNetAppL_ REILTL 72
Wo "N—YV iR EAHEFHMICOWVWTIE. R—JEBBLTLIET
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