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[user@host0l ~]$ ssh ontap.netapp.local
Authenticated with partial success.
Password:
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clusterl::*> security login show -vserver clusterl

vserver: clusterl

Authentication Acct Is-Nsswitch
User/Group Name Application Method Role Name Locked Group
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

6 entries were displayed.
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clusterl::> set -privilege diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? \{y|n}: y

clusterl::*> systemshell -node node-01
(system node systemshell)
diag@node-01's password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.
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Snapshotd v 7

Snapshotdw 7%, 7R 2 — LSnapshot’R ) & —DFRFHARICIE C CTFEEHF /- I1ZBF
TSnapshotZHETE R ULVE 5129 BSnapLock#RET ¢, Snapshotdw 7 d BRI,
AEREEEREEINTOLWAVWEEEN TV EIEEHVZA ) DONTAPY R 7
L\ TSnapshotz IR 2D ZH<S ZE T,

2Fw 73y FAOYZIFONTAPQ12ATEASINE LT, XRFTyFPaybOvoid, RIARLERFY
Ty Oy ebEENE T, Snaplock AR AV TSA 7ROy I DFERILHRETY
H. Snapshotd v 7 |ESnapLock ComplianceX>SnaplLock Enterprise & ($B8{%d& D £+ A, SnaplLock
Enterprise D K S ICERETE R A ML —UBEEIIFELE T, Snaplock AV TSA 7V ADESICEBE RS
MEBIANL—SA VTS5 FRETDZICDHTETERFA TNUE. Snapshotzth VAU RFLICINY I T
W T IRERICHRTHEINEETT, 77147 RTLEDOY U ENFSnapshotDEiR % 1) 77/\
DEERIRLT. UL TICE>THBIELIEAR ) a—LZUAMT7TEXT,

SEMICOVWTIE. ZBBL T'Snapshotdw 7D RF 2 X F"<EE L,

AERAENRN—XDAPI7 V2 AD1y 7w T

REST API % 7= I&NetApp Manageability SDK APIIC & 2ONTAPAD 7 7t XA Tld. 21—
HFIDE/NRT— REREEDRDH DI, EEFAER—XDFRGEEZER T A2HENHD £,

@ RESTAPIDGERAZENR—X DR D ICEFEAL "OAuth 2.0 —2 O R—ZDFRE"E T
) o

RDOFIEDEHBICKE>T. BCEBRIMHAEEZER L TONTAPICA Y A =L TEXT,
Fig
1. OpenSSLEEAL T, ROOAV Y RERTLUTCAREEEM L X9,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout test.key
-out test.pem \> -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=cert user"
Generating a 2048 bit RSA private key

writing new private key to 'test.key'
OO RIE. CWSNT VY ISBREr WS BHIOMEBEREZEML XY test.pem key.out, L
WEHACNIZ. ONTAPZ—HIDICHIE L £ 9,

2. kA REERTL. 7OV T MHRRINTSFERAZEDOABZONTAPICEYD FIF T, /NT') v U3
ZEDAZA % Privacy Enhanced Mail (PEM) FEX T > X h—=ILL£T,
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security certificate install -type client-ca -vserver clusterl

Please enter Certificate: Press <Enter> when done

3. ONTAPH'SSLIEHD 7 V7t X% U 547> MIEFAIL. API7 V2 XICEARAT 31— IDEERTIT D&

10

SICLET,

security ssl modify -vserver clusterl -client-enabled true
security login create -user-or-group-name cert user -application ontapi
—authmethod cert -role admin -vserver clusterl

ROFITIE. FEEAE TEREESNICAPI7 7 ADEA%Z 1 —HIDT cert_user BMICLTULE
¥o ONTAPON—= 3 22 RRY B 1cICZER T 5 E % Manageability SDK Python 2 7 1) 7 k&
cert user. RDELIICHEDFT,



#!/usr/bin/python

import sys
sys.path.append ("/home/admin/netapp-manageability-sdk-9.5/netapp-
manageability-sdk-9.5/1ib/python/NetApp")

from NaServer import *

cluster = "clusterl"
transport = "HTTPS"
port = 443

style = "CERTIFICATE"
cert = "test.pem"

key = "test.key"

s = NaServer (cluster, 1, 30)

S.set transport type (transport)
s.set port (port)

s.set style(style)

s.set server cert verification (0)
s.set client cert and key(cert, key)

api = NaElement ("system-get-version")
output = s.invoke elem(api)
if (output.results status() == "failed"):
r = output.results reason()
)

)

print ("Failed: " + str(r
sys.exit (2)

ontap version = output.child get string("version")
print ("V: " + ontap version)

A7 V) T D BONTAPON—=2 3 AN ENE T,

./version.py

V: NetApp Release 9.5RCl: Sat Nov 10 05:13:42 UTC 2018

4. ONTAP RESTAPI%ZfER L TAFBAZER— X DRI ZE1Td 3I1CI3. XOFIEZERTLET,
a. ONTAPT. http7 7€ XD1—HIDEEHL £7,

security login create -user-or-group-name cert user -application http
—authmethod cert -role admin -vserver clusterl



b. LinuxZ 47> hT. ROOAT Y RERITLTONTAPAN—C 3 v EHALET,

curl -k --cert-type PEM --cert ./test.pem --key-type PEM --key
./test.key -X GET "https://clusterl/api/cluster?fields=version"
{

"version": {
"full": "NetApp Release 9.7P1l: Thu Feb 27 01:25:24 UTC 2020",
"generation": 9,
"major": 7,
"minor": 0
by
" links": {
"self": {
"href": "/api/cluster"

ES R
"NetApp Manageability SDK for ONTAPZ {8 L 7=SERBENR— X DEREE"TY o

REST APIOONTAP OAuth 2.0 b — 7 > X — XF3EE

ESFEREAR— ZDOFREDKH D IC. RESTAPIZOAUth20h—20 > R— XD EHT
TF9,

ONTAP 9.14 1L % Tld. Open Authorization (OAuth 2.0) 7L —L7T—2%{EHL TONTAPY S X ZAD T
v 2B T B AT avhBEEINTVE T, COEEIZ. ONTAP CLI. System Manager. REST API
BE. ONTAPEBEA VR —J x4 A%ZFERAL THRETE XY, 7272 L. OAuth 2.0DEER L 7 7t XFIEHID R
Eld. 75147 FHRESTAPIZER L TCONTAPIC 7 V2 AT 3B EICOAHBEHETI XY,

OAuth20h—o>id. A—H—T7HO Y FEERONAT—REZBEIHZF9,

OAuth 2.0DERAZEDFFMICDOWVWTIE. ZBBL T EE VW "OAuth 2.0%FEH L 72525 5FalICRE T
BDONTAPRF 2 X k",

OJA4>ENZAT—RDINT A—H

TXa T FHE. BEIPREELIR) S —PHARS1 Y. BLUBERBICERTIN
BANT IV ZIRZE|ICEHNL TORITNISIRN EIFVWR EFH A, HlELTIE. 21—
ZOEMEARE. NRXT—ROET. FHATEZIXFE. 7HU Y FOREREDEHHLDH
DEd, ONTAPY U a—> 3 Vilid. ThoDtFxal) T BRICHIGT DEENAE
SNTVWXEY,
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FLLWO—RILTHhT > Mg

HBOA—YH—THIY RIS — HARIAU. FLEANFT VD RZECIEEZ T R—FT37120
IC. ONTAPTIFRDHEEEN T R— FETNTWVET,

* NRT—=R RIS —ZRE L TRNIXFECAXFINFOEGZERT 3
COJAVICKRBMLULIEHEISBESE S

CTHAIVRDT I T4 T THRVIREZHIF CE25AMZERT S

cA—Y 7 hHUY MEAARYINICT S

CNRT=REMDEERYE—VERTT D

c \mMROT A V@AY B

@ SRERIREAREREIL. security login role config modify AY¥ > REFERAL TEELE T,

SHA-512D % 7R— k

INZT—RDtEFxa) T4 %38t T37HIC. ONTAP O TIESHA-2/XZXT— R Nw 2Bzt R—rLT
ED. FIRERFIZEEINNZIT—RD/N\ Y a{bICSHA512%Z T 7 # )L hTEBLE T, BREICHL
T ARL—AXEBELNTHD Y bEEBRNICLED,. OvILED TR EHTEEXT,

NRT—=RHEBBENTVWERWVEIFOONTAP 91 —H T AT > L Tid. ONTAP Q.0UBEADT v FJ L — R
BHIISHEIMDE/N\Y > aB-AMERTNE T, 7L DONetAppTldF. CNSDI—HFTHIV bz LD
BELIFSHA512Y ) 12— a VICBTL. A—HFICNRT—RZZEETEZ e z@<HERLTVET,
NZRT—=F Ny atggZERAL T ROEREXRTTEET,
CHEELENY D 2BBIC—HT31—HT7HI Vb 2RRLET,
clusterl::*> security login show -user-or-group-name NewAdmin -fields

hash-function
vserver user-or-group-name application authentication-method hash-

function

clusterl NewAdmin console password shab12
clusterl NewAdmin ontapi password shab12
clusterl NewAdmin ssh password shab12

*EELINYD 2B (MD5%RY) ZRAT27AV Y b 2ERYVINICLE T, ChICED. I—HFIFR
BloOd+A YEHINAT— R 2EETZ3HENDHD XTI,

clusterl::*> security login expire-password -vserver * -—-username * -hash

—-function md5

13



CHEELIENYY A EERATRINRAT—RTT7HAO 2OV I LET,

clusterl::*> security login lock -vserver * -username * -hash-function
mdb

IS5 AADEESVMICHZREBI—HD/INRXT—R/\y > 2D FEE autosupport T9o ZNIIRE
DHEVWEETT, CORBEBA—HICIET T AILFTNRT—RHABRESNTULAWES., /v 1E#IE
AEHTI,

o A—HDNAT—RN\Y > 2B ERTT 3ICIE autosupport « KOAY REETLET,

::> set advanced
::> security login show -user-or-group-name autosupport -instance

14

IN

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: unknown
Second Authentication Method2: none

o NAT—RKNw> a8 (F7#J)L bk I SHA512) %#FH/RETDICIF. XOOAYV REZEIFTLET,.

::> security login password -username autosupport

2T —RHMAICERESTNTULSINIERHD £ Ao



security login show -user-or-group-name autosupport

Vserver:

User Name or Group Name:
Application:
Authentication Method:
Remote Switch IP Address:
Role Name:

Account Locked:

Comment Text:

Whether Ns-switch Group:
Password Hash Function:
Second Authentication Method2:

clusterl
autosupport
console
password
autosupport
no

no

shab512

none

-instance

INAT—RNT A=A

ONTAPTIZ. DRI S —0HA R SAVICHIET B/NAT—R NIA—RZHR-—ELTVLET,

9.14. 1L TIE. ONTAPOFRRA VA F—ILICOZBRAINZNRAT—ROEMI Oy I 7 ML—=ILH

EMEINTUVET,

TARTONRT— R 21— 2LXRTI2HEDHD FT,

B
username-minlength

username-alphanum

passwd-minlength

passwd-alphanum

passwd-min-special-
chars

passwd-expiry-time

require-initial-
passwd-update

max-failed-login-
attempts

29
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A—HEHDTILT 7Y
b EHFDRE

INZAT— RDORAXTFH
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lockout-duration

disallowed-reuse

change-delay

delay-after-failed-
login

passwd-min-
lowercase-chars

passwd-min-
uppercase-chars

passwd-min-digits

passwd-expiry-warn-
time

account-expiry-time

account-inactive-
limit
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il
clusterl::*> security login role config show -vserver clusterl -role admin

Vserver: clusterl
Role Name: admin
Minimum Username Length Required: 3
Username Alpha-Numeric: disabled
Minimum Password Length Required: 8
Password Alpha-Numeric: enabled
Minimum Number of Special Characters Required in the Password: O
Password Expires In (Days): unlimited
Require Initial Password Update on First Login: disabled
Maximum Number of Failed Attempts:
Maximum Lockout Period (Days):
Disallow Last 'N' Passwords:

S o O O

Delay Between Password Changes (Days):
Delay after Each Failed Login Attempt (Secs): 4
Minimum Number of Lowercase Alphabetic Characters Required in the
Password: O
Minimum Number of Uppercase Alphabetic Characters Required in the
Password: O

Minimum Number of Digits Required in the Password: O

Display Warning Message Days Prior to Password Expiry (Days): unlimited
Account Expires in (Days): unlimited
Maximum Duration of Inactivity before Account Expiration (Days): unlimited
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