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ZERLET,

3. ONTAP Tools for VMware vSphere 7571 Y OE (Xvy > aR—R) IZHB*ESXiRRA AV TFSA 7
VA= RICBEILEX Y,

4. HERFREOHERA) U ZERLE T,

O IR X MEREDEA U« FUT. NetAppiREREZHEAT AL DICEHI B HRRMEERL. RN
ZERLET,

(D) EsxiFz h2EBT L. BEOEERATS T,
6. WEX—UT. BBITH L THEEZBRL 57
7. BBARA U TEERBL. TRTIEBRLET. EHRRIE. BEDZRY XL TBHTEET,
ESXi’R X k DEDERE

ONTAP tools for VMware vSphereZ L T. ESXi "X DR A LT T P ZDMDEEZHREL. RBEA/N
TH—RXVRETTANA—N—%ZRELET, CNSDMEIENetAppT X MCEDVWTRESINE T,

ESXi KX R Tld. ROEEHRETT X,
HBA/CNA7 A S AEE
KDINTA=RZ%ET T+ MEICEREL E 9.

* Disk.QFullSampleSize

+ Disk.QFullThreshold

* Emulex FC HBAZ 1 L7777 k
* QLogic FCHBAZ A L7 ~

MPIOZRE

MPIO &€ % NetAppR L —2 SR T LICRBEHR/NIAZEIRLE T, MPIO RETIIERBELR/NAEERL
THEBRALEY,

BNT =TIV RABREBOGE. £HIEFE—DOLUN T—4E2X N7 TTFRAMTBESIE. o> RrOEY

(VMW_PSP_RR) /NZEIRAKR ) > — (PSP) DERISTHEREZRAEL TN T +—I XA Zz@ALEEET, T7
#JL k@D IOPS fB% 1000 h*'5 1 ICEREL £

@ MPIO 212, NVMe. NVMe/FC. NVMe/TCP ZA k JJLICIEEA S N EH Ao

NFS R7E
INTA—& RET BE
Net.TcpipHeapSize 3272

Net.TcpipHeapMax 1024 MB



NFS.MaxVolumes 256

NFS41.MaxVolumes 256
NFS.MaxQueueDepth 1280 &
NFS.HeartbeatMaxFailures 10
NFS.HeartbeatFrequency 12
NFS.HeartbeatTimeout 5

ONTAP—HoO—)L L 1ERDKE

ONTAP tools for VMware vSphered & T*ONTAP System Manager F§D ONTAP Y — )LD
JSON 771 )LZERALT. A ML= Ny I IV ROI—H— O—JLEHERZBR L
= I

ERZFIm Y BHIC

* https://<ONTAPtoolsIP>:8443/\virtualization/user-privileges/users_roles.zip £ L T. ONTAP tools for
VMware vSphereHh* 5 ONTAPPrivileges 7 7 1L R 7> O—RL XY, zp 777X T>O—R$3
E.2DDJISON 77 AIDREDOND £, ASAR2 DR T L%ZWMT S EIE. ASAr2 EED JSON
TJ71IIEFERLET,

I—H—iF. I5R8— LARILELIEX FL—IHRIBTS Y (SYM) LA TEEER TS
@ 9, user_rolesjson 7 71 ILEZFERLAWVESIE. 2—H—ICHREBRR/NRD SVM #
RO H2 xR L TSI,

cAFL= Ny IIVROEBEERTOI I LET,

FIE

1. &7 > 0O— R L7 https://<ONTAPtoolsIP>:8443/virtualization/user-privileges/users_roles.zip 7 7 )L % ¥
HLET,

2. DS READY S ARERIPT KL X% R L TONTAP System ManagerlC 7 72 XA L £ 9,
3 BEEEMRTYISRE—IIOJ1 > LET, A—HF—%ZEBRT 31Tk

a. JZARZONTAPY =)L A—H—%BHTBICIE. [V T AR >[ERE] > [2—F—cO—ILl|RT V%
ERLES,

b. SYM ONTAPY — )L 1—H—%BFET BITIE. [X kL — SVM] > [RE] > [2—H—rO—IL] R+
VEERLE Y,

C. [Users] C[Add]*Z:EIRL £ 9,

d [A—H—DEBMNEA7OJKRy I XT (REEEZ)1ZERLE T,

e. *5B*L T. ONTAPPrivilegesJSON 7 71 JLZFRL T7y FO—RLFT, ASARR UANDI X T
LDIFEISL users_roles.json 7 71 IL%EFEIRL. ASA2 o X7 LDHGE (L users_roles ASAr2.json
T7AINZERLET,

ONTAPY —)LI. ®@m7 s —ILRICEEBNICASILET,

. ROy FE YU SEEMEEY L T*VSC. VASA 7ONA A —. BLUV SRA*ZEIRLET,



ONTAPY —)Lid. BIR L =B RDHEEEICE W T Role 71 —JLRICEEMICADLE T,

9 MERI-—YHENRT—RZAALET,

h. 2 —H—(CHBEAMER EEH. ANL—JOER. XA NL—J0OFE. X ML—J0OHE. NAS/SAN
O—JL) ZFR L. DM Z:&RL £,

ONTAPY —)LigFrLW\WO—J/LeA—H—%EBMLET, BELO—ILDMEREZRIITETET,

SVM7 U — kDI vE>TDEH

SVM 1—t'— u,qulﬁﬁﬁ%@Fﬁ LTTF—42AMT7%27O0EED3=>4T93E. ONTAP tools for VMware
vSphereld. 7—4 X k7 POSTAPI T EEINIT7I VX = EICR) a—L%EZEHRLEd, ONTAP

« SVM A== SYMICT Yy FENTVWEWT I IS — R EICAR) a—LEZERTERVWKISICLET,
R a—L%EEMT 381IC. ONTAP RESTAPI 713 CLI ZEAL T SYM ZHREBLH 7T VS — IV E
YILEY,

REST API :

PATCH "/api/svm/svms/f16£f0935-5281-11e8-b94d-005056b46485"
'{"aggregates": {"name": ["aggrl", "aggr2", "aggr3"]}}"

ONTAP CLI :

still5 vsim ucs630f aggrl vserver show-aggregates

AvailableVserver Aggregate State Size Type SnapLock
Type-——-"""""""""= —=—=——=—=——=—=——== ———— === —————————— ———————
—————————————— svm_test still5 vsim ucs630f aggrl

online 10.11GB vmdisk non-snaplock

ONTAPD 1—H - O—ILZFHTIERT B
JSON 7 7 LEFRAETICI—H—rO— L2 FHTERLE T

1. 95 R20 05 XREEIPT R L X% L TONTAP System ManageriC 77t XL £7,
2. &EI®EPrivileges TY S X ZICOJ 1> LE T,

a. V5 XHZONTAPY —ILOAO—ILZRET BICIE. VTR >|/E > 1 —rO—)l Z:FRLZF
ER

b. 75 ZX&Z—SYMONTAPY —/LOA—LZRET BICIF. AL—I SVM>ERE > 1—H—rO—
IV EBRLET,

3. O—ILEMERL £,
T—JILOEM*ZERLE T,
b. [O—ILAPE LVO—ILEMOEEE AN LF T,

RESTAPI /XX ZEML. FOYTRTY U MH ST IR ZERLET,



C.

MNEBRAPIZIARTENML. EEZRELE T,

4 3—H—%ERLET:

a.
b.

C.

Users T— 7LD Add *%ERL £ 9

[A—HOEMA 1 T7AT Ry XT. *[System Manager]* %= #IRL £ 9,
[Username]*Z AL £,

EROO—-IWOER* R Ty TTER L IcA 7> 3 oo O0— L &&RL £ 9,

TFOCR%EHTZ7 TV =3 iRt AEZATIL£T . ONTAPIEHTTPHARMER 7 1) o —
S g > T EREFA 1 7ld* Password *Td,

A—HF—D*NAT—R*e 1—H—D"REF%ZBELEF T,

BEEMNOITO-NILERRE LI SR A—FICRERR/IMERD U X b

DI a>TIE JSON 771 IILDBRVWEEEMADIO—NIL ROA—TDIV S REZ— A—HF—|IHE
BRIBROERZRLET, 77 XF2HO—HIL ROA—TRICHBIHE. ONTAP tools for VMware vSphere
TIIONTAPTO FOE Y 3 = U JICERARD ERUEDOMEENNRER T, JSON 771 I)LzERALTI—

HZERL £,

APl ZER L THREEICT 7 EXTEE I,

API TR fERER

lapilV 5 A4 FAHED EH U2 A RO

/apil/cluster/licensing/licenses A D BEH ORIJIIEBOZAEADS
1 XAFTVY

IAPI DS RRI)—R FAID B TIv b T H—LRATOEH

/api/security/accounts AR DEA MR D%

(/apilsecurity/ 7 710 > )

lapi/security/rolesD & SICAFL F FAHED EH MEBR D%

El

[API /A NL =170 )7 — K FiAED HH T—RANTIAR)a—-LO7OE
TaZVJHRDEFAR—IF T
vy

IAPIZ NL—210 5 R4 FAHED HH TS RALARILDRR— R T
T—RZEETBICIE

IAPIIR b L =271 RY FAHED EH 7TV — MIBEERITONTT
1 AV ZBUET3ICIE

/api/storage/qos/policies FAED MER/EE QoS VMR o —EIE

/api/SVM/SVMs A D FEA U5 ZAZ—hO—HILIZEME A
fcEEICSYM B ZEIEL £ 9,

/api/network/ip/interfaces SAED B AML=SNYIIYVRZEM-B

BLIFXO—7HU 5 XRISVMTH
BrHMERTD



JapilZA R L—SITRASEUF 4 HARDER SAZ¥H, ONTAP9.16.1 J1)—

- ZALES K TVASAT2 2 X T LISE
BEnxd,

/api/cluster/ X f O 5 X4 FAHED EH MetroCluster D X 7—43 X L &K
DFHZEELEF T,

75 AR =R L7-ONTAP Tools for VMware vSphere ONTAP APIN—XX D1 —H'%#Ef T 3

T—RZ ST THPATCH #EE BEIO— LNy ZICIid. &R, BB, BB, 8L UREDIE
()  mrpETT. ERABVE. T—5TO—PTU—> Ty FOMENRET 3RS D
£7.

BHE. El. TE. BLUOWEDHERZIFDOONTAPAPI R—ZD1—H—|F. ONTAPY—ILODT—2 70O
—%EBEBTETEI,

LD ITARTDPriviegesZEA LTI XX ERNRE LIA—HZERT BICIF. ROV FZRTLE
ED

security login rest-role create -role <role-name> -api
/api/application/consistency—-groups -access all

security login rest-role create -role <role-name> -api
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name> -api

/api/protocols/nfs/export-policies —-access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name> -api

/api/protocols/san/igroups -access all

security login rest-role create -role <role-name> -—-api
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name> -api
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all



security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
—access all

security login rest-role create -role <role-name>
/api/storage/namespaces —-access all

security login rest-role create -role <role-name>
/api/storage/gos/policies —-access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>
/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>

/api/storage/file/clone -access read create

security login rest-role create -role <role-name>
/api/storage/file/copy -access read create

security login rest-role create -role <role-name>

-api

-api /api/storage/luns

-api

-api

-api

-api

-api

-api

-api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name>

/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
/api/cluster/licensing/licenses -access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>

-api

-api /api/cluster

-api /api/cluster/jobs

-api

-api /api/cluster/nodes

-api /api/cluster/peers

-api /api/name-
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services/name-mappings -access readonly

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name> -api

/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -—-api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services —-access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api

/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
—access readonly

/api/security/roles

/api/storage/disks

/api/storage/gtrees



security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api /api/svm/peers

—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/metrocluster -access readonly

F7cw ONTAPN—2 3 29.16.0FDHFEIF. ROAYY F2RITLET,

security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all

ONTAP/N—< 3 V916 1A MDASAR2Y AT L TlE. KDIAR Y REEITLET,

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

ONTAP tools for VMware vSphere ONTAP APIXR—XDSVM%ERNR L LTc 21— %R T 3

ITARTDIERZIFD SVM X OA—F A—H—%ERT3ICIE. ROOAIY > RZERTLET,

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/private/cli/snapmirror -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>
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security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns

—access all -vserver <vserver-—-name>

security login rest-role create -role <role-name> -api
/api/storage/namespaces -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -—-api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs



—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> —-api /api/cluster/peers
-—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-
name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/fcp/services -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/security/roles

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver—-name>

13



security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

—access readonly -vserver <vserver-name>

Ffco ONTAPN—2 3 29.16.0FDHZEIF. ROAXY FZ2RITLET,

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

FERTERLIEAPIR—Z20O—I)LZFEAL THLVAPIR—ZXDI—HZERTZICIF. ROIY Y REE
TLEY,

security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

l

security login create -user-or-group-name testvpsraall -application http
—authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60O-cluster

ROARVREZERITLT. 7Aoo hoOy I %z#ERL. BIEAVA—T I —ANDT7 7L AZEB/MICLE
ER

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

il

security login unlock -username testvpsraall -vserver Cl stil60O-cluster

ONTAP tools for VMware vSphere 10.11—H%H510.31—tAD 7 v o L —R

JSONT7 7ML EEA L TR SN I 5 A X Z R E L= —1H DONTAP tools for VMware vSphere 10.121
—HDHEIE. JROONTAP CLIOY > K% 21— admin Privileges TER L T10.3U ) —X|ZF7 v FFL—RK
LXTd,



« VVSC
* VSC & VASA Provider
* VSCZ SRA

* VSC. VASA Provider. SRA:

2 = X X Privileges :
security login role create -role
security login role create -role

security login role create -role
all

security login role create -role
all

security login role create -role

security login role create -role
all

security login role create -role
all

security login role create -role
security login role create -role

security login role create -role
access all

security login role create -role
access all

<existing-role-name>-cmddirname
<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname
<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

"vserver nvme namespace show"-access all
"vserver nvme subsystem show"-access all

"vserver nvme subsystem host show"-access

"vserver nvme subsystem map show"-access

"vserver nvme show -interface"-access read

"vserver nvme subsystem host add"-access

"vserver nvme subsystem map add"-access

"vserver nvme namespace delete"-access all
"vserver nvme subsystem delete"-access all

"vserver nvme subsystem host remove"-

"vserver nvme subsystem map remove"-

JSON7 71 L& EA L TER S NSVME R & L7=2—H%3FDONTAP tools for VMware vSphere 10.1
I—HDEEIE. BEI1—HPrivilegesZI8E L TONTAP CLIIY Y REMA L. 103U U—RIC7 v 7FL

- F L/ ijo
SVM Privileges :

security login role create -role
-vserver <vserver-name>

security login role create -role
-vserver <vserver-name>

security login role create -role
all -vserver <vserver-name>

security login role create -role
all -vserver <vserver-name>

security login role create -role

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

"vserver nvme namespace show"-access all

"vserver nvme subsystem show"-access all

"vserver nvme subsystem host show"-access

"vserver nvme subsystem map show"-access

"vserver nvme show-interface"-access read
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-vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname "vserver nvme subsystem host add"-access
all -vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname "vserver nvme subsystem map add"-access
all -vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname "vserver nvme namespace delete"-access all
-vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname "vserver nvme subsystem delete"-access all
-vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname "vserver nvme subsystem host remove"-
access all -vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname "vserver nvme subsystem map remove"-
access all -vserver <vserver-name>

ROAY Y REBAMICT BICIE. O > R vserver nvme namespace show & vserver nvme subsystem show
ZEIEFEOO—)LISEBMLE Y,

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

ONTAP tools for VMware vSphere 10.31—t%H1 51041 —FADT7 v T L — R

ONTAP 9.16.1 LIf#TTi&. ONTAP tools for VMware vSphere*10.4 21— —|C7v oL —KRL £,

JSONT 71 ILE L VONTAPN—2 3 2916 1 EZER L TER SN SR ZZXRe LI DI—H %S
$ONTAP tools for VMware vSphere 10.31—H DIF&F. EIEE 1 — Priviegesz5E L CTONTAP CLIOY
YREFERAL. 104U =7y TIL—RKLET,

+ VSC

* VSC & VASA Provider
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