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ONTAPY —)LiE. BIRL7-ERDHEEICEDWVWT Role 71 —ILRICEEMICASILE T,

0 MERI—HRHLENAT—RZAHDLET,
h. 32— —(CHKRBRIER EE. ANL—C0FR. ARL—J0FE, X ML—UOBEE. NAS/SAN
O—Jb) Z&#R L. DEM] ZF#RL T,

ONTAPY —JLigFLV\WO—LEI—H—ZEMLE T, RELICO-ILDERZRTITETE I,

SVM7JVr—bDRvEYTDEH

SVM 21— —5REFE®REFEAL CF—42 XA M7 7O 3 =53 35BE. ONTAP tools for VMware
vSphereld. T—R X ;7 POSTAPI T EESN=T7 I VS —MEICAR) a—L%Z{ERRLE 9, ONTAP

« SVWMA—H—NSVM Ty TEINTVWEWT I VS =k EICAR) a—LZERTERVELSICLETD,
R a—LEERTBEIIC. ONTAP RESTAPI £7:13 CLI Zf AL T SVM Z2%EBLR 7T VTS — I vE
VO LEY,

REST API :



PATCH "/api/svm/svms/f16f0935-5281-11e8-b94d-005056046485"
'{"aggregates": {"name": ["aggrl", "aggr2", "aggr3"]}}"

ONTAP CLI :

still5 vsim ucs630f aggrl vserver show-aggregates

AvailableVserver Aggregate State Size Type SnapLock
Type-————"—>""""""> ——————————————= ——————— —————————— ———————
—————————————— svm_test still5 vsim ucs630f aggrl

online 10.11GB vmdisk non-snaplock

ONTAPD 1—H - O—ILZFHTIERT B
JSON 7 7ML= ERE T ICI——cO— L= FETIERL £,

1. 9SS R200 5 XREEIPT R L X% #FH L TONTAP System ManageriC 77t XL £ 7,
2. &EEPrivileges TY S XZICOJ 1Y L £ T,

a. VS XHFONTAPY —ILOAO—ILZHRET BICIE. VTR >R/E>1—H—rO—)l Z:FRLZE
ER

b. 75 X2Z— SVYMONTAPY —)LOO—)LEHRETDICIF. A ML—U SVM > BE > A—Hf—rO—
L ZFERLFET,

3. O—ILzfE L& T,
a F—JIIOEMZERLET,
b. [O—ILAISLV[A—ILEYI OFEZASILET,

RESTAPI /NX ZEBMML. FOYFE I DRSS TIER%ZERLET,

C. MWBRAPIZINTEML. EBEZREFLET,
4 21—H—=ERLET:
a. Users 7— 7LD Add *Z#IRL £7,
b. [A—HDEMZ 1 7AY Ry U X T, *[System Manager]*%&RL £7,
C. [Username]*® AL £ 9,
d ERO*O—ILOER*Z Ty TTER LA T arh o O0— L2 #RLET,

e VOV REHATZT7 TV r—>a > B AEZATILE T, ONTAPIEHTTPHORER T 1) o —
<3 > EREEX 1 7l&* Password *Td,

. A——*X2AT—R* e 21— —DREFZR/EL T,
BEEUNDITO-—NILEZWNRE LTI SR Z2I—HICRBERER/IMERD Y X ~

CDR—=ITIE. JSON 77 1 ILDBRVWEBEMNDIO—NIL RI—-TDI 5 A2 — A—H—|[CHERR
INROWERZRLET, 77 XZHAO—HIL ROA—TFARICHSHE. ONTAP tools for VMware vSphere T



IFONTAPTOZOE Y 3 =V JICHAM D HERU L DRI UE LT, JSON 77 /LZfFERALTI—

Y fEL &9,

APl Z{ER L THEEICT IJERXTEXT,

API T7IOEALAXNIL
lapi/V 2 A4 FAHED EH
/api/cluster/licensing/licenses SAED BH
IAPI |7 5 AR/ —R FAHED B
/api/security/accounts AED BEH

(/apilsecurity/ 7 B > k)
/api/security/rolesD & SICAF L F FHAHAED EH
El

IAPI/ZA L =270 U5 =k FAHEID FA

IAPI /A L =105 & FAHI D B
IAPIR b L =217« 2D A ER
/api/storage/qos/policies SANDMERIZEE
/api/SVM/SVMs A D HA
/api/network/ip/interfaces FrAHED B

JapilZ R L—SITRASEUF 4 HARDER
V=

lapi/cluster/ X kAT 5 A& A EH

fEREN
72 AZ B DR

J7ORJIEEDOZAEYADS
A1 RFTVY

TSy b T A—LE2A TOEH
MEFR DR H

HEFR D%

F=ZZLT7/R)a—-L0TOE
CaZVIHRDEFHAR—IAF T
A

TSR LANILDAR—REMER
F—REEETBICIE

7O —MIEEMIT s NT
4 AV ZEEIE T BICIE

QoS VMR > —EIE

72 AZ—=hO—h"IJLIZEMEh
o EICSVM BRI ZEUS L X9,

AML—= Ny IV REEMN-B
BLIFXO—7HN9U 5 X4/SVMTH
BrHMERTD

SAZ¥H, ONTAP9.16.1 J1)—

ZUPEE KVASATR ¥ R FT LICHE
BEhzxd,

MetroCluster D X 7— & X L &%,
DFHEZTEEL XY,

75 A2 =R L7-ONTAP Tools for VMware vSphere ONTAP APIN—XX D1 —H%EfT 3

F—% 2 b 7TO PATCH L BBIO— LNy 21Tk, il fER. 2B, 5LUREOHE
(D) BIRETT, HEABVL, T2 T0-00 =2 Ty FOBENRET BARMA B D

9,

BHE. ElR. TE. BLUOWEDHERZIFDOONTAPAPI R—Z2D1—H—|F. ONTAPY—ILOT—2 70

—ZEBETEEY,

EERDIRTDPrivilegesxFRA LTI T X2 EZWMRE LA —HEZERTBICIE. ROAY RERTLE

ERS



security login rest-role create -role <role-name>
/api/application/consistency—-groups -access all

security login rest-role create -role <role-name>
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name>

/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name>

/api/protocols/san/igroups -access all

security login rest-role create -role <role-name>
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name>
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name>
/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
-access all

security login rest-role create -role <role-name>

/api/storage/namespaces -access all

security login rest-role create -role <role-name>
/api/storage/gos/policies -access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>

/api/snapmirror/policies -access read create

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/storage/luns
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security login rest-role create -role <role-name> -api

/api/storage/file/clone -access

read create

security login rest-role create -role <role-name> -api

/api/storage/file/copy -access read create

security login rest-role create -role <role-name> -api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name> -api

/api/protocols/nfs/services -access read modify

security login rest-role create
—access readonly

security login rest-role create
—access readonly

security login rest-role create

/api/cluster/licensing/licenses

security login rest-role create
—access readonly

security login rest-role create
—access readonly

security login rest-role create

-role <role—-name>

-role <role—-name>

-role <role—-name>

—access readonly

-role <role—-name>

-role <role—-name>

-role <role—-name>

services/name-mappings -access readonly

security login rest-role create

-role <role—-name>

/api/network/ethernet/ports -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/interfaces -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/logins -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/ports -access readonly

security login rest-role create

-role <role—-name>

/api/network/ip/interfaces -access readonly

security login rest-role create

-role <role—-name>

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/cluster

/api/cluster/jobs

/api/cluster/nodes

/api/cluster/peers

/api/name-



/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services -access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api /api/security/roles
—access readonly

security login rest-role create -role <role-name> -api

/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -—-api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api /api/svm/peers

—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/metrocluster -access readonly

F7-. ONTAPNN—329.16.0LDIFEIEX. XOOAT Y RERTLET,
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security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all

ONTAP/N—<3 >9.16. 1A DASAR2Y A F LATIE. XOIAY Y RERTLEF T,

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

ONTAP tools for VMware vSphere ONTAP APIN— XX DSVMZ R LA —HEERT B

ITARTDIERZIFDSYM X O—F 21— —%1ERT3ICIE. ROOATY > REERITLET,
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security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>



security login rest-role create -role <role-name> -api /api/storage/luns
—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/namespaces —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver-name>

13



security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-—

name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api
/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role—-name> -apli /api/svm/svms

-access readonly -vserver <vserver-name>

F7-. ONTAPN—2 3 >9.16.0BFDBEIE. XOOAT Y REERITLET,

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

LR TR LIcAPIR—X 0O — )L 2R L THLVLAPINR—X DI —HZ/ER T 3 IC1E. ROIY Y FEE
TLEYS
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security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

(ll

security login create -user-or-group-name testvpsraall -application http
-authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

RDOOARVERZERTLT 7AHO boOv I %BRL. BIEA VR —T 1 —ANDT7 7L RZ=BMICLE
ER

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

l

security login unlock -username testvpsraall -vserver Cl stil60-cluster

ONTAP tools for VMware vSphere 10.11—%H510.321—HFAD7v I L —R
JSONT7 7ML R L TIER SN 2 A X ZFR E L7=1—H DONTAP tools for VMware vSphere 10.11

—HDIFEIE. JROONTAP CLIOY > K% 2 —1admin Privileges THEHR L T10.3U ) —XICTF7v oI L—R
LET,

B MEEEDIZE !
« VSC
* VSC & VASA Provider

* VSCXSRA
* VSC. VASA Provider. SRA :

2 2 XX Privileges -
security login role create -role <existing-role-name>-cmddirname "vserver nvme namespace show"-access all
security login role create -role <existing-role-name>-cmddirname "vserver nvme subsystem show"-access all

security login role create -role <existing-role-name>-cmddirname "vserver nvme subsystem host show"-access
all

security login role create -role <existing-role-name>-cmddirname "vserver nvme subsystem map show"-access
all

15



security login role create -role <existing-role-name>-cmddirname

security login role create -role <existing-role-name>-cmddirname
all

security login role create -role <existing-role-name>-cmddirname
all

security login role create -role <existing-role-name>-cmddirname
security login role create -role <existing-role-name>-cmddirname

security login role create -role <existing-role-name>-cmddirname
access all

security login role create -role <existing-role-name>-cmddirname
access all

"vserver nvme show -interface"-access read

"vserver nvme subsystem host add"-access

"vserver nvme subsystem map add"-access

"vserver nvme namespace delete"-access all
"vserver nvme subsystem delete"-access all

"vserver nvme subsystem host remove"-

"vserver nvme subsystem map remove"-

JSONT 71 )L L TEM I NSVMEXFR & L 71— % FDONTAP tools for VMware vSphere 10.1
I—HDEEIE. BEL—+PrivilegesEI8E L TONTAP CLITIY Y REMA L. 103U U—RIC7v 7L

—FLETS
SVM Privileges -

security login role create -role <existing-role-name>-cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname
access all -vserver <vserver-name>

security login role create -role <existing-role-name>-cmddirname
access all -vserver <vserver-name>

16

"vserver nvme namespace show"-access all

"vserver nvme subsystem show"-access all

"vserver nvme subsystem host show"-access

"vserver nvme subsystem map show"-access

"vserver nvme show-interface"-access read

"vserver nvme subsystem host add"-access

"vserver nvme subsystem map add"-access

"vserver nvme namespace delete"-access all

"vserver nvme subsystem delete"-access all

"vserver nvme subsystem host remove"-

"vserver nvme subsystem map remove"-



ROAR Y RZEBMICT BICIE. A< > R vserver nvme namespace show & vserver nvme subsystem show
ZzBIFEOO—ILICEMLE T,

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

ONTAP tools for VMware vSphere 10.31—H%H 51041 —HFAD7 v I L —R
ONTAP 9.16.1 LIFETi&. ONTAP tools for VMware vSphere* 10.4 21— —|(C7v oL —KRL £,

JSONT 7 A IILBE KUVONTAPN—2 3 2916 1L Z AL TER SN0 SR 2 Zz0Re Li-2—HF%23
$ONTAP tools for VMware vSphere 10.31—HDiHF&IF. BIEE 11— Privilegesz5E L TONTAP CLIOY
YRZEFHEAL. 104D ) —=RIZT7YvTIL—RLET,
M DIZE !

« VSC

* VSC & VASA Provider

* VSCXSRA

* VSC. VASA Provider. SRA:

2 = X X Privileges :

security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all

ONTAP toolsICXA L — NI IV R%EEBINTS

ONTAP tools for VMware vSphereZ L T. ESXi "X DAL — Ny I ITUR
EFEBMBELUEBELET, V7RXAX—FIESYM 24 7 R—K L. MetroClustertf R
—;ZBWILT. RE2LERDOICODIASZHRIAITETE T, ONTAPY —JL ¥ x%—
Ty £7-lE vSphere 7547V b EFERBLTA ML= Ny I IV R%ZEER L. SIEAE
DRAT—RRAZERL. V7 XAZDEBRICVY —RZFHTEBHE TSI UNTEE
3_0

A= Ny OV RZO—AILISEMY 3ICIE. ONTAPY =)L A1 VX —T A ATV AR EIE
SVM OREHESREFEALEF T, O—HIL A L= Ny oI Y Rid. #EIRL 7 vCenter Server TO & EH
TEXJ, ONTAPY—IJLIE. wWolsx 7=l VMFS T—42 X L 7DEED 7= SVM % vCenter Server [C<
vEVILET, VWMFS T—2XRT7HELUVSRAT—I7T70—DiHE. 77 AE2—%70O0—-N)LICIIvEY
JHE7IC SVM BEIEHRZERATEXI,
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JO—NILAML— NI REEBNMT3ICIE. ONTAPY —JL ¥3%— v —TONTAPY S5 X 4% —335F
BHREFEALE T, JO0—NIL XARL—=U NYIIVRICED, Wol BEBICHNEBR IS IAZ— )Y —X%H
AT REET—27 7O EEEICED X T, VILFTFF+ 2 MNRETIX. SVM - —%20O—AHJLISEML
TWolsT—A2 A7 Z2EBEBTEXT,

ONTAP CMetroClustertiy /R— R DB > TWVWBIGEIF. V—R IS ARX—CBEI ST AZ—DEA%=O
—hIILFERIFIFO-NIL A L= NIV RELTAHYR—RLET,

ERZFIm Y BHIC

SERAEICEMAB Y T TV FRIZ (SAN) 74 —ILRAEFNTVWR e 2R LEY, ONTAPY X T L
& SAN 74— LR EFEALTISAEELUV SYMER LIF 58RI L X9,
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ONTAP tools Manager®

@ TINFTFFohrty b7y TTlE SYMA—FOL T vILEFERTIEHIC. AL
—IONYIIVRISREEZSIO—/NJLIC. SYUMZEO—AHJLICEINTE X9,

FIE

1.

Web 7' S 74 H 5 ONTAP Tools Manager%z 28 L £ 9,
https://<ONTAPtoolsIP>:8443/virtualization/ui/

EABFICIETE L 7=ONTAP tools for VMware vSphereBIBEZD I L 7o v )LEFERALTOJ 1> L
£7,

1 R /N—H 5* Storage backends *#1#IRL £ 9
AML=IYNyIIVRZEML. Y=—N\DIP7 FL X £7IEFQDN. 2 —H%H. BLXUV/INRAT—R
DOFAZIEELE T,

() IPwIPBOT KL XEBLIFAY£— FShET,

ONTAPY S X AFIEHE % BFMICEE L TEER T 5 H\. SFRZEDFZFZE8B L TFEHT7 v O—
FLZEY,

@ BEIZIGCT. AVTFYR AV =LA 5T T Ml (SAN) il z IS T
BIEHTEEY, FIRICOWTIE, "FERAEREEV 572 EEIT 3",

EBMT3RML—2 Ny I T2 RHMetroClustertER D—ER T 53%E. ONTAP Tools Manager |&
E7 V5 R2%BMTZ1DDRY TT7v T Xyt—IhRREINET, “BI%EIRL.
MetroCluster£7 X hL— Ny O IV ROFEHEZAILE T,

C) ONTAPSY R T LD RA Y FA—N—E XA v F Ny I 2RTLIE. ONTAPY—)L
DL FETRITLET,

vSphere Client1—1'1 > 2 —7 14 X% {EH

> w D

@ wWols7T—4& X k7I&. vSphere 754 7>k A—H— A2 —T 14 XA %N L7 SYM

1—H—DEEEMEYR— FLTOEE Ao

vSphere ClienticA5 1 >~ L £ 9,
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