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6. 91> KT, NetAppDHEERTEICHENT 5 & 5 ICBHT 3R MEBRL, [RAIEERLE T
(D) EsxiFz b EEMT L. BEOEERATS T,

1 BRENR—I T, HEICH U THREEZERLE T,
8. BIENRA VTEZzHEE L. T IZ2BRLE T, EWRRIZ. REDFZRINRILTEHTEXT,

ESXi7 KX ~ DIEDERE
ONTAP tools for VMware vSphereZ 9 35 £\ ESXiTRX FTRA LT T R REDEXFHREL T. mBEA/N

TA—IXVADERIN. TN A—N—DERICKRTINDLSICTEIEHTEET, ONTAP tools
for VMware vSphere h'\i%E 9 2 fBl&. TR DNetAppT X MZEDIWVWTWET,

ESXiRX b TRETET BMEIFRDEED T,

HBA/CNA7 XA T 2KXE
RDOINTGA—=BET T AL MBEICERELE T,
» Disk.QFullSampleSize
* Disk.QFullThreshold

* Emulex FC HBAX 1 L7 k
* QLogic FCHBAZ A L7 ~

MPIOERE

MPIOERE Tld. NetAppRA L —S S X FLDBENAZEEZLE T, . FHTUERG/NIDSBED/NR
HREEESNTWVWED (22— 0 Nr—TIL%EBHT 3IEREL/NIATIERL) HHEFEIHh. #F0VWT
NHODNRIBENZIDERESNE T,

NANT A=V ZARER, BE—DLUNT—RRA N7 TNT =XV R%Z2TRAMTBFEIF. o> rOEY

(VMW_PSP_RR) /NZFERR > — (PSP) OEFDEEREZT 7 4/l b DIOPSERE Td51000H 511
ZETRCZREFLTLIETL,

@ MPIO 212, NVMe. NVMe/FC. NVMe/TCP ZA k JJLICIEBA S N EH Ao

NFSERE
INTAX—5& RETBME
Net.TcpipHeapSize 32

Net.TcpipHeapMax 1024 MB



NFS.MaxVolumes 256

NFS41.MaxVolumes 256
NFS.MaxQueueDepth 1280 &
NFS.HeartbeatMaxFailures 10
NFS.HeartbeatFrequency 12
NFS.HeartbeatTimeout 5

ONTAP—HoO—)L L 1ERDKE

AL=INy I IV RFOBERBICERTSHMLVI—FO-ILEERZRET B IC
I&. ONTAP tools for VMware vSphered & TFONTAP System Manager|Z {48 DJSON
FAILEFERLET,

Bt B HIIC

* ONTAP Privileges 7 77 -1 JLZ ONTAP tools for VMware vSphereh*' 5. _\ https : //<loadbalancer|P> : 8443
Ivirtualization/user-privileges/users_roles.zip Z{HEHBA L THA T >O— R L THEHBELRHD £,

* Z{EA L T. ONTAP toolsHh5ONTAP Privileges 7 7 T ILZ A 7> O— R L TELLKREBELHD FT

https://<loadbalancerIP>:8443/virtualization/user-privileges/users roles.zipo

* X

FIE

IA—HlE. 75 XKL ANJLFTIEStorage Virtual Machine (SVM) LAV CTEZEIERTE X
(D) 9. user_rolesjsonT 7 ML EBAEFIC1I—FRIERT B LTS ET. ERLIHE
& SVMLARILDOR/NRDIERE v DR EICRD F7,

FL—Ny T ROEBEERTOJ A LTVWAREDR DD T,

1. £479>0O— R L7=_\ https : //<loadbalancerlP> : 8443 /virtualization/user-privileges/users_roles.zip_file%
BELEXT,

2. USREADYUVSARERIPT KL X% {#H L TONTAP System ManageriC 77t XL £,
3. EIEPrivilegesTY Z R ROV AV LET, I—HZHRETDICIF. ROFIEZETLE T,

a.

b.

25 AZDONTAP tools I—H'ZERE T B ICId. [ 7 AZP>[A—HeO—ILR1 U= FERLF
ED

SVM ONTAP tools®D A —HZFKET B ICIE. [A ML —=JSVM P> —HeO—ILPR1 U &E#ERL
7,

[Users] CIAdd*Z:EIRL £ 9,
[A—HY—DEINMNY 1 7OJHRy I AT (RE‘EERZ)ZERLEZT,

. *BWB*% 1) w2 LT. ONTAP Privileges JSON7 71 ILEZZEIRLT7 v FO—RLEF T,

[Product] 7 r —JL RICIZBEICERANETNE T,
BREEEROY AT XD a—h BUBLREREERINL £,

A= 7« —ILRICIE BRLUCESEEICESLWTEINICENALTNTE T,



9 MERI—HFLENIAT—REAHNLET,

h. 31— |ZE X Privieges (&, A FL—JDER . A RL—J DB, X ML—J0HI
BR. NAS/SANO—JL) %=FRL. *[BMPZEIRL XS,

FLLWO—-JLaA—YHEMNETNh. RELO—/ILOFMABIERIERRIINE T,

SVM7J U —krDTvETDEH

T—RIAMTZ7OIAOES 3 Z>JICSVMDA—H I LT vILEERT 37512, HNEBRYICONTAP tools
for VMware vSphereld. T —4 Xk 7DPOSTAPITIEESNI=T I )7 — MIAR) a—LEERL X

Fo ONTAPTIE. SYVMA—H UL Foo v )LxERBLT. YvEITINTVWERWTI IS —RMIR) 12—
LEERTZEIETEE A, CORERERT BICIE. 2 THBET 20NTAP REST APl fzI3CLIZ
BLTSYMET I U — %2 vEVTTE2HEBLNHDET,

REST API :

PATCH "/api/svm/svms/f16f0935-5281-11e8-b94d-005056b46485"
'{"aggregates":{"name": ["aggrl", "aggr2", "aggr3"]}}"

ONTAP CLI :

still5 vsim ucs630f aggrl vserver show-aggregates

AvailableVserver Aggregate State Size Type SnapLock
Type-————==—======= —————-———————— ——— - —— s e
—————————————— svm_test still5 vsim ucs630f aggrl

online 10.11GB vmdisk non-snaplock

ONTAPO 1—H  O— L ZFETERT S
COtoTaYOFEIBICHS>T. JSSONT 7L EFRAETICI—FrO—ILEFEHTERL T,

1. OS5 ZA2DU S ZAZEEIPT KL X% L TONTAP System Manageric 77t XL £9,
2. BEEPrivileges TY 2 X RO 1>V LE T,

a. 75 ZAZDONTAP toolsDO—ILZHRET BICId. [V FZAZP>[A—HFreO— I RAVZERLF
ER

b. 5 X2ZSVM ONTAP toolsD O— L ZFZKE T B IClF. [R L —USVM >*>[a—HeO— L1 >
ZERLFET,

3. O—IJLDER :
a. F—JILOEME&ERL T,
b. [A—IL&*ELV[O—ILEM OFEMEANDLET,
[RESTAPI Path[*¢ 82X 957072 ROy AT UH5EBMLET,

C. MBIRAPIZINTEML. EEZRELEXT,



4. 2 —HFDIER :
a. Users T— 7LD Add * =& R L £ 9,

b. [A—HDEME 1 7AY Ry X T, *[System Manager]*%*&RL £7,

C. [Username]*Zz AN L E 9,

d FEEO*O—-IILOEM* ATy TTHERLI=A T arhos*O0—)L* % BIRLE T,
e POV RRHR TR 7TV r— g SRR EXZATILE T, ONTAPIEHTTPARER 7 1) r—

3> T, BREEX 1 7Id* Password *Td,

f. A—H—D*)NRT—R* 1—H—D"FF*Z2REL X T,

BEZEMNOITO-—NILERNRE LI SRR A—FITHERR/IMERD U X b

DU a3l users JSSONT 71 )L EERE T ICER L I-BEEUND T O—NILHRODI AR
—HICHNBERRIMEREZSLREH L E T, /5 X2E20O0—HILAOA—TTEMY 3HBEIE. JSONT 71 /L= EA
LTaA—H%21ERM T3 EHEL E9, ONTAP tools for VMware vSphere Tld. ONTAPTO /O 3=

UICEHRABDHERZ T TIIRRTRBTHTT,

APIDfERA :

API 7O ALARIL
lapil 2 A4 A D EH
/api/cluster/licensing/licenses AR DER
IAPI |95 ZA&]/)— K FAHED EH
/api/security/accounts A D BEH

(/api/security/ 7 7 > )
/api/security/rolesD & SICAS L F FHAHAED EH
El

IAPI/Z L=/ 0045 — K FAHED EH

IAPI/Z L =210 5 R4 FAHED EH
IAPIIZ N L—2 74 XY FiAHED EH
/api/storage/qos/policies AR MERRIEE
/api/SVM/SVMs HtAHED B
/api/network/ip/interfaces SEAED B

ERB/
75 A EHDR

JORJNEEDSAIERDS
AL RAFTVD

T3y b T —LZATDEH
HEFRDIRH

MERDIRH

F—=RIANT/AR) 2a—-L7OES
AZVIBOTI VS — kAR—
2 DFESR

ITRZLNILDZIR—R LHIRE
ROT—FZBIFTBICIF

7OV — MMIBEEMITFENATY
274 RV ZEUFT BICIE

QoS VMR o —DEE

IS 2Z2HKO—AILISBIME N
BEEICSVMOKREEZEIE T 3IC
3. XOFIEEEITLET,
ZARL—= NIy ROEBM-&
ELIFOEEMN Y S X4/ SVMTH
BeEHERLEY,



75 A2 E5R E LT7-ONTAP Tools for VMware vSphere ONTAP APIN—XX D1 —H%Ef T 3

T—RZA LT TCEENRELLBEICNYy FUEBPEEFO-ILNY I EZRITITBIC
@ I&. PrivilegesD1#&H. 1ER. ZE. HIRHHBETT, TNSDPriviegeshH IR THI> TLVAR
W 7—=270-0%e o ) =27y TOREIREELFT,

B, ARL—=0EM. A NL—SOFE. X L —Y DOHIBR% £S5 ONTAP tools for VMware vSphere
ONTAP APIRN— 2 D 2 —H DYERPrivilegesZ S % & . #&HDFHIE L ONTAP toolsD 7 —2 7 O—DEE
MEJEEICRD £9,

ESERDITARTDPriviegesZEA LTI XX ENRE LI A—H 2RI BICIF. ROV RZRTLE
ED

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all

security login rest-role create -role <role-name> -api
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name> -api

/api/protocols/nvme/subsystems —-access all

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all

security login rest-role create -role <role-name> -—-api
/api/storage/volumes -access all

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name> -api /api/storage/luns



—-access all

security login rest-role create -role <role-name> -api
/api/storage/namespaces -access all

security login rest-role create -role <role-name> -api

/api/storage/qos/policies —-access all

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create

security login rest-role create -role <role-name> -api
/api/snapmirror/policies -access read create

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create

security login rest-role create -role <role-name> -api

/api/storage/file/copy -access read create

security login rest-role create -role <role-name> -—-api
/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/licensing/licenses -access readonly

security login rest-role create -role <role-name> -api

—access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api

services/name-mappings -access readonly

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly

/api/cluster

/api/cluster/jobs

/api/cluster/nodes

/api/cluster/peers

/api/name-



security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/logins —-access readonly

security login rest-role create -role <role-name> -api

/api/network/fc/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -—-api
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services —-access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api

—access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly

security login rest-role create -role <role-name> -api

/api/storage/snapshot-policies -access readonly
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/api/security/roles

/api/storage/disks

/api/storage/qtrees



security login rest-role create -role <role-name> -api /api/svm/peers
—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

Ffco ONTAPN—2 3 29.16.0FDHZEIF. ROAXY FZ2RITLET,

security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all

ONTAP tools for VMware vSphere ONTAP APIN— X DSVMZ R E L 1—H %2R T 3

IR TDPrivilegesx FA L TSVMENRE LTI —H%ZER T BICIE. ROOATY REEITLET,

security login rest-role create -role <role-name> -api

/api/application/consistency-groups -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api

/api/private/cli/snapmirror -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/volumes -access all -vserver <vserver—-name>
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security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns
—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/namespaces —access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-
name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs
-—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers
—access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>



security login rest-role create -role <role-name> -api
/api/network/fc/logins —access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-

name>

security login rest-role create -role <role-name> -—-api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver-—-name>

security login rest-role create -role <role-name> -apl /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

-access readonly -vserver <vserver-name>

F7-. ONTAPNN—2 3 29.16.0BDZEIE. XOOAT Y REEITLET,

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

13



FETER LT-APIR—Z20O0— )L ZEAL THLWVWAPIR—XD 1—HEEMT SICIF. XOOAT T KEE
TLEd,

security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

Bl

security login create -user-or-group-name testvpsraall -application http
-—authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

FHOD> OOV I Z RS DICIE. ROOAY VR ZERITLTEBA VY X—T 21 ANDT7 I XZEMICL
9,

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

Bl

security login unlock -username testvpsraall -vserver Cl stil6O-cluster

ONTAP tools for VMware vSphere 10.11—H'H510.31—HAD7 v SJ L —R
ONTAP tools for VMware vSphere 10.121—Hh', JSONT 71 IILZERAL TER NI S RZ2X1—-7D1

—HTHBFEIE. ONTAP CLICadminI—HZFEAL TROIT > REETL. 103V —=X|IZT7vTIL
- F L/i-a_o

HMEEEDISZS
- VVSC
* VSC & VASA Provider

* VSCZSRA
* VSC. VASA Provider. SRA :

2 = X X Privileges :
security login role create -role <existing-role-name>-cmddirname "vserver nvme namespace show"-access all
security login role create -role <existing-role-name>-cmddirname "vserver nvme subsystem show"-access all

security login role create -role <existing-role-name>-cmddirname "vserver nvme subsystem host show"-access
all

14



security login role create -role
all

security login role create -role

security login role create -role
all

security login role create -role
all

security login role create -role
security login role create -role

security login role create -role
access all

security login role create -role
access all

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname
<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

"vserver nvme subsystem map show"-access

"vserver nvme show -interface"-access read

"vserver nvme subsystem host add"-access

"vserver nvme subsystem map add"-access

"vserver nvme namespace delete"-access all
"vserver nvme subsystem delete"-access all

"vserver nvme subsystem host remove"-

"vserver nvme subsystem map remove"-

ONTAP tools for VMware vSphere 10.12—%'H, JSON7T 71 JLZEA L TERIN/ZSVMXI—TD1—
HTHDHEIE. ONTAP CLITadminI—HZFHAL TROOATY RERITL. 103V ) —XIIT7vTIL—

FLET
SVM Privileges :

security login role create -role
-vserver <vserver-name>

security login role create -role
-vserver <vserver-name>

security login role create -role
all -vserver <vserver-name>

security login role create -role
all -vserver <vserver-name>

security login role create -role
-vserver <vserver-name>

security login role create -role
all -vserver <vserver-name>

security login role create -role
all -vserver <vserver-name>

security login role create -role
-vserver <vserver-name>

security login role create -role
-vserver <vserver-name>

security login role create -role

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

<existing-role-name>-cmddirname

access all -vserver <vserver-name>

"vserver nvme namespace show"-access all

"vserver nvme subsystem show"-access all

"vserver nvme subsystem host show"-access

"vserver nvme subsystem map show"-access

"vserver nvme show-interface"-access read

"vserver nvme subsystem host add"-access

"vserver nvme subsystem map add"-access

"vserver nvme namespace delete"-access all

"vserver nvme subsystem delete"-access all

"vserver nvme subsystem host remove"-
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security login role create -role <existing-role-name>-cmddirname "vserver nvme subsystem map remove"-
access all -vserver <vserver-name>

command_vserver nvme namespace show_and_vserver nvme subsystem show_ZBFZEDOO—)LIZEEINNTY %
Ee RDATY RAEMENE T,

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

ARL=INY I IV RZEMLET
ARL=Ny I IV RZEMTSE. ONTAPY SR R%Z 4V R—RKRTEEXT,
* CDERTICDOWVWT*

RIVFT+Hoo—nty 7w 7T, vCenterh'BHE[FIFT SNISVMDTF > b L THBET 3155

I&. ONTAP tools ManagerzfEB L TV S XX ZEBMLFT, AL —2 /Ny I I K%&vCenter ServeriZf
BT T, FR— R ENivCenter Server1 > 22V X/ O—NILICRvE>YS LE S, vCenterT 7>
k. BBRYDStorage Virtual Machine (SVM) 74 Y R—RIBZI3HEHLRHD T, THIZKD. SYMI—H
IEIWolT—42 X 77O a3 =20 TEEd, SYMEFEARAL TCenterlC A ML —SZBIMTEEX Y,

ONTAP toolsD1—HA >R —T A4 A2 FERALT. O—AIA ML= NV I IV REI S XREFIEZISVM
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