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BH. ARL—2DFE. ARL—C0ZE. X L—C DIREDMER%1FDONTAP tools for VMware
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FROIRTOMREF OIS ARZ— A= A—H—%EMT3ICIF. KOOIV RERTLET,

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all

security login rest-role create -role <role-name> -api
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name> -api

/api/protocols/nvme/subsystem-maps -access all

security login rest-role create -role <role-name> -—-api
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings —-access all

security login rest-role create -role <role-name> -api
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name> -api

/api/storage/volumes -access all

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name> -api /api/storage/luns
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—-access all

security login rest-role create -role <role-name> -api
/api/storage/namespaces -access all

security login rest-role create -role <role-name> -api

/api/storage/qos/policies —-access all

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create

security login rest-role create -role <role-name> -api
/api/snapmirror/policies -access read create

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create

security login rest-role create -role <role-name> -api

/api/storage/file/copy -access read create

security login rest-role create -role <role-name> -—-api
/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/licensing/licenses -access readonly

security login rest-role create -role <role-name> -api

—access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api

services/name-mappings -access readonly

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly

/api/cluster

/api/cluster/jobs

/api/cluster/nodes

/api/cluster/peers

/api/name-
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security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/logins —-access readonly

security login rest-role create -role <role-name> -api

/api/network/fc/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -—-api
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services —-access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api

—access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly

security login rest-role create -role <role-name> -api

/api/storage/snapshot-policies -access readonly
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security login rest-role create -role <role-name> -api /api/svm/peers
—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

T5IC. ONTAPN—2 32 9.16.0 EDIHZEIE. ROAR Y FZRITLET,

security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all

ONTAP/N—<3 > 9.16.1 LIFEDASA R AT LDESIF. ZOIAX Y REEITLET,

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

\éMware vSphere ONTAP APl X— XM SVM X J— 7 11—+ —ONTAP tools for VMware vSphereZ {ER{ ¢

ITARTDIERZIFD SYVM X OA—F A—H—%ERT5ICIE. ROAY > RZERTLET,

security login rest-role create -role <role-name> -api

/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
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/api/protocols/san/vvol-bindings —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/volumes -access all -vserver <vserver-name>

securit login rest-role create -role <role-name> -api

Yy p

"/a i/stora e/volumes/ /sna shots" -access all -vserver <vserver-name>
b

security login rest-role create -role <role-name> -api /api/storage/luns

—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/namespaces —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>



security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-

name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver-—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/snapshot-policies -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

-access readonly -vserver <vserver-name>
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ITHIC. ONTAPN—23 Y 9.16.0 UBFDBEIE. XOOATY REERITLET,

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

FERTERLIZAPIR—Z20O0—-)LZEALTHLWAPIR—XDI—H—% KT BIcIE. XOaATUR
EERITLED,

security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

Bl

security login create -user-or-group-name testvpsraall -application http
—authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

FhHOY OOV I Z2EBRL. BIEA VYA —T I —AANDT7IEIZEWICTRICIE. ZOAXY REETL
x99,

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

Bl

security login unlock -username testvpsraall -vserver Cl stil60-cluster

ONTAP tools for VMware vSphere*10.3 1—H—|Z7 v I L —KR§3
JSON 7 7L ER L TERINYI T XE RO—7FD 21— —%1FDONTAP tools for VMware vSphere
DiZEIF. A—HF—EBEER TXIXOONTAPCLI A Y REFEHRALT103 U —RICT7yv TSI L—RLE
ERS
BRI DOWT:

* VSC

* VSCHLVVASATONA R —

* VSCELUSRA

* VSC. VASA 7ONA R —, BLU SRA,

75 22 —HER:
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security login role create -role <EtfZM O — L% > -cmddirname "vserver nvme namespace show" -access all
security login role create -role <EffZM O — L% > -cmddirname "vserver nvme subsystem show" -access all

security login role create -role <EX{7® 0 — JL4%> -cmddirname "vserver nvme subsystem host show" -access
all

security login role create -role <EX{z® O — L% > -cmddirname "vserver nvme subsystem map show" -access
all

security login role create -role <BXfZ® O —JL%&> -cmddirname "vserver nvme show-interface" -access read
security login role create -role <Et7z®M O — L% > -cmddirname "vserver nvme subsystem host add" -access all
security login role create -role <EXfZ®M O — L% > -cmddirname "vserver nvme subsystem map add” -access all
security login role create -role <BXfZ® O — L% > -cmddirname "vserver nvme namespace delete" -access all
security login role create -role <Et1ZM O —JL%4> -cmddirname "vserver nvme subsystem delete" -access all

security login role create -role <EffZM O —JL%4> -cmddirname "vserver nvme subsystem host remove"
-access all

security login role create -role <EXfZ®M O — L% > -cmddirname "vserver nvme subsystem map remove"
-access all

json 7 71 )L EER L TER I NI SYM X 03— 21— —%$FDONTAP tools for VMware vSphere DIz &
. BEEI—Y—1ERTONTAPCLI O RFZEHELT103 VU —-RIZF7yFIL—RLZEXT,

SVM #&PR:

security login role create -role <Et{ZM O — L% > -cmddirname "vserver nvme namespace show" -access all
-vserver <vserver-name>

security login role create -role <Et{Z®M O — L% > -cmddirname "vserver nvme subsystem show" -access all
-vserver <vserver-name>

security login role create -role <EtfZ®M O —JL%4> -cmddirname "vserver nvme subsystem host show" -access
all -vserver <vserver-name>

security login role create -role <Et7ZM 0O — L% > -cmddirname "vserver nvme subsystem map show" -access
all -vserver <vserver-name>

security login role create -role <Et{Z®M O —JL%4> -cmddirname "vserver nvme show-interface" -access read
-vserver <vserver-name>

security login role create -role <Et7Z®M O — L% > -cmddirname "vserver nvme subsystem host add" -access all
-vserver <vserver-name>

security login role create -role <Et7z®M O — L% > -cmddirname "vserver nvme subsystem map add" -access all
-vserver <vserver-name>

security login role create -role <Et{ZM O —JL%4> -cmddirname "vserver nvme namespace delete" -access all

49



-vserver <vserver-name>

security login role create -role <EX{7® O — JL%> -cmddirname "vserver nvme subsystem delete” -access all
-vserver <vserver-name>

security login role create -role <EX{7® O — JL4%> -cmddirname "vserver nvme subsystem host remove"
-access all -vserver <vserver-name>

security login role create -role <EX{z®M O — JL%> -cmddirname "vserver nvme subsystem map remove"
-access all -vserver <vserver-name>

BffFoO—)LIC OV > K vserver nvme namespace show ¥ vserver nvme subsystem show ZBINY 3 . X
OO RAEMENET,

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

ONTAP tools for VMware vSphere’z10.4 12—t —@IFICT7 v FIL—RT3
ONTAP 9.16.1 LU f#Ti&. ONTAP tools for VMware vSphere10.4 1—%—(C7 v I L —FKL %9,
JSON 7 71 JLELONTAPN—2 3> 9161 U EEFER L THERINAI SRE ROA—F A—H—%4
DONTAP tools for VMware vSphere D553, EEEI— —1ERTONTAPCLI OV > FZ{ERL T 104
DY—=RZT7vTIL—FRLZET,
RmOEEEICOWVT:

- VSC

* VSCHLUVASATONA A —

* VSCHE L USRA

* VSC. VASA 7ONA 42—, LU SRA,

75 A2 —MER:

security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all

AML=NYIIYRZEBIMT

ARL= NV IITVRZEMIBE. ONTAPY SRR —%FVIR—RTEBELDIC
BDEI,
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ONTAP tools for VMware vSphere

Standard mode (default)
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