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h. 23—+ —|Z@E 7% Privileges (Discovery. Create Storage. Modify Storage. Destroy Storage
. NAS/SAN Role) Z#ERL. Add ZEIRL £,

ONTAP tools IFFTLW\WO— )L A—H—ZEBML 7, RELO—ILIZHEINTUWLS Privieges ZHEE3 T
TEY,



SVM7 7 Ur— kI vEYITEH

SVM 21— —5HEHREZEFER L TCTF—4X XA M 7E 7O 3 =5 31BE. ONTAP tools for VMware
vSphere . T—A2 X L7 D POSTAPI T EECNT=T7 I VS — b EIZAR) a—L%ZERLE T, ONTAP
. SWMICTwvEYITNTUWAEWT IS — R LEICSYM A—H—hR) a—L%EERTZ e %=HLEL
x9, RUa—L%EERT BH1IC. ONTAP RESTAPI £7:13 CLI Z{EA L T. SVM Z2REL 7T U4S — kI
IvEYTLTLIETL,

REST API :

PATCH "/api/svm/svms/£16£0935-5281-11e8-b94d-005056b46485"
'{"aggregates": {"name": ["aggrl", "aggr2", "aggr3"]}}"

ONTAP CLI :

still5 vsim ucs630f aggrl vserver show-aggregates

AvailableVserver Aggregate State Size Type SnapLock
Type-------——————- —————————————— ——————— —————————— ———————
—————————————— svm_test still5 vsim ucs630f aggrl

online 10.11GB vmdisk non-snaplock

ONTAP 21—t — ¥ O—I)LEFEHTERT S
JSONT 7 A LEEOTIC. I—HF—rO—LEFHTERLET,

1. USROS ARERIP 7 RL X% ERAL T. ONTAP System Manager IC7 72X L £,
2. EREMERTYISZAZ—ICAJ1 > LET,
a. 75 X4— ONTAP tools DO— /L% /RET BICIE. VT RAFZ—>HRE>*A—HF—rO— )L ZFRL

9,
b. 75 X2— SVM @ ONTAP tools O—IJLZRET SICIE. A ML —2 SVM > BRE > *21—H—rO—
W EERLE T,

3. RE)%1EFT B :
a. Roles 7—7J)L®M Add #:#ERL £ 9
b. G2 * ¥ “REEE* DFME AL T L,

*RESTAPI NZX*ZBIML. ROV TR OIS T7IEREERLTLEIL,

C. MBRAPIZINTEML. EBEZREFLET,
4 21— —%=EHT 3 :
a 1—H%—7—JILOTICHZ BMZBRLET,
b. T1—H—mENM) 41 70AOJ7KRy2o XT. [System Manager] Z&ERL X7,
C*rA—H—ZEZANLTLIZEL,



d. b5 TO—ILOER FIBTER LA T a>h 5 TO—)b) Z#RL TS,

e FUOXvREHATEZT7 TN r— a3 iRt AEE AL £F9, ONTAPI & HTTP (I BT )4
—> 3 VT, SBEEX A 7I& * Password * T9 o

fA—H—DNZAT—RZHREL. I—HY—%ERELET,
EEREERZF LAV O-NILADA—=TDIF 21— —(CHERF/\BRD Privileges D—&
CDR—TTIE JSON 7 7 I) z2HF - WIEEEBE S/ O—NILAOA—T DU 7 AR A—F— I ER &/ R
D Privileges Z—EBRRLET. VT XEX—DA—AINROD—FIIHB3HEIE. JSON 771 IL=ZFERAL T
—H—HEERLTLEE L, THE. ONTAP tools for VMware vSphere /' ONTAP ETXOEY a=>o%
T37®IC. 5ZAED Privileges U L DIEREZNEB LY T30 TT,

APIZ{ERL THEEICT7T IR TE £ ©

API 7Ot LRI ERAB
/api/cluster A D EH 72 A ERDEH
/api/cluster/licensing/licenses AR D ER JORJIEEOZAEYADS
1TEAFTvY
/apilcluster/nodes FAHED EH TSv b T A—LEATOEE
/api/security/accounts S=AED B BEDRY
/api/security/roles SEAELD B RMEDORE
/api/storage/aggregates SAE D ER F—=RIALTIR)a—-LDOTOE
Az RTINS — AR
—XAFTvY
/api/storage/cluster SEAELD B IS RAA—=LRILDAR—R R
RTF—RZEIET 3121
/api/storage/disks A EH ENICEER—ITANTVWSE T X
VB89 B3Il
/api/storage/qos/policies FiAHED MHERUE SR QoSH LUVMAR ) o —EIR
/api/svm/svms FiAED EHH IS 22—%=O—HILTEMLT:
BRIC. SVMIERZEUS T 578,
/api/network/ip/interfaces FAHED EH AML=Ny IV RDEM-B
BLIFAO—7HU S5 XA2—/SYMT
HBCZHNT B
/api/storage/availability-zones FAHED EHA SAZ 7«4 XAA7/N1), ONTAP 9.16.1

D) —ZLES LV ASAR2 X T
LISBERINE S,

Japi/cluster/metrocluster FHED EF MetroCluster D 2 7 — & Z ¥ 7
DRMEIELE T,

VMware vSphere @/} ONTAP tools ® ONTAP API R—ZXND Y S RARXRXA—S1—H—%{EHT 3



T—R2ARTICHT BPATCHIBFE LU BBIO— LNy 7ICId, &R fFll. BB, 8L U
() momEmruETT. ERAFRLTVWAL, 7—2 7020 U—> 7y FICHENRET
BB D £ 7

B, 1ER. 8. HIBROMHERZIED ONTAP API R— XD I1—H—|%. ONTAP tools DU —2 7 O—% &8
TTXJ,

LERTHRRIZIARTOERZF OISR EAA -1 —F—%ERT3ICIF. XOOAT U REETLET .

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all

security login rest-role create -role <role-name> -api
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name> -api

/api/protocols/san/igroups -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name> -api /api/storage/luns
-access all

security login rest-role create -role <role-name> -api
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/api/storage/namespaces —-access all

security login rest-role create -role <role-name>
/api/storage/qos/policies -access all

security login rest-role create -role <role-name>

/api/cluster/schedules -access read create

security login rest-role create -role <role-name>
/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>
/api/storage/file/clone -access read create

security login rest-role create -role <role-name>
/api/storage/file/copy -access read create

security login rest-role create -role <role-name>

-api

-api

-api

-api

-api

-api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name>
/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
/api/cluster/licensing/licenses —-access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>

—access readonly

security login rest-role create -role <role-name>

services/name-mappings -access readonly

security login rest-role create -role <role-name>
/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name>
/api/network/fc/interfaces -access readonly

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/cluster

/api/cluster/jobs

/api/cluster/nodes

/api/cluster/peers

/api/name-



security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/ports -access readonly

security login rest-role create -role <role-name> -api

/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces —-access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -—-api
/api/protocols/san/iscsi/services —-access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api

—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api

—access readonly

/api/security/roles

/api/storage/disks

/api/storage/qgtrees

/api/svm/peers

11



&

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/metrocluster -access readonly

512, ONTAPN—2329.16.0ATId. U TOIOYY FZRITLTLEE L.

security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all

ONTAP /N—2 3> 9.16.1 LUPED ASATR2 S AT LDBZEIF. KOO RERTLFT,

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

VMware vSphere [/7 ONTAP tools ® ONTAP API X—X®D SVM X J— 1 —H%—%{EF T %

UFDOARY FZ2RITLT. IRTOMERZFOSVMRAI—-TDI1—F—ZFRLE I,
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security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/nfs/export-policies —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>



security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/volumes -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns

-access all -vserver <vserver-—-name>

security login rest-role create -role <role-name> -api
/api/storage/namespaces -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> —-api /api/cluster/jobs

—access readonly -vserver <vserver-—-name>

security login rest-role create -role <role-name> -api /api/cluster/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> —-api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

13
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security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/fc/logins -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-

name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/security/roles

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api

/api/storage/snapshot-policies -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

-access readonly -vserver <vserver-name>



T5IC. ONTAPN—=23 29.16. 04 TId. UTFOIARYY FZERITLTLIEE L.

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

WBIHCERR LTAPIR—20O0— )L ZFAL THLWVWAPIR—XDA——% KT BICIF. ZXOOAT K%
ETLET

security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

Bl

security login create -user-or-group-name testvpsraall -application http
—authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60O-cluster

Tho broOv I BRLTEEBA VY A—T T A IANDOT VA EZBMHICTSICIE. XOOAX Y REET
F9 .

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

B

security login unlock -username testvpsraall -vserver Cl stil60-cluster

L

ONTAP tools for VMware vSphere 10.11—1%'—5H510.31—H— D7 v I L —K

JSONT 71 IILEZER L TER SN 5 R A2 X DA—TD 1 —%—%1FDONTAP tools for VMware vSphere
1012 —H—(F. UFDONTAP CLIOXY > Fz EBEREHERTHEAL T, 103UV —RIIT7vFIL—FLT
230,
BMmOIEEEIC DV T -

* VSC

* VSCHELUVUVASATO/NA R —

* VSCE L USRA

* VSC. VASAZ7ONA R —. BLUSRA,

75 22ER :

<
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security login role create -role <existing-role-name> -cmddirname
security login role create -role <existing-role-name> -cmddirname

security login role create -role <existing-role-name> -cmddirname
-access all

security login role create -role <existing-role-name> -cmddirname
-access all

security login role create -role <existing-role-name> -cmddirname

security login role create -role <existing-role-name> -cmddirname
all

security login role create -role <existing-role-name> -cmddirname
all

security login role create -role <existing-role-name> -cmddirname
all

security login role create -role <existing-role-name> -cmddirname

security login role create -role <existing-role-name> -cmddirname
-access all

security login role create -role <existing-role-name> -cmddirname
-access all

"vserver nvme namespace show" -access all
"vserver nvme subsystem show" -access all

"vserver nvme subsystem host show"

"vserver nvme subsystem map show"

"vserver nvme show-interface" -access read

"vserver nvme subsystem host add" -access

"vserver nvme subsystem map add" -access

"vserver nvme namespace delete" -access

"vserver nvme subsystem delete" -access all

"vserver nvme subsystem host remove”

"vserver nvme subsystem map remove"

ONTAP tools for VMware vSphere 10.1 T json 7 7 1 JLZ{ERA L TER SN SYM R O—F0 a1 —H—%(F
BLTW3EEIF. EEEERZIFD ONTAPCLI O Y REFEALT103 U U —XIZT7y TSI L—RLT

<TETLY
SVM#ERR :

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
all -vserver <vserver-name>
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"vserver nvme namespace show" -access all

"vserver nvme subsystem show" -access all

"vserver nvme subsystem host show"

"vserver nvme subsystem map show"

"vserver nvme show-interface" -access read

"vserver nvme subsystem host add" -access

"vserver nvme subsystem map add" -access



security login role create -role <existing-role-name> -cmddirname "vserver nvme namespace delete" -access
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem delete" -access all
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem host remove"
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem map remove"
-access all -vserver <vserver-name>

UToaT > REEMICT 31X BEFEDOO—ILIC vserver nvme namespace show & & U vserver nvme
subsystem show A< > RZEIML 9,

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

ONTAP tools for VMware vSphere 10.31—H'—H 51041 —H—~D7 v I L —FK

ONTAP 9.16.1 LAP%. ONTAP tools for VMware vSphere 10.3 1—H'—% 104 21— —(CT7v I L—KRL &
ED

JSON 7 71 ILEFERHL THERSNZY S XZRD—T2—H—E X ONTAP N—2 3> 9.16.1 LIE%EE
F3 L TUL\% ONTAP tools for VMware vSphere 10.3 O 11— —(3. BIEEMER%1FD ONTAPCLI OX >V R%E
FARALT104 U U—RICT7YTITL—RLTLIESL,
BRDBEEEICDWVWT ©

« VSC

* VSCHELUVVASATONA S —

* VSCH L USRA

* VSC. VASAZONA X —. ELUSRA,

75X FHER :

security login role create -role <existing-role-name> -cmddirname "storage

availability-zone show" -access all
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ONTAP toolsICXA L — NI IV R%EEBINTS

ONTAP tools for VMware vSphere ZfEF L T. ESXi KA MDA ML= NI TV R
EBMEELVEELEFT, VT7XAX— SVM %4 VR—FT 1 >4 L. MetroCluster 1
R—brZBMCLT, X a7 BEROLODICEIAEZRIETCET X, A L—I Ny
2 T Ri&. ONTAP tools Manager £7zI% vSphere 7514 7> % EH L THER L. 3L
BBEDXT—RRAZER/LED. VT AZ—DEERICIY —XAZFETHREELED
TEEI,

A= Ny I RZO—RILISENMY %ICiE. ONTAP toolsD 1 YR —T A ATV S RAE—F1T:
IFSVMOERBHRZFERBLE T, O—HIL A L= Ny oIy Ridk. BIR L 7-vCenter ServerTD & fEH
TE X9, ONTAP toolsiE. vWolsE£7=IFVMFST—2 X k 7EEBD -8 IZSVM% vCenter ServeriC < E> Y
LEXdo VMFST—ZXRT7HLXUSRADT—20 70O—Tld. V5 AFZ—%70-NILIIIXvEYT TR L
B<SVMDERBRZERTETE I,

JO—=NILARL—=U Ny I I REEBMYT 3ICIE. ONTAP tools Manager T ONTAP &7 5 X 2 —DEREEE
WEFRALET, JO—NILARL=—INYyIIVRICED, &ET7—270—H Wol BEICHRERI TR
R—)Y —XZHTFETEBRELSICHEDET, WILFTF2 FRIETIE. SYM 2A—H5—%0O—AJLIENML T
Wols T—R2 XA 7= EBTEEXT,

JO-NILELVO—AILARL=NY I T ROFEFHICOWVWTIE. KBEEE "OTV10: ARL—U Ny
TVROIO—NIILZAO—=TrO0—hI A= l3"=8BLTLEEIL,

MetroClustertf 7R— k5 ONTAP TEMICE > TWVWBIBEIE. V—RITRAE—ETRAT4X2—>3 >V I35 R
A—DWAEZ=. O—AILFIFFO—NILA ML=y I RELTHYAR—RLET,

Bt B HIIC

SEBRZICEMAY IS T FER (SAN) T4 —IILRAEFEFNTVWBR 2R L T TL, ONTAP &~
2T LIEFSANT 4 —I)LRZFERALT. 75 R4 LUSVMERBLIFZHFIL £9,

18
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