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-cert-name my ca cert
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cluster::> security ipsec ca-certificate add -vserver svm name -ca-certs
my ca cert
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cluster::> security certificate install -vserver svm name -type server -cert
—-name my nfs server cert

ONTAPDEEFAZDEFMIC DLV TIE. ONTAP 9D K& 2 X > k Msecurity certificate I¥ > REBRBRL TS

tF*al7a RUS— F7T—E~R—X (SPD) DEH

IPsecChS 74 v 0%y T —0 LETEIXTB/HICIEFSPDIY FUHKRETT, CThid. SREEICPSKE
EERED B 5 ZERT B RICHHETIED T,

Flig
1. A< > R%ZMEAL “security ipsec policy create’ TRDANIBHITWE T

a. ONTAPEGXICEBM T RIP7 RLRFRIFIPPRLRAOY TRy R EFEIRLE T,
b. ONTAP IP7 RL RICIEHRTD IV TA4 7 MP7RLRZERLE D,

@ 747> ME. BaiHEF— (PSK) Z{#A L Tinternet Key Exchange/\—< 3 >2
(IKEv2) ZHHR— kL TVWRHRELAHD £,

C AT arv, bIT4v I FRETBZOHIC. LiLrvFORIJL (UDP. TCP. ICMP7ZY) . O
—HIIER—FrE S, VE—FR—bBEBSRE. SOMD BRI T v INTXA—RZERLET, I
69 B3/NF X—R|&E protocols. €ENEMN. local-ports’H &K U “remote-ports’ TI o

ONTAPIP7 RLREISA TV MPP RLABDINTD S T4 v I ZRETBICIE. COFIEZ
BRELET, TINTOLS T4 v IZRETHEDT IAIL KT,

d. BMOFEEEARD/INT X —FICPSKELIEREAF—T1>T7S5AMSIF v (PK) ZAHLET
auth-methodo

.. PSKZANT2HBEIE. NIA—RZIEEL. <enter>F—ZRL THAHEF—DA N HEEZ
Koz 7OYTheRRLET,

“local-identity’ "X & 54 7> DM TstrongSwanZfEA L. KX b FTlF
(D) 7517 MEHLTIA L RA— FRU S —MBRESATUALEAE, /854~
R ¥ ‘remote-identity /NT X —&IEA T 3T,

i. PKIZ AT 3HEIE. « local-identity. ‘remote-identity’ /NS X—REHEATTEIHRELHD



‘cert-name’ £ 9, ) E— MUDIEFAEZIDHARBERIGE. XISEBDOI 147> MDHRFES
N3EElF. FHRIDZ AL ANYTHING £ 9,

security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32
Enter the preshared key for IPsec Policy test34 on Vserver vsl :

security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32 -local-ports 2049
-protocols tcp -auth-method PKI -cert-name my nfs server cert -local
—-identity CN=netapp.ipsec.lifl.vsO0 -remote-identity ANYTHING
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security ipsec policy modify

<> R

security ipsec policy modify -vserver vsl -name test34 -local-identity
192.168.134.34 -remote-identity client.fooboo.com
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security ipsec policy create -vserver vserver name —name policy name
-local-ip-subnets IPsec IP address/32 -remote-ip-subnets
IP address/subnet -local-identity local id -remote-identity remote id

av > Rl
security ipsec policy create -vserver vsl -name subnetl34 -local-ip-subnets

192.168.134.34/32 -remote-ip-subnets 192.168.134.0/24 -local-identity
ontap side identity -remote-identity client side identity

L [TRTDIZAT Y FDREZFI T3 FEHL TERDIPsecy 17> et R— T35
BlE. XOFIEEZERTLET,

security ipsec policy create -vserver vserver name -name policy name
-local-ip-subnets IPsec IP address/32 -remote-ip-subnets 0.0.0.0/0 -local
-ports port number -local-identity local id -remote-identity remote id

<> Rl

security ipsec policy create -vserver vsl -name test35 -local-ip-subnets
IPsec IP address/32 -remote-ip-subnets 0.0.0.0/0 -local-ports 2049 -local
-identity ontap side identity -remote-identity client side identity
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RESE LVESLIEEZITSOHIC. BADIVRERAY MIA YA M=ILENET, statisticsATV K
#ERAL T, IPsec SAYIKE SAOMAD AT —RA%=HEETETET,

() IPSec/\— R T 7# 70— RiEEEZFEAL TLWBBEIF. OYY RTLK O oFHILWLWAY
> ZHFRRE N “security ipsec config show-ipsecsa’ & 97

av > R
IKESAHY>FILAT VR

security ipsec show-ikesa -node hosting node name for svm ip

ipsec sadvY > REKLUVH A :

security ipsec show-ipsecsa -node hosting node name for svm ip

clusterl::> security ipsec show-ikesa -node clusterl-nodel

Policy Local Remote
Vserver Name Address Address Initator-SPI State
vsl test34
192.168.134.34 192.168.134.44 c764f9ee020cec69
ESTABLISHED
ipsecsad <Y > RE IV HAH -

security ipsec show-ipsecsa —-node hosting node name for svm ip

clusterl::> security ipsec show-ipsecsa -node clusterl-nodel

Policy Local Remote Inbound Outbound
Vserver Name Address Address SPI SPI
State
vsl test34
192.168.134.34 192.168.134.44 c4c5b3d6 c2515559
INSTALLED
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