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CDRRTIZDOWVWT

leapp-upgrade'Y —)LZ{FEB L TONTAP X574 T—42—BDHRA ROSEFHF LLWAS v —/N—2 3> (7.xH
58XRE) ICT7Yv I L—RITB35E8IE. ROFIEEERITLET, ONTAP XTI —X—|F. AT LAIC
BEHINTVWARAURISKMJICA VA R—ILENTWVWABRPMOFILWLWN—C3 Y EZRBREBLES ETBRH. 7
VAVAN=ILTRIRERHD XY,

rom”7 7T JLIZONTAP XT 4 T—2—DA VXA —=FD—HELTA YR =ILEINTWVWB . ZORERRICEF
NEJ, 72720 Z0apm7 7 AIIEA VA —ZD—F LTEEAIN. BERINLCUVRDS UL SA T O—
REINBho7lcd. 7y TIL—RHEROMDFHA. CDIHFS. leapp-upgradey — LI\ r—S% T A
‘/Z l\_}bbig_o

HR— b —ZOBEIEMTIFICERINZO 7 7ML ERIFTBICIE. OSOT Y ST L—REHIT 740
WENYIT YTl ONTAP X T4 T—R— N T —SDBAVAM=ILRBICURA ST ITZ2RELRHD £
9o ONTAP X T4 I—A—%5BA VA=) D7D, HEHINTULBONTAP 7 5 X RIIFHR1I A L—
IWRICBERITSI2HNELRHD XTI,

ROFIEZIBHICEKRITIDIBENDHDEFT, ONTAP XTI —2—%BAVXL=JLLES
@ 9 <IC. ontap_mediatortf —EXZEFELELTAO 7 7ML 2B L. H—EXZBEHT 34
ERHDET, CNICKD. OFBERHDNERLSABEDET,

Fig
1. O07714NWENYIT7vTLET,

[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin. log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 20230419134611.1log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]1#

2. leapp-upgradeY —I)LEFRLT7 v I L—RZRTLET,



[rootmediator-host ~]# leapp preupgrade --target 8.4
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 8.4
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]#

3. ONTAP X574 IT—4—%B1A>XA=ILLET,

C) O 7 71BN EVLSIC. ONTAP XTF 4 I—X—%BA VA =)L LT-ERICTE

DOFIRZRITLET,

[rootmediator-host ~]# ontap-mediator-1.6.0/ontap-mediator-1.6.0
ONTAP Mediator: Self Extracting Installer

..<snip installation>..
[rootmediator-host ~]#

4. ontap_mediatortt —E X &{ZIEL £,

[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

S A7 FAIINEBIHRIET,

[rootmediator-host ~]# tar -xf ontap mediator log backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. ontap_mediatortt —E X% BB L £ 9,

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#

7. 7y FJL—RLIONTAP X714 T—H2—ICTNTDONTAP VSR A =B L £7
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ZF|iE for MetroCluster over IPDE&

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove
Removing the mediator and disabling Automatic Unplanned Switchover.
It may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...
Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
—address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

sitelhA::>
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F|[Efor SnapMirror7” 2 7« 7 EIHA

SnapMirror Active SyncTld. /opt/netapp7 « L2 b ULSMITLSEERAZ %2 1 > X F—IL LB E. BT
VAM=ILTRIRBIEIHDEFEA ERNIT 7L NOBEBCELIERZEZFEAL TVWIEE. £
&5 R R LFEBAZE Z JoptinetappT « LU F UICEEE L TWHEIE. EDFERZEZ NV I 7 v THE LTV
JZNTTIHRENHD XTI,

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA
Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

12



The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *

1 entry was deleted.

peer?2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer

—-cluster peer2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node?2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
172.31.49.237 peer?2 connected true
peerl::>
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VRS KRIANDT I RZBMILET

A YA L=ILTOEXRICONTAP X7« T—R—DWBBNY T —JICT7IEXATES
KO VRS MUANDT I RZ2BHICTBREDHD XY

FIE
L RORICRI LS. POVERTBIRENDHB VRIS M) ZRELET

FARL=T A VT RT L RS KMIANDT IV ERZIEETIHEDR DD FT ...
RHEL 7.x * rhel-7-server-optional-rpms DWIFNHTY

RHEL-8-For x86_64-baseos-RPMs
RHEL-8-For x86_64-AppStream-RPMs

RHEL 8.x DiZ&

RHEL 9.x * rhel-9-for-x86_64-baseos-rpms
* RHEL-9-FOR-x86_64-AppStream-RPM

CentOS 7.x * C7.6.1810 - R—X YR K1)
Rocky Linux 8 * AppStream®D g

* R—XF R
Rocky Linux 9 * AppStream®DBg

* R—XF R

2 AR F=I)L7OEXFIZONTAP XF 4 T—R—DRBHNY T —JICTIERATED LS. LD
DRI RIANDT IR EZBMICTBICIE. ZOWTNHDOFIE=ETLE T,

ONTAPX T 4 T—&—h, Textrasy R k1) & Toptionaly URT kJIZH BPythonEY
@ 21— )L DEFRAFRZIF>TLW3IHEIE. rhel-X-for-x86 64-extras-rpms HXY
rhel-X-for-x86 64-optional-rpms 7 7/l

14



RHEL7Xx AL —T 1 I X7 LADFIE

ARL—=FT 4 VI AT LD* RHEL7.X *DFEIE. XOFIE #FERALTIVRS NIADT IR %2HE
MICLET,

FIE
1. BEBRURSMIICERLES,

subscription-manager repos --enable rhel-7-server-optional-rpms

ROBNE. THOARY FOERTHZRLTVET,

[root@localhost ~]# subscription-manager repos --enable rhel-7-
server-optional-rpms

Repository 'rhel-7-server-optional-rpms' is enabled for this system.

2. %#RTLFET yum repolist AV REERTLET

ROFIE. COATY ROERITHERLTWVWET, rhel-7-server-optional-rpms JRT ~ U A X b
ICRRINTWVWBIHENHD X,

[root@localhost ~]# yum repolist

Loaded plugins: product-id, search-disabled-repos, subscription-
manager

rhel-7-server-optional-rpms | 3.2 kB 00:00:00
rhel-7-server-rpms | 3.5 kB 00:00:00

1/3): rhel-7-server-optional-rpms/7Server/x86 64/group

26 kB 00:00:00

(

|

(2/3): rhel-T7-server-optional-rpms/7Server/x86 64/updateinfo

| 2.5 MB 00:00:00

(3/3): rhel-T7-server-optional-rpms/7Server/x86 64/primary db

| 8.3 MB 00:00:01

repo id repo name

status

rhel-7-server-optional-rpms/7Server/x86 64 Red Hat Enterprise
Linux 7 Server - Optional (RPMs) 19,447
rhel-7-server-rpms/7Server/x86 64 Red Hat Enterprise
Linux 7 Server (RPMs) 26,758

repolist: 46,205
[root@localhost ~1#



RHEL 8xA XL —7T« > I X7 LAFIE

16

ARL—=FT 4 VT ATFLH* RHEL8.Xx *DiFEIE. ROFIEZFERL TR NIADT I %=EFM
IcLEd,

FI@

1. RBRYRS MYICERLET,

subscription-manager repos --enable rhel-8-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-8-for-x86 64-appstream-rpms

oL, COARY ROETHERLTUVET,

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86_ 64-baseos-rpms

Repository 'rhel-8-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-appstream-rpms

Repository 'rhel-8-for-x86 64-appstream-rpms' is enabled for this
system.

2. %#RTLFET yum repolist AV REERTLET

ML TRISATLIEVRS FUBR YR MIRTENET,



RHEL9xAXRL—7« > I X7 LAFIE

ARL—=FT 4 VT ATFLD* RHELOX *DIFEIE. XOFIE #FERALTIVRS NIADT IR %2E
MICLET,

F@

1. RBRYRS MYICERLET,

subscription-manager repos --enable rhel-9-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-9-for-x86 64-appstream-rpms

oL, COARY ROETHERLTUVET,

[root@localhost ~]# subscription-manager repos —--enable rhel-9-for-
x86_ 64-baseos-rpms

Repository 'rhel-9-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-appstream-rpms

Repository 'rhel-9-for-x86 64-appstream-rpms' is enabled for this
system.

2. %#RTLFET yum repolist AV REERTLET

ML TRISATLIEVRS FUBR YR MIRTENET,
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CentOS 7Xx ARL—FT a4 VI AT LDFIE

ARL—=FT 4 VT RAT LD CentOS 7.x *DiFE. ROFIE #ERALTURS NIADT I I%ER
IcLEd,

UToHIECentOS 7.6M RIS ) ERLTWVWETH. tBD/N— 3 > DCentOS Tl
() HLBLTEMABD £T, AL TLSCentOSON— 3 VITEA—I UKD b U
FRELTLLIETL,

FIE

1. C7.6.1810 R—X YRS MU ZEEMLE T, C7.6.1810-BaseTd #—JL RIS LU ICIE. ONTAP
XF 4 T—H2— B kernel-devel" /N —SHEENTWVE T,

2. JXD17% letc/yum.repos_d/Center-Vault.repo (ZEINL £

[C7.6.1810-base]

name=Cent0S-7.6.1810 - Base
baseurl=http://vault.centos.org/7.6.1810/0s/Sbasearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0OS-7
enabled=1

3. #ETLEY yum repolist AV REETLEY

ROBNE. CHARY ROERTHZRLTLWET, Cent0S-7.6.1810 R—X R FUH I X MK
TENET,

Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: distro.ibiblio.org

* extras: distro.ibiblio.org

* updates: ewr.edge.kernel.org

C7.6.1810-base | 3.6 kB 00:00:00
(1/2): C7.6.1810-base/x86 64/group gz | 166 kB 00:00:00
(2/2): C7.6.1810-base/x86 64/primary db | 6.0 MB 00:00:04
repo id repo name status
C7.6.1810-base/x86 64 Cent0S-7.6.1810 - Base 10,019
base/7/x86_64 Cent0OS-7 - Base 10,097
extras/7/x86 64 Cent0S-7 - Extras 307
updates/7/x86 64 Cent0S-7 - Updates 1,010

repolist: 21,433
[root@localhost ~]1#
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Rocky Linux 8 £ 7= |39ARL —F 4 VI X7 LEDFIE

CDFIE 1. ARL—F« >4 + > RF Lh™ Rocky Linux 8* % 7=1&* Rocky Linux 9*DIH&ICERL
T DRSS MIADT IR EZBMICLE T,

FI&E

1L RBRURSRIICHTRISATLET,
dnf config-manager --set-enabled baseos
dnf config-manager --set-enabled appstream

2. #ERTLET clean B :
dnf clean all
RS KIVDURNEREELET,

dnf repolist

root@localhost ~]# dnf config-manager --set-enabled baseos

# dnf config-manager --set-enabled appstream
# dnf clean all

#

dnf repolist

[ ]
[root@localhost ~]
[root@localhost ~]
[ ]

root@localhost ~

repo id repo name
appstream Rocky Linux 8 - AppStream
baseos Rocky Linux 8 - BaseOS

[root@localhost ~1#

root@localhost ~]# dnf config-manager --set-enabled baseos
root@localhost ~]# dnf config-manager --set-enabled appstream
1# dnf clean all

1#

dnf repolist

root@localhost ~

[
[
[
[

root@localhost ~

repo id repo name
appstream Rocky Linux 9 - AppStream
baseos Rocky Linux 9 - BaseOS

[root@localhost ~]1#

XATFALIT—HB—DAVAM=ILNN\wTr—SFADYO0—RLET

A2AM=IL7OZRD—RE LT, Mediator1 > X =)L\ —SH% AT O—
RLZET,

FIE



1. ONTAP XT 4 T—H—DR—=IHBEAXTFAIT—R—DA VA M=INyT—S%# 87 0O0—-RLET,

"ONTAP X744 T—X—DARA 7 >O—RkR—=>"

2 XFAT—F—DA YR =Ny T —SHREDELEF (LI b IICHB I eBRLET,

[root@sdot-r730-0003a-d6 ~]# 1ls ontap-mediator-1.8.0.tgz

ontap-mediator-1.8.0.tgz

() ONTAP X744 I—R—D/N\N—=2 a3 V1A4LUEIDHBE. 1A M—SD&EIKICHED £9

ontap-mediatore

A=Y MIT VA TERVBRICVWRIGEIF. TV A N—=SHRBHENY T —JICT7IEXTE
BRI IHNELHD X,

3 MEBICHEL T XTAIT—F—DAYA =Ny =240 O0— 70 L2 DS Linux X7+
I—2—RALDAVAM=ILTa LI MIICBELET,

4 AR =NV T—2ZBELET,

tar xvfz ontap-mediator-1.8.0.tgz

ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.

O O O O O W W W o o

.0/

.0/csc-prod-ONTAP-Mediator.pem
.0/csc-prod-chain-ONTAP-Mediator.pem
.0/tsa-prod-ONTAP-Mediator.pem
.0/tsa-prod-chain-ONTAP-Mediator.pem
.0/ONTAP-Mediator-production.pub
.0/ontap-mediator-1.8.0
.0/ontap-mediator-1.8.0.sig.tsr
.0/ontap-mediator-1.8.0.tsr
.0/ontap-mediator-1.8.0.sig

ONTAP X744 T—X—1—RFRDER=HERLET

ONTAPAT A T—R—A VA =L\ T —S% 42X M—=)LT BHIIC. ONTAPX T
A I—ARA—1—ROELZHERITINELNHD 7,

ERZFImY BHIC

ONTAPAXT 4 I—4A2—1— RDERZZMHRT DI AT LDROBHEEZB L TVWBRHRELRHD X7,

* BARMBIREED 7= DOpenSSL/N— 3 21.0.2~3.0
* Time Stamping Authority (TSA) {EFEDOpenSSL/N—2<7 3 >1.1.0L4
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* OCSPRREED e DNT Iy oA R =2y kT IER

Ao>oO—RNYT—=JIIERD T 7AILHDEENTVET,

774 B

ONTAP-Mediator-production.pub EHDREICFER T 5 %
csc-prod-chain-ONTAP-Mediator.pem INT )y UEEBECADEEF T —>
csc-prod-ONTAP-Mediator.pem F—DEMICERT BEEHAE
ontap-mediator-1.8.0 jt—‘) AV1.8.0DHBMT VA M—=ILEITRIET 71
ontap-mediator-1.8.0.sig SHA-25613/\v > 21t T . CSC-prod¥—ZFHL

TRSAZB&ATINEYT (AR M—FDES)

ontap-mediator-1.8.0.sig.tsr OCSCPH A Y A b —S DERICFERT 3KMEKR
ontap-mediator-1.8.0.tsr BALRRY TELERT 71
tsa-prod-ONTAP-Mediator.pem TSRD/NT ) w UERE
tsa-prod-chain-ONTAP-Mediator.pem TSRD/NT Uy Z5EEAEZECAF = — >

FIIE

1. RMF v o%FIZLET csc-prod-ONTAP-Mediator . pem Online Certificate Status Protocol
(OCSP) Z=FRHLFY,

a. FRELAS TIRURINEE SN TVLRWVWAIREMED H B 7. EEAZDEHRICFER I 50CSP URL%ZE
BRERLET,

openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

b. SEEAEZDOCSPERZAEM L £,

openssl ocsp —-issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem
-reqout reqg.der

C. OCSP Manager|Z##&#: L TOCSPERZXEL X9,
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openssl ocsp —-issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url
${ocsp uri} -resp text -respout resp.der -verify other csc-prod-
chain-ONTAP-Mediator.pem

2. CSCOEEEF =—> . O—HILRRAMINT 2BEMEARZHERL F7,

openssl verify

@ o openssl NADN—=2 3V E3BMTHIBVENHD T cert.pem (BEEEBLTIIH
DEEA) o

openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} csc-prod-ONTAP-Mediator.pem # Failure action: The Code-
Signature-Check certificate has expired or is invalid. Download a newer
version of the ONTAP Mediator.

openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} tsa-prod-ONTAP-Mediator.pem # Failure action: The Time-
Stamp certificate has expired or is invalid. Download a newer version of
the ONTAP Mediator.

3. %R L £9 ontap-mediator-1.8.0.sig.tsr KV ontap-mediator-1.8.0.tsr BEEY S5EFH
ExFRLTWVWE 771!

openssl ts -verify

tsr ZPAINICIE. A YR M=J - RERICEEMITONIERZALAR Y TIRENE

@ FNET, FAMLRRZYFICTSADSDEMBREGDHD. ALDT77AIHEEINTL
BOWIEHHERINE T, REEEXTS Y ETO—AILICEITEINET, TSAH—NADT
T RIRETY,

openssl ts -verify -data ontap-mediator-1.8.0.sig -in ontap-mediator-
1.8.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-
prod-ONTAP-Mediator.pem

openssl ts -verify -data ontap-mediator-1.8.0 -in ontap-mediator-
1.8.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-prod-
ONTAP-Mediator.pem

4 F—II L TEREHELET,

openssl -dgst -verify
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openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.8.0.sig ontap-mediator-1.8.0

23



ONTAPA T 4 T—42—11— REZORERE (2A>V—ILEAH)

[root@scspa2695423001 ontap-mediator-1.8.01#
/root/ontap-mediator-1.8.0
[root@scspa2695423001 ontap-mediator-1.8.0]#
total 63660

-r--r--r-—- 1 root root 8582 Feb 19 15:02
Mediator.pem

-r--r--r—-—- 1 root root 2373 Feb 19 15:02
Mediator.pem

-r-xr-xr-- 1 root root 65132818 Feb 20 15:17
-rw-r--r-—- 1 root root 384 Feb 20 15:17
-rw-r--r—-— 1 root root 5437 Feb 20 15:17
1.8.0.sig.tsr

-rw-r--r-—- 1 root root 5436 Feb 20 15:17
-r--r--r—-—- 1 root root 625 Feb 19 15:02
production.pub

-r--r--r—-—- 1 root root 3323 Feb 19 15:02
Mediator.pem

-r--r--r—-- 1 root root 1740 Feb 19 15:02
Mediator.pem

[root@scspa2695423001 ontap-mediator-1.8.0]1#
[root@scspa2695423001 ontap-mediator-1.8.01#
/root/verify ontap mediator signatures.sh

++ openssl version -d

++ cut -d -f2

+ OPENSSLDIR=/etc/pki/tls

+ openssl version

OpenSSL 1.1.1k FIPS 25 Mar 2021

rTwry

pwd
1lg =l
csc-prod-chain-ONTAP-
csc-prod-ONTAP-
ontap-mediator-1.8.0
ontap-mediator-1.8.0.sig

ontap-mediator-

ontap-mediator-1.8.0.tsr
ONTAP-Mediator-

tsa-prod-chain-ONTAP-

tsa-prod-ONTAP-

++ openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

+ ocsp uri=http://ocsp.entrust.net
+ echo http://ocsp.entrust.net
http://ocsp.entrust.net

+ openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -regout

req.der

+ openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url

http://ocsp.entrust.net -resp text -respout resp.der -verify other csc-

prod-chain-ONTAP-Mediator.pem

OCSP Response Data:

(0x0)
Response Type: Basic OCSP Response

1 (0x0)
Responder Id: C

OCSP Response Status: successful

Version:

= US, O = "Entrust,

24

Inc.

, CN Entrust Extended



Validation Code Signing CA - EVCS2

Produced At: Feb 28 05:01:00 2023 GMT

Responses:

Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FET8
Serial Number: 511A542B57522AEB7295A640DC6200E5

Cert Status: good

This Update: Feb 28 05:00:00 2023 GMT

Next Update: Mar 4 04:59:59 2023 GMT

Signature Algorithm: shab512WithRSAEncryption
3c:1d:49:00:93:62:37:3e:¢c7:38:e3:9f:9£:62:82:73:ed:£f4:
ea:00:6b:f1:01:cd:79:57:92:£f1:9d:5d:85:90:60:59:f8:6¢C:
e6:f4:50:51:£f3:4c:8a:51:dd:50:68:16:8f:20:24:7e:39:00:
44:94:8d:00:61:da:09:08:36:74:2d:44:55:62:fb:92:be:4a:
e7:6c:8c:49:dd:0c:£fd:d8:¢ce:20:08:0d:0f:5a:29:a3:19:03:
9f:d3:df:41:f4:89:0f:73:18:3f:ac:bb:a7:a3:96:7d:c5:70:
4c:57:cd:17:17:¢c6:8a:60:d1:37:¢c9:2d:81:07:2a:d7:a6:02:
ee:ce:88:16:22:db:e3:43:64:1e:9b:0d:4d:31:66:fa:ab:ab5:
52:99:94:4a3:4a:d0:52:¢c5:34:f5:18:c7:15:5b:ce:74:c2:fc:
6l:ea:55:aa:f1:2£:82:a3:6a:95:8d:7e:2b:38:49:4f:bf:bl:
68:7b:1b:24:8b:1f:4d:c5:77:f0:71:af:9¢c:34:c8:7a:82:50:
09:22:19:6e:¢c6:30:4f:da:a2:79:08:f9:d0:£f£:85:d9:2a:84:
cf:0c:aa:75:8£:72:¢c9:a7:22:83:e8:8b:cf:ed:0c:69:75:b6:
2a:7b:6b:58:99:01:d8:34:ad:e1:89:25:27:1b:fa:d9%:6d:32:
97:3a:0b:0a:8e:a3:9%9:e3:f4:e0:d6:1a:c9:b5:14:8c:3e:54:
3b:37:17:1a:93:44:84:8b:4a:87:97:1e:76:43:3e:d3:ec:8b:
7€:56:4a:3£:01:31:c0:e5:58:fb:50:ce:6f:bl:e7:35:£9:b7:
a3:ef:6b:3b:21:95:37:a6:50:8f:f0:15:18:36:65:89:al1:9c:
90:69:00:b4:bl:65:6a:bc:11:2d:d4:9b:b4:97:cc:cb:7a:0c:
16:11:c1:75:58:7e:13:ab:56:3¢c:3£:93:5b:95:24:¢c6:54:52:
1f:86:a29:16:ce:d%:ea:8b:3a:£3:4f:c4:8f:ad:de:e8:3e:3c:
d2:51:51:ad:33:7£:d8:¢c5:33:24:26:£f1:2d:9d:0e:9£:55:d0:
68:bf:af:bd:68:4a3:40:08:bc:92:a0:62:54:7d:16:7b:36:29:
15:bl:cd:58:8e:fb:4a:f2:3e:94:8b:fe:56:95:cc:24:32:af:
5£:71:99:18:ed:0c:64:94:£7:54:48:87:48:d0:6d:b3:42:04:
96:03:73:a2:8e:8a:6a:b2:af:ee:56:19:al:c6:35:12:59:ad:
19:6a:fe:e0:f1:27:cc:96:4e:£f0:4f:fb:6a:bd:ce:05:2c:aa:
79:7c:df:02:5c:ca:53:7d:60:12:88:7c:ce:15:c7:d4:02:27:
cl:ab:cf:71:30:1e:14:ba
WARNING: no nonce in response
Response verify OK
csc-prod-ONTAP-Mediator.pem: good

This Update: Feb 28 05:00:00 2023 GMT



Next Update: Mar 4 04:59:59 2023 GMT
+ openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
/etc/pki/tls csc-prod-ONTAP-Mediator.pem
csc-prod-ONTAP-Mediator.pem: OK
+ openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath
/etc/pki/tls tsa-prod-ONTAP-Mediator.pem
tsa-prod-ONTAP-Mediator.pem: OK
+ openssl ts -verify -data ontap-mediator-1.8.0.sig -in ontap-mediator-
1.8.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-
prod-ONTAP-Mediator.pem
Using configuration from /etc/pki/tls/openssl.cnf
Verification: OK
+ openssl ts -verify -data ontap-mediator-1.8.0 -in ontap-mediator-
1.8.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-
prod-ONTAP-Mediator.pem
Using configuration from /etc/pki/tls/openssl.cnf
Verification: OK
+ openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.8.0.si1g ontap-mediator-1.8.0
Verified OK
[root@scspa2695423001 ontap-mediator-1.8.0]1#

ONTAP X7 A4 IT—X—DA VA M=ILINwT—%A A M=I)LLET

ONTAPXF 4 I—4—tH—EXHZ A VXA =)LTBICIE. 12X =)LINyTr—2%E
BLTHRAMNTCA VA M=% ETIINELHD ET,

Fg
1. A4YRAM—=5%FFTL. BEBEIISGCTZOY T MIRELE T,

./ontap-mediator-1.8.0/ontap-mediator-1.8.0 -y

[root@scs000099753 ~]# ./ontap-mediator-1.8.0/ontap-mediator-1.8.0 -y

AV =IO ZAPEBRIN. BERTHIY FOEREBEBLR/NYT—SDA1 VX =D Thh
F9. LAION—S 3 DXTA IT—E—DRAMIAYRAM=ILEINTWBRESRIGE. Vv TSI L—R%E
RTBZ IOV TERRRINET,

2. ONTAP XT 4 T—4—14MUETIE. X277 — XD ZZXLIZUEFID R T LTEMICHR>TULWET,
X a7 TR BEMCHE>TVWDIESIE. 1A M—ILRBICENOFIEEZETLCEXa2 VT —%
BT AIHELHD XY,

° README 7 7 1 JLDIERICIHE > TSCSTH—XILES a—IJLICERAL X T,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
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signing
c MBRF—ZRELET,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys

() >R F—)L#iE READMET 71 LEF—OBFLH S AT LAHAICEFNTOET,
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ONTAP XF4 I—42—DA YA —JLOF (T>YV—ILEH)

[root@sdot-r730-0003a-d6 ~]# ontap-mediator-1.8.0/ontap-mediator-1.8.0
Y

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive
+ Performing the ONTAP Mediator run-time code signature check

Using openssl from the path: /usr/bin/openssl configured for
CApath:/etc/pki/tls
Error querying OCSP responder

WARNING: The OCSP check failed while attempting to test the Code-
Signature-Check certificate
SKIPPING: Code signature check, manual override due to lack of OCSP
response
+ Unpacking the ONTAP Mediator installer
ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API (mediatoradmin).
Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

The installer will change the SELinux context type of
/opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi from type 'lib t' to
'bin t'.

+ Checking for default Linux firewall
success
success

success

FHAFH A H AR H SRS A R A
Preparing for installation of ONTAP Mediator packages.

+ Installing required packages.
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Updating Subscription Management repositories.
Unable to read consumer identity

This system is not registered with an entitlement server. You can use
subscription-manager to register.

Last metadata expiration check: 272 days, 23:59:05 ago on Thu 07 Sep
2023 11:37:05 AM EDT.

Package openssl-1:1.1.1k-9.el8 7.x86 64 is already installed.
Package libselinux-utils-2.9-8.e18.x86 64 is already installed.
Package perl-Data-Dumper-2.167-399.el8.x86 64 is already installed.
Package bzip2-1.0.6-26.e18.x86 64 is already installed.

Package efibootmgr-16-1.e18.x86 64 is already installed.

Package mokutil-1:0.3.0-12.e18.x86 64 is already installed.

Package python3-pip-9.0.3-23.el8.nocarch is already installed.
Package policycoreutils-python-utils-2.9-24.el8.noarch is already
installed.

Dependencies resolved.

Package
Architecture Version
Repository Size
Installing:
elfutils-libelf-devel
x86 64 0.189-3.e18
Local-BaseOS 62 k
gcc
x86 64 8.5.0-20.e18
Local-AppStream 23 M
kernel-devel
x86 64 4.18.0-513.e18
Local-BaseOS 24 M
make
x86 64 1:4.2.1-11.e18
Local-BaseOS 498 k
openssl-devel
x86 64 1:1.1.1k-9.el8 7
Local-BaseOS 2.3 M
patch
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x86 64
Local-BaseOS

perl-ExtUtils-MakeMaker

noarch
Local-AppStream
python39

x86 64

2.module+el8.9.0+19644+d68£775d

Local-AppStream
python39-devel
x86 64

2.module+el8.9.0+19644+d68£775d

Local-AppStream
redhat-1lsb-core
x86 64

Local-AppStream

Installing dependencies:

annobin
x86 64
Local-AppStream
cppP
x86 64
Local-AppStream
dwz
x86 64
Local-AppStream
efi-srpm-macros
noarch
Local-AppStream
gcc-plugin-annobin
x86 64
Local-AppStream
ghc-srpm-macros
noarch
Local-AppStream
glibc-devel
x86 64
Local-BaseOS
glibc-headers
x86 64
Local-BaseOS
go—-Srpm-macros
noarch
Local-AppStream
isl
x86 64

138

1:7.34-1.el8

301
3.9,17=
34
3.9.17=
229
4.1-47.el8

45

11.13-2.e18

972

8.5.0-20.e18
10

0.12-10.el18
109

3=3.aly
22

8.5.0-20.e18
36

1.4.2-7.e18
9.4

2.28-236.el8
84

2.28-236.el8
489

2=17.e1l8
13

0.16.1-6.e18



Local-AppStream
kernel-headers
x86 64
Local-BaseOS
keyutils-libs-devel
x86 64
Local-BaseOS
krb5-devel
x86 64
Local-BaseOS
libcom err-devel
x86 64
Local-BaseOS
libkadmb
x86 64
Local-BaseOS
libselinux-devel
x86 64
Local-BaseOS
libsepol-devel
x86 64
Local-BaseOS
libverto-devel
x86 64
Local-BaseOS
libxcrypt-devel
x86 64
Local-BaseOS
libzstd-devel
x86 64
Local-BaseOS
m4
x86 64
Local-BaseOS
mailx
x86 64
Local-BaseOS
ncurses-compat-1libs
x86 64
Local-BaseOS
ocaml-srpm-macros
noarch
Local-AppStream
openblas-srpm-macros
noarch
Local-AppStream

841 k

4.18.0-513.e18
11 M

1.5.10-9.e18
48 k

1.18.2-25.e18 8
562 k

1.45.6-5.e18
39 k

1.18.2-25.e18_8
188 %

2.9-8.e18
200 k

2.9-3.e18
87 k

0.3.2-2.el8
18 k

4.1.1-6.e18
25 k

1.4.4-1.e18
44 k

1.4.18-7.el18
223 k

12.5=29.cl8
257 k

6.1-10.20180224.e18

329 k
5-4.el8

9.5 k
2=2.el8

8.0 k
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pcre2-devel

x86 64

Local-BaseOS
pcre2-utfl6

x86 64

Local-BaseOS
pcre2-utf32

x86 64

Local-BaseOS
perl-CPAN-Meta-YAML
noarch
Local-AppStream
perl-ExtUtils-Command
noarch
Local-AppStream
perl-ExtUtils-Install
noarch
Local-AppStream
perl-ExtUtils-Manifest
noarch
Local-AppStream
perl-ExtUtils-ParseXS
noarch
Local-AppStream
perl-JSON-PP

noarch
Local-AppStream
perl-Test-Harness
noarch
Local-AppStream
perl-devel

x86 64
Local-AppStream
perl-srpm-macros
noarch
Local-AppStream
perl-version

x86 64
Local-AppStream
postfix

x86 64

Local-BaseOS
python-rpm-macros
noarch
Local-AppStream
python-srpm-macros

10.32-3.el18 6
605 k

10.32-3.el18 6
229 k

10.32-3.el18 6
220 k

0.018-397.e18
34 k

1:7.34-1.e18
19 k

2.14-4.e18
46 k

1.70-395.e18
37 k

1:3.35-2.e18
83 k

1:2.97.001-3.e18
68 k

1:3.42-1.e18
279 k

4:5.26.3-422.e18
600 k

1-25.e18
11 k

6:0.99.24-1.e18
67 k

2:3.5.8-7.el8
1.5 M

3-45.e18
16 k



noarch
Local-AppStream
python3-pyparsing
noarch

Local-BaseOS
python3-rpm-macros
noarch
Local-AppStream
python39-1ibs

x86 64

2.module+el8.9.0+19644+d68£775d

Local-AppStream
python39-pip-wheel
noarch

8.module+el8.9.0+19644+d68£775d

Local-AppStream
python39-setuptools-wheel

noarch

4 .module+el8.9.0+19644+d68£775d

Local-AppStream
gtb-srpm-macros
noarch
Local-AppStream
redhat-1lsb-submod-security
x86 64
Local-AppStream
redhat-rpm-config
noarch
Local-AppStream
rust-srpm-macros
noarch
Local-AppStream
spax
x86 64
Local-BaseOS
systemtap-sdt-devel
x86 64
Local-AppStream
zlib-devel
x86 64
Local-BaseOS
Installing weak dependencies:
bison
x86 64
Local-AppStream
flex

3-45.e18
16 k

2.1.10-7.el8

142 k
3-45.e18

15 k
3.9.17=

8.2 M
20.2.4-

1.1 M
50, 3.2=

497 k

S5cd5.3=1.alE
11 k

4.1-47.e18
22 k

131=1 . @l
91 k

5=2 . @8

L.5.3=13.@l

217 k

4.9-3.el8
88 k

1.2.11=25.e18

59 k

3.0.4-10.e18
688 k
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x86 64 2.6.1-9.e18
Local-AppStream 320 k
perl-CPAN-Meta

noarch 2.150010-396.e18
Local-AppStream 191 k
perl-CPAN-Meta-Requirements

noarch 2.140-396.e18
Local-AppStream 37 k
perl-Encode-Locale

noarch 1.05-
10.module+el8.3.0+6498+9%eecfeb5l1

Local-AppStream 22 k
perl-Time-HiRes

x86 64 4:1.9758-2.e18
Local-AppStream 61 k
python39-pip

noarch 20.2.4-
8.module+el8.9.0+19644+d68f775d

Local-AppStream 1.9 M
python39-setuptools

noarch 50.3.2-

4 .module+el8.9.0+19644+d68£775d

Local-AppStream 871 k
Enabling module streams:

python39

3.9

Transaction Summary

Install 71 Packages

Total size: 95 M

Installed size: 224 M

Is this ok [y/N]: y

Downloading Packages:

Red Hat Enterprise Linux 9 - BaseOS

45 kB/s | 5.0 kB 00:00

Importing GPG key OxFD431D51:

Userid : "Red Hat, Inc. (release key 2) <security@redhat.com>"
Fingerprint: 567E 347A D004 4ADE 55BA 8AS5F 199E 2F91 FD43 1D51
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Is this ok [y/N]: y

Key imported successfully



Importing GPG key 0xD4082792:

Userid : "Red Hat, Inc. (auxiliary key) <security@redhat.com>"
Fingerprint: 6A6A A7C9 7C88 90AE C6AE BFE2 F76F 66C3 D408 2792
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Is this ok [y/N]: y

Key imported successfully

Running transaction check

Transaction check succeeded.

Running transaction test

Transaction test succeeded.

Running transaction
Preparing
1/1
Installing
1/71
Installing
2/71
Installing
3/71

Running scriptlet:

3/71
Installing
4/71
Installing
5/71
Installing
6/71
Installing
7/71
Installing
8/71
Installing
9/71
Installing
10/71
Installing
11/71

Running scriptlet:

11/71
Installing
12/71
Installing
13/71

Running scriptlet:

13/71
Installing

python-srpm-macros-3-45.el8.noarch

perl-version-6:0.99.24-1.e18.x86 64

m4-1.4.18-7.el18.x86 64

m4-1.4.18-7.el18.x86 64

perl-CPAN-Meta-Requirements-2.140-396.el8.noarch

python-rpm-macros-3-45.el8.noarch

python3-rpm-macros-3-45.el8.noarch

perl-Time-HiRes-4:1.9758-2.e18.x86 64

perl-JSON-PP-1:2.97.001-3.el8.noarch

perl-ExtUtils-ParseXS-1:3.35-2.el8.noarch

zlib-devel-1.2.11-25.e18.x86 64

make-1:4.2.1-11.e18.x86 64

make-1:4.2.1-11.e18.x86 64

perl-Test-Harness-1:3.42-1.el8.noarch

bison-3.0.4-10.e18.x86 64

bison-3.0.4-10.e18.x86 64

flex-2.6.1-9.e18.x86 64
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14/71

Running scriptlet:

14/71
Installing
15/71
Installing
16/71
Installing
17/71
Installing
4 .module+el8
18/71
Installing
8.module+el8
19/71
Installing
2 .module+el8
20/71
Installing
2 .module+el8
21/71

flex-2.6.1-9.e18.x86_ 64

rust-srpm-macros-5-2.el8.noarch

redhat-lsb-submod-security-4.1-47.e18.x86 64

gt5-srpm-macros-5.15.3-1.el8.noarch

python39-setuptools-wheel-50.3.2-
.9.0+19644+d68f775d.noarch

python39-pip-wheel-20.2.4-
.9.0+19644+d68f775d.noarch

python39-1ibs-3.9.17-
.9.0+19644+d68£775d.x86 64

python39-3.9.17-
.9.0+19644+d68£775d.x86 64

Running scriptlet: python39-3.9.17-

2.module+el8
21/71

Installing
4 .module+el8
22/71

.9.0+19644+d68£775d.x86 64

python39-setuptools-50.3.2-
.9.0+19644+d68f775d.noarch

Running scriptlet: python39-setuptools-50.3.2-

4 .module+el8
22/71

Installing
8.module+el8
23/71

Running scriptlet:

8.moduletel8
23/71
Installing
24/71
Installing
25/71
Installing
26/71
Installing

.9.0+19644+d68f775d.noarch

python39-pip-20.2.4-
.9.0+19644+d68f775d.noarch

python39-pip-20.2.4-
.9.0+19644+d68f775d.noarch

perl-srpm-macros-1-25.el8.noarch

perl-ExtUtils-Manifest-1.70-395.el8.noarch

perl-ExtUtils-Command-1:7.34-1.el8.noarch

perl-Encode-Locale-1.05-

10.module+el8.3.0+6498+9%eecfebl.noarch

27/71
Installing

perl1-CPAN-Meta-YAML-0.018-397.el8.noarch



28/71
Installing
29/71
Installing
30/71
Installing
31/71
Installing
32/71

Running scriptlet:

32/71
Installing
33/71
Installing
34/71
Installing
35/71
Installing
36/71
Installing
37/71

Running scriptlet:

37/71
Installing
38/71

Running scriptlet:

38/71
Installing
39/71
Installing
40/71

Running scriptlet:

41/71
Installing
41/71

Running scriptlet:

41/171
Installing
42/171
Installing
43/71
Installing
44/71
Installing
45/171
Installing

perl-CPAN-Meta-2.150010-396.el8.nocarch

openblas-srpm-macros-2-2.el8.noarch

ocaml-srpm-macros-5-4.el8.noarch

1is1-0.16.1-6.e18.x86 64

is1-0.16.1-6.e18.x86 64

go-srpm-macros-2-17.el8.noarch

ghc-srpm-macros-1.4.2-7.el8.noarch

efi-srpm-macros-3-3.el8.noarch

dwz-0.12-10.e18.x86_64

cpp-8.5.0-20.e18.x86_ 64

cpp-8.5.0-20.e18.x86_ 64

spax-1.5.3-13.e18.x86 64

spax-1.5.3-13.e18.x86 64

python3-pyparsing-2.1.10-7.el8.noarch

systemtap-sdt-devel-4.9-3.el18.x86 64

postfix-2:3.5.8-7.e18.x86_ 64

postfix-2:3.5.8-7.el8.x86 64

postfix-2:3.5.8-7.e18.x86 64

pcre2-utf32-10.32-3.el18 6.x86 64

pcre2-utfl6-10.32-3.e18 6.x86 64

pcre2-devel-10.32-3.el18 6.x86 64

patch-2.7.6-11.e18.x86_ 64

ncurses-compat-1ibs-6.1-10.20180224.e18.x86 64
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46/71
Installing
47/71
Installing
48/71
Installing
49/71
Installing
50/71
Installing
51/71
Installing
52/71
Installing
53/71
Installing
54/71
Installing
55/71
Installing
56/71
Installing
57/71
Installing
58/71

Running scriptlet:

59/71
Installing
59/71
Installing
60/71
Installing
61/71

Running scriptlet:

61/71
Installing
62/71

Running scriptlet:

62/71
Installing
63/71
Installing
64/71
Installing
65/71

Running scriptlet:

mailx-12.5-29.e18.x86 64

libzstd-devel-1.4.4-1.e18.x86 64

elfutils-libelf-devel-0.189-3.18.x86 64

libverto-devel-0.3.2-2.e18.x86 64

libsepol-devel-2.9-3.e18.x86 64

libselinux-devel-2.9-8.e18.x86 64

libkadm5-1.18.2-25.e18 8.x86 64

libcom err-devel-1.45.6-5.e18.x86 64

keyutils-libs-devel-1.5.10-9.e18.x86 64

krb5-devel-1.18.2-25.e18 8.x86 64

openssl-devel-1:1.1.1k-9.e18 7.x86 64

kernel-headers-4.18.0-513.e18.x86 64

glibc-headers-2.28-236.e18.x86 64

glibc-headers-2.28-236.e18.x86 64

libxcrypt-devel-4.1.1-6.e18.x86 64

glibc-devel-2.28-236.e18.x86_ 64

glibc-devel-2.28-236.e18.x86 64

gcc-8.5.0-20.e18.x86_ 64

gcc-8.5.0-20.e18.x86 64

annobin-11.13-2.el18.x86 64

gcc-plugin-annobin-8.5.0-20.e18.x86 64

redhat-rpm-config-131-1.el8.noarch

redhat-rpm-config-131-1.el8.noarch



65/71
Installing
66/71
Installing
67/71
Installing
68/71
Installing
69/71
Running scriptlet:
69/71
Installing
70/71
Installing

perl-ExtUtils-Install-2.14-4.el8.noarch

perl-devel-4:5.26.3-422.e18.x86 64

perl-ExtUtils-MakeMaker-1:7.34-1.el8.noarch

kernel-devel-4.18.0-513.e18.x86 64

kernel-devel-4.18.0-513.e18.x86 64

redhat-1lsb-core-4.1-47.e18.x86 64

python39-devel-3.9.17-

2.module+el8.9.0+19644+d68£775d.x86 64

71/71
Running scriptlet:

python39-devel-3.9.17-

2.module+el8.9.0+19644+d68£775d.x86 64

71/71
Verifying
1/71
Verifying
2/71
Verifying
3/71
Verifying
4/71
Verifying
5/71
Verifying
6/71
Verifying
7/71
Verifying
8/71
Verifying
9/71
Verifying
10/71
Verifying
11/71
Verifying
12/71
Verifying
13/71
Verifying

elfutils-libelf-devel-0.189-3.e18.x86 64

glibc-devel-2.28-236.e18.x86 64

glibc-headers-2.28-236.e18.x86 64

kernel-devel-4.18.0-513.e18.x86 64

kernel-headers-4.18.0-513.el18.x86 64

keyutils-libs-devel-1.5.10-9.e18.x86 64

krb5-devel-1.18.2-25.e18 8.x86 64

libcom err-devel-1.45.6-5.el18.x86 64

libkadm5-1.18.2-25.e18 8.x86 64

libselinux-devel-2.9-8.e18.x86 64

libsepol-devel-2.9-3.e18.x86_ 64

libverto-devel-0.3.2-2.e18.x86 64

libxcrypt-devel-4.1.1-6.e18.x86 64

libzstd-devel-1.4.4-1.e18.x86 64
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14/71

Verifying : m4-1.4.18-7.e18.x86 64
15/71

Verifying : mailx-12.5-29.e18.x86 64
16/71

Verifying : make-1:4.2.1-11.e18.x86 64
17/71

Verifying : ncurses-compat-1ibs-6.1-10.20180224.18.x86 64
18/71

Verifying : openssl-devel-1:1.1.1k-9.e18 7.x86 64
19/71

Verifying : patch-2.7.6-11.e18.x86 64
20/71

Verifying : pcre2-devel-10.32-3.e18 6.x86 64
21/71

Verifying : pcre2-utfl6-10.32-3.e18 6.x86 64
22/71

Verifying : pcre2-utf32-10.32-3.el8 6.x86 64
23/71

Verifying : postfix-2:3.5.8-7.e18.x86 64
24/71

Verifying : python3-pyparsing-2.1.10-7.el8.noarch
25/71

Verifying : spax-1.5.3-13.el18.x86 64
26/71

Verifying : zlib-devel-1.2.11-25.e18.x86 64
27/71

Verifying : annobin-11.13-2.e18.x86 64
28/71

Verifying : bison-3.0.4-10.e18.x86 64
29/71

Verifying : cpp-8.5.0-20.e18.x86 64
30/71

Verifying : dwz-0.12-10.e18.x86 64
31/71

Verifying : efi-srpm-macros-3-3.el8.noarch
32/71

Verifying : flex-2.6.1-9.e18.x86 64
33/71

Verifying : gcc-8.5.0-20.e18.x86 64
34/71

Verifying : gcc-plugin-annobin-8.5.0-20.e18.x86 64
35/71

Verifying : ghc-srpm-macros-1.4.2-7.el8.noarch
36/71

Verifying : go-srpm-macros-2-17.el8.noarch



37/71
Verifying
38/71
Verifying
39/71
Verifying
40/71
Verifying
41/71
Verifying
42/171
Verifying
43/71
Verifying

1s1-0.16.1-6.e18.x86 64

ocaml-srpm-macros-5-4.el8.noarch

openblas-srpm-macros-2-2.el8.noarch

perl-CPAN-Meta-2.150010-396.el8.noarch

perl-CPAN-Meta-Requirements-2.140-396.el18.noarch

perl-CPAN-Meta-YAML-0.018-397.el8.noarch

perl-Encode-Locale-1.05-

10.module+el8.3.0+6498+9%eecfebl.noarch

44/71
Verifying
45/171
Verifying
46/171
Verifying
47/171
Verifying
48/171
Verifying
49/71
Verifying
50/71
Verifying
51/71
Verifying
52/71
Verifying
53/71
Verifying
54/71
Verifying
55/71
Verifying
56/71
Verifying
57/71
Verifying
58/71
Verifying

perl-ExtUtils-Command-1:7.34-1.el8.noarch

perl-ExtUtils-Install-2.14-4.el8.noarch

perl-ExtUtils-MakeMaker-1:7.34-1.el8.noarch

perl-ExtUtils-Manifest-1.70-395.el8.noarch

perl-ExtUtils-ParseXS-1:3.35-2.el8.noarch

perl-JSON-PP-1:2.97.001-3.el8.noarch

perl-Test-Harness-1:3.42-1.el8.noarch

perl-Time-HiRes-4:1.9758-2.e18.x86 64

perl-devel-4:5.26.3-422.e18.x86 64

perl-srpm-macros-1-25.el8.noarch

perl-version-6:0.99.24-1.e18.x86 64

python-rpm-macros-3-45.el8.noarch

python-srpm-macros-3-45.el8.noarch

python3-rpm-macros-3-45.el8.noarch

python39-3.9.17-

2.module+el8.9.0+19644+d68£775d.x86 64
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59/71
Verifying

2.module+el8.

60/71
Verifying

2.module+el8.

61/71
Verifying

8 .module+elS8.

62/71
Verifying

8 .module+el8.

63/71
Verifying

4 .module+elS8.

64/71
Verifying

4 .module+el8.

65/71
Verifying
66/71
Verifying
67/71
Verifying
68/71
Verifying
69/71
Verifying
70/71
Verifying
71/71

python39-devel-3.9.17-

.0+19644+d68£775d.x86_ 64

python39-1ibs-3.9.17-

.0+19644+d68£775d.x86_ 64

python39-pip-20.2.4-

.0+19644+d68f775d.noarch

python39-pip-wheel-20.2.4-

.0+19644+d68f775d.noarch

python39-setuptools-50.3.2-

.0+19644+d68f775d.noarch

python39-setuptools-wheel-50.3.2-

.0+19644+d68f775d.noarch

gt5-srpm-macros-5.15.3-1.el8.noarch

redhat-1lsb-core-4.1-47.el18.x86 64

redhat-lsb-submod-security-4.1-47.e18.x86 64

redhat-rpm-config-131-1.el8.noarch

rust-srpm-macros-5-2.el8.noarch

systemtap-sdt-devel-4.9-3.el18.x86 64

Installed products updated.

Installed:

annobin-11.13-2.e18.x86 64
bison-3.0.4-10.e18.x86 64
cpp-8.5.0-20.e18.x86 64

dwz-0.12-10.e18.x86 64
efi-srpm-macros-3-3.el8.noarch
elfutils-libelf-devel-0.189-3.e18.x86 64

flex-2.6.1-9.e18.x86 64
gcc-8.5.0-20.e18.x86 64
gcc-plugin-annobin-8.5.0-20.e18.x86 64

ghc-srpm-macros-1.4.2-7.el8.noarch
glibc-devel-2.28-236.e18.x86 64
glibc-headers-2.28-236.e18.x86 64



go-srpm-macros-2-17.el8.noarch
is1-0.16.1-6.e18.x86 64
kernel-devel-4.18.0-513.e18.x86 64
kernel-headers-4.18.0-513.e18.x86 64
keyutils-libs-devel-1.5.10-9.e18.x86 64
krb5-devel-1.18.2-25.e18 8.x86 64
libcom err-devel-1.45.6-5.e18.x86 64
libkadm5-1.18.2-25.e18 8.x86 64
libselinux-devel-2.9-8.el18.x86 64
libsepol-devel-2.9-3.e18.x86 64
libverto-devel-0.3.2-2.e18.x86 64
libxcrypt-devel-4.1.1-6.e18.x86 64
libzstd-devel-1.4.4-1.e18.x86 64
m4-1.4.18-7.e18.x86 64
mailx-12.5-29.e18.x86 64
make-1:4.2.1-11.e18.x86 64
ncurses—-compat-1ibs-6.1-10.20180224.e18.x86 64
ocaml-srpm-macros-5-4.el8.noarch
openblas-srpm-macros-2-2.el8.noarch
openssl-devel-1:1.1.1k-9.el18 7.x86 64
patch-2.7.6-11.e18.x86 64
pcre2-devel-10.32-3.e18 6.x86 64
pcre2-utfl6-10.32-3.e18 6.x86 64
pcre2-utf32-10.32-3.e18 6.x86 64
perl-CPAN-Meta-2.150010-396.el8.noarch
perl-CPAN-Meta-Requirements-2.140-396.el8.noarch
perl-CPAN-Meta-YAML-0.018-397.el8.noarch
perl-Encode-Locale-1.05-10.module+el8.3.0+6498+9%eecfeb5l.noarch
perl-ExtUtils-Command-1:7.34-1.el8.noarch
perl-ExtUtils-Install-2.14-4.el8.noarch
perl-ExtUtils-MakeMaker-1:7.34-1.el8.noarch
perl-ExtUtils-Manifest-1.70-395.el8.noarch
perl-ExtUtils-ParseXS-1:3.35-2.el8.noarch
perl-JSON-PP-1:2.97.001-3.el8.noarch
perl-Test-Harness-1:3.42-1.el8.noarch
perl-Time-HiRes-4:1.9758-2.el18.x86 64
perl-devel-4:5.26.3-422.e18.x86 64
perl-srpm-macros-1-25.el8.noarch
perl-version-6:0.99.24-1.e18.x86 64
postfix-2:3.5.8-7.e18.x86 64
python-rpm-macros-3-45.el8.noarch
python-srpm-macros-3-45.el8.noarch
python3-pyparsing-2.1.10-7.el8.noarch
python3-rpm-macros-3-45.el8.noarch
python39-3.9.17-2.module+el8.9.0+19644+d68£775d.x86 64
python39-devel-3.9.17-2.module+el8.9.0+19644+d68£775d.x86 64
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python39-1ibs-3.9.17-2.module+el8.9.0+19644+d68£775d.x86 64
python39-pip-20.2.4-8.module+el8.9.0+19644+d68f775d.noarch
python39-pip-wheel-20.2.4-8.module+el8.9.0+19644+d68f775d.noarch
python39-setuptools-50.3.2-4 . module+el8.9.0+19644+d68f775d.noarch
python39-setuptools-wheel-50.3.2-4.module+el8.9.0+19644+d68f775d.noarch
gt5-srpm-macros-5.15.3-1.el8.noarch
redhat-1lsb-core-4.1-47.e18.x86 64
redhat-lsb-submod-security-4.1-47.e18.x86 64
redhat-rpm-config-131-1.el8.noarch
rust-srpm-macros-5-2.el8.noarch
spax-1.5.3-13.e18.x86 64
systemtap-sdt-devel-4.9-3.e18.x86 64
zlib-devel-1.2.11-25.18.x86 64

Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.MRjxkr/ontap-
mediator-1.8.0/ontap-mediator-1.8.0/install 20240606113556.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20240606113556.109)
+ WARNING: This system supports UEFI
Secure Boot (SB) is currently disabled on this system.
If SB is enabled in the future, SCST will not work unless
the following action is taken:
Using the keys in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys follow
instructions in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.modu
le-signing
to sign the SCST kernel module. Note that reboot will be
needed.
SCST will not start automatically when Secure Boot is enabled and
not configured properly.

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior

to use for production.



For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current

0S. Using 'yum update' to upgrade the kernel might cause
service interruption.

For more information, see /opt/netapp/lib/ontap mediator/README

’I”/Z l\_)lf%ﬁggﬁbij—o

ONTAP XF 4 I—X—% 1AV XA F—=JLL7T=5. ONTAP XF 4 I —X—H—E XHET
SNTWVWBZZzHERTAINERHD XTI,

FI&E
1.ONTAP X744 T—R2—H—EXDZXAT—RRAEZRTLFT,

ad. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl915530002 ~]#

b. systemctl status mediator-scst
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[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd

[root@scsprl915530002 ~]1#

2. ONTAP X744 T—42—H—EXTHERATNTVWSR—FZ2HEELET,

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260|31784'

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 338% LISTEN

1R —ILRDHRE

ONTAP XT4 IT—42—H—EXZA VA= ILLTEFTLES. XT4 I —2—0DKRE
HERAT3ICIE. ONTAP R RL—J Y AT LTENDERERA R EETITIHNENRHD
£,

* MetroCluster IP #{ T ONTAP X5 4 T —4X—H%—E X2 FEATIHEI1F. Z28BL T TV
"MetroCluster IP #85{ T®D ONTAP XF 4 T —4X—H—E XDEE"S

* SnapMirror7 7 7« JEIEAZEA T BICIE. #BBLTLETL, "ONTAP X T4 T—4—H—E X% o
YAR—=JLL. ONTAP Y SRADHBE=MIELET"

ONTAP XTI —42—Dtxal) TR —%HELET

ONTAP X T4 T—H2—H—/N\Tld. W< ODDRERIEBEF2VTARENMYR—bIhET, TRTOD
REDT 7 AL MMEIE. low_space_threshold_mib : 105t AWDER T 71 L TIRIHINE T,

/opt/netapp/lib/ontap mediator/server config/ontap mediator.user config.yaml
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ICEBINTWVRIARTDIE ontap mediator.user config.yaml 7 7 #JL MEIZ EEZE ST TN, ONTAP
ATAI—RF—DIRTDT7Y FTL—RTHFINET,

%#ZE L 7% “ontap_mediator.user_config.yam'ONTAP X7 4 T—X—H—E X = BicgL £ 9,

systemctl restart ontap mediator

ONTAPX T4 I—42—DREMEEZBEL XY,
ROBHMZXRETETET,

(D ZOMDT T # )L MMl ontap mediator.config.yaml BELBRWVWTL T,

* T MOBEEEBLIAREORDDICH—RN—T 1 DSSLAAEZ AV A b—IL T 31O DHKE

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca_key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'
cert valid days: '1095' # Used to set the expiration
on client certs to 3 years

x509 passin pwd: 'pass:ontap' # passphrase for the signed
client cert

* TN—bT74—RNRT— FHEAREICH T 2 REZRMIT IHRE
COMBEZBMICT BICIE. DEZREL XY window seconds XU retry limit
l

° RO TR IT THAIL. REEHZLOICUEY FLET,
authentication lock window seconds: 300
c HAERICS DDREENRELIZRIE. 7AYY 2OV I LET,

authentication retry limit: 5

o BRITHEIEB T RRNCRETIELEERETDET. TIL— b T #—ANRT— RERREOEE
EERL. HEOEEZBETIEET,
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authentication failure delay seconds: 5

authentication failure delay seconds: 0 # seconds (float) to delay
failed auth attempts prior to response, 0 = no delay

authentication lock window seconds: null # seconds (int) since the

oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to
allow before locking API access, null = unlimited

* *ONTAP XTF 4 T—4X—APIA—H—THIY RDINAT—ROEHRTDIL—ILZEEHTZ T+ —)L R*

password min length: 8

password max length: 64

password uppercase chars: O # min. uppercase characters

password lowercase chars: 1 # min. lowercase character

password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

* THREREIREZHIMH T 258E /opt/netapp/lib/ontap mediator T+ X7,

AR—=ZADREIN-LIVMEZ TEZ . H—ERIFEBEARY M EBE LE D,

low space threshold mib: 10

* * RESERVE_LOG_SPACE#% #lIffl ¢ 3% E. *
ONTAPAT 4 I—R—H—NDT 7 I DAV ZA=)LTIE. ORI LIcT + R ZAR—IHME
RENET, MediatordOF > JICBARMICER INS. GEF700MBDT 1 R AR—IZFTH L WLE
EVAZXDT7AINDA VA M—=FICE>TEREINE T,
COBBEEENCLTCT 74 bDT 1 ROBERFERT 3ICI1E. ROFIBICRWVWET,
a. XD 7 741 )L TRESERVE_LOG_SPACEDfE% My 5 M0y ICEEL XY,

/opt/netapp/lib/ontap mediator/tools/mediator env

b. Mediatorz BiEE& L £ 9,

i. cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
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"RESERVE LOG SPACE"

RESERVE_LOG_SPACE=0

i. systemctl restart ontap mediator

COKREEBEEBWMICTBICIE. E%E Tog] »5 M) ICZEE L TMediatorz Bif2g& L ¢,

TARIAR=2ZYIDEITH. BEOOJIFEESNEEA. UAIOATIETRTN
(D vo7v 73N Mediator @)D B X L BEBIO S L ISREDT 1 25 AR—AIBBHIN
£7.

ONTAP X574 I —X—H—EX%ZEBIELXT

A-—HYILToIvIIOEE, Y—EXDEFELECBEEME. B2EORE. RmAMXY
TFIVRADIEHDSCSTOA VA M—=ILET VAR =ILBYE ONTAPX T4 T —%
——EXDEEZITVWET, oo BECERAASTOBERM. BEINICY —F/N—
TAAAEANDEST R, AFAEEEDCRBED ST a—T« IR L. FARED
BEBITSLHTEET,

1-FROEE

A—HBIEIROFIEE=FEB L TEETETET,

CDARTICDOWVWT

CDARXVIE. ONTAPX T4 T—4H—H—EZXNRA VA b—=ILENTWVWABLinux KA FTETLE T,

COOAXRY RERTTERVERIE. XOFIDLSICRENZAZFERALTIAYY RERTIZIHNELHD £
ER

/usr/local/bin/mediator username

FIE
ROWTNOZRITLTA—TRZEELE T,

*FA 73> (@) OV REZETLEFT. mediator change user XOFIRIT LSS, 7OV T+
ICRELET,

[root@mediator-host ~]# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator
The account username has been modified successfully.
[root@mediator-host ~]1#
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*AFar (b) IROARVEZERITLET,

MEDIATOR USERNAME=mediator MEDIATOR PASSWORD=mediator2
MEDIATOR NEW USERNAME=mediatoradmin mediator change user

[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user

The account username has been modified successfully.
[root@mediator-host ~1#

INAT—RZZBLET
NRAT—RIZRDOFIBEER L TCEETI T,

CDERTICDWVT
CDRAVIFE ONTAPAT 4 T—2—H—EZXANA VA b—=IILETNTWVBLINUX KX FTEITLET,

COOAXRY REZRTTERVERIE. XOBIDLSICRENZAZFERALTAYY RERTIIHNELHD £
ER

/usr/local/bin/mediator change password

FIE
ROVWTNHOZRITLTNRT—RZEELE T,

* 773> (@) ! mediator change password AX Y RZZEITL. ROFUITRT LSICFOY T+
ICHELET,

[root@mediator-host ~]# mediator change password
Change the Mediator API password by entering the following values:
Mediator API User Name: mediatoradmin
0Old Password:
New Password:
Confirm Password:

The password has been updated successfully.
[root@mediator-host ~]1#

A Far (b) IROIARVRZERITLET,

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2 mediator change password

COFITIE. INRXT—RAH Tmediator1ty H'5 mediator2) ICEESINTWVWET,
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[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR_PASSWORD=mediator1 MEDIATOR_NEW_PASSWORD=mediator2
mediator change password

The password has been updated successfully.

[root@mediator-host ~]1#

ONTAP XF 4 I—42—H—EXEZEBILLFET
ONTAP X4 T—&—H—E X% ELT3I1E. ROFIBERITLET,

FE
1. ONTAPXF 4 IT—&X—%EIELF T,

systemctl stop ontap mediator
2. SCSTZfFLEL &Y,
systemctl stop mediator-scst
3. ONTAPX 7 4 T—4X—CSCSTZEMICLF T,

systemctl diable ontap mediator mediator-scst

ONTAP XF 4 I —4&2—tH—EX%Z=BEBMICLET
ONTAP X714 T—4—H—E X&BEEMICT 3ICId. ROFIEEETLET,

FIE
1. ONTAPX T4 T—&X—¥YSCSTZBMICLF T,

systemctl enable ontap mediator mediator-scst
2. SCSTzRRL £,

systemctl start mediator-scst
3. ONTAPX T 4 I—X—%Z &L £,

systemctl start ontap mediator

ONTAP XT 4 I—4X2—HDIEETHBD =R LET

ONTAP X7 IT—R—%ZA YA h—J)LLTc5. ONTAP X7 4 I—R—H—EXRETINTWVWBE L =5
R BUENDDET,

FIE
1.ONTAP X744 T—R—H—EXDZXAT—RRXERRLFT,
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a. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl915530002 ~1#
b. systemctl status mediator-scst

[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd

[root@Rscsprl915530002 ~]#

2. ONTAP X574 T—42—H—EXTHERATNTVWSR—FZ2HEELET,
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netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260|31784'

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 388% LISTEN

RAMDAYTFURERITTBICIF. SCSTZFE TV VAV R —ILLET

SCSTZT7>VAVRAM=ILTBICIE. IVRAM=ILTNTWVWBONTAP XF 4 IT—H—D/IN—2 3 VIERT
%SCST tar/\Y RILDARE TS,

FlE
1. RORICTRT LIS, BYILRSCSTAYV RILEADYO—R L THELE T,

N—=3Yy fERY Btar/A\> RIL
ONTAPX 7 4 IT—%—1.8 scst-3.8.0.tar.bz2
ONTAPX 7 4 T—%—1.7 scst-3.7.0.tar.bz2
ONTAPX T 4 T—%—1.6 scst-3.7.0.tar.bz2
ONTAPX7 ¢ T—%—15 scst-3.6.0.tar.bz2
ONTAPXT 4 T—%—14 scst-3.6.0.tar.bz2
ONTAP Mediator 1.3. scst-3.5.0.tar.bz2
ONTAP X714 IT—%—1.1 scst-3.4.0.tar.bz2
ONTAP Mediator 1.0D#g scst-3.3.0.tar.bz2

2. Tscsti T4 LI MVICHBZROARV RZME LET,
a. systemctl stop mediator-scst
b. make scstadm uninstall
C. make iscsi uninstall
d. make usr uninstall

€. make scst uninstall
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f. depmod

KA RDAYTF Y AEETTBICIE SCSTEFFHTA VX F—ILLTLL TV

SCSTZFETA Y AM—ILTBICIF. 1V RA—ILENTWVWBONTAP X744 T—2—D/N—2 3 VICFEH
TBSCSTtar/N\Y RILBBETY (28]R) LOX)
1. Tsest) T4 LI MUICHZROARY FZHE LET,

a. make 2release

b. make scst install

C. make usr install

d. make iscsi install

€. make scstadm install

f. depmod

9. cp scst/src/certs/scst module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/.

h. cp scst/src/certs/scst_module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/.

i. patch /etc/init.d/scst < /opt/netapp/lib/ontap mediator/systemd/scst.patch
2. X aT7T—rHEMMIBR L TWVWBRBEEIE. VT =T 3HIC. XOFIEZRTLET,

a. Tscst vdisk] « Tscst] « BV Tiscsi_scst) EPa—ILDET 71 ILBZHRLE T,

[root@localhost ~]1# modinfo -n scst vdisk
[root@localhost ~]# modinfo -n scst
[root@localhost ~]1# modinfo -n iscsi scst

b. A—ILDV ) —2X%ZHRLET,

[root@localhost ~]1# uname -r

CEIF7AIICH—RILTEBLET,

[root@localhost ~1# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-
file \sha256 \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.priv \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.der \

~module-filename
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d UEFIZ7 7—LDJ T 7 TCIEELWXF—%A VX —=I)LLET,
UEFIF—0D 1 > X F=ILFIEIE. RDFZFRICHD £,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

S EINT-UEFIF—IXRDIGFRICH D £,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r

3. UT—bZERITLET

reboot

ONTAP AT A T—XR—HY—EXZ7 AV A=ILLET
BEICHELC T, ONTAP X7 T—2—H—EXZHIBRTE £ 9,

ERZ R d 80IC

ONTAPX T4 T—4—H—EXZHIFR T B81IC. ONTAPXFT 4 T—X—%ONTAPH SBT3 HERH D
£9,

CDRRAIICDWVWT

CDRRIIE. ONTAPAXT 4 IT—H—H—EXDRA VI M—)LTNTWVWBLINnUXKEX hTERITTIHELDHD
£9,

COOAXY RZRITTERVERIE. ROBIDESICTEENRAZFERLTIOAV Y RZRITIZIHELNDHD F
ERS

/usr/local/bin/uninstall ontap mediator

ATv T
1. ONTAP XF 4 T—42—H—EX&EZT7UA YR M=ILLET

uninstall ontap mediator

[root@mediator-host ~]# uninstall ontap mediator

ONTAP Mediator: Self Extracting Uninstaller

+ Removing ONTAP Mediator. (Log:
/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.log)

+ Remove successful.
[root@mediator-host ~1#
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—R e B O ERIREDOBEM
ROFIEEERLT. —RHHN2ECBERIREEBERTEET,

CDRATIZDOWVT

c ZDARTIE. ONTAPAT A T—R—H—EXADRA VI b—=ILTNTWVWBLINnUXKRXA FTEITLET,

* CDRRTIE. ONTAPAT A T—H—DA VA b= )LRICRA FDERR MGXTFIPT FLANEEETH
Tefe®IC. ERCNI-BCERIEELNERILESINBRICOAEITTEET,

RN ECERREZERTCESI Y - FN—TrARSICES R chb . COXRXIZEALTEE
BREZBERLET. BEERARSH BV RERZOFIRIFKKL FT,

2Ty
BEORZA FOF LLW—FRNLECELIBETBER TS ICIE. ROFIEEZERITLET,

1. ONTAPXF 4 I —4X—H—E X =BikghLExJ,

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key
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HOERLIBEXGEETIA3Y—RN—TBAZICESRR S
HOELIBAZE 2 EHECEIZ3 Y —RN—TrFREICESIHRRI DM TEET,

ZDRRZIZDWVWT

* TDARRAVIFE. ONTAPAT 4 T—H—H—EZANRAL VA F—J)LENTWBLinUX KX FTERITLET,

* CDRRVIE EHEN-EEELAEZ. BESNICTMIOER (CA) HS5EUF L7GEREICE
SR BUBNHBZHBRICKITTCETT, INZRRTBICIF. BETEIBILHF—1VTIXNIIF
v (PKI) #ERICT VLR TEIHENRHD T,

FlE1 : CASEFAZE ZHITL TWB T — RN—T A D' SEFAEZEUS I 5
ROF|EZERL T PKIEREEBD SAAZE ZIIS TE £ 9,

ROBIE. RDOKLSHECEBRIAZET7 VX — DR ZRLTWVWE T, ca.key. ca.csr. ca.srl B
U ‘ca.crt 33Ffi . /opt/netapp/lib/ontap mediator/ontap mediator/server config/ ¥ —F
N—T1 DiRE 7V 2 —Z2FERALE T,

RDBNE. ONTAPA T« T—R—HY —EXICHELFRBICHNEREEZRLTVET, CD
() FELERBEHET. PKRERH STRBEZBIGCEET, EVRIZ—XCBHETFIE
EBELET,

FIE

1. WEBDIERL ca.key M7 71 )L openssl_ca.cnf PKIZREERNGIRAEZEM T2 OICHERAL £
ER

a. WEHEDER ca.key :
. 1§|J *

openssl genrsa -aes256 -out ca.key 4096

a. #8771 )l openssl ca.cnf (FFF:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca. cnf)

3. ERENIEIREICKRER TONT A ZEELE T,
2 W BT 7L EFER L CGIRREELERZEM TS ca.csr &

o

openssl req -key <private key name>.key -new -out <certificate csr name>.csr
-config <config file name>.cnf
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[root@scs000216655 server configl# openssl req -key ca.key -new -config
openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@scs000216655 server configl# cat ca.csr

MITIE6TCCAtECAQAWgaMxCzAJBgNVBAYTALIVTMRMWEQYDVQQIDApDYWxpZm9ybmlh

erARKhY9z0e8BHP13g==
————— END CERTIFICATE REQUEST-----

3. SFFREELERERXET S ca.csr ZRADT-OHICPKIEEICEXSNET

PKIZREIIERZRIEL. .csr. SFFAZEDER ca.crto

SnapMirrort %= 2 ##itE (SM-BC) U5 X2 DiHEIT. IFAEX BT IHNENHD F
@ o ca.crt ONTAPYZ S XZICEMLET, ZBBL T IV "SM-BCHDONTAP X 5
A T—R—C IS ARDHFE"

FlE2 : Y —FN—7 1 ODCAGEFAZE TER L TH —/N\GIREZEM T %
Y —/N\FIFAE IIMEBRTELIN TVWBUENRHD F T, ca.key BLUY—F/N—F 1 DFEAE ca.crto
IS BRI 7L

/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl server.cnf

OpenSSLICK > THITEINA T —N—REICNBERONT s ZIEEI HEDBENSENTULET,
H—NFRAEZ LM T BICIE. KOOV RERITLET,

AT
H—NIEBBEZER T BICIE. TAIINEDESXROIATY RERTLET,

/opt/netapp/lib/ontap mediator/ontap mediator/server config:

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey rsa:4096
-shab512 -keyout ontap mediator server.key -out ontap mediator server.csr

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt -CAkey
ca.key -CAcreateserial -shabl2 -days 1095 -req -in ontap mediator server.csr -out
ontap mediator server.crt

-CAcreateserial Z /3> LTI7 7ML zEMLET, ca.srls

FIE3 : ONTAPX T4 T—X2—1BTH LW — R/N—F ¢ OCAGFBRE ¥ Y — /\FIFAZ 2 T 3
SERRZEDRTEIT. ICHBEMT 7 1)L TONTAPXF 4 T—X—H—E IRBEINE T,

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.config

.yamlo :@77’(}1/‘:‘3:\ ;Kd)}%'rib{ﬁin—Cb\ijo

58


https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator
https://docs.netapp.com/us-en/ontap/smbc/smbc_install_confirm_ontap_cluster.html#ontap-mediator

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediato
r server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediato
r server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'

* cert path LU key path [ —/N\FEAZZH T,

* ca_cert _path. ca key path KU “ca serial path ICAFFRAEZH T,
FIE

1L 2L E T ca.* T—RFN—FT 1 DAAZEZZT T 71 Lo

2. ONTAPAT 1 I—4—%=BEHL I,

systemctl restart ontap mediator

FlE4 : BBIZIGC T, Y—FN—T 1 OFERREICHIONZ X Tcl3BmizERALE I,

PANADRF DY — RN—T 1 sEBAEZ A TE X T, ca.x Tld. Y— FN—F 1 OIBREZ R DHZAAICIR
FLET,

FlE
1. 771IILDERE

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.use
r config.yaml DT 7 # )L hEH(EZ LEZT T BICIE ontap mediator.config.yaml 77 )l

BIZIE. intermediate.crt PKIMERRH SMERZHRELFX T, intermediate.key PIATXATF
XA ATFIAY intermediate.csr HBDHAT

*Jopt/netapp/lib/ontap_mediator/ontap_mediator/server_config' C MIZE . user_configZ 7 1 JLIFXD K S
IO XY,
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[root@scs000216655 server configl# cat ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the following
key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
id

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermediat
e.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermediat
e.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermediat

e.srl'

2. BT 7ML TAEAEAEFH SN 5. ONTAPX T« T—42—ZHiE&#H L £,

systemctl restart ontap mediator
AEAESEEDOHED NS TN a—T o >
AEAE DI ED ONT « ZHRTETE T,

SEBE DB XNEALR % FESR
SEBREZEOEMEE E R T DICIE. OO REFEALE T,
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[root@scs000216982 server configl# openssl x509 -in ca.crt -text -noout
Certificate:
Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

CAGIEBAE TDX509v3HL5R DHEER
RDAR > FzfER LT, CASEFRE DX509v3HiakZ R L £ 96

TERIN-TO/NT« v3_ca>F openssl ca.cnf ERRENET, X509v3 extensions 1 VF
ca.crto

[root@scs000216982 server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@scs000216982 server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@scs000216982 server configl# openssl x509 -in ca.crt -text -noout
Certificate:
Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
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Y—NEERAEE LUV T2 7 bORBLDX509vIILEZ R 5

o v3 req CEERINITO/NT « openssl server.cnf BT 71 ILIFXRDEL S ICRRINET
X509v3 extensions sERAZE To

ROFITIE. alt names ANV RDETICL DTS 3>V DIERL hostname -A H&LX U hostname -1
ONTAPAT 4 T—=R =M1 > X b—=JLENTWLBLinux VMo

THOELWMEICDOWTIE. *y bT—IFBEICHEEL TLIEE L,

[root@scs000216982 server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@scs000216982 server configl# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abced:abed

[root@scs000216982 server configl# openssl x509 -in ca.crt -text -noout
Certificate:
Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abecd:abed

MERNGIPAZE L —BI B 2RI S
BEOWERNIAZ L —HMI 3NN ZHRTETE I,
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F—YEEBEEICR LT, #NENXDO0penSSLOAT Y REFHEL X9,

[root@scs000216982 server configl# openssl rsa -noout -modulus -in
intermediate.key | openssl mdb

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@scs000216982 server configl# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

WRICIGL T -modulus MADEBMUN—HT 21558, MERBEIAHEDORTICHEBEELHD . HEICENET
FHrZ=mLET,

H— N\GEEAZ DS EDCASERREZE D S1ER SN TV B C L 2R 9 %
H— NEERRE DR E DCAGERAEN SIER SN C E 2R ICiE. ROV RZERALE T,
[root@scs000216982 server configl# openssl verify -CAfile ca.crt

ontap mediator server.crt

ontap mediator server.crt: OK

Online Certificate Status Protocol (OCSP) #iFZzERL TW3H&IE. OX > RZFERALEY, "OpenSSL
'@EJ:EHO

ONTAP X7 4 IT—X—FHDOSHKRA M Z=#IFLE T

BBEEINT A=<V AEBBICIEZ. ONTAP XF4 T—X—HDK X FOSE EHMICHF
FII3RNEHLRHD XTI,

KAMEYIJ—FLET

IS5 ABNERBRIREICRST-5HRARE Y T— R LET, ONTAP XF 4 I—Z—HF 751> DIk, &
SZANBEICETICHISTERLBIUIIABD £, BREIHNUELRIESIE. H—E R4 Y Ry%EE
BI3_rabEDLET,

ONTAP X7« T—4—IFU 77— rRICEBNICER TN, ONTAP 75 X2 TUREIICERE LI-BENB AN
SINET,

RA Ny T—2 DEH

FSATZ)RyumMNY T =2 (A=) ZBR<) FRE|ICEFHTETETIH. BRICT IICITHEESNHBEICR
BELHDET, BEIHMNVERGEIF. T—EXDs Y RIUEFERTZICEZHEOLET,

AV AM=I)LLTHGE yum—utils Ny —I Tl ZEAL £9 needs-restarting Ny T—IDE
BIC)T— b HRENCSHZRETSIVU R,
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KITHD O RICIETCICIEFRMENG V=S, ONTAP XF 1 T—4 —DIKEFEEGEIAEFINIESIE
)T —hrT23RELHD X,

RAROSDORAF—H—FINT v TTL—F

SCSTIF. AL TWAA—XILABICOYNAILENTWVWBHRELRHD I, OSEEHFHITBICIE. A>TF
Y ABENRE T,

FIE

RAROSA—INZT v TIL—FTBICIE. ROFIEZETLE I,

1. ONTAP X7 4 I—X2—%FIELET

2. SCSTNY T =D& TFUAVAM—ILLET, (SCSTICIFT Y TIL—RXAZILIEZHD FHA)
3. 087y FIL—RL. BEEELFT,

4. SCSTNY T —V%ZBAVAM—ILLET,

5. ONTAP XF 4 I—R—H—EXZzBEBMILE T,

R RHDRZ MAFIZIPICESE
ZDRRIIZDOWVWT
* ZDARUIE. ONTAPATF A IT—R—H—EXANRA VR b—ILTNTWVWBLINUXKRXA FTEITLET,

* ZDRATIE ONTAPAT A T—H—DA VXA M—=)LRBICKRA DRI MBFLIEIPT RLABREEIN
fefe®dIS. ERENIcBEERARS I RILESNIIGEICOARITTEET,

- —BNAECERTREEEETE Y — RN~ T IPBICES BRI chY. COXRIEEALTE
REEEEMLEYT. BCBRIPENALL. ERCOFIERFERLET.

ATvS
WEDRI LOFLW—RNLZBEEELIMPEZBEEN T 3ICIF. XOFIEZETLET,

1. ONTAPX 714 IT—X2—ZzHiEE#H L £,

./make self signed certs.sh overwrite
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[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl# systemctl restart ontap mediator
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