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@ * 2025568150 UM, 01— RELIAZOEMERHIYINTL B 7=5. ONTAP Mediator
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<T=8Ly,

* yum-utils /N =% A A M—)LF B L. ‘needs-restarting AV RZFEHETEF XY,
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R ~DOEH
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SMBC OB EHDIEES. ONTAP TldR— b 3260 ZEMIC LD LD TRIMEIEHD FH A

CH—FN=FT DT 7AT7 I +— I ZFERALTVBIFEIE. "ONTAP Mediatord 7 71 70 # — )LE2H"%
SRLTIES L,

CAVA—Y MITIEATERLV Linux KRR FDBEIE. BEBRNYTZF—2HO—HILIURD ) TfE
B THA e 2R L T T LY,

Linux E3E T Link Aggregation Control Protocol (LACP) ZfERL TW3i5aId. h—RILEZEBRL T
‘sysctl net.ipv4.conf.all.arp_ignore’ %z "2 |CEREL £ 9,

OSDHEWH
OS I IMDBEH%=®I-L TWVWAHELRHD T :

*64E Y FOYIEA VR b= ILETCdRIET S Y
* 8GBORAM

*1GBDT A RY AR=R (TFVr—23>DA YR =)Ly =N 0OJ. BLUVT—ERX—RIERH
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IRDFKIFE ONTAP Mediator DFZE/N—2 3V THR—EFENTWVWE 0S ZRLTULET,

ONTAP Mediatord®/N\—> 3> #HR— bk 3ENBLinux/N\—2 3>
1.1 * Red Hat Enterprise Linux

° Bffal% 195"

° #E5E 1 10.1. 10.0. 9.7, 9.6. 9.4, 8.10
Rocky Linux 10.1. 9.7. &0 8.10
Oracle Linux 10.0 $ &) 9.6

N

N

o
.

Red Hat Enterprise Linux
c Hffaff 195"
° 2 1 10.00 9.6 9.4, 8.10
* Rocky Linux 10.0. 9.6. & U 8.10
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1.9.1 * Red Hat Enterprise Linux
o B4 9.3 9.1, 8.9, 8.7, 8.6. 85, 84"
o MEZE 1 9.5, 9.4, 9.2, 9.0. 8.10. 8.8
* Rocky Linux 9.5, 8.10

1.9 * Red Hat Enterprise Linux
o B4 9.3 9.1, 8.9, 8.7, 8.6. 85, 84"
° 5% 195, 94, 9.2, 9.0, 8.10. 8.8
* Rocky Linux 9.5, 8.10

1.8 * Red Hat Enterprise Linux :
o B#atE 1 8.7. 8.6, 8.5, 84"
o H#fXE 194, 9.3, 9.2, 9.1, 9.0, 8.10. 8.9, 8.8
* Rocky Linux 9.4, 8.10

1.7 * Red Hat Enterprise Linux :
° Bt 187, 86. 85, 84
° A 1930 9.2 9.1, 9.0, 8.9. 838
* Rocky Linux 9.3 8.9

1.6 * Red Hat Enterprise Linux :
° B4 187, 8.6, 85, 84"
° L 9.2, 9.1, 9.0. 838
* Rocky Linux 9.2, 8.8

1.5 * Red Hat Enterprise Linux : 8.5, 8.4, 8.3. 8.2, 8.1, 8.0. 7.9. 7.8
7T BLXUT6

*CentOS 7.9, 7.8, 7.7. 7.6

1.4 * Red Hat Enterprise Linux : 8.5. 8.4, 8.3. 8.2, 8.1, 8.0. 7.9, 7.8
77 BLUT6

*CentOS 179, 78. 7.7. 7.6
1.3 * Red Hat Enterprise Linux : 8.3, 8.2, 8.1, 8.0, 7.9, 7.8, 7.7. & U

7.6
*CentOS 179, 78, 7.7. 7.6
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1.2 * Red Hat Enterprise Linux : 8.1, 8.0. 7.9, 7.8, 7.7. XU 7.6
*CentOS 79, 78. 7.7. 7.6

1. BEfaEARH B ld. Red Hat RN SD RHEL N—2 3>y HR— ML B> DD. ONTAP
Mediator # CN5DN—2a VA VA M=) TEB3 2L 7,

OSWZB/INwH—
ONTAP Mediator (CIEXRDINY T —HRE T,

@ INYT—JIFERIICA Y A R—=ILEINTWLWBH. ONTAP Mediator 1 > X b—S I &> TEE)
NICA A =ILENET,

RHEL / CentOS®D ¥ ~T RHEL 10.x/Rocky Linux RHEL 9.x/ Rocky Linux 9 RHEL 8.x / Rocky Linux 8

DN— 3> 10 HOEMm/Ny r—o BoEMm/Ny r— BoEMm/Ny r—
* openssl| * python3.12 * elfutils-libelf-devel * elfutils-libelf-devel
» openssl-devel * python3.12-devel * policycoreutils-python- < policycoreutils-python-
utils utils
* kernel-devel-$
(uname -r) * python3 * redhat-Isb-core
* gcc * python3-devel * python39
* make * python39-devel

* libselinux-utils
* NV F
* bzip2

perl-Data-Dumper

perl-ExtUtils-
MakeMaker

* efibootmgr

* mokutil

Mediator 1 Y X b= LN =Dl RONBZ 2B CBREIDENE tar 7 71IL T :

*HR=bESINTVB VI =XDVRI FUNSEIETERVITRTOEREREFRZSTRPMT 71 )L,
*AVAL=ILRTU Tk

B3h7%: SSLAAZ ZHR L 9,

OSD7 vy FJL—FRICET3ERERE A—RILOEHEMY

*H=FNZRSIRTDSATSUNY T =2 EHTETEIH. ONTAP MediatoriCEEZBR Y 3 1C
IBEHDVVEICRZIZEDHD T, BEFIDVERGRIE. dVVRA LR 72 a—)LLTLES
Lo

* OSH—FRIEZRFIDIREICHIFL TLIET WV, A—FRILOT7 %, "ONTAP Mediatordd/N\— 3 > k1w
JANCEEHINTWVWBRTR—EERN=a3 NCT Yy TIL—RLTLETW, YT LEZEBEHT 0
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ENDB7H. FLEBEICHEI T T Y AFEZRITTIREI L,
° BELE T BR1IC SCSTA—RILEDa—ILZT YA YA —I)LL. ZOBBAIYRXM—IILLET,

c A= OS DTy FIL—FZzHIRd 3aIIc. B YA —ILTEHR-b{RN—-I320
SCST z#fwL £ 95

*A—FINDN=23 > DARL =T 2T PRATLDON—=23a e —8LTVWBHBELD
DEI,

@ * TAREHAD SCST EZ a—ILHEEL B VWATBEMD B B 7-6D. ONTAP Mediator ) ) —
ATCHR=—F,INTWBROSN— 3V E2BRATH—RILET v TIL—RLEBEWTL T
TL

UEFIL* 277 — A BMCH > TULBIHEIXONTAP Mediatorz 1 > X b—JLLE T

ONTAP Mediator |&. UEFIZF 27 7— B BMCHE S TWVBIDESMNIBEBREBLS AT LICAI VA M=)
TEEY,
22U EE

ONTAP MediatorBA RERIZE. F7-IZONTAP Mediator® 1 > X b—)LICBE T 3@ E cS I a—FTa >
'3 315515, ONTAP Mediatorz 1 > X b—JL§ BHIICUEFIE X 27 7T — FEEWNC TR N TETET,
IO VDEREDBUEFIEX 27T — AT a>mERHLTLET L,

C) UEFIEZ*a2 77— bFEEMCTIFEMABRFIBICOVTIE. FAXFOSORFa Xy FEBEL
TS,

UEFI ¥+ 277 — b EB%IC L7 ONTAP Mediator Z-1 Y X b—)L$3ICIF. H—EXEZBEBT3HIICES
AT F—EBRITBIUNERDDE T, COF—IESCSTA YA M=ILDAVNAILATY TTERSE
N, MBRELAFHBORTELTIDVICRESINE T, mokutil I—Fr U T ZFEHALT. NHEEET
SvF—F—F— (MOK) ELTUEFI 77—LYIT7ISBMTARET. YRATLRBLEAE S 21—l
HFEFHELTO—RTERLSICED XY, ‘mokutil’/NX 7 L—XIFRLBIGARICERELTL TV, X F
LEBESILTMOK 7 U T4 Tt T IBRICHBICHED ET,

FlE

1. SXFLTUEFIEF 277 — b BMCBE>TVEHESH ERRBLET :
mokutil --sb-state
BwRIZ. COPRTLTUEFIEF a7 T—bHBEMICHE>TVBRINESHZERLET,
wn BE ...

UEFIt*a 77— D EMCH->TUVE
¥

UEFIExXa 77— bDEMICE>TVWE "RAMARL—FT VI AT L=T v TIL—RLTH
El 5. ONTAP Mediatorz 7w 7o L—KRLZX3d, "
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cNRITL—REERTBLSICKROBNET, NRATL—XIFLLBIHERICREL TS
RELRHDET, CD/INXTL—XIE. UEFI Boot ManagerCH—%BMIC T BKEIC
C) MEBIZHRD FT,

° ONTAP Mediator 1.2.0AFID/N— 3 2 Tld. COE—RIFHR—FEINTULEHEA.
2. ‘mokutll I—FT A4 VTFTADBAI YA M—ILEINTULARWNESIZ. KOOV REEFTLET

yum install mokutil

R X FOS £ ONTAP Mediatorx 7w 45 L—K9 3

ONTAP Mediator®7E X FOSZF LWN—2a o ic 7y 79 L — RT3 3IC1E =4
ICONTAP Mediatorz 71 VA R—ILT2RELRHD £,

KRR

leapp-upgrade Y — L% {#F L T ONTAP Mediator DK X k OS #7 v 74 L— R I 381IC. ONTAP
Mediator # 7> Y X h—=JLLTL TV, COY—ILIF. BEREAVRIS NIRDOF LWL RPM /N— 3
FTvoLFET,

>

ONTAP Mediator-f > X b—Zld.rpm7 7 1)L 1 > A F—JLL £9H\ leapp-upgrade’ —ILIZZ DT 71 )L
ZTREWNRICEDE T, 1 VA M—FR@FEBEREAVRSNIDNS T 74N ZA T O—RTEDTIEELS., R

BEBHD. V=ILET v FIL—REBDIIZZ W TEEXFHA N\UT—SBTOAVIN=ILTBIC
I&. leapp-upgrade’y — L= fER T ZHENH D £,

FE
1.0 72741 2NvIT7vILET .

[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin. log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 20230419134611.1log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml

[rootmediator-host ~]#

2. leapp-upgrade VY —ILZERALTF7 v I L—FRERITLET !
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[rootmediator-host ~]# leapp preupgrade --target 8.4
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 8.4
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]#

3. ONTAP Mediatorz B > X b—JLLF T :

@ O 771DV E SIC. ONTAP MediatorB A > X k—JL#ET < ICHED OFE
EEITLTLIETL,

[rootmediator-host ~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

..<snip installation>..
[rootmediator-host ~]#

&

ontap_mediatorz{ElEL X9 :

[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

S. OV 7N EBEIH]AET !

[rootmediator-host ~]# tar -xf ontap mediator log backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. ontap_mediatorz &L £ 7 :

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#

7. §RTDONTAPY SRR %7 v Fo L — K L7T-ONTAP Mediator|CB#&Ht L £ 7 :
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IP{ZHE DMetroCluster

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove

Removing the mediator and disabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...

Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
—address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It may
take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

sitelhA::>



SnapMirror77 7 7« 7EHA

SnapMirror Active Sync DIFE. /opt/netapp DAEBICREIN TS TLSIEEAZEZBAM VX h—ILT3
WMEBILH D £ Ao /optinetapp ICIRIESNTWBIERAZZ NV I 7y 7L TETLTL T WL,

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA

Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: 44786524464C5113D5EC966779D3002135EA4254



The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer
-cluster peer2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node?2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
172.31.49.237 peer?2 connected true
peerl::>
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B
* "security certificate delete"

* "security certificate install"
"X a T AAEORT"
* "SnapMirror Mediator add"

* "SnapMirror Mediator DH!JFR"

* "storage iscsi-initiator show"

ONTAP Mediator® - > X b —JLICRS N 7O I %EIBHTS

ONTAP Mediator b1 > X k—JL 7O XHRUCHABLR/N YT —JICTI7ERATES LS
I VIR MUADT I R%EEMITIHNENRHD £7,

FIE
1. ROKRZBRLT. TI/ELXIBBELNHBZ VR MIEZRELFT,

ARL—FTa 2T PXT LA TOEIDRERI)RI R
RHEL 10.x * rhel-10-for-x86_64-baseos-rpms

* rhel-10-for-x86_64-appstream-rpms

RHEL 9.x * rhel-9-for-x86_64-baseos-rpms

* rhel-9-for-x86_64-appstream-rpms

RHEL 8.x * rhel-8-for-x86_64-baseos-rpms

* rhel-8-for-x86_64-appstream-rpms

RHEL 7.x * rhel-7-server-optional-rpms
CentOS 7.x * C7.6.1810 - Base J R k1)
Rocky Linux 10 * appstream

* baseos
Rocky Linux 9 * appstream

* baseos
Rocky Linux 8 * appstream

* baseos

2. 4> X ~—)LHIZONTAP MediatorBM b ER /Ny T —JIC T VERATE 3 L3I0 ROVWTNHDOFIEZ
EITLTLEREDIVRD FPIUADT VR ZBMILET,
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ONTAP Mediator H' Textras] 7RI kU & Toptionaly URT ~UIC#H S Python €2 a2—)L
ICHKIZL TWBIBEIE. “rhel-X-for-x86_64-extras-rpms’ & & U “rhel-X-for-x86_64-optional-
roms' 7 7 AIICT IR TI2RELNHZHEDHD X,

RHEL 10.x4 XL —F« >J X7 LOFIE

FRL—=Ta 2P P XT LN RHEL10.x DIHFE. VRIS RIADT I XZ2BMIT BICIF. ROFIE

ZERALEXY .

FIiE
1. RBRUKS RUICHTRIS1TLET,

subscription-manager repos --enable rhel-10-for-x86 64-baseos-rpms
subscription-manager repos --enable rhel-10-for-x86 64-appstream-
rpms

ROFIE. ATV ROETHETRLTULET,

[root@localhost ~]# subscription-manager repos --enable rhel-10-for-
x86 64-baseos-rpms

Repository 'rhel-10-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos —--enable rhel-10-for-
x86 64-appstream-rpms

Repository 'rhel-10-for-x86 64-appstream-rpms' is enabled for this
system.

2. 'yumrepolist AV RZRITLE T,

LK TRISATLIEVRD FUB )R MIRREINET,
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RHEL9XAXRL—T« ¥ Y X7 LOFE

ARL—=FT 420 SXFT LD RHEL9.X DIFE. VRS MIADT I EZBMCTBICIE. ROFIE
EERALEY .

FIE
1. BBRURISMIICHTRIZ4TLES,

subscription-manager repos --enable rhel-9-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-9-for-x86 64-appstream-rpms

KOFNE. COARY ROETHIZTRLTVET,

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-baseos-rpms

Repository 'rhel-9-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-appstream-rpms

Repository 'rhel-9-for-x86 64-appstream-rpms' is enabled for this
system.

2. 'yumrepolist A¥ Y REERITLE T,

LK TRISATLIRIVRDS FUNRU I MIRFEENET,
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RHEL 8 XA XL —7T« ¥ Y X7 LOFE

FRL—=T 420 P XT LN RHEL8Xx DIFE. VRIS FIADT I EXZBMCIT BICIF. ROFIE
ZERLET

FI&E

1L REBERVRSNIICHTRISATLET,

subscription-manager repos --enable rhel-8-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-8-for-x86 64-appstream-rpms

ROFNE. COAXY ROERTHZRLTVET,

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-baseos-rpms

Repository 'rhel-8-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-appstream-rpms

Repository 'rhel-8-for-x86 64-appstream-rpms' is enabled for this
system.

2. 'yumrepolist A¥ Y REERITLE T,

LK TRISATLIRIVRDS FUNRU I MIRFEENET,
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RHEL 7xAXRL—7T« >0 Y X7 LOFE

ARL—=FT 420 SXFT LD RHELT.X DIFE. VRS MIADT VLI EZBMCTBICIE. ROFIE
EERALEY .

FIB
1. RBRURS FUICHTRISATLET,

subscription-manager repos —--enable rhel-7-server-optional-rpms

ROFNE. COAXY ROERTHZRLTVET,

[root@localhost ~]# subscription-manager repos --enable rhel-7-
server-optional-rpms

Repository 'rhel-7-server-optional-rpms' is enabled for this system.

2. "yumrepolist A¥ Y RZERITLE T,

ROFIE. COARY RORTHZETRLTVWET, [rhel-7-server-optional-rpms] JRI kA X
MIRREINET,

[root@localhost ~]# yum repolist

Loaded plugins: product-id, search-disabled-repos, subscription-
manager

rhel-7-server-optional-rpms | 3.2 kB 00:00:00
rhel-7-server-rpms | 3.5 kB 00:00:00

1/3): rhel-7-server-optional-rpms/7Server/x86 64/group

26 kB 00:00:00

(

|

(2/3): rhel-T7-server-optional-rpms/7Server/x86 64/updateinfo

| 2.5 MB 00:00:00

(3/3): rhel-7-server-optional-rpms/7Server/x86 64/primary db

| 8.3 MB 00:00:01

repo id repo name

status

rhel-7-server-optional-rpms/7Server/x86 64 Red Hat Enterprise
Linux 7 Server - Optional (RPMs) 19,447
rhel-7-server-rpms/7Server/x86 64 Red Hat Enterprise
Linux 7 Server (RPMs) 26,758

repolist: 46,205
[root@localhost ~]1#
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CentOS 7.xARL—FT 4 >F AT LDFIE

ARL—=FT 420 SXFTLH CentOS 7.x DIFE. VRIS KNIADTIELI%EEBMICT BICIE. IROF
BICREWVE T -

RDOBIE. CentOS 76D IR MU ZRLTED. £DOMDCentOS/N—2 3 > TIdfE
@ BTEAHWVWIREYERHD £3, BFELD/IN—3 > DCentOSEDBase ) R ~ 1) % {EH
LTLEEEL,

FE
1. C7.6.1810-Base V7R h U EEML 9, C7.6.1810 - Base RER R U IZIE. ONTAP
Mediatorlc A E 7 Tkernel-devel] /N —SHEENTUVETD,

2. Jetc/yum.repos.d/CentOS-Vault.repoll X DIT%BIML £ 9,

[C7.6.1810-base]

name=Cent0S-7.6.1810 - Base
baseurl=http://vault.centos.org/7.6.1810/0s/Sbasearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0OS-7
enabled=1

3. ‘yum repolist A¥ > FEERTLE T,

ROBNE. THARY ROETHZRLTLWEY, Cent0S-7.6.1810 - Base VR ~UH U X M ZK
TCNET,

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
* base: distro.ibiblio.org
* extras: distro.ibiblio.org

* updates: ewr.edge.kernel.org

C7.6.1810-base | 3.6 kB 00:00:00
(1/2): C7.6.1810-base/x86 64/group gz | 166 kB 00:00:00
(2/2): C7.6.1810-base/x86 64/primary db | 6.0 MB 00:00:04
repo id repo name status
C7.6.1810-base/x86 64 Cent0S-7.6.1810 - Base 10,019
base/7/x86 64 Cent0S-7 - Base 10,097
extras/7/x86 64 Cent0S-7 - Extras 307
updates/7/x86 64 Cent0S-7 - Updates 1,010

repolist: 21,433
[root@localhost ~1#
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Rocky Linux 10, 9. £7|38ARL —FT 4 > I X T LDOFIE

ARL—F 4 >4 X7 L Rocky Linux 10. Rocky Linux 9. F7-l3 Rocky Linux 8 ®ig&. R
SRIANDTIELRZBHICT BICIE. ROFIBICREWVET -

FIB
1. RBRURS FUICHTRISATLET,

dnf config-manager --set-enabled baseos

dnf config-manager --set-enabled appstream

2. clean'#2ExER1TL 9 :

dnf clean all
YRS KrIUDI R ERERLET,

dnf repolist

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 10 - AppStream
baseos Rocky Linux 10 - BaseOS

[root@localhost ~1#

# dnf config-manager --set-enabled baseos
# dnf config-manager --set-enabled appstream
# dnf clean all

# dnf repolist

root@localhost ~]
root@localhost

[
[ ~]
[root@localhost ~]
[ ]

root@localhost ~

repo id repo name
appstream Rocky Linux 9 - AppStream
baseos Rocky Linux 9 - BaseOS

[root@localhost ~]#
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root@localhost ~]# dnf config-manager --set-enabled baseos

[

[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 8 - AppStream
baseos Rocky Linux 8 - BaseOS

[root@localhost ~1#

ONTAPAXT A IT—4H—DA VA M=)IN\wvTr—o% A O0—RLET
ONTAP Mediator ¥ > XA b—JL N\ —S% A O—RLTAVAM=ILLET,
FiE

1. ONTAP Mediator 7 > O0— K R—IH5 ONTAP Mediator ¥ Y X b—JL NwhHr—SJ%# Ao O—R L
£9,

"ONTAP Mediator® 4~ > O— Rk _X—2"

2. Mediator ¥ VA =)L\ —HIREODEET A LI M)ICEEBEINTVWBRZ E ERBESELTLLIEE L

[root@sdot-r730-0003a-d6 ~]# 1ls ontap-mediator-1.11.0.tgz

ontap-mediator-1.11.0.tgz

(D ONTAP Mediator /N\— 3 > 1.4 AT TlIE. 1 > X =S D%HIIE "ontap-mediator T

SRATLPA =2y MICTIERATERWVWESIF. 1A M=5—DBRELNYT—JICTIERT
TBCERRBLTSITE L,

3. MEIZIG LT, Mediator T X =L Ny —2SFA VA N=IL T LI MIICBEILE T,
4 4R = N T—2%BELET,

tar xvfz ontap-mediator-1.11.0.tgz
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install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html

ontap-mediator-1.11.0.sig SHA-256T/\'v < afb M. csc-prodF*—%=ERA L
TRSAZH N, 1V AM—FDES

ontap-mediator-1.11.0.sig.tsr OCSCPH A YA F—ZDERKICERT BKMEK
ontap-mediator-1.11.0.tsr BALRRYTELERT 71
tsa-prod-ONTAP-Mediator.pem TSRO /AFIEEERE
tsa-prod-chain-ONTAP-Mediator.pem TSRO ABHEEEAEDCAF T — >

FlE

1. “csc-prod-ONTAP-Mediator.pem T4 > S5+ VERAE X 7—42 X YO 3JL (OCSP) %Z=fEHA L TEIF
TvIERITLET,

a. SEFBZMOCSP URLZ BDIT X9, MREIIAEZ TIIURIDRHINAWVEELNHD £ :

openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

b. SERAZE DOCSPEXREZ LR L £,

openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem —-cert csc-prod-ONTAP-Mediator.pem
-reqout reqg.der

C. OCSP Manager|Z$#%#: L TOCSPERZZEEL £7,

openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url
${ocsp uri} -resp text -respout resp.der -verify other csc-prod-
chain-ONTAP-Mediator.pem

2. O—NIL RRAMIBS LTCSCOERF T— Y E BMEARRZIRIEL £

openssl verify

@ PATH D5 ® openssl /N\—2 3 VICid. B “cert.pem (HBEHTIFRV) HHRE
T3,
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openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} csc-prod-ONTAP-Mediator.pem # Failure action: The Code-
Signature-Check certificate has expired or is invalid. Download a newer
version of the ONTAP Mediator.

openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath

S {OPENSSLDIR} tsa-prod-ONTAP-Mediator.pem # Failure action: The Time-
Stamp certificate has expired or is invalid. Download a newer version of
the ONTAP Mediator.

3. BEY ZIFAZE % FRA L T. “ontap-mediator-1.11.0.sig.tsr' & & Uf “ontap-mediator-1.11.0.tsr 7 7 1 JL %
BMEEL 9 ¢

OpenSSL 3.x

openssl ts -verify -data ontap-mediator-1.11.0.sig -in ontap-mediator-
1.11.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-
prod-ONTAP-Mediator.pem

OpenSSL 1.x

openssl ts -verify -data ontap-mediator-1.11.0 -in ontap-mediator-
1.11.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -partial chain

tsr T FAIISIE. AV R =FICEERMTONIERA LRE T L AR R - FE
C) Z2HFENTVET, WIETIE. X1 LRRYVTICTSADBMNHBELDHD. AS1T7 741

IHEEESNTVWEWVWI E 2L E T, REERIY I Y ETO—NILICRITEINE

To TSAU—N—IZT7 7L XTBHEIEHD EE A

4 F—|CHBS L TERERIELET,

openssl -dgst -verify

openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.11.0.sig ontap-mediator-1.11.0

ONTAP Mediator® 1 > A b—IL N T — DAV A =)L

ONTAP Mediator =1 X b—ILFBICIF. 1A=\ T—CF2EEL. AR B
FTTCAVRAN—ZFRTITIRELRHD T,

Fig
LA ZA =T L. REBEICHELCTFAOY T MIRELE T,

./ontap-mediator-1.11.0/ontap-mediator-1.11.0 -y
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[root@scs000099753 ~]# ./ontap-mediator-1.11.0/ontap-mediator-1.11.0 -y

AYVAL=IIRICBLDF IV IZXF Y TIBICE. ROORXY FZ2FERALET !
(D ./ontap-mediator-1.11.0/ontap-mediator-1.11.0 -y --skip-code
-signature-check

AVAM—=F—I3REBRTHOY b 2ER L. BREBEB/NYT—2% 44X M—=I)LL £9, MediatorH BRI
AVAR=ILTINTWVWBIBEIEX. 7Y TIL—REREIAvE—IHRREINET,
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ONTAP Mediator® -1 > X k— )L (3> —ILHA)

[root@mediator host ~1# tar -zxvf ontap-mediator-1.11.0.tgz
ontap-mediator-1.11.0/
ontap-mediator-1.11.0/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.11.0/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.11.0/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.11.0/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.11.0/0ONTAP-Mediator-production.pub
ontap-mediator-1.11.0/ontap-mediator-1.11.0
ontap-mediator-1.11.0/ontap-mediator-1.11.0.sig.tsr
ontap-mediator-1.11.0/ontap-mediator-1.11.0.tsr
ontap-mediator-1.11.0/ontap-mediator-1.11.0.sig
[root@mediator host ~]4#./ontap-mediator-1.11.0/ontap-mediator-1.11.0

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive
+ Performing the ONTAP Mediator run-time code signature check

Using openssl from the path: /usr/bin/openssl configured for
CApath:/etc/pki/tls
Error querying OCSP responder
80BBA032607F0000:error:1E800080:HTTP
routines:0SSL HTTP REQ CTX nbio:failed reading
data:crypto/http/http client.c:549:
80BBA032607F0000:error:1E800067:HTTP
routines:0SSL HTTP REQ CTX exchange:error
receiving:crypto/http/http client.c:901l:server=http://ocsp.entrust.net:
80

WARNING: The OCSP check failed while attempting to test the Code-
Signature-Check certificate

Continue without code signature checking (only recommended if
integrity has been established manually)? yes/no: yes

SKIPPING: Code signature check, manual override due to lack of OCSP

response
+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API (mediatoradmin).

Would you like to use the default account names: netapp +
mediatoradmin? (Y (es)/n(o)): yes

Enter ONTAP Mediator user account (mediatoradmin) password:
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Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

The installer will change the SELinux context type of
/opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi from type 'lib t' to
'bin t'.

+ Checking for default Linux firewall

+ Installing required packages.

Updating Subscription Management repositories.
Unable to read consumer identity

This system is not registered with an entitlement server. You can use

"rhc" or "subscription-manager" to register.

Last metadata expiration check: 5 days, 14:34:13 ago on Thu 10 Jul 2025
01:28:32 AM EDT.

Package openssl-1:3.2.2-16.e110.x86 64 is already installed.

Package libselinux-utils-3.8-1.e110.x86 64 is already installed.
Package perl-Data-Dumper-2.189-512.el110.x86 64 is already installed.
Package bzip2-1.0.8-25.e110.x86 64 is already installed.

Package efibootmgr-18-8.e110.x86 64 is already installed.

Package mokutil-2:0.6.0-11.e110.x86 64 is already installed.

Package policycoreutils-python-utils-3.8-1.ell10.noarch is already
installed.

Package python3-3.12.9-1.el110.x86 64 is already installed.

Dependencies resolved.

Package
Architecture Version
Repository Size
Installing:

elfutils-1libelf-devel
x86 64 0.192-5.e110
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AppStream
gcc
x86 64
AppStream
kernel-devel
x86 64
AppStream
make
x86 64
BaseOS
openssl-devel
x86 64
AppStream
patch
x86 64
AppStream
perl-ExtUtils-MakeMaker
noarch
AppStream
python3-devel
x86 64
AppStream
334 k
python3-pip
noarch
AppStream
Installing dependencies:
annobin-docs
noarch
AppStream
annobin-plugin-gcc
x86 64
AppStream
bison
x86 64
AppStream
cmake-filesystem
x86 64
AppStream
CcppP
x86 64
AppStream
dwz
x86 64
AppStream

efi-srpm-macros

50 k

14.2.1-7.e110
37 M

6.12.0-55.9.1.e110 0
22 M

1:4.4.1-9.e110
591 k

1:3.2.2-16.e110
3.9 M

2.7.6-26.el10
134 k

2:7.70-513.e110
297 k

3.12.9-1.el10

23.3.2-7.el110
3.2 M

12.92-1.el10

94 k

12.92-1.el10
985 k

3.8.2-9.el10
1.0 M

3.30.5-2.el10
29 k

14.2.1-7.e110
12 M

0.15-7.el10
139 k



noarch

AppStream
flex

x86 64

AppStream
fonts-srpm-macros

noarch

AppStream
forge-srpm-macros

noarch

AppStream
gcc-plugin-annobin
x86 64

AppStream
glibc-devel

x86 64

AppStream
go-sSrpm-macros
noarch

AppStream
kernel-headers
x86 64

AppStream
kernel-srpm-macros
noarch

AppStream
libxcrypt-devel
x86 64

AppStream
libzstd-devel

x86 64

AppStream

53 k

lua-srpm-macros
noarch

AppStream

m4

x86 64

AppStream
ocaml-srpm-macros
noarch

AppStream
openblas-srpm-macros
noarch

AppStream
package-notes-srpm-macros

6-6.el10
25 k

2.6.4-19.el10
303 k

1:2.0.5-18.e110
29 k

0.4.0-6.el10
23 k

14.2.1-7.e110
62 k

2.39-37.el10
641 k

3.6.0-4.el110
29 k

6.12.0-55.9.1.e110 0
2.3 M

1.0=25.all0
11 k

4.4.36-10.e110
33 k

1.5.5=9.8ll0

1-15.e110
10 k

1.4.19-11.e110

309 k
10-4.e110
10 k
2-19.e110
9.0 k

35



36

noarch
AppStream
perl-AutoSplit
noarch
AppStream
perl-Benchmark
noarch

AppStream

perl-CPAN-Meta-Requirements

noarch

AppStream
perl-CPAN-Meta-YAML
noarch

AppStream
perl-Devel-PPPort

x86 64

AppStream
perl-ExtUtils-Command
noarch

AppStream
perl-ExtUtils-Constant
noarch

AppStream
perl-ExtUtils-Install
noarch

AppStream
perl-ExtUtils-Manifest
noarch

AppStream
perl-ExtUtils-ParseXS
noarch

AppStream
perl-File-Compare
noarch

AppStream
perl-File-Copy

noarch

AppStream
perl-I18N-Langinfo
x86 64

AppStream
perl-JSON-PP

noarch

AppStream
perl-Test-Harness
noarch

.5-13.e110

11 k

.74-512.e110

23 k

.25-512.e110

28 k

.143-11.e110

39 k

.018-512.e110

29 k

.72-512.el110

223 k

:7.70-513.e110

16 k

.25-512.e110

47 k

.22-511.el10

47 k

31, 79=911L.,&lLL0

37 k

33,91=812,8lLL0

190 k

.100.800-512.e110

15 k

.41-512.el110

22 k

.24-512.e110

28 k

:4.16-512.e110

69 k

:3.48-512.e110



AppStream 288 k

perl-1ib
x86 64 0.65-512.e110
AppStream 16 k
perl-srpm-macros
noarch 1-57.el10
AppStream 9.7 k
perl-version
x86 64 8:0.99.32-4.e110
AppStream 68 k
pyproject-srpm-macros
noarch 1.16.2-1.e110
AppStream 16 k
python-srpm-macros
noarch 3.12-9.1.el10
AppStream 26 k
python3-pyparsing
noarch 3.1.1-7.e110
BaseOS 273 k
gt6-srpm-macros
noarch 6.8.1-3.e110
AppStream
11 k
redhat-rpm-config
noarch 288-1.el110
AppStream 83 k
rust-toolset-srpm-macros
noarch 1.84.1-1.e110
AppStream 13 k
systemtap-sdt-devel
x86 64 5.2-2.e110
AppStream 78 k
systemtap-sdt-dtrace
x86 64 5.2-2.e110
AppStream 72 k
zlib-ng-compat-devel
x86 64 2.2.3-1.el10
AppStream 41 k

Installing weak dependencies:
perl-CPAN-Meta

noarch 2.150010-511.e110
AppStream 202 k
perl-Encode-Locale

noarch 1.05-31.e110
AppStream 21 k

perl-Time-HiRes



x86 64 4:1.9777-511.e110

AppStream 62 k
perl-devel

x86 64 4:5.40.1-512.e110
AppStream 772 k
perl-doc

noarch 5.40.1-512.e110

AppStream 4.9 M

Transaction Summary

Install 63 Packages

Total size: 94 M

Installed size: 282 M

Downloading Packages:

BaseOS Packages Red Hat Enterprise Linux 10

439 kB/s | 3.7 kB 00:00

Importing GPG key OxFD431D51:

Userid : "Red Hat, Inc. (release key 2) <security@redhat.com>"
Fingerprint: 567E 347A D004 4ADE 55BA 8AS5F 199E 2F91 FD43 1D51
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Key imported successfully
Importing GPG key O0x5A6340B3:

Userid : "Red Hat, Inc. (auxiliary key 3) <security@redhat.com>"
Fingerprint: 7E46 2425 8C40 6535 D56D 6F13 5054 E4A4 5A63 40B3
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Key imported successfully
Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction
Preparing
1/1
Installing : perl-version-8:0.99.32-4.e110.x86 64
1/63
Installing : perl-File-Copy-2.41-512.el110.noarch
2/63
Installing : perl-CPAN-Meta-Requirements-2.143-11.el10.noarch
3/63
Installing : perl-Time-HiRes-4:1.9777-511.e110.x86 64
4/63



Installing
5/63
Installing
6/63
Installing
7/63
Installing
8/63
Installing
9/63
Installing
10/63
Installing
11/63
Installing
12/63
Installing
13/63
Installing
14/63
Installing
15/63
Installing
16/63
Installing
17/63
Installing
18/63
Installing
19/63
Installing
20/63
Installing
21/63
Installing
22/63
Installing
23/63
Installing
24/63
Installing
25/63
Installing
26/63
Installing
27/63

perl-JSON-PP-1:4.16-512.el10.noarch

perl-File-Compare-1.100.800-512.el110.noarch

perl-ExtUtils-ParseXS-1:3.51-512.el10.nocarch

m4-1.4.19-11.e110.x86 64

make-1:4.4.1-9.e110.x86 64

bison-3.8.2-9.e110.x86 64

flex-2.6.4-19.e110.x86 64

perl-ExtUtils-Command-2:7.70-513.el110.noarch

perl-ExtUtils-Manifest-1:1.75-511.el110.noarch

systemtap-sdt-devel-5.2-2.e110.x86 64

rust-toolset-srpm-macros-1.84.1-1.el110.noarch

gt6-srpm-macros-6.8.1-3.ell10.noarch

python3-pip-23.3.2-7.ell10.noarch

pyproject-srpm-macros-1.16.2-1.e110.noarch

perl-srpm-macros-1-57.el110.noarch

perl-1ib-0.65-512.e110.x86 64

perl-doc-5.40.1-512.el10.noarch

perl-I18N-Langinfo-0.24-512.e110.x86 64

perl-Encode-Locale-1.05-31.ell0.nocarch

perl-ExtUtils-Constant-0.25-512.el110.noarch

perl-Devel-PPPort-3.72-512.e110.x86 64

perl-CPAN-Meta-YAML-0.018-512.el110.noarch

perl-CPAN-Meta-2.150010-511.el110.noarch
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Installing
28/63
Installing
29/63
Installing
30/63
Installing
31/63
Installing
32/63
Installing
33/63
Installing
34/63
Installing
35/63
Installing
36/63
Installing
37/63
Installing
38/63
Installing
39/63
Installing
40/63
Installing
41/63
Installing
42/63
Installing
43/63
Installing
44/63
Installing
45/63
Installing
46/63
Installing
47/63
Installing
48/63
Installing
49/63
Installing
50/63

perl-Benchmark-1.25-512.el10.noarch
perl-Test-Harness-1:3.48-512.el10.noarch
perl-AutoSplit-5.74-512.el110.noarch
package-notes-srpm-macros-0.5-13.el10.noarch
openssl-devel-1:3.2.2-16.e110.x86 64
openblas-srpm-macros-2-19.e110.noarch
ocaml-srpm-macros-10-4.el110.noarch
lua-srpm-macros-1-15.el110.noarch
libzstd-devel-1.5.5-9.e110.x86 64
kernel-srpm-macros-1.0-25.el110.noarch
kernel-headers-6.12.0-55.9.1.e110 0.x86 64
libxcrypt-devel-4.4.36-10.e110.x86 64
glibc-devel-2.39-37.e110.x86 64
efi-srpm-macros-6-6.el110.noarch
dwz-0.15-7.e110.x86 64
cpp-14.2.1-7.e110.x86 64
gcc-14.2.1-7.e110.x86_ 64
gcc-plugin-annobin-14.2.1-7.e110.x86 64
cmake-filesystem-3.30.5-2.e110.x86 64
zlib-ng-compat-devel-2.2.3-1.e110.x86 64
elfutils-libelf-devel-0.192-5.e110.x86 64
annobin-docs-12.92-1.ell10.noarch

annobin-plugin-gcc-12.92-1.e110.x86 64



Installing
51/63

Installing
52/63

Installing
53/63

Installing
54/63

Installing
55/63

Running scriptlet:

55/63
Installing
56/63
Installing
57/63
Installing
58/63
Installing
59/63
Installing
60/63
Installing
61/63

Running scriptlet:

61/63
Installing
62/63
Installing
63/63

Running scriptlet:

63/63

fonts-srpm-macros-1:2.0.5-18.e110.noarch

forge-srpm-macros-0.4.0-6.el110.noarch

go-srpm-macros-3.6.0-4.el110.noarch

python-srpm-macros-3.12-9.1.el10.noarch

redhat-rpm-config-288-1.el110.noarch

redhat-rpm-config-288-1.el110.noarch

python3-pyparsing-3.1.1-7.el110.noarch

systemtap-sdt-dtrace-5.2-2.e110.x86 64

perl-devel-4:5.40.1-512.e110.x86 64

perl-ExtUtils-Install-2.22-511.el110.noarch

perl-ExtUtils-MakeMaker-2:7.70-513.el110.noarch

kernel-devel-6.12.0-55.9.1.e110 0.x86 64

kernel-devel-6.12.0-55.9.1.e110 0.x86 64

python3-devel-3.12.9-1.e110.x86 64

patch-2.7.6-26.e110.x86 64

patch-2.7.6-26.e110.x86 64

Installed products updated.

Installed:

annobin-docs-12.92-1.el110.noarch

12.92-1.e110.x86 64

cmake-filesystem—-3.30.5-2.e110.x86 64

7.e110.x86_64

dwz-0.15-7.e110.x86 64

6.el1l10.noarch
5.e110.x86_ 64

flex-2.6.4-19.e110.x86 64

annobin-plugin-gcc-
bison-3.8.2-9.e110.x86 64
cpp-14.2.1-

efi-srpm-macros-6-
elfutils-libelf-devel-0.192-
fonts-

srpm-macros-1:2.0.5-18.e110.noarch

forge-srpm-macros-0.4.0-6.el110.noarch

7.e110.x86_64
7.e110.x86_64

glibc-devel-2.39-37.e110.x86 64

gcc-14.2.1-
gcc-plugin-annobin-14.2.1-
go-
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srpm-macros-3.6.0-4.el110.noarch

kernel-devel-6.12.0-55.9.1.e110 0.x86 64 kernel-headers-6.12.0-
55.9.1.e110 0.x86 64 kernel-srpm-macros-1.0-25.el110.noarch
libxcrypt-devel-4.4.36-10.e110.x86 64 libzstd-devel-1.5.5-
9.e110.x86 64

lua-srpm-macros-1-15.el110.noarch m4-1.4.19-
11.e110.x86 64 make-1:4.4.1-9.e110.x86 64
ocaml-srpm-macros—-10-4.el110.noarch openblas-srpm-macros—2-
19.ell10.noarch

openssl-devel-1:3.2.2-16.e110.x86 64 package-notes-srpm-
macros-0.5-13.el110.noarch patch-2.7.6-26.e110.x86 64
perl-AutoSplit-5.74-512.el10.noarch perl-Benchmark-1.25-
512.ell10.noarch

perl-CPAN-Meta-2.150010-511.el10.noarch perl-CPAN-Meta-
Requirements-2.143-11.el10.noarch perl-CPAN-Meta-YAML-0.018-
512.el10.noarch perl-Devel-PPPort-3.72-512.e110.x86 64 perl-

Encode-Locale-1.05-31.el10.noarch
perl-ExtUtils-Command-2:7.70-513.ell10.noarch perl-ExtUtils-Constant-
0.25-512.e110.noarch perl-ExtUtils-Install-2.22-511.el110.noarch
perl-ExtUtils-MakeMaker-2:7.70-513.ell10.noarch perl-ExtUtils-Manifest-
1:1.75-511.el10.noarch
perl-ExtUtils-ParseXS-1:3.51-512.el10.nocarch perl-File-Compare-

1.100.800-512.el110.noarch perl-File-Copy-2.41-512.el10.noarch
perl-I18N-Langinfo-0.24-512.e110.x86 64 perl-JSON-PP-1:4.16-
512.ell10.noarch

perl-Test-Harness-1:3.48-512.el10.noarch perl-Time-HiRes-
4:1.9777-511.e110.x86 64 perl-devel-4:5.40.1-512.e110.x86 64
perl-doc-5.40.1-512.e110.noarch perl-1ib-0.65-
512.e110.x86_ 64

perl-srpm-macros—-1-57.ell0.nocarch perl-version-8:0.99.32-
4.e110.x86_ 64 pyproject-srpm-macros-1.16.2-1.el110.noarch
python-srpm-macros-3.12-9.1.e110.nocarch python3-devel-3.12.9-
1.e110.x86 64

python3-pip-23.3.2-7.el110.noarch python3-pyparsing-
3.1.1-7.el110.noarch gt6-srpm-macros-6.8.1-3.e110.noarch
redhat-rpm-config-288-1.el110.noarch rust-toolset-srpm-
macros-1.84.1-1.el10.nocarch

systemtap-sdt-devel-5.2-2.e110.x86 64 systemtap-sdt-dtrace-
5.2-2.e110.x86_ 64 zlib-ng-compat-devel-2.2.3-1.e110.x86 64
Complete!

OS package installations finished

+ Installing ONTAP Mediator. (Log: /root/ontap mediator.vdizgQ/ontap-

mediator-1.11.0/ontap-mediator-1.11.0/install 20250715160240.109)
This step takes several minutes. View progress in the log file.
Sudoer config verified



ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20250715160240.1og)
+ WARNING: This system supports UEFI
Secure Boot (SB) is currently disabled on this system.
If SB is enabled in the future, SCST will not work unless
the following action is taken:
Using the keys in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys follow
instructions in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.modu
le-signing
to sign the SCST kernel module. Note that a reboot is
needed.
SCST does not start automatically when Secure Boot is enabled and
not configured properly.

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
root@mediator host:~# systemctl status ontap mediator
® ontap mediator.service - ONTAP Mediator
Loaded: loaded (/etc/systemd/system/ontap mediator.service;
enabled; preset: disabled)
Active: active (running) since Tue 2025-07-15 16:07:29 EDT; 4min
9s ago
Invocation: 395e9479487e4e308be2ae030c800c7f
Process: 28745
ExecStartPre=/opt/netapp/lib/ontap mediator/tools/otm logs fs.sh
(code=exited, status=0/SUCCESS)
Main PID: 28759 (python)
Tasks: 1 (limit: 22990)
Memory: 66.8M (peak: 68.8M)
CPU: 2.865s
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CGroup: /system.slice/ontap mediator.service
L8759 /opt/netapp/lib/ontap mediator/pyenv/bin/python
/opt/netapp/lib/ontap mediator/ontap mediator/server

Jul 15 16:07:29 mediator host systemd[l]: Starting

ontap mediator.service - ONTAP Mediator...
Jul 15 16:07:29 mediator host systemd[1l]: Started
ontap mediator.service - ONTAP Mediator.

root@mediator host:~# systemctl status mediator-scst
® mediator-scst.service

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; preset: disabled)

Active: active (running) since Tue 2025-07-15 16:07:29 EDT; 4min
15s ago
Invocation: f1d3be6calf9492b943e61872676£384

Process: 28653 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)

Process: 28738 ExecStartPost=/usr/sbin/modprobe scst vdisk
(code=exited, status=0/SUCCESS)

Main PID: 28696 (iscsi-scstd)
Tasks: 1 (limit: 22990)
Memory: 5.2M (peak: 35.2M)
CPU: 547ms
CGroup: /system.slice/mediator-scst.service
L—28696 /usr/local/sbin/iscsi-scstd

Jul 15 16:07:28 mediator host systemd[l]: Starting mediator-
scst.service...

Jul 15 16:07:29 mediator host iscsi-scstd[28694]: max data seg len
1048576, max queued cmds 2048

Jul 15 16:07:29 mediator host scst[28653]: Loading and configuring SCST
Jul 15 16:07:29 mediator host systemd[l]: Started mediator-
scst.service.

root@mediator host:~#

UEFIt*xa277—bDEFa)Tox—%FERTD

ONTAP Mediator 1.4L4%. UEFI> X 7L TSecure Boot X H Z X LW BE#NICHR > TULFE §, Secure BootxH
MCTBRE AVAM=IILNBICEXF AT F—2FRIDT-ODOEMFIENREICED X,

FIE
1. README 7 71 JLDIERICHESD T SCSTH—FILESa—JLICEBLLEXT .

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing
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2 BELF—ERELEI

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys
() A Rb—L ST LEAC README 77 1L EF—DBFNERENET,

3. NBE#EEMOKY X MIEML £3,

mokutil —--import
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de

r

MERIZT 74 FDBRICBEVWTH L ZCH. BEBRGAICBEI T2 CHTEET,
~NFA#2IFBoot ManagerhMFRTE 3 &SI, BIFEDGFAICRE T 2HENH D £9, 55
IZDWTlE. README.module-signing7 7 1 JL&x C&ELL 23 L ¢

®

[root@hostname ~]1# 1s
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/
README.module-signing scst module key.der scst module key.priv

4. R+ ZBEFHL. T/V1 RDUEFI Boot ManagerzfER L TH L ULWMOKZEESEL £, "UEFIZF a7
T — D BMICE > TULWBIHEIXONTAP Mediatorz 1 > A —JLL £9"® "mokuti’ 2—F «¢ 1) 7+ Tl
BN TL—IDRBEICED FT,

SCSTH—FXILEZ a—ILDES

ONTAP Mediator = 1 > X k—JL L 7=#&. systemctl status ‘mediator-scst' A\ failed (inactive) ¥ FRRIN 35
BlE. XDOFIBEICRE>TSCST H—FIL EZa—I)LICEBALET,

FIE

1. ELR Z7OEXHBIC. XOAYY REFRALT
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/SCST_mod_keys/' 7+« L 2 b U ICABF — EEF—D

RT7DPEFREINET ©

[root@mediator-host ~]# 1s
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/ README.module-
signing scst module key.der scst module key.priv [root@mediator-host ~]+#

2 RO OARVREZEFTLT. 2FF*F—%2 UEFI £— DRI MIICAVR— 9270 Z@MBLET -

[root@mediator-host ~]# mokutil --import
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r input password: input password again:

[root@mediator-host ~1#

3. mokutil V7 bz T7Id. A VR—k TOCLRPICCOF—ICFERTZ—FNIT—RFZERLFT,

4. 1 VR— 7Ot XD "mokutil -list-new THRIASNI-HESHEREEL TH S, P XTLEBEEL
T 7—hFO—H—HEFIMOKNY Z— v —%EEIL 9,

S BELDAZa—%FHAL T, SCSTHA—RILEZa—ILF—%FICLET, 8. systemctl status
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mediator-scst #E{TL X, T—EXADEFHTE . SCSTHA—RILED a—ILHEBZLINET,

ONTAP Mediator® 1 > XA b— )L AT —X XA EMERT 3
ONTAP Mediator #f X b—J)LL 7. EBICETINTVWAR e xEEELET,

Flig
1. ONTAP Mediator DX T —X X %=HRRLFET .

ad. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl1915530002 ~1+#

b. systemctl status mediator-scst
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[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd

[root@scsprl915530002 ~]1#

2. ONTAP Mediator TfEAENZR— 2R LE T,

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260|31784'

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 338% LISTEN

4> X +—)LEDONTAP Mediator D&E

ONTAP Mediator -1 > X b—JL L TEITL7=%. ONTAP Mediator D&REEER T B
ld. ONTAP R L — S XTLTEMNMOERER RV %ETIINELNHD £,

* ONTAP Mediator % MetroCluster IP #&5{ CER 9 B ICIE. "MetroCluster IPEZE D5 ONTAP Mediator 5%
ET2"HBBLTLIETL,

* SnapMirror7 7 7« JEEAEER Y 3 I1CIE. "ONTAP Mediatorz 1 > 2 k—JL L. ONTAPZ S X Z1&R %
HRRLEFIT"Z8RLTLLIETL,

ONTAP MediatorOtzF% 25+ RS —DHRE

ONTAP Mediatorld. BREARELRERD LX) T4 REEZVR—FLTVWET, IRTOREDT 74/ K
fElF. “low_space_threshold_mib: 10'5tABDERT 7 1L TIREINTWVWET ©

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.user c
onfig.yaml
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‘ontap mediator.user config.yaml ICEEESNI-IANTOMEIF. T4 MEZ EES L.
IARTD ONTAP Mediator 77w FTL—RIIhlco THIFEINE T,

Z¥E#% ontap mediator.user config.yaml. ONTAP Mediator ZBitcE L £,

systemctl restart ontap mediator

ONTAP Mediator® B DZEE

CDtY > a>THEAYT S ONTAP Mediator BtEld. BEICIGCTEETET T,

(D “ontap_mediator.config.yaml'AD € DD 7 7 # )L MMElZ. ZE S NT{EH'ONTAP Mediator®
7y IO L—RRICHIFINAGW D, BELBRVTLIEEL,

WBRZER % “ontap_mediator.user_config.yaml' 7 7 1 JLICAE—LTTF 73 bREZ LET TS L
T. ONTAP Mediator BMZZEL £9,

Y—RN—T 1 DSSLIEREZ TV A b—ILT B

FIAIFOBCEBLIAEZRZY — R/N—FT 1 D SSLEAREZEICEI I IMNENHIESIE. XD T 71
ROBEDBMZZTELFT :

* /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml

* /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

NE5DT7 71 ILHDEEIE. ONTAP Mediator TER SN BZIEAE 7 7ML ZHIET 2 71=DICFERINE
ER
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ONTAP Mediator 1.9L([%

RDORICUZASINTWVERT T )L FOEHEN

*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml’ 7 7 1 JLIC &

ENTLET,

cert path

key path

ca_cert path

ca_key path

ca_serial path

cert valid days

x509 passin pwd

INR
/opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.srl

1095

pass:ontap

* “cert_valid_days'l&. 747> MEREDOEMIARZRE T 2 HICFERAINET T, RAMBEIFIE

(1095H) T,

* x509 passin pwd [ FBHINCI A7V MEREDNZXTL—XTY,

RDORICUZARTNTWBST T )L EDOZEEH Jopt/inetappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini’

T7AIIEEFNTVET,

mediator cert

mediator key

ca_cert path

ONTAP Mediator 1.8 ULl
RMORICUZARINTWVWBT T 1)L EOZHEM

INR
/opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml’ 7 7 1 JLIC &

ENTLET,
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T8 INZ
cert path /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

ca_key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.key

ca serial path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.srl

cert valid days 1095
x509 passin pwd pass:ontap
* “cert_valid_days'l&. 747> MEERAEDEMIARZRTE T 2 HICFERAINE T, RAMEIFIFE
(1095H) T9Y,

* x509 passin pwd FBRINTI A7 MEAED/NNRXTL—XTT,
RORIC)ZAREINTWVWET T 4L EOEED  lopt/inetapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini’
T7AILICEENTVET,

ZH INR
mediator cert /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

mediator key /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca_cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

NSDOBMEZEBELGEIE. BEXEAT 37-OICONTAP Mediatorz BifcE1 L T 72T W T 72J)L K
DIFFRZEZ Y — RN—T 1 OFEFAZICETMZ 2 HEDFMICOVLWTIL, "HOELIAREE2EETE 52—
RN—FT 1 DIFFREZICBESTHZ 2" EBBL T,

INZAT— RIEERE

MODEKEIE. TI— T A —RNZAT— RHEBIIREE (I T B REZIRMELF TS

CDHBEEBRICT BICIX. "window_seconds' & ‘retry limit DEZEFREL £,

B
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C EHICERTEARMESDICRE L. sAORICKMEMZEOICUEY FLET,
authentication lock window seconds: 300
* RfERICSEIKRM L ISBRICT AV Oy I LE T,

authentication retry limit: 5

* BAITOHESZEBLEEES T, WBZAO—4F UV EE, BELDICLBINRAT— FERKRBORZE
ZERLET,

authentication failure delay seconds: 5

authentication failure delay seconds: O # seconds (float) to delay
failed auth attempts prior to response, 0 = no delay
authentication lock window seconds: null # seconds (int) since the
oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to allow
before locking API access, null = unlimited

NZAT—ROEHEESDIL—IL

DT« —)L KIF ONTAP Mediator APl 21— —7HT Y FDINRAT—ROEMETDIL—ILZFHIEFL F9,

password min length: 8

password max length: 64

password uppercase chars: O # min. uppercase characters

password lowercase chars: 1 # min. lowercase character

password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

ZEEIAREDHIEH
‘/opt/netapp/lib/ontap mediator T4 RVICHERTEIREZHIETIRENHD £,

AR—ZADNRESNLLEWMEZ TEIB L. BEEAIARY MIRITEINET,
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low space threshold mib: 10

FEay R ~— 2 D&
RESERVE_LOG_SPACE IIEDRTEICL > THIEIETNE T, T 7 #4JL L TlE. ONTAP Mediator D > X
F—ILEICOJRBICRIDT 4 R AR—IDBMERETNE T, 1> X b—Z (1% ONTAP Mediator D04 sCERE A
LT, BT 700MB OF 4 R ZAR—RAEFIHLVWEEHY 1 XD T7 71 IILZ1ERR LT,
COMBEEBEMICLTT 74 MDT 4 R AR—IAEEATZICIE. UTOFIBICHEWVWET,

1. D7 74 )L T. RESERVE_LOG_SPACE D% 1 h5 0 ICEELFT :

/opt/netapp/lib/ontap mediator/tools/mediator env

2. Mediatorx B L £9

a. cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE_LOG_SPACE"

RESERVE_LOG_SPACE=0

b. systemctl restart ontap mediator

WEEZBEAMICTDICIE. EZ 0H5 1ICEE L. Mediator ZBEIEB L £

FARY AR—ZEGOEZTH, BEOOTEN—ISNEE A, MEIOOTIEFTRTAY
() 77v7h YIDBR EMediatorDBREET 725 LISRADT 1 X7 AR—RICBBE
nEv,

ONTAP MediatorDEIE

ONTAPXT 4 IT—42—DEE (A—HY—J LTV VvIDEE, H—EXDELEEBER
Mbe ANNAFTVvI RAMXYTFHFIRADEHDSCSTOA VR M—=ILEX =TT YV

AVRAR=IRYE) Z#1TVWET, £7/-. BCERIBAEDOBEM. EETETSAH—KN
—T A AEANDEZRZ. MIAZEEEDEEDO NIV a—FT 0 o0k, ifEAE
DEIEHAETI,

A—H—2%=ZLETS

UTOFIETCA—H—3%ZZETITET,

RRAUE

ZDIEEILZ. ONTAP Mediator - > X b—JL L7z Linux R X R TERITLTLIET LY,

COOAXRY RZRITTETRVEEIE. ROBIDESICTEENRAZFERLTIOAV Y RZRITIIHELDHD F
ER
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/usr/local/bin/mediator username

FIE
ROWTNDZ2RITLTA—TRZZEELE T,

* #7723 (a) . ‘mediator_change_user A¥ > RZRTL. ROFUIRT LSICTAY T MIBELF
g

[root@mediator-host ~1# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator
The account username has been modified successfully.
[root@mediator-host ~]#

A7 (b)) DAY REERITLET !

MEDIATOR USERNAME=mediator MEDIATOR PASSWORD=mediator?2
MEDIATOR NEW USERNAME=mediatoradmin mediator change user

[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user
The account username has been modified successfully.
[root@mediator-host ~]1#

INZAT—RDEE
UFDEIBTNRAT— REEETEET,

RRAUE
ZDIEEILZ. ONTAP Mediator - > X b—JL L7z Linux R X R TERITLTLIET LY,

COOAXRYRZRITTETRVGEEIE. ROBIDLSICKEENRAZFERLTIOAV Y RZRITIIHELDHD F
ER

/usr/local/bin/mediator change password

FIE
ROVWTNHZRITLTNRT—RFZ2EELE T,

* F7F> 3> (a) : "mediator_change password A< > REETL. XOFISRITLSICTO T RIS
ZLE9:
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[root@mediator-host ~]# mediator change password
Change the Mediator API password by entering the following values:
Mediator API User Name: mediatoradmin
O0ld Password:
New Password:
Confirm Password:

The password has been updated successfully.
[root@mediator-host ~]#

AT ar(b):ROOAX RERITLET :

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2 mediator change password

CDFITIE. /NAT—R% mediator1] 75 Imediator2] ICEELTWVWET,
[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR_PASSWORD=mediator1 MEDIATOR_NEW_PASSWORD=mediator2

mediator change password

The password has been updated successfully.
[root@mediator-host ~1#

ONTAP Mediatorz{E1E9 3
ONTAP Mediator #121E$ 3 ICId. ROFIEZRITLET ©

FE
1. ONTAP Mediatorz{21EL F T :

systemctl stop ontap mediator
2. SCSTZEIEL ¥ 7,
systemctl stop mediator-scst
3. ONTAP X7 T—X—¥ SCST Z&EMICLET :

systemctl disable ontap mediator mediator-scst

ONTAPA T 4 I—4A2—%=BEFMICTS
ONTAP Mediator # BEBMICT B ICIE. XOFIEEETLET .

FlE
1. ONTAP Mediator  SCSTZ#EMICL 9 .
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systemctl enable ontap mediator mediator-scst
2. SCST = Rth

systemctl start mediator-scst
3. ONTAP Mediatorzi2& L &9 :

systemctl start ontap mediator

ONTAPAX T4 I—42—hERETHD =R T S
ONTAP Mediator #1 Y XA h—JLLT=%. ERBICETINTVLWA I xERLET,

FIE
1. ONTAP Mediator DX TF—H2 XA %=HKRR-LFT .

ad. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl915530002 ~1#

b. systemctl status mediator-scst
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[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L286662 /usr/local/sbin/iscsi-scstd

[root@scsprl915530002 ~]1#

2. ONTAP Mediator TfEAENZR— 2R LE T,

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260]31784"

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 338% LISTEN

ONTAP Mediator® 77 >1 > X k=)L
MHEIZIS L T. ONTAP Mediatorz BB R TE £ 9,

BAtA S BRiIC
ONTAP H'5 ONTAP Mediator ZHIFRT 2 8iIIC. YT T Z2REBEHLHD £7,

2R NE
CDIEEIZ. ONTAP Mediator 1 > X b —JL L 7= Linux RX R TEITLTLIET L,

COARY RZRITTETRWVESIF. ROPIDELSICTEENRZFERLTIARY RZ2RITIBZRVELDHD X
ERS

/usr/local/bin/uninstall ontap mediator

Fig
1. ONTAP Mediator # 7> > X b—JLLE T :
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uninstall ontap mediator

[root@mediator-host ~]# uninstall ontap mediator
ONTAP Mediator: Self Extracting Uninstaller

+ Removing ONTAP Mediator. (Log:
/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.log)
+ Remove successful.

[root@mediator-host ~]1#

—BR B EBLIARREDHBERK
ONTAP Mediator 1.7 LAFETld. ROFIET—RNABCERIIBEEBERTETET,

() CoOFIEE. ONTAP Mediator 1.7MBEETLTVS S AFLTOAY K- FENET,

AR E
* CODYEEIZ. ONTAP Mediator #1 > X b—JL L7z Linux "X R TERITLTLEEET L,

* CDRRYUIE. ONTAP Mediator D1 > X b —JLBICRA MDHRRA G FIEIP P RLADEESINI T
DIC. ERENTBEEBRAZENEL BB RICOAERITTE T,

c RN ECERRAEZERTCESI Y —RN—T s DRSS ICETRZIRIZ. COXRTZ2FERALT
AERAEZBEML_BV_TLRETV, BEEZELIMAENBVEE. COFIRIFKKLET,

FIE
REDRR O—FNBECERIAAEZHICBERT BICIE. UTOFIEZETLEI,

1. ONTAP Mediatorz Big8i L £ 7 :

./make self signed certs.sh overwrite
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[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

EHETEZY—RN—T 1 DIHAZEANOECERLMHAZSOBE S HZ
HHE— FINTVBIESIE. BEERIIREEEETI3 Y — RN—T 1 OIFEICBIMIZ LA TS £
ER

s t— R/N—F ¢ FSEBHZE (XONTAP 9.16. 1L EH L U ZNUFIO—EBDONTAP/Ny F 1) 1) — X
TOHTR—EEINET, "NetApp Bugs Online /VZ'ID CONTAP-243278"%#&2MB L T2

C) T\

* H— R/)N—F 1 DEFFAZ (X, ONTAP Mediator 1.7 %ZETLTVWB Y XA T LTDHAHR
—rENFEY,

22U NE
* COOEEIZ. ONTAP Mediator Z-1 > X b—JL L7z Linux R X R TRITLTL T LY,

*ERCNIcBECERMAEZ. ERTT3RERAHE (CA) HSEUG LICGGIREICES R ZHEN
HBHBEIC. CORRVERITTEET, ChZEfT5(CiF. FETTZ L HRER (PK) #EICT It
ATEBUED DD T,

* ROMIE. FONTAP MediatorsEBAE D ERZRL TWLWE T,
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ONTAP Mediator Certificate Purposes

Root CA

» PKl used to secure
the private
Certificate
Authority’s key

* Only need the
public cert after
signing the
Intermediate CA

Intermediate

* Used as a signing
authority

* Creates the server
cert + signs all
client certs

* Needs a key + srl
file to perform
signing

Server Chain

* Used for SSL
mutual
authentication /
encryption

Server Cert

*Used for HTTPS

*Need the private
key for encryption
ops

Client Certs

* Used by ONTAP for
mutual
authentication

* Unique per cluster
pair

* Generated
automatically
when adding a

cert. mediatorto a
cluster.

s XOXIE. Web H—/NDtw k77w ¥ ONTAP Mediator Dtz k7 v 7D#ERERL TWVWE T,

ONTAP Mediator Certificates

intarmadiate Cart

Sarver Cart
T ) |

sontap_mediator_server.crt
=ontap_mediator_server.key

sintetmadiate.crt
sintermediate. key
sIntarmadiate.srl

sroot_caert

ontap_mediator_server.cri
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini
\WebServer Setup

+ set-placeholder = mediator_cert=/opt/netapp/lib/ontap_mediator/ontap_mediator/server_configfontap_mediator_server chain.crt
+ set-placeholder = mediator_key=/opt/netapp/lib/fontap_t 'ontap_mediator/: _configlontap_mediator_serverkey
* set-pl holder = ca_ ifi fopt/netapp/lib/ontap_mediator/ontap_mediator/server_configiroot ca.crt

ontap_mediator.user_config.yaml
ONTAP Mediator Server Setup

* cert_path: 'fopt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ontap mediator_servercri'
+ key path: Jopt/netapp/libfontap_mediatorfontap_mediator/server_configlontap mediator_samverkey'
= ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate.crt’

* ca_key_path: 'fopt/netapp/libfontap_mediator/ontap_mediator/fzserver_config/intermeadiate. kay'

+ ca_serial_path: Yopt/i peflibfortap_medi fontap_mediator/server_configfintermeadiate sl

2T7w 1 CASIBEZEARRITI B — RN—T A H SREZTET 3
UTOFIBICHE>T. PKI #EEH SEEAE IS TE X9,

ROBIE. BSELIIEET U 2 —% lopt/netappl/lib/ontap_mediator/ontap_mediator/server _config/ I #% %
H—RN—FTABET VR —ICBIRZ 25 EETRLTVLWET,
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ONTAP Mediator 1.9L([%

1. PKIBREDEERRZE £ £ T 2 1= D ICER I 2%+ — “intermediate.key’ E#8R 7 7 1 )L
‘openssl_ca.cnf Z{ERL L £9,

a WEEEZEMLFT intermediate. key :

(ll

openssl genrsa -aes256 -out intermediate.key 4096

a. 7 7 1)l openssl ca.cnf (
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_ca.cnf iC#H D £9) (3.
ERENBEREICHELRTONT A ZEERLE T,

2. MEREAER T 7L EZFRAL CGIIAZEERLERZEM L T intermediate.csr .
fl
openssl req -key <private key name>.key -new -out

<certificate csr name>.csr -config <config file name>.cnf

[root@scs000216655 server configl# openssl req -key intermediate.key
-new -config openssl ca.cnf -out intermediate.csr

Enter pass phrase for intermediate.key:

[root@scs000216655 server configl# cat intermediate.csr

3. SEFAEELEK tintermediate.csr ZPKIBERIICXE L TG ED SV E T,

PKI#REIZ VT X b ZARFEL. “.csricE% L TEEAE intermediate.crt #4EML 3. &5
I« PKIBEEH S “intermediate.crt SEBAZ ICE % L 7= “root_ca.crt SEFAE ZEUS T A MELH D F

o

SnapMirrortl & % Xf#etE (SM-BC) 75 X2 DIFEIE. intermediate.crt 5 & U
@ ‘root_ca.crt' SEFAZE ZONTAPY 5 X X ITEBMMT ZHNEDH D £9, "SnapMirror 77 7
1 7REEAD 7= Z ONTAP Mediator £ 7 2 XA A% RET D" 2B LTI,

ONTAP Mediator 1.8 L{Fi

1. PKI AN GERRE AR T 2 7-DICER T 2WEF* — ‘cakey & 7 7 1)L "openss|_ca.cnf %z {E
L ET,

a MEREEMLFT ca.key !
B

openssl genrsa -aes256 -out ca.key 4096
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a. #8771 )l openssl ca.cnf (
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_ca.cnf iC# D £7) &,
ERSNBAREICHELRTONT s ZERLFT T,

2. WERB B T 7V 2 ERA L CGIRAEERERZEM L E T ca.csr !
il
openssl req -key <private key name>.key -new -out

<certificate csr name>.csr -config <config file name>.cnf

[root@scs000216655 server config]# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@scs000216655 server configl# cat ca.csr

3. EEIFAEERLENK ‘ca.csr ZPKIEEICIXEL TERZHHVET,

PKIBEEIZU VTR R ZREEAEL. .csr ICBRLTAAZSZERLET "ca.crte THIC. PKIHE
B8H 5 “root_ca.crt that signed the “ca.crt SEFAZE Z S I 2 MEHHD £7,

SnapMirror2 & = XA itE (SM-BC) U 5 XX DHEIFE. “ca.crt KU “root_ca.crt’
(D)  GEBREEONTAPY SRR ICEMT BUBABD £ "Snaphiror 72 7+ T EIHAD
7=®|Z ONTAP Mediator £ 7 5 AR ZH/RET 3" ZBRL T T,

ATv T2 Y—RN—T 1 DCASERAETEL L TH—N—FIHEZEMT S
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ONTAP Mediator 1.9L(F#%

H— N\N—ZEBEE(E. MWEHE intermediate.key' &t — R /X\—F 1 DFEFAZE “intermediate.crt’ iC & > TEH
SNTVWBIRERBHDFT, SHIC. BRT 7L
“lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_server.cnf (Z{&. OpenSSLic &k 2
TRITINZ Y —N—GREICHELTONT A ZIEEIT DREDBEIZENTUVET,

ROAR Y FTH—N—AEZEMTET I,

Fig
1. H—N—SEEEEREK (CSR) ZHMT 3ICI.

*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config' 7 # L X —H 5RO AT Y RERITL
£9:

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -sha5l2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSRMHH—N—FIBEZERT BITIE.
/opt/netapp/lib/ontap mediator/ontap mediator/server config 7 # LA —H5XD
ARV RZR{TLET

NS5O T 71 ILISPKIEREEBD SIS CNE LTz BRZAHEELEFRALTVSE
@ &1&. intermediate.crt’' & ‘intermediate.key ZZH T3 T 7 A IILGICEIHRZI TL 2
T\

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab5l12 -days 1095
-req —-in ontap mediator server.csr -out ontap mediator server.crt

° “_CAcreateserial' 4 7> 3 > |& “intermediate.srl' 7 7 1 L 2R T B 1-DICFERINE T,

ONTAP Mediator 1.8 L{Hi

H—N\—FEREE L. MWER cakey &L — R/N—TFT 1 OFEFAZE cact iC& > TERLINTVIHELD
DEd, THIC. BRTZ 71l
‘lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_server.cnf' {Zl&. OpenSSL (C &
STHEITINZ Y —N—FEREICHEL TONT 1 ZIBET IR EDRUINZTENTVE T,

ROIAY Y RTH—N—SBRZEEMTEE T,

FIE

1. —N—FEREZBLEKR (CSR) ZEMT BICId.
*Jopt/netapp/lib/ontap_mediator/ontap_mediator/server_config' 7 # L X —H 5RO AT Y RERITL
£9:

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSRMOHY—N—GERAEZEMT B IS,
/opt/netapp/lib/ontap mediator/ontap mediator/server config 7 FILE—H5RD

63



ARV RERITLET

(D NS5O T 71 ILISPKIREEED SESCNE LTz BRZHAHEEREFHALTVES
BlE. “cacrt ¥ ‘cakey ZEEHT AT FAIAICBEIHRITLIETL,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shab5l2 -days 1095 -reg -in
ontap mediator server.csr -out ontap mediator server.crt

° “_CAcreateseriall + > 3 i casl 77 M I =S5 T2=DICERAINE T,

X7 w73 : ONTAP Mediatori&f TH L LW — F/N—F ¢ CASERAZE C H — /\FIFAZE Z B TR %
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ONTAP Mediator 1.10L4[%

SEBAE DERE 1.
*/opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml |Z & % 5% 7
7 JLCONTAP MediatoriCfRIt SN E o, COT7AILICIE. UTOBMENZENET !

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia

te.srl'

* “cert_path' & KU “key_path'lgH —/N\N—FBHEZH T,
* ca_cert path. ca key path. & U ‘ca_serial_path’ld CAFFBAEZEH T,
FlE
1. FRTD intermediate.* 7 71 L — R N—FT 1« QIFFASZICEZT BRI £,
2. “intermediate.crt' & & ¥ “ontap_mediator_server.crt sEFAEN SEEBAEF T — > #ERRL F T ©

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. *Jopt/netappl/lib/ontap_mediator/uvicorn/config.json' 7 7 1 L= E#H L £ 9,
‘ssl keyfile'. ‘“ssl certfile'. ‘ssl ca certs DEZEFHLET :

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator

server chain.crt

ssl ca certs:
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/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° “ss|_keyfile fld “ontap_mediator_server.crt' 7 7 1 LJIID F — /N X T\
‘ontap_mediator_server.key' T3,

° “ss|_certfile (& ontap_mediator_server_chain.crt 7 7 1 JLD/XXA T,
° “ssl|_ca_certs fld “root_ca.crt' 7 71 JLD/NX T,
4 FLEMSNTIEERREDRDBMNELKBRETNTVWS e 2R LET -
° Linux Z)L—FDA—7F—: netapp:netapp
° Linux DMEPR : 600
5. ONTAP Mediatorz Bic#hL £ :

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 5 & U 1.9

SEFAE DRE IS
*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml' | & % 5% 7E 7
7 1 JLTONTAP MediatoriCiRfESNE T, COT 7AILICIE. UATOBENEZENFT :

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca_key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* “cert_path' & LU ‘key_path'ldH —/N\N—FBHEZH T,
* ca cert path. ca key path. H&U ‘ca_serial_path'i& CAFFRAEZEH T,
FIE
1. FRTD intermediate.* 7 71 L — R N—FT 1« QIS ICEZT BRI £,
2. “intermediate.crt’ & & U “ontap_mediator_server.crt SEBAZE D SHIAZEF T — V& ER LT :

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt



3. “/opt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EF L £,

‘mediator cert'. ‘mediator key'. H&U
‘ca_certificate DIEZEFHLFT :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° “mediator_cert'{El& “ontap_mediator_server_chain.crt 7 7 1 JLD/NXTY,

° mediator key value'l& ‘ontap mediator server.crt ' 77 JILADF—/NATY
‘ontap mediator server.keyo

° “ca_certificate & “root_ca.crt 7 7 1 ILD/NZA T,

4 FLSEMSNTIEERREDORDBENELKBRETNTVWS e 2R LET -
° Linux Z)L—FMDA—7F—: netapp:netapp
° Linux DMEPR : 600

5. ONTAP Mediatorz Bic#hL £ :

systemctl restart ontap mediator

ONTAP Mediator 1.8 L{Fi

SEFAE DRE IS
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml' | & % 5% 7
7 -1 JLCONTAP MediatoriCiRfESNE T, COT 7AILICIE. UATOBENEENFT -

67



cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'

* “cert_path' & KU ‘key_path'lgH —/N\N—FBHEZH T,
* ca _cert path. ca key path. & U ‘ca_serial_path'i& CASEEAZEZH T,

FlE
1. TRTD ca* 77 M INEY—RN—FT 1 DIFAEICEFRI FT,
2. “ca.crt KU “ontap_mediator_server.crt SEEAED SEEREF T — > HERL £ 9 ¢

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

3. “/opt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EF L £,

‘mediator cert'. ‘mediator key'. B&U
‘ca certificate DEZEHLEXT :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
° “‘mediator_cert'{ElJ “ontap_mediator_server chain.crt 7 7 1 JLD/NX TE,

° mediator key value'|l& ‘ontap mediator server.crt 77 IHNDF—/NIXTY
‘ontap mediator server.keyo

° “ca_certificate Bl “root_ca.crt 7 7 1 ILD/NX T,
4 FILLERSNTIEAZEDRDODBEBENELSREINTVWA CZHRLET ¢
° Linux Z)L—FMDA—7F—: netapp:netapp



° Linux O1&R : 600
5. ONTAP Mediator= B L £ 9 :

systemctl restart ontap mediator

2ATYVT4 . F T a>T, Y—RN—T 1 ORREICHIDONR F/-13ai=ERLET
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ONTAP Mediator 1.10L4[%

‘intermediate.* UANDRDEBI TH— R/N—FT 1 OBE%XFEAL =D . RDBFAICHRE
L7chd35HTETEY,

FIE

1. “/opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.user_config.yaml" 7 7
1 IL%EKEL T, ‘ontap_mediator.config.yaml' 7 7 T LADT 7 # )L FDZEH{EE FEZL T,

‘intermediate.crt  ZPKIMREANSEIG L. FOMEHE " intermediate.key %
‘/opt/netapp/lib/ontap mediator/ontap mediator/server config DIFFRIC
REIBEE.

‘ontap mediator.user config.yaml ' 7 7TJLIEZRDBIDLSICHD FT !

‘intermediate.crt' % {#F3 L T “ontap_mediator_server.crt SFEAZ ICE% L 12158,
(D ‘intermediate.srl’ 7 7 ML ER SN E T, FMICOVWTIE. RTv 72— F/)N—
T4 DCASEFBETEA L TH—N—SIAZEZER T ZBB LTI L,



[root@scs000216655 server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. ‘root_ca.crt' sSEBHE N “ontap_mediator_server.crt sSEBAEICE R T B “intermediate.crt SERAE % 12
HY 2AEEBEEFERL TLWBIHESIFE. Cintermediate.crt SEFAE &
‘ontap_mediator_server.crt SEEAE N SAFRAZE F =t — > ZER L £,

@ FIEDRWVERFET. PKI #%E8H 5 “intermediate.crt sEBAE &
‘ontap_mediator_server.crt BAFBAZE Z AR L TE K BENH D 7,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. */opt/netapp/lib/ontap_mediator/uvicorn/config.json' 7 7 1 L= BFH L £,
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"ssl keyfile'. ‘“ssl certfile'. ‘ssl ca certs DEZEFHLET :

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca_ certs:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* “ssl_keyfile Bl “ontap_mediator_server.crt 7 7 1 LD F—/VX T\
‘ontap_mediator_server.key' T3,
* “ssl_certfile I “ontap_mediator_server_chain.crtt 7 7 1 JLD/NXTY,

" “ssl_ca_certs'{B|d ‘root_ca.crt 7 71 ILD/NXTY,

SnapMirror ¥ % Z#ig#ttE (SM-BC) 75 XX DHZEIE. intermediate.crt' &
(D & U ‘root_ca.crt SEFAEZONTAPY 5 X ZITIBINT 2 HEHH D F
95 "SnapMirror 77 7« JREIHED 7= IZ ONTAP Mediator ¥ 7 5 X X % R7E
TE5"EBRLTLLIETL,
CHLLEMTNIHEEDRDODBEINELLRESNTVWA R LET !
* Linux Z)L—MD# —7F —: netapp:netapp
" Linux DHEPR © 600
2. /RET7 7AW TIAAENEF IN/=S. ONTAP Mediator ZHiE2EI L £7,

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 5 & U 1.9

‘intermediate.* UANDBDZEITH— R/NN—F 0 OEBERFERAL7=D. FIDSFRICHFRZE
L7932 HTETEY,

FIE

1. “/opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.user_config.yaml' 7 7
1L %FEL T, ontap_mediator.config.yaml' 7 7 1 LADT 7 # )L FOEZHEZ LEZL X9

‘intermediate.crt  ZPKIMEANSEIEL. TDMEHR " intermediate.key %

‘/opt/netapp/lib/ontap mediator/ontap mediator/server config DIFFFIC
RETZHE.
‘ontap mediator.user config.yaml ' 7 7AJLIZRDFDKSICHD FT !
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‘intermediate.crt' Z M L T “ontap_mediator_server.crt SEBAZICE% L 15,
@ ‘intermediate.srl’ 7 7 A ILAVERR INE T, FFHICOVWTIE. RT7 w72 H—F/{—
T4 DCAGERAZE TERA L TH—N—GRE XM T3 ZB8RLTLIEE L,

[root@scs000216655 server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

id

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. “root_ca.crt' sSEBHZE N “ontap_mediator_server.crt sSEFBEICER T B “intermediate.crt ZEFAE % 17

Hy 2AAEEEEZFERAL TLWSIEEIFE. Sintermediate.crt SEFAZE &
‘ontap_mediator_server.crt SERAE D SEFREF T — > ZERL L £ T

@ FIEDRWERFET. PKI#E3H 5 “intermediate.crt SEFAZE &
‘ontap_mediator_server.crt SFRBE ZEE L TE K BENH D £7,
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cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. */opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EFH L £,

‘mediator cert’. ‘'mediator key'. BXUY
‘ca certificate DEZEHLEXT :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* “mediator_cert' {Bld “ontap_mediator_server_chain.crt' 7 7 1 JLD/N XA TY,

* “mediator_key fE|d “ontap_mediator_server.crt' 7 7 1 JLIRDF — /N X T\
‘ontap_mediator_server.key' T3,

* “ca_certificate (& “root_ca.crt 7 7 1 ILD/NX T,

SnapMirror ¥ % X (SM-BC) 25 XX D1FEIF. intermediate.crt' &
(D & T ‘root_ca.crt SEFAEZ#ONTAPY 5 X ZICIBINT 2 HENH D F
95 "SnapMirror 727 T« JEIHBED 7= | ONTAP Mediator &£ 7 5 X X % 3R
TH"EBRLTIEIL,
C.HLLERTNIIBEDRDODBUNELSRESNTVWEI e ZBRELET -
* Linux Z)IL—7 DA —F—: netapp:netapp
* Linux DHEPR : 600
2. RET7 7ML TIAAENEHF IN/=5. ONTAP Mediator Z BRI L £7,

systemctl restart ontap mediator

ONTAP Mediator 1.8 L{H{

‘ca. BN DRIDREITY — RN—T 1 DFEFAZEZERA LD . BOBAICRELIED IS T
CBHTEET

FIE

1. */opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.user_config.yaml 7 7
1L %EEREL T, ontap_mediator.config.yaml' 7 7 T LADT 7 # )L FOZHEE LEZL X9,
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‘ca.crt  ZPKIMEANSERL. TOWER ca.key %&
‘/opt/netapp/lib/ontap mediator/ontap mediator/server config DIFFFIC
®EI 355,

‘ontap mediator.user config.yaml ' 77 ILIEZRDFDELSICHED FT :

“ca.crt Z{#F L T “ontap_mediator_server.crt SERAZICEZ LT-BE. castl 774
() pEREhET. BECOWTIE. A7y 72 F— K/\—F 1 DCATHAE TS
LTH—N—GEAZEZER T 2Z2BR L TLEEL,

[root@scs000216655 server configl# cat

ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

a. “root_ca.crt' sSEBHZE N “ontap_mediator_server.crt sSEFAE(ICER T B “ca.crt sSIFAE % IRt 9 5HE
EREEFERLTVSIEEIE. “cacrtsEBHZ ¥ “ontap_mediator_server.crt' ZEBBEH SEFAE F
T—>EERLET :



@ FIEDORWVERFET. PKI BEEH 5 “ca.crt' SEFAE & “ontap_mediator_server.crt 5EAR
S ELTEKHBERHD XTI,

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

b. */opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EF L £,

‘mediator cert'. ‘mediator key'. B&U
‘ca_certificate DEZEFHLFT :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* “mediator_cert & “ontap_mediator_server_chain.crt 7 7 1 JLDO/NX T,

* “‘mediator_key {El& “ontap_mediator_server.crt 7 7 1 JLIAD F —/V X T\
‘ontap_mediator_server.key T,

* “ca_certificate & “root_ca.crt 7 7 1 ILD/NZA T,

SnapMirrort & 2kt (SM-BC) 75 XX DIHEIE. “cact BLV

@ ‘root_ca.crt' SEFBEZ ONTAPY 5 X ZITBMT ZHEHLH D £9, "SnapMirror
7O T4 TEEAD -8 IZ ONTAP Mediator £ 7 5 AR & RET 3" 2 BB L T
<T2T0N

C HLLLEMINTEAZDXRDEMNELSBRESNTWVWA L ZHERLET !
* Linux Z)L—7FDA—F—: netapp:netapp
* Linux OHERR : 600
2. FRET 7L THRAENEHF SN/ 5. ONTAP Mediator = HFi2E L £ 7,

systemctl restart ontap mediator

AFREMAEOMED F S TN a—FTa VT
HBAEORED TONT « ZHRTEE T,
SEAEOBEIRERE Y 3

SERRZE0EEE Z#ATBICIE. KOO REFEALET,
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ONTAP Mediator 1.9L([%

[root@mediator host server configl# openssl x509
-text -noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Mediator 1.8 ULl

[root@mediator host server configl# openssl x509
—-noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

CAEBAZE(CH (T3 X509v3 LR DAREE
XA REFERAL T, CASERAZ D X509v3 #hREEREZ #&REE L £ 9

-in intermediate.crt

-in ca.crt -text
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ONTAP Mediator 1.9L([%

‘openssl ca.cnf WD “*v3 ca* TERINLTONT 1 IE
‘intermediate.crt Tl "X509v3 extensions & L TEREIRINZEFT,

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server configl# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP Mediator 1.8 ULl

‘openssl ca.cnf D “*v3 ca* TERSNLTONTAIE. “ca.crt T
*X509v3 extensions & LTRRINZEXT,



[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf

[ v3 ca |

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

H—N—GEERE LY T I 7 bORERICET B X509v3 HLRIEREZ REET

‘openssl server.cnf BT 7ML TERSN "v3 req 7ONT 7 ld. FEAAEAT
*X509v3 extensions & LTHRREINZET,

ROFEITIE. ONTAP Mediator B > X b —JL ENTULVS Linux VM T “hostname -A'$ & U “hostname -I' 1
YU RERTIBIET. ‘alt names I a VAHOER B TEET,

ZHOELWMEICOWTIE. *y bT—IFBEICHEEL TIZTE L,
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ONTAP Mediator 1.9L([%

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abcd

[root@mediator host server configl]# openssl x509 -in intermediate.crt
-text —-noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcd:abcd:abecd

ONTAP Mediator 1.8 LLHT



[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abed

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abecd:abed

MERNIAZT L —BLTVWB L zMHRT 5
REDMBRRBHARAE L —HITEHESH ZHRECTCETE T,

F—CEEAEICH L TZENZNRD OpenSSL XY RZFEAL Y,
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ONTAP Mediator 1.9L([%

[root@mediator host server config]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeecd4a9dbc

ONTAP Mediator 1.8 L{Fi

[root@mediator host server config]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7¢c59012blde89%eeed4a9dbc

M50 “-modulus’ BMEN—HT 3355, WERLREOXRTICEBRMELHO . HEICEETES Szl
9,

Y —N—FEFAE PR EDCAGERAE D STER SN C e 2 /R T B
ROARXY RZFEAL T, T—N—EAEIGEDCARAEN SER TN TVWE C E ZHEETET X7,
ONTAP Mediator 1.9L4%
[root@mediator host server config]# openssl verify -CAfile root ca.crt
-—untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK

[root@mediator host server configl#

ONTAP Mediator 1.8 L{#(
[root@mediator host server config]# openssl verify -CAfile ca.crt

ontap mediator server.crt

ontap mediator server.crt: OK

F2SAVEIBERT—2 X 7O Rl (OCSP) &tz ERA L TWAHEIE. Y > R'openssl-verify" Z &
BLZEY,
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https://www.openssl.org/docs/manmaster/man1/openssl-verify.html

ONTAP Mediator® 7~ X FOSZRFT 3

BEANTA—IVRAEERTZ1-0HIC. ONTAP Mediator D7R X ~ OS A ERIRYIC X
VTFIVRAINTWVWARZ xR L TLIET L,
RIALD)T—F

DS AADEBRIREICH S TBERICOARI FZEBEE L T IV, ONTAP Mediatorh’4 7541 > DE
3. 75 RRIIEBEEICHETITEFFA. BEFTIH0IC. XVTFURADOBEBERELTLIEE L,

ONTAP Mediator | EEERICEEIMNICER L. ONTAP 25 XX X DURICHRESNT-BREBAHDLE
ER

KA Ny IT—DEH
A—RNEBRSIRTDTA T TV EByumN\y 5 —SZEHLE T, BEEZEMCT I DICBERISE
& R bZzBEELEFT, RAMEHEHTIFIC. T—EXTVr Y RIDZRTPa—)LLET,

‘yum-utils NI =P A VA M—I)LFB5FEIE.  “needs-
restarting" AV Y FZEHALT. Ny T—COZEBICHEFHNURENE SHhZzEELET,

ZEIXT ICIFBMICE S5V, ONTAP Mediator DIKTFRIfFRZ B L 7o BIFHEEH L T T L,

RALOSAH—RILETYTIL—FTB

SCSTIZ. FELTWVWARH—RILICEDLETIAVNTILTEIMNERHDFT, OSET7 v ITF— T BICIE
XVTFFIADODERZE AT a—ILTIRENRHD £,

Fig
RAROS H—RILETYFTL—RTRICIE. ROFIBICRWNET,
h—I)IET7v TSI L—RTBHIC. OSEONTAP Mediatord/N\—> 3 VICEBMAH B Z &
() EEELTESV, HH— FSATUBN—I 3 VICDNTH, 0SOYF— FIHEES
LTSV,
1. ONTAPXF 4 T—X—%1{21LLF 7,

2. SCSTNY T —=SHTIUAVAM=ILLET, [FRAFDAYTF U AEETITZ)ZBBLTLLETL,
(SCSTTIF 7Y I L —R XAZZALIFREESTNFEA. )

307y FJL—KRL. UJ—FLET,
4. SCSTNY 7T —JZBA YA M—ILLET,
5. ONTAP Mediator ZBEBMICL F£7,

RAMDAYTF U RZ2RITIS

VMA—ZILET v FFL— R %L, SCSTEY 21— L OERIEDENRET BEREMENH D %
Fo SCSTEFBTT VA VA R—ILL. BAYRP—ILLTIREE L,
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ATV T1.:SCST2#T7 VA >VRAM—ILT3B
SCSTH 7MY AM—=ILTBICIE. ONTAP Mediator N\— 3> D tar NV RILEFERBLE T,

FE
1. @74 SCST NV RIL CROXREER) 24U >O—RLTHEELET,

CON—=23>TlE... CDtar NV RILZERLTLIZTL..
ONTAP Mediator 1.11 scst-3.9.tar.gz
ONTAP Mediator 1.10 scst-3.9.tar.gz
ONTAP Mediator 1.9.1 scst-3.8.0.tar.bz2
ONTAP Mediator 1.9 scst-3.8.0.tar.bz2
ONTAP Mediator 1.8 scst-3.8.0.tar.bz2
ONTAP Mediator 1.7 scst-3.7.0.tar.bz2
ONTAP Mediator 1.6 scst-3.7.0.tar.bz2
ONTAP Mediator 1.5 scst-3.6.0.tar.bz2
ONTAP Mediator 1.4 scst-3.6.0.tar.bz2
ONTAP Mediator 1.3 scst-3.5.0.tar.bz2
ONTAP Mediator 1.1 scst-3.4.0.tar.bz2
ONTAP Mediator 1.0 scst-3.3.0.tar.bz2

a. "SCST SourceForge A 7 VO—R"DoF—FYV =X Ny FT—JICT70€ALET,
b. *Download released versions* %z &R L £ 7
C. NV RIL%E VM ICHH L £ 95
2.sest TA LV MURTRODTZ VA VA M—IL ARV RZEITLET
a. systemctl stop mediator-scst
b. make scstadm uninstall
C. make iscsi uninstall
d. make usr uninstall
€. make scst uninstall

f. depmod
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ATvS2.8CSTZA VA M—ILT 3B

SCSTEFETA VA M=ILTBICIEF. 1R F=ILTNTWVWS/N—2 3> D ONTAP Mediator TERA TN D
SCSTtar N> RILAMBETT (SCSTTF—TILARPT—TJILEEBR) .

ONTAP Mediatorz 1 > X b =L I BHIICCDFIEZRITL TSV AL TWLSSCSTD
@ N—2 3 YHONTAP Mediatorf Y X b —=ZICNAY RILENTVEN=Ta Y KD BHL WS
By TYAM=FRFCOFIEZIF Y TFLET,
1. 'secst 74 LI MUTROA VA M—ILOAT Y RERTLET !
d. make 2release
b. make scst install
C. make usr_install
d. make iscsi install
€. make scstadm install

f. depmod

TDHTA A R—)L%EZEITL. ONTAP MediatorzEF/ilc1 > X b—IL T 35E8F. K
DFIBIGECHENICKRD AT RERTLET

®

mkdir -p
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys

9. cp scst/src/certs/scst module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

h. patch /etc/init.d/scst < /opt/netapp/lib/ontap mediator/systemd/scst.patch

#El > X b—)LEFICONTAP Mediator®ilCSCSTEERIICT Y X —ILT 358
(D) B COFBERFYTLTES V. 1 YR b—5Icdk > THET 3SCST/ y F1¢
BRHINE,

2. 773> e LT £Fa7 T—EHEMIB>TVERHRERIE. BESHTIFICROFIEZEITLET !

a. scst _vdisk. scst. KU iscsi_scst ED a—ILDRET 7 AMINEZRELET :

[root@localhost ~]1# modinfo -n scst vdisk
[root@localhost ~]# modinfo -n scst
[root@localhost ~]1# modinfo -n iscsi scst

b. A=)V —2=ZFEZRLFT :

[root@localhost ~]# uname -r
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C BEDa—ILI7AMINEN—RILTERLET !

[root@localhost ~1# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-
file \sha256 \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.priv \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.der \

_module-filename

d 77—LOx 7 HICUEFI F—%2 1> X b—ILLE T,
UEFIF—DA YA F—=ILFIBICDOWVWTIE. UTEEBBLTLLETL,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

ERENTUEFIF —IRDGFRICRTFSINE T,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r

3. PRTFLEBEHMLET !

reboot

RAMDERRA MG EIZIPOEE

AR E
* CODOYEEIZ. ONTAP Mediator #1 > X b—JL L7z Linux "X R TERITLTLEEET L,

* ONTAP Mediator 1 A =)L LT=RBICKRRA MEFIFZIP 7P RLADREE SN -HICECELIAS
NEMTHLRBROTEHBRICOHA. CNEFEITLTLEETL,

c RN ECERRAEZERTCESI Y —FN—T s DRSS ICET BRI RIZ. COXRTZ2FERALT
EEAEZBEM L BWVWTL LTV, BEELMREZHHETHEVSEIE. COFIRIIFERTETEEA.

FIE
BEDODKRI bO—KHNBEHCERAAZSZERLET !

1. ONTAP Mediatorz B8 L £ 7 :

./make self signed certs.sh overwrite
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[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl# systemctl restart ontap mediator
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