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[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin. log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 2023041913461l.1log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]#

2. |leapp-upgradeY —IILZFRHLT7 v I L—REETLET,

[rootmediator-host ~]# leapp preupgrade --target 8.4
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 8.4
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]1#

3. ONTAP Mediatorz B X h—JLL 9,

@ 04 771k VL SIc. ONTAP Mediatordd B~ > X b— LT <IC5ERD OFE
ERITLTLIEEL,

[rootmediator-host ~]# ontap-mediator-1.9.0/ontap-mediator-1.9.0
ONTAP Mediator: Self Extracting Installer

..<snip installation>..
[rootmediator-host ~]#

4. ontap_mediatorty —E X &1L L £,
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[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

5. O J7AINEBEHRRFT,

[rootmediator-host ~]# tar -xf ontap mediator log backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. ontap_mediatortf —E X ZFBL £ 9,

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#

7. 7w 74 L— K L7=ONTAP MediatoriC 3 X TDONTAPY S XX %= HEH L £9,
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MetroCluster over IPDF|E

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove
Removing the mediator and disabling Automatic Unplanned Switchover.
It may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...
Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
—address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

sitelhA::>



SnapMirror7” 7 7« 7 EHADFIE

SnapMirror7 27 7« 7EEITIZ. /optinetappT « LU FUMSMITLSEERRZ % 1 VX =)L LT=3BE. 3T
BHEZBEA VA L—ILTEI2REIEIHD EFEA. T4 NOBCEBLIAZERXFERALTULWIBE. £
|3IMB DERAZ % /optinetappT « L7 FUICEEE L TULW=GEIE. SEREEZ Ny 27 v L TUR LT
TEIMRELHD FT,

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA
Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.
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The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *

1 entry was deleted.

peer?2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer

—-cluster peer2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node?2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
172.31.49.237 peer?2 connected true
peerl::>



RS BIUANDT I ERXZBHMICT S

A VA= 7OCXARICONTAPA T 4 T—R—DREBLHNY T —DICTFIOEATES
E3IC. VRS MUANDT V2R ZBMCTIHELRHD £,

FIE
L RORICRI LS. POVERTBIRENDHB VRIS M) ZRELET

ARL—=FTa VI RT LA TOERZREETDZIVRI MY
RHEL 7.x * rhel-7-server-optional-rpms
RHEL 8.x * rhel-8-for-x86_64-baseos-rpms

* RHEL-8-FOR-x86_64-AppStream-RPM

RHEL 9.x * rhel-9-for-x86_64-baseos-rpms
* RHEL-9-FOR-X86_64-AppStream-RPM

CentOS 7.x * C7.6.1810 - Base U R ~ 1)
Rocky Linux 8 * AppStream

* RN—RXA X
Rocky Linux 9 * AppStream

* RN—RXAF X

2. A R=)L7OEXFICONTAPAT 4 T—RX—DRBHENY T —JICTI9ERATESR LS. EEED )
RERMIADTIERZBHICTBICIE. ROWTNHDFIEZERTLET,

ONTAPX 7 4 T—&—1 Textras] JRT ~1 & Toptionaly )RS kUICIFEET SPythonE
@ Ta—- )L KFBGRERF > TLWBIBRIE. 771 Y rhel-X-for-x86 64-optional-
rpms 7P AINCT VECRTIBENRHD FT "rhel-X-for-x86 64-extras-rpmso
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RHEL 7xAXRL—7T« >0 Y X7 LOFE

ARL—=FT 4 VI AT LD RHEL7.Xx *DI5EIE. ROFIEZFERLTURIS NIADT I %=EFM
IcLEd,

FIB
1. RBRURS FUICHTRISATLET,

subscription-manager repos --enable rhel-7-server-optional-rpms

ROBNE. THOARY FOERTHZRLTVET,

[root@localhost ~]# subscription-manager repos --enable rhel-7-
server-optional-rpms

Repository 'rhel-7-server-optional-rpms' is enabled for this system.

2. AT R%ERFTLEY yum repolisto

ROFIE. COATY ROERTHZRLTWET, lrhel-7-server-optional-rpoms) UARJ kA X
MIRTREINFT,

[root@localhost ~]# yum repolist

Loaded plugins: product-id, search-disabled-repos, subscription-
manager

rhel-7-server-optional-rpms | 3.2 kB 00:00:00
rhel-7-server-rpms | 3.5 kB 00:00:00

1/3): rhel-7-server-optional-rpms/7Server/x86 64/group

26 kB 00:00:00

(

|

(2/3): rhel-T7-server-optional-rpms/7Server/x86 64/updateinfo

| 2.5 MB 00:00:00

(3/3): rhel-T7-server-optional-rpms/7Server/x86 64/primary db

| 8.3 MB 00:00:01

repo id repo name

status

rhel-7-server-optional-rpms/7Server/x86 64 Red Hat Enterprise
Linux 7 Server - Optional (RPMs) 19,447
rhel-7-server-rpms/7Server/x86 64 Red Hat Enterprise
Linux 7 Server (RPMs) 26,758

repolist: 46,205
[root@localhost ~1#
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RHEL 8 XA XL —7T 1 VI X7 LTOFIE

ARL—=FT 4 VT ATFLH* RHEL8.Xx *DiFEIE. ROFIEZFERL TR NIADT I %=EFM
IcLEd,

FI@

1. BRBRYRSMIICHITRISA4TLET,

subscription-manager repos --enable rhel-8-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-8-for-x86 64-appstream-rpms

oL, COARY ROETHERLTUVET,

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86_ 64-baseos-rpms

Repository 'rhel-8-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-appstream-rpms

Repository 'rhel-8-for-x86 64-appstream-rpms' is enabled for this
system.

2. OV R%RFTLET yum repoliste

ML TRISATLIEVRS FUB )R MIRTEINET,
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RHEL9xAXRL—7« > I X7 LAFIE

ARL—=FT 4 VT ATF LD RHEL9OX *DIFEIE. ROFIEZFERL TR NIADT I %=EFM
IcLEd,

FIE
1. BBRURISMIICHTRIZ4TLES,

subscription-manager repos --enable rhel-9-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-9-for-x86 64-appstream-rpms

oL, COARY ROETHERLTUVET,

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86_ 64-baseos-rpms

Repository 'rhel-9-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-appstream-rpms

Repository 'rhel-9-for-x86 64-appstream-rpms' is enabled for this
system.

2. OV R%RFTLET yum repoliste

ML TRISATLIEVRS FUB )R MIRTEINET,
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CentOS 7.xARL—FT 4 VT AT LATOFIE

ARL—=FT 4 VT RAT LD CentOS 7.x *DiFE. ROFIE #ERALTURS NIADT I I%ER
IcLEd,

LITOF)IECent0S 7.6 D URS U ZRLTVEI A D/ —2 3 > DCentOS T
() HLBLTEMABD £T, L TLSCentOSDN— 3 VISR L feA— R UK
MU EERLET

FIE

1. C7.6.1810-Base VR U B L FF, C7.6.1810-Based #—JL MR R IZIE. ONTAP X
T4 I—X—IChER kernel-devel"/N v T —JHAEFNTWVWETD,

2. Jetc/yum.repos.d/CentOS-Vault.repoll X DIT%BIML £ 9,

[C7.6.1810-base]

name=Cent0S-7.6.1810 - Base
baseurl=http://vault.centos.org/7.6.1810/0s/Sbasearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0OS-7
enabled=1

3. ATV RERITLET yum repoliste

ROBNE. THARY ROETHIZRLTLWEY, Cent0S-7.6.1810 - BaseJ/RT ~UH U X M ZFK
TENET,

Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: distro.ibiblio.org

* extras: distro.ibiblio.org

* updates: ewr.edge.kernel.org

C7.6.1810-base | 3.6 kB 00:00:00
(1/2): C7.6.1810-base/x86 64/group gz | 166 kB 00:00:00
(2/2): C7.6.1810-base/x86 64/primary db | 6.0 MB 00:00:04
repo id repo name status
C7.6.1810-base/x86 64 Cent0S-7.6.1810 - Base 10,019
base/7/x86_64 Cent0OS-7 - Base 10,097
extras/7/x86 64 Cent0S-7 - Extras 307
updates/7/x86 64 Cent0S-7 - Updates 1,010

repolist: 21,433
[root@localhost ~]1#
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Rocky Linux 8 £ 7=139ARL —F ¢ »J > X T LDFIE

CDFIE 1. ARL—F« >4 + > RF Lh™ Rocky Linux 8* % 7=1&* Rocky Linux 9*DIH&ICERL
T DRSS MIADT IR EZBMICLE T,

FI&E

1L RBRURSRIICHTRISATLET,
dnf config-manager --set-enabled baseos
dnf config-manager --set-enabled appstream

2. #BEZE1TL clean £,
dnf clean all
3RS KIVDU RN EEZELET,

dnf repolist

root@localhost ~ dnf config-manager --set-enabled baseos

root@localhost ~ dnf config-manager --set-enabled appstream

[ 1#
[ 1#
[root@localhost ~]# dnf clean all
[ 1#

root@localhost ~ dnf repolist
repo id repo name
appstream Rocky Linux 8 - AppStream
baseos Rocky Linux 8 - BaseOS

[root@localhost ~1#

root@localhost ~ dnf config-manager --set-enabled baseos

[ 1#

[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all
[ 1#

root@localhost ~ dnf repolist

repo id repo name
appstream Rocky Linux 9 - AppStream
baseos Rocky Linux 9 - BaseOS

[root@localhost ~1#

Mediator > X =L\ —J %A YVO—RT 3

A= IL7OERD—EKE LT, Mediator®f > X b= LN —JH A D> O—
FLZET,

FIE
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1. ONTAPXF 4 T—R—DR=IHQWBEXT A IT—E—DA VA= —2%8 0 0O0—-RLED,

"ONTAP X744 T—X—DARA 7 >O—RkR—=>"

2 XFAT—F—DA YR =Ny T —SHREDELEF (LI b IICHB I eBRLET,

[root@sdot-r730-0003a-d6 ~]# 1ls ontap-mediator-1.9.0.tgz

ontap-mediator-1.9.0.tgz

C) ONTAPX T 4 T—RZ—N\—=2 3 V1ALUEIDHBE. 1 VA M—ZD%HIIETY ontap-

mediatore

AR =Y MIT VA TERVBRICVWRIGEIF. TV A N—=SHRBHENY T —JICT7IEXTE
BRI IHNELHD X,

3. BEIZIG L T, Mediatord 1 Y X b—=ILINwr—2%# A D> O— K54 L2 kb SLinux Mediator7s X
FDAYVRAM=ILTa LI MUICRELE T,

4 AR =NV T—2ZBELET,

tar xvfz ontap-mediator-1.9.0.tgz

ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.

O W W W W W W W WO O

.0/

.0/csc-prod-ONTAP-Mediator.pem
.0/csc-prod-chain-ONTAP-Mediator.pem
.0/tsa-prod-ONTAP-Mediator.pem
.0/tsa-prod-chain-ONTAP-Mediator.pem
.0/ONTAP-Mediator-production.pub
.0/ontap-mediator-1.9.0
.0/ontap-mediator-1.9.0.sig.tsr
.0/ontap-mediator-1.9.0.tsr
.0/ontap-mediator-1.9.0.sig

ONTAPX 74 IT—4&— 11— RELZL DR

ONTAPAT A T—R—A VA =L\ T —S% 42X M—=)LT BHIIC. ONTAPX T

A IT—2—A—FOERZHERIBIVENDHD XTI,

HIRY B HIIC

ONTAPAT 4 I—42—1— RDERZZMHRT DI AT LDROBHEEZB L TVWBIHRELRHD X7,

* OpenSSL/N—> 3 21.0.2~3.0 (BEAIREEA)
* BALRZVTRF (TSA) BRIEADOpenSSL/N—2 3 > 1.1.0L4%
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* OCSPRREED e DNT Iy oA R =2y kT IER

Ao>oO—RNYT—=JIIERD T 7AILHDEENTVET,

T7AI B

ONTAP-Mediator-production.pub EHDOREICFER TIN5 LB
csc-prod-chain-ONTAP-Mediator.pem INT )y UEEBECADEEF T —>
csc-prod-ONTAP-Mediator.pem F—DEMICERT BEEHAE
ontap-mediator-1.9.0 N=2 319008 M1 YA M—=ILETT 71
ontap-mediator-1.9.0.sig SHA-256(3/\v > 2t E . CSC-prod¥—ZfFERL

TRSABEZEINET (AR =5 0DEHR) .

ontap-mediator-1.9.0.sig.tsr OCSCPA 1 Y A =S DERICHRAT DKMEKR
ontap-mediator-1.9.0.tsr BALRR Y TELERT 71
tsa-prod-ONTAP-Mediator.pem TSRD/NT)w UERE
tsa-prod-chain-ONTAP-Mediator.pem TSROD/NT ) w UsEBAECAF T —>

FlE

1. Online Certificate Status Protocol (OCSP) %#fEHL T. TEWF v I %ERITLET csc-prod-
ONTAP-Mediator.pemo

a. BEREIAZ TIIURIDEE SN TULWARWVWEREMNH B 7=, FFAZDEERICHER I 50CSP URL%E
BWELE,

openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

b. SEEAEDOCSPERZAEM L £,

openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem
-reqout reqg.der

C. OCSP Manager|Z$%#: L TOCSPERZZEL £7,
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openssl ocsp —-issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url
${ocsp uri} -resp text -respout resp.der -verify other csc-prod-
chain-ONTAP-Mediator.pem

2. CSCOEREF = — Y e BMHARZO—NILRR M EBREL THRLFT,

openssl verify

@ openssl NADN—=T 3 VAWML (BEEBATIFRW) BELRHDFT “cert.pemo

openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} csc-prod-ONTAP-Mediator.pem # Failure action: The Code-
Signature-Check certificate has expired or is invalid. Download a newer
version of the ONTAP Mediator.

openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} tsa-prod-ONTAP-Mediator.pem # Failure action: The Time-
Stamp certificate has expired or is invalid. Download a newer version of
the ONTAP Mediator.

3. BhEIF SNT-FREERFER L T7 7L X “ontap-mediator-1.9.0.tsr' 7 7 -7 JLZ FE3 L “ontap-mediator-
1.9.0.sig.tsr £ 9,

openssl ts -verify

s T FAIIUCKE. A YA b—Z - REBRAICEEMISNIcZ A LXZ D TREDE
@ ENTVET, XA LRZVTICTSAD S DEMBREGHHD. AT 71ILHEESh

TVWARWIEHHEREINE T, REEEY > ETO—NILICEITENE T, Hizl

T TSAU—N—=IZT7 7 ERTBHEIEFDHD FE A

openssl ts -verify -data ontap-mediator-1.9.0.sig -in ontap-mediator-
1.9.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-
prod-ONTAP-Mediator.pem

openssl ts -verify -data ontap-mediator-1.9.0 -in ontap-mediator-
1.9.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-prod-
ONTAP-Mediator.pem

4 F—ICHTBELZHRELE I,

openssl -dgst -verify
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openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.9.0.sig ontap-mediator-1.9.0



ONTAPA T 4 T—42—11— REZORERE (2A>V—ILEAH)

[root@scspa2695423001 ontap-mediator-1.9.01#
/root/ontap-mediator-1.9.0
[root@scspa2695423001 ontap-mediator-1.9.0]#
total 63660

-r—--r--r—-- 1 root root 8582 Feb 19 15:02
Mediator.pem

-r--r--r-- 1 root root 2373 Feb 19 15:02
Mediator.pem

-r-xr-xr—-- 1 root root 65132818 Feb 20 15:17
-rw-r--r-- 1 root root 384 Feb 20 15:17
-rw-r--r—-- 1 root root 5437 Feb 20 15:17
1.9.0.sig.tsr

-rw-r--r-- 1 root root 5436 Feb 20 15:17
-r—--r--r-- 1 root root 625 Feb 19 15:02
production.pub

-r--r--r—-—- 1 root root 3323 Feb 19 15:02
Mediator.pem

-r--r--r-- 1 root root 1740 Feb 19 15:02

Mediator.pem

[root@scspa2695423001 ontap-mediator-1.9.
[root@scspa2695423001 ontap-mediator-1.9.
/root/verify ontap mediator signatures.
++ openssl version -d

++ cut -d -f2

+ OPENSSLDIR=/etc/pki/tls

+ openssl version

OpenSSL 1.1.1k FIPS 25 Mar 2021

rTwry

pwd
1lg =l
csc-prod-chain-ONTAP-
csc-prod-ONTAP-
ontap-mediator-1.9.0
ontap-mediator-1.9.0.sig

ontap-mediator-

ontap-mediator-1.9.0.tsr
ONTAP-Mediator-

tsa-prod-chain-ONTAP-

tsa-prod-ONTAP-

++ openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

+ ocsp uri=http://ocsp.entrust.net
+ echo http://ocsp.entrust.net
http://ocsp.entrust.net

+ openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -regout

req.der

+ openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url

http://ocsp.entrust.net -resp text -respout resp.der -verify other csc-

prod-chain-ONTAP-Mediator.pem

OCSP Response Data:

(0x0)
Response Type: Basic OCSP Response
(0x0)
Responder Id: C =

OCSP Response Status: successful

Version: 1

UsS, O = "Entrust,

Inc.

", CN = Entrust Extended
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Validation Code Signing CA - EVCS2

Produced At: Feb 28 05:01:00 2023 GMT

Responses:

Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FET8
Serial Number: 511A542B57522AEB7295A640DC6200E5

Cert Status: good

This Update: Feb 28 05:00:00 2023 GMT

Next Update: Mar 4 04:59:59 2023 GMT

Signature Algorithm: shab512WithRSAEncryption
3c:1d:49:00:93:62:37:3e:¢c7:38:e3:9f:9£:62:82:73:ed:£f4:
ea:00:6b:f1:01:cd:79:57:92:£f1:9d:5d:85:90:60:59:f8:6¢C:
e6:f4:50:51:£f3:4c:8a:51:dd:50:68:16:8f:20:24:7e:39:00:
44:94:8d:00:61:da:09:08:36:74:2d:44:55:62:fb:92:be:4a:
e7:6c:8c:49:dd:0c:£fd:d8:¢ce:20:08:0d:0f:5a:29:a3:19:03:
9f:d3:df:41:f4:89:0f:73:18:3f:ac:bb:a7:a3:96:7d:c5:70:
4c:57:cd:17:17:¢c6:8a:60:d1:37:¢c9:2d:81:07:2a:d7:a6:02:
ee:ce:88:16:22:db:e3:43:64:1e:9b:0d:4d:31:66:fa:ab:ab5:
52:99:94:4a3:4a:d0:52:¢c5:34:f5:18:c7:15:5b:ce:74:c2:fc:
6l:ea:55:aa:f1:2£:82:a3:6a:95:8d:7e:2b:38:49:4f:bf:bl:
68:7b:1b:24:8b:1f:4d:c5:77:f0:71:af:9¢c:34:c8:7a:82:50:
09:22:19:6e:¢c6:30:4f:da:a2:79:08:f9:d0:£f£:85:d9:2a:84:
cf:0c:aa:75:8£:72:¢c9:a7:22:83:e8:8b:cf:ed:0c:69:75:b6:
2a:7b:6b:58:99:01:d8:34:ad:e1:89:25:27:1b:fa:d9%:6d:32:
97:3a:0b:0a:8e:a3:9%9:e3:f4:e0:d6:1a:c9:b5:14:8c:3e:54:
3b:37:17:1a:93:44:84:8b:4a:87:97:1e:76:43:3e:d3:ec:8b:
7€:56:4a:3£:01:31:c0:e5:58:fb:50:ce:6f:bl:e7:35:£9:b7:
a3:ef:6b:3b:21:95:37:a6:50:8f:f0:15:18:36:65:89:al1:9c:
90:69:00:b4:bl:65:6a:bc:11:2d:d4:9b:b4:97:cc:cb:7a:0c:
16:11:c1:75:58:7e:13:ab:56:3¢c:3£:93:5b:95:24:¢c6:54:52:
1f:86:a29:16:ce:d%:ea:8b:3a:£3:4f:c4:8f:ad:de:e8:3e:3c:
d2:51:51:ad:33:7£:d8:¢c5:33:24:26:£f1:2d:9d:0e:9£:55:d0:
68:bf:af:bd:68:4a3:40:08:bc:92:a0:62:54:7d:16:7b:36:29:
15:bl:cd:58:8e:fb:4a:f2:3e:94:8b:fe:56:95:cc:24:32:af:
5£:71:99:18:ed:0c:64:94:£7:54:48:87:48:d0:6d:b3:42:04:
96:03:73:a2:8e:8a:6a:b2:af:ee:56:19:al:c6:35:12:59:ad:
19:6a:fe:e0:f1:27:cc:96:4e:£f0:4f:fb:6a:bd:ce:05:2c:aa:
79:7c:df:02:5c:ca:53:7d:60:12:88:7c:ce:15:c7:d4:02:27:
cl:ab:cf:71:30:1e:14:ba
WARNING: no nonce in response
Response verify OK
csc-prod-ONTAP-Mediator.pem: good

This Update: Feb 28 05:00:00 2023 GMT



Next Update: Mar 4 04:59:59 2023 GMT
+ openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
/etc/pki/tls csc-prod-ONTAP-Mediator.pem
csc-prod-ONTAP-Mediator.pem: OK
+ openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath
/etc/pki/tls tsa-prod-ONTAP-Mediator.pem
tsa-prod-ONTAP-Mediator.pem: OK
+ openssl ts -verify -data ontap-mediator-1.9.0.sig -in ontap-mediator-
1.9.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-
prod-ONTAP-Mediator.pem
Using configuration from /etc/pki/tls/openssl.cnf
Verification: OK
+ openssl ts -verify -data ontap-mediator-1.9.0 -in ontap-mediator-
1.9.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-
prod-ONTAP-Mediator.pem
Using configuration from /etc/pki/tls/openssl.cnf
Verification: OK
+ openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.9.0.si1ig ontap-mediator-1.9.0
Verified OK
[root@scspa2695423001 ontap-mediator-1.9.0]1#

ONTAPXFT 4 IT—R—A VA =ILINYT—SDA VA=)

ONTAP XF 4 IT—3R—H—EXZA VA M=ILTBICIF. 1A=L\ —2%E
BLTHRAMNTCA VA M=% ETIINELHD ET,

FIg
1. A4YRA—5%FFTL. BEBEIISGCTZOY T MIRELE T,

./ontap-mediator-1.9.0/ontap-mediator-1.9.0 -y

[root@scs000099753 ~]# ./ontap-mediator-1.9.0/ontap-mediator-1.9.0 -y

A=)l 7O IADEBRIN. BDELETHTY FOERERELR /N YT —2DA1 YR =LA ThNn
F9, KX MIUFIO/N—2 3 Y DMediator¥ 1 Y X F—=ILENTWBIBEIF. 7vTFIL—RT3HE
SHEMHERTEIAvE—IURARREINET,

2. ONTAP Mediator 1.4 Tld. UEFI> R T LTEFx 27 T— b XAZXLDBEMCHEDFT, X2 7
T— D EMARGZE. 1 VXA M—ILRICEBMOFIEEZETLTEXF a2 Ta F—%2BRIIBEHLHD F
ER

° README7 7 1 ILOFBICHE > TSCSTH—=IL EZ a—JLICEBLLF T,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
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signing
c MEBRF-—ZRHELET,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys

@ READMEY 7 1 LY ¥ —DIEFfild. 1 Y2 F—ILEBEDS X7 LA bERSNE T,



ONTAP XF4 I—42—DA YA —JLOF (T>YV—ILEH)

[root@mediator host ~]# cat /etc/os-release
NAME="Red Hat Enterprise Linux"

VERSION="9.4 (Plow)"

ID="rhel"

ID LIKE="fedora"

VERSION ID="9.4"

PLATFORM ID="platform:el9"

PRETTY NAME="Red Hat Enterprise Linux 9.4 (Plow)"
ANST COLOR="0;31"

LOGO="fedora-logo-icon"
CPE_NAME="cpe:/o:redhat:enterprise linux:9::baseos”
HOME URL="https://www.redhat.com/"

DOCUMENTATION URL="https://access.redhat.com/documentation/en-
us/red hat enterprise linux/9"

BUG REPORT URL="https://bugzilla.redhat.com/"

REDHAT BUGZILLA PRODUCT="Red Hat Enterprise Linux 9"
REDHAT BUGZILLA PRODUCT VERSION=9.4

REDHAT SUPPORT PRODUCT="Red Hat Enterprise Linux"
REDHAT SUPPORT PRODUCT VERSION="9.4"
[root@mediator host ~]#

[root@mediator host ~]# tar -zxvf ontap-mediator-1.9.0.tgz
ontap-mediator-1.9.0/
ontap-mediator-1.9.0/csc-prod-chain-ONTAP-Mediator.pem
.0/csc-prod-ONTAP-Mediator.pem
.0/tsa-prod-ONTAP-Mediator.pem
.0/tsa-prod-chain-ONTAP-Mediator.pem
.0/ONTAP-Mediator-production.pub

.0/ontap-mediator-1.9.0

ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.

ontap-mediator-1.9.0/ontap-mediator-1.9.0.sig.tsr

O W W W W O O O

ontap-mediator-1.9.0/ontap-mediator-1.9.0.tsr

ontap-mediator-1.9.0/ontap-mediator-1.9.0.sig

[root@mediator host ~]# ontap-mediator-1.9.0/ontap-mediator-1.9.

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

Error querying OCSP responder

80BBA032607F0000:error:1E800080:HTTP

routines:0SSL HTTP REQ CTX nbio:failed reading
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data:crypto/http/http client.c:549:
80BBA032607F0000:error:1E800067:HTTP
routines:0SSL HTTP REQ CTX exchange:error
receiving:crypto/http/http client.c:901:server=http://ocsp.entrust.net:
80

WARNING: The OCSP check failed while attempting to test the Code-
Signature-Check certificate

Continue without code signature checking (only recommended if

integrity has been established manually)? y(es)/N(o): yes
SKIPPING: Code signature check, manual override due to lack of OCSP
response

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API (mediatoradmin).
Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

+ Checking for default Linux firewall

FHH AR A A R R R R R R A
Preparing for installation of ONTAP Mediator packages.

+ Installing required packages.

Last metadata expiration check: 0:15:55 ago on Thu 17 Oct 2024 09:06:29
AM EDT.

Package openssl-1:3.0.7-27.e19.x86 64 is already installed.

Package openssl-devel-1:3.0.7-27.e19.x86 64 is already installed.
Package kernel-devel-5.14.0-427.22.1.e19 4.x86 64 is already installed.
Package gcc-11.4.1-3.e19.x86 64 is already installed.

Package make-1:4.3-8.e19.x86 64 is already installed.

Package libselinux-utils-3.6-1.e19.x86 64 is already installed.

Package perl-Data-Dumper-2.174-462.el19.x86 64 is already installed.
Package bzip2-1.0.8-8.e19.x86 64 is already installed.

Package elfutils-libelf-devel-0.190-2.el19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-2.1.el9.noarch is already



installed.
Package python3-3.9.18-3.e19.x86 64 is already installed.
Dependencies resolved.

Package
Architecture Version
Repository Size
Installing:

efibootmgr x86 64
16-12.e19 rhel-9-for-x86 64-
baseos-rpms 48 k

mokutil x86 64
2:0.6.0-4.el9 rhel-9-for-x86 64-
baseos-rpms 50 k

patch x86 64
2.7.6-16.e19 rhel-9-for-x86 64-
appstream-rpms 130 k
perl-ExtUtils-MakeMaker noarch
2:7.60-3.el9 rhel-9-for-x86 64-
appstream-rpms 304 k

python3-devel x86 64
3.9.18=3.el19 4.5 rhel-9-for-x86 64-
appstream-rpms 248 k

python3-pip noarch
21.2.3-8.e19 rhel-9-for-x86 64-
appstream-rpms 2.0 M

Upgrading:

openssl x86 64
1:3.0.7-28.e19 4 rhel-9-for-x86 64-
baseos-rpms 1.2 M

openssl-devel x86 64
1:3.0.7-28.e19 4 rhel-9-for-x86 64-
appstream-rpms 4.1 M

openssl-1libs 1686
1:3.0.7-28.e19 4 rhel-9-for-x86 64-
baseos-rpms 1.9 M

openssl-1libs x86 64
1:3.0.7-28.e19 4 rhel-9-for-x86 64-

baseos-rpms 1.9 M
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python-unversioned-command

3.9.18-3.e19 4.5
appstream-rpms
python3
3.9.18-3.e19 4.5
baseos-rpms
python3-1ibs
3.9.18-3.e19 4.5
baseos-rpms

Installing dependencies:

efi-filesystem
6-2.e19 0

baseos-rpms
efivar-1libs

38-3.el9

baseos-rpms
perl-AutoSplit
5.74-481.e19
appstream-rpms
perl-Benchmark
1.23-481.el9
appstream-rpms
perl-CPAN-Meta-YAML
0.018-461.e19
appstream-rpms
perl-Devel-PPPort
3.62-4.e19
appstream-rpms
perl-ExtUtils-Command
2:7.60-3.el9
appstream-rpms
perl-ExtUtils-Constant
0.25-481.el9
appstream-rpms
perl-ExtUtils-Install
2.20-4.el19
appstream-rpms
perl-ExtUtils-Manifest
1:1.73-4.el19
appstream-rpms
perl-ExtUtils-ParseXS
1:3.40-460.e19
appstream-rpms
perl-File-Compare
1.100.600-481.e19
appstream-rpms

10

30

124

22

27

29

216

16

49

47

37

190

14

noarch
rhel-9-for-x86 64-

x86_64
rhel-9-for-x86 64-

x86 64
rhel-9-for-x86 64-

noarch
rhel-9-for-x86 64-

x86 64
rhel-9-for-x86 64-

noarch
rhel-9-for-x86 64-

noarch
rhel-9-for-x86 64-

noarch
rhel-9-for-x86 64-

x86 64
rhel-9-for-x86 64-

noarch
rhel-9-for-x86 64-

noarch
rhel-9-for-x86 64-

noarch
rhel-9-for-x86 64-

noarch
rhel-9-for-x86 64-

noarch
rhel-9-for-x86 64-

noarch
rhel-9-for-x86 64-



perl-JSON-PP noarch

1:4.06-4.el19 rhel-9-for-x86 64-
appstream-rpms 69 k

perl-Test-Harness noarch
1:3.42-461.e19 rhel-9-for-x86 64-
appstream-rpms 299 k

perl-1ib x86 64
0.65-481.el19 rhel-9-for-x86 64-
appstream-rpms 15 k

perl-version x86 64
7:0.99.28-4.e19 rhel-9-for-x86 64-
appstream-rpms 67 k
systemtap-sdt-devel x86 64
5.0-4.el19 rhel-9-for-x86 64-
appstream-rpms 77 k

Installing weak dependencies:

perl-CPAN-Meta noarch
2.150010-460.e19 rhel-9-for-x86 64-
appstream-rpms 206 k
perl-CPAN-Meta-Requirements noarch
2.140-461.el19 rhel-9-for-x86 64-
appstream-rpms 34 k

perl-devel x86 64
4:5.32.1-481.e19 rhel-9-for-x86 64-
appstream-rpms 680 k

perl-doc noarch
5.32.1-481.el19 rhel-9-for-x86 64-
appstream-rpms 4.6 M

Transaction Summary

Install 27 Packages
Upgrade 7 Packages

Total download size: 27 M

Is this ok [y/N]: y

Downloading Packages:

(1/34) : perl-CPAN-Meta-YAML-0.018-461.el9.noarch.rpm

220 kB/s | 29 kB 00:00

(2/34) : perl-CPAN-Meta-Requirements-2.140-461.el9.noarch.rpm
249 kB/s | 34 kB 00:00

(3/34): perl-ExtUtils-Install-2.20-4.el9.noarch.rpm

4.2 MB/s | 47 kB 00:00
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(4/34) : perl-CPAN-Meta-2.150010-460.el9.noarch.rpm

1.3 MB/s

| 206 kB 00:00

(5/34) : perl-version-0.99.28-4.e19.x86 64.rpm

5.5 MB/s

| 67 kB 00:00

(6/34) : perl-ExtUtils-Manifest-1.73-4.el9.noarch.rpm

3.9 MB/s

| 37 kB 00:00

(7/34) : perl-ExtUtils-MakeMaker-7.60-3.el9.noarch.rpm

16 MB/s |

304 kB 00:00

(8/34) : perl-ExtUtils-ParseXS-3.40-460.el9.noarch.rpm

11 MB/s |

190 kB 00:00

(9/34) : patch-2.7.6-16.e19.x86 64.rpm

15 MB/s |
(10/34) :
15 MB/s |
(11/34):
14 MB/s |
(12/34) :
1.4 MB/s
(13/34) :
6.9 MB/s
(14/34) :
3.9 MB/s
(15/34) :
9.4 MB/s
(16/34) :
2.8 MB/s
(17/34) :
5.9 MB/s
(18/34) :
1.7 MB/s
(19/34) :
21 MB/s |
(20/34) :
2.1 MB/s
(21/34) :
26 MB/s |
(22/34) :
1.8 MB/s
(23/34) :
8.6 MB/s
(24/34) :
5.0 MB/s
(25/34) :
15 MB/s |
(26/34) :
5.2 MB/s

130 kB 00:00
perl-Test-Harness-3.42-461.el9.noarch.rpm
299 kB 00:00
perl-Devel-PPPort-3.62-4.e19.x86 64.rpm

216 kB 00:00
perl-ExtUtils-Command-7.60-3.el9.noarch.rpm
| 16 kB 00:00
perl-JSON-PP-4.06-4.el9.noarch.rpm

| 69 kB 00:00
perl-Benchmark-1.23-481.el9.noarch.rpm

| 27 kB 00:00
systemtap-sdt-devel-5.0-4.el19.x86 64.rpm

| 77 kB 00:00
perl-AutoSplit-5.74-481.el9.nocarch.rpm

| 22 kB 00:00
perl-ExtUtils-Constant-0.25-481.el9.noarch.rpm

| 49 kB 00:00
perl-File-Compare-1.100.600-481.el19.nocarch.rpm

| 14 kB 00:00

perl-devel-5.32.1-481.el19.x86 64.rpm

680 kB 00:00
perl-1ib-0.65-481.e19.x86 64.rpm

| 15 kB 00:00
python3-pip-21.2.3-8.el9.noarch.rpm

2.0 MB 00:00
efi-filesystem-6-2.el19 0.noarch.rpm

| 9.5 kB 00:00
python3-devel-3.9.18-3.e19 4.5.x86 64.rpm

| 248 kB 00:00
efibootmgr-16-12.e19.x86 64.rpm
| 48 kB 00:00
efivar-1ibs-38-3.e19.x86 64.rpm
124 kB 00:00
mokutil-0.6.0-4.€19.x86 64.rpm
| 50 kB 00:00



(27/34) : python-unversioned-command-3.9.18-3.el19 4.5.noarch.rpm

2.2 MB/s
(28/34) :
6.9 MB/s
(29/34) :
27 MB/s
(30/34) :
30 MB/s
(31/34) :

| 10 kB 00:00
python3-3.9.18-3.e19 4.5.x86 64.rpm

| 30 kB 00:00
perl-doc-5.32.1-481.el9.nocarch.rpm

4.6 MB 00:00
openssl-3.0.7-28.el19 4.x86 64.rpm

1.2 MB 00:00
openssl-devel-3.0.7-28.el9 4.x86 64.rpm

25 MB/s | 4.

1 MB 00:00

(32/34) : openssl-1ibs-3.0.7-28.el19 4.x86 64.rpm

22 MB/s | 1.

9 MB 00:00

(33/34) : openssl-libs-3.0.7-28.el19 4.1686.rpm

29 MB/s | 1.

9 MB 00:00

(34/34) : python3-1ibs-3.9.18-3.el19 4.5.x86 64.rpm

27 MB/s | 7.9 MB 00:00
Total
44 MB/s | 27 MB 00:00

Running transaction check

Transaction check succeeded.

Running transaction test

Transaction test succeeded.

Running transaction

Preparing
1/1
Upgrading openssl-1ibs-1:3.0.7-28.e19 4.x86 64
1/41
Installing perl-version-7:0.99.28-4.e19.x86 64
2/41
Installing perl-CPAN-Meta-Requirements-2.140-461.el19.noarch
3/41
Upgrading python3-1ibs-3.9.18-3.el9 4.5.x86 64
4/41
Upgrading : python3-3.9.18-3.e19 4.5.x86 64
5/41
Upgrading python-unversioned-command-3.9.18-3.e19 4.5.noarch
6/41
Installing efivar-1ibs-38-3.e19.x86 64
7/41
Installing perl-File-Compare-1.100.600-481.el1l9.noarch
8/41
Installing : perl-JSON-PP-1:4.06-4.el9.noarch
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9/41
Installing
10/41
Installing
11/41
Installing
12/41
Installing
13/41
Installing
14/41
Installing
15/41
Installing
l6/41
Installing
17/41
Installing
18/41
Installing
19/41
Installing
20/41
Installing
21/41
Installing
22/41
Installing
23/41
Installing
24/41
Installing
25/41
Installing
26/41
Installing
27/41
Installing
28/41
Installing
29/41
Installing
30/41
Upgrading
31/41
Upgrading

perl-ExtUtils-ParseXS-1:3.40-460.el9.noarch

python3-pip-21.2.3-8.el19.noarch

systemtap-sdt-devel-5.0-4.e19.x86 64

efi-filesystem-6-2.e19 0.noarch

perl-1ib-0.65-481.e19.x86 64

perl-doc-5.32.1-481.el9.noarch

perl-ExtUtils-Constant-0.25-481.el9.noarch

perl-AutoSplit-5.74-481.el9.noarch

perl-Benchmark-1.23-481.el9.noarch

perl-Test-Harness-1:3.42-461.el19.noarch

perl-ExtUtils-Command-2:7.60-3.el9.noarch

perl-Devel-PPPort-3.62-4.e19.x86 64

perl-ExtUtils-Manifest-1:1.73-4.el9.noarch

perl1-CPAN-Meta-YAML-0.018-461.el9.noarch

perl-CPAN-Meta-2.150010-460.el9.nocarch

perl-devel-4:5.32.1-481.e19.x86 64

perl-ExtUtils-Install-2.20-4.el9.noarch

perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch

efibootmgr-16-12.e19.x86 64

python3-devel-3.9.18-3.el19 4.5.x86 64

mokutil-2:0.6.0-4.e19.x86 64

openssl-devel-1:3.0.7-28.el19 4.x86 64

openssl-1:3.0.7-28.e19 4.x86_ 64



32/41

Installing

33/41
Upgrading
34/41
Cleanup
35/41
Cleanup
36/41
Cleanup
37/41
Cleanup
38/41
Cleanup
39/41
Cleanup
40/41
Cleanup
41/41

Running scriptlet:

41/41
Verifying
1/41
Verifying
2/41
Verifying
3/41
Verifying
4/41
Verifying
5/41
Verifying
6/41
Verifying
7/41
Verifying
8/41
Verifying
9/41
Verifying
10/41
Verifying
11/41
Verifying
12/41
Verifying

patch-2.7.6-16.e19.x86 64

openssl-1ibs-1:3.0.7-28.e19 4.1686

openssl-devel-1:3.0.7-27.e19.x86 64

python-unversioned-command-3.9.18-3.el19.noarch

openssl-1:3.0.7-27.e19.x86 64

openssl-1ibs-1:3.0.7-27.e19.1686

python3-3.9.18-3.e19.x86 64

python3-1ibs-3.9.18-3.el19.x86 64

openssl-1ibs-1:3.0.7-27.e19.x86 64

openssl-1ibs-1:3.0.7-27.e19.x86 64

perl1-CPAN-Meta-2.150010-460.el19.noarch

perl-CPAN-Meta-Requirements-2.140-461.el1l9.noarch

perl-CPAN-Meta-YAML-0.018-461.el9.noarch

perl-ExtUtils-Install-2.20-4.el9.noarch

perl-version-7:0.99.28-4.e19.x86 64

perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch

perl-ExtUtils-Manifest-1:1.73-4.el9.noarch

perl-ExtUtils-ParseXS-1:3.40-460.el19.noarch

perl-Test-Harness-1:3.42-461.el19.noarch

patch-2.7.6-16.e19.x86 64

perl-Devel-PPPort-3.62-4.e19.x86 64

perl-ExtUtils-Command-2:7.60-3.el9.noarch

perl1-JSON-PP-1:4.06-4.el9.noarch

39



40

13/41
Verifying
14/41
Verifying
15/41
Verifying
16/41
Verifying
17/41
Verifying
18/41
Verifying
19/41
Verifying
20/41
Verifying
21/41
Verifying
22/41
Verifying
23/41
Verifying
24/41
Verifying
25/41
Verifying
26/41
Verifying
27/41
Verifying
28/41
Verifying
29/41
Verifying
30/41
Verifying
31/41
Verifying
32/41
Verifying
33/41
Verifying
34/41
Verifying
35/41
Verifying

perl-Benchmark-1.23-481.el19.noarch

python3-pip-21.2.3-8.el19.noarch

systemtap-sdt-devel-5.0-4.e19.x86 64

perl-AutoSplit-5.74-481.el9.noarch

perl-ExtUtils-Constant-0.25-481.el9.noarch

perl-File-Compare-1.100.600-481.el9.noarch

perl-devel-4:5.32.1-481.e19.x86 64

perl-doc-5.32.1-481.el9.noarch

perl-1ib-0.65-481.e19.x86 64

python3-devel-3.9.18-3.el19 4.5.x86 64

efi-filesystem-6-2.e19 0O.noarch

efibootmgr-16-12.e19.x86 64

efivar-1ibs-38-3.e19.x86 64

mokutil-2:0.6.0-4.e19.x86 64

python-unversioned-command-3.9.18-3.e19 4.5.noarch

python-unversioned-command-3.9.18-3.el19.noarch

openssl-devel-1:3.0.7-28.e19 4.x86 64

openssl-devel-1:3.0.7-27.e19.x86 64

python3-3.9.18-3.el9 4.5.x86 64

python3-3.9.18-3.e19.x86 64

python3-1ibs-3.9.18-3.el9 4.5.x86 64

python3-1ibs-3.9.18-3.el19.x86 64

openssl-1:3.0.7-28.e19 4.x86_ 64



36/41

Verifying : openssl-1:3.0.7-27.e19.x86_ 64
37/41

Verifying : openssl-libs-1:3.0.7-28.el9 4.x86 64
38/41

Verifying : openssl-1libs-1:3.0.7-27.el19.x86 64
39/41

Verifying : openssl-1libs-1:3.0.7-28.e19 4.1686
40/41

Verifying : openssl-1ibs-1:3.0.7-27.e19.1686
41/41

Installed products updated.

Upgraded:

openssl-1:3.0.7-28.e19 4.x86 64 openssl-devel-1:3.0.7-
28.el9 4.x86 64 openssl-1ibs-1:3.0.7-28.el9 4.1686 openssl-
libs-1:3.0.7-28.e19 4.x86_ 64 python-unversioned-command-3.9.18-
3.el9 4.5.noarch

python3-3.9.18-3.el19 4.5.x86 64 python3-1ibs-3.9.18-
3.e19 4.5.x86_ 64
Installed:

efi-filesystem-6-2.el9 0.noarch
efibootmgr-16-12.e19.x86 64 efivar-1ibs-38-
3.e19.x86 64 mokutil-2:0.6.0-4.e19.x86 64

patch-2.7.6-16.e19.x86 64 perl-
AutoSplit-5.74-481.el9.noarch perl-Benchmark-1.23-
481 .el9.noarch perl-CPAN-Meta-2.150010-
460.el9.noarch

perl-CPAN-Meta-Requirements-2.140-461.el19.noarch perl-
CPAN-Meta-YAML-0.018-461.el9.noarch perl-Devel-PPPort-
3.62-4.e19.x86 64 perl-ExtUtils-Command-2:7.60-
3.el9.noarch

perl-ExtUtils-Constant-0.25-481.el9.noarch perl-
ExtUtils-Install-2.20-4.el9.noarch perl-ExtUtils-
MakeMaker-2:7.60-3.el19.noarch perl-ExtUtils-Manifest-1:1.73-
4.el9.noarch

perl-ExtUtils-ParseXS-1:3.40-460.el9.noarch perl-
File-Compare-1.100.600-481.el1l9.nocarch perl-JSON-PP-1:4.06-
4.el9.noarch perl-Test-Harness-1:3.42-
461.el9.noarch

perl-devel-4:5.32.1-481.e19.x86 64 perl-doc-
5.32.1-481.el9.noarch perl-1ib-0.65-
481.e19.x86 64 perl-version-7:0.99.28-
4.e19.x86 64

python3-devel-3.9.18-3.el19 4.5.x86 64 python3-
pip-21.2.3-8.el9.noarch systemtap-sdt-devel-5.0-
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4.219.x86 64

Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.T7uce6/ontap-
mediator-1.9.0/ontap-mediator-1.9.0/install 20241017092214.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20241017092214.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README

[root@mediator host ~]# systemctl status ontap mediator
® ontap mediator.service - ONTAP Mediator
Loaded: loaded (/etc/systemd/system/ontap mediator.service;
enabled; preset: disabled)
Active: active (running) since Thu 2024-10-17 09:27:14 EDT; 1lmin
12s ago
Process: 54470
ExecStartPre=/opt/netapp/lib/ontap mediator/tools/otm logs fs.sh
(code=exited, status=0/SUCCESS)
Main PID: 54489 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 11104)
Memory: 77.1M
CPU: 2.507s
CGroup: /system.slice/ontap mediator.service
F—54489 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi
--ini /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini



F—54504 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi
--ini /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—54507 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi
--ini /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

Oct 17 09:27:10 mediator host ontap mediator[54476]:
filesystem with 192000 4k blocks and 48000 inodes
Oct 17 09:27:10 mediator host ontap mediator[54476]:
bl1fa0ad40-0e7d-4c67-bbff-33421f3ec6lb

Oct 17 09:27:10 mediator host ontap mediator[54476]:

stored on blocks:

Creating

Filesystem UUID:

Superblock backups

Oct 17

98304,
Oct 17
Oct 17
Oct 17

(4096 blocks) :

Oct 17
Oct 17

09:27:10 mediator host
163840

09:27:10 mediator host
09:27:10 mediator host
09:27:10 mediator host
done

09:27:10 mediator host
09:27:10 mediator host

ontap mediator[54476]:

ontap mediator[54476]:
ontap mediator[54476]:
ontap mediator[54476]:

ontap mediator[54476]:
ontap mediator[54489]:

32768,

[41B blob data]
[38B blob datal
Creating journal

[75B blob datal

[UWSGI] getting

INI configuration from
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini
Oct 17 09:27:14 mediator host systemd[l]: Started ONTAP Mediator.

[root@mediator host ~]# systemctl status mediator-scst

® mediator-scst.service

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; preset: disabled)

Active: active (running) since Thu 2024-10-17 09:27:08 EDT; 1lmin
32s ago

Process: 54384 ExecStart=/etc/init.d/scst start (code=exited,

status=0/SUCCESS)
Process: 54467 ExecStartPost=/usr/sbin/modprobe scst vdisk

(code=exited, status=0/SUCCESS)

Main PID: 54425 (iscsi-scstd)
Tasks: 1 (limit: 11104)
Memory: 1.2M
CPU: 494ms
CGroup: /system.slice/mediator-scst.service

L-54425 /usr/local/sbin/iscsi-scstd

Oct 17 09:27:07 mediator host systemd[1]:
scst.service...
Oct 17 09:27:08 mediator host

Starting mediator-

iscsi-scstd[54423]: max data seg len

1048576, max queued cmds 2048
Oct 17 09:27:08 mediator host scst[54384]: Loading and configuring SCST
Oct 17 09:27:08 mediator host systemd[l]: Started mediator-
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scst.service.

[root@mediator host ~]#

14— )LD

ONTAPAT 4 IT—XR—%A>VA—JLLT=5. ONTAPXFT 4 T—4—H—E XHET
SNTWVWBRICEHERITINELRHD £,

FE
1. ONTAPXF 4 T—R—HY—EXDRXT—RRAERRLET,

a. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl1915530002 ~]1#

b. systemctl status mediator-scst
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[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd

[root@scsprl915530002 ~]1#

2. ONTAPAXAT 4 T—R—H—EXTEAINTUVSR— 2R LE T,

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260|31784'

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 338% LISTEN

4= IILEDHTE
ONTAP Mediatorf —EX%Z 1 > X b—JLLTZETLT]=5. MediatorD#&eEx EHT 5 7=
HIC. ONTAPR bL—2 S AT LTEMDERER RV ZRITITINENHD £,

* MetroCluster IPI&F{, CONTAPX T« T—X—H—EXZFERA T 3ICIF. BB L TL T LV "MetroCluster
IPAERL TOONTAPX 7«4 T—H—H—E XDHRE"

* SnapMirror7 7 7« JEIAZFEA T BICIE. EBBLTLKIETVWONTAPAT s T—2—H—E X% 1>
2 k—JLL. ONTAPY S X R t&m = FER"s

ONTAPX T4 IT—4—Dtxa) TR —DHTE

ONTAPX T 4 T—R—H—/NTlF. W< DD DREAELRELF 2 T4 RENYR—FINET, IRTD
REDT 7 #)L MEIF. FAHAEBDEFERT 71 ILTRME I "low_space_threshold_mib: 10" £ 9

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.user c
onfig.yaml
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ICERE L 7= fElE 9 R T “ontap_mediator.user_config.yaml'> 7 # )L MEX D HEBH TN, ONTAPX T T—
R—DIRTDT7YTIL—RTHEINET,

ZEL7-5 ontap mediator.user config.yaml. ONTAPX 7 4 I—X—H—EXZBEEHL X7,

systemctl restart ontap mediator

ONTAPX T4 I—42—DREMEEZBEL XY,

CDEYa>THEATEIONTAPAT 1 T—2—DEHMIE. BEICCTEETETEXT,

(D ONTAPXT 4 I—R—D7 v I L — REICIIEBRDEN IR INRVWTOH. DZEOMDT
7 # )L MMElE “ontap_mediator.config.yamI'ZE LBEWVWTL 72 LY,

ONTAPX T4 I—42—DEMZZEETZICIF. BERERZ 7 70)LICOE—-LT
‘ontap_mediator.user_config.yaml'7 7 #JL FOREZX LEZL T,

HF—RN—F 1 OSSLEEEAEZE D1 > X b—JL

774 EDBECERIMREEZY — F/N—7 1 DSSLAIFRZICEESMAZBENDHBHEEIE. RDT 7LD
REDBMZEEL XY,

* /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml

* /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

NSDT7AILAROER=FERL T, ONTAPX T4 T—42—H—E X TERINBIIARE T 7 1 LA
SNE9J,.

RORICRTT 7 A BOERHIT. 771ILICEENT
*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap _mediator.config.yaml’ L\ E §,

B INR

cert path /opt/netapp/lib/ontap mediator/ontap med
iator/server config/ontap mediator serve
r.crt

key path /opt/netapp/lib/ontap mediator/ontap med
iator/server config/ontap mediator serve
r.key

ca cert path /opt/netapp/lib/ontap mediator/ontap med
iator/server config/ca.crt

ca_ key path /opt/netapp/lib/ontap mediator/ontap med
iator/server config/ca.key

ca serial path /opt/netapp/lib/ontap mediator/ontap med
iator/server config/ca.srl

cert valid days 1095

x509 passin pwd pass:ontap
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* “cert_valid_days'l&. 747> FMIERREDOEWHRZHRET I HICERINT T, RAMBIFIFE
(1095H) T,

* 'x509_passin_pwd'ld. BHBEHT ZAT7 > FMEHED/NXTL—XTT,

RORICRTT 7 A EOERHII. T771ILICEENT
“lopt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini" L\ X 9,

B INZ

mediator cert /opt/netapp/lib/ontap mediator/ontap med
iator/server config/ontap mediator serve
r.crt

mediator key /opt/netapp/lib/ontap mediator/ontap med
iator/server config/ontap mediator serve
r.key

ca cert path /opt/netapp/lib/ontap mediator/ontap med

iator/server config/ca.crt

CNSDEMZEE T 3HAIE. ONTAPXT 4 T—2—H—EXzBEFHLEBEZHEALET. 774/
b DFEEREZ Y — RNN—T « DFEREICEZ MR 3 HEDFHFMICOVTIE. ZBBL T LETWEHDESEL
BAEZERETER Y —FN—T 1 OFAEICBIHRZ 3"
INRT— FIEH 5 DIRE
ROBEIF. TI— b TA—RNRT— FHERIREICN T 2 REZRELE T,
CDOKBEEBMICT BICIE. BXUD ‘retry_limit E% 5%E L "window_seconds” £ 9
Bl :
* SPEOBTHEZRIT THAIL. REEHzLOICUEY FLEFET,
authentication lock window seconds: 300
* BIEWICSDDEENRELIBEIF. 7AU Y bzOv I LEFET,

authentication retry limit: 5

* BATEHEETAAIICHE T DEEZREI D LT, TJIL— b T+ —ANRAT—FEARBOREZE
L. RBOEREZETFEEET,

authentication failure delay seconds: 5

authentication failure delay seconds: 0 # seconds (float) to delay
no delay

failed auth attempts prior to response, 0
authentication lock window seconds: null # seconds (int) since the
oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to allow

before locking API access, null = unlimited
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NRT—FOEMSICEBTBIL—IL

KDT 4 —=ILRIZ. ONTAPXF 4 T —H—API1—HT7HIOYEDNXRAT—ROEMIDIL—ILZEIEL £
ER

password min length: 8

password max length: 64

password uppercase chars: 0 # min. uppercase characters

password lowercase chars: 1 # min. lowercase character

password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

ZEE ZR— X DI
TARV LORBRIEZREZFIET ZRENH D /opt/netapp/lib/ontap_mediator & 3

AR—=ZADBREINLIVMEEXZTEDZ . H—ERIFEBEARY M EFRTLED,

low space threshold mib: 10

=700 2R— 2D
reserve_log_spaceld. HFEDHREICL > THIEEINE T, T 74/ FTIE. ONTAPX T4 I—X2—H—N\%
AVAM=ILFBr. OFBICHMII LT« R AR—IADMER SN E §, Mediatordd O ICEERBICERT
Nn3. 85t700MBOT 1« R AR—ZAZETCHLVWEEY A XD T 7AILHDAVX b=F K> TER TN
F9,

COMEEEBENCLTT 7AIILMDT 4 RIVBERFERTBICIE. ROFIBICRWVWE T,

1. RD T 7 )L T. reserve_log_spaceDiExE1HS0ICEELET,

/opt/netapp/lib/ontap mediator/tools/mediator env

2. Mediator= BEEH L £,

a. cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE LOG SPACE"

RESERVE LOG SPACE=0

b. systemctl restart ontap mediator
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CDOKBEEBEEBWMICT BICIE. [EZ0H S5 1ICEE L CTMediatorz Bi2& L 9

C) TARIAR=Z=ZHOBEZTH, BFEOOJVIIEEThEEA. UFIOOTIRIRTNAY Y
7w TN, MediatorDt]D B X E BEEDH EICIREDT 1« R AR—RICBEIETNE T,

ONTAPA T4 I—X—H—EXZEBELFT,

A—HFILToIvIIOEE. Y —EXDEFELECBEME. B2EDORE. RmXMXY
TTHFYRADIEHDSCSTDA VA R—ILET VA VA M—=IL7RE . ONTAPXF 4 T—24&
——EXDEEZ1TVWET, oo BEERAASTOBEM. BEINICY —RF/N—
TAAAEANDESZ R, AFAEEEDCRED ST a—T« IR, ARED
BEBITSLHTEXT,

A—HEHZDEE
A—HRITRDFEIBEEER L CEETT T,

A2 DAHRA
CDRRIIE. ONTAPAX T4 T—42—H—EXDRNAL VI M=)LETNTWALinux KX R TERITLET,

CHDOAX Y REZZFTTETRVESIE. XOFDLSICKERENAZFERALTIOV Y REETTINELHD F
ER

/usr/local/bin/mediator username

FIE
ROVWTNHDZRITLTA—HRZEELE T,

*FF3ar (a)  AYYRZFEITL mediator change user. ROFUIRTLDICTOY T MRS
LET,

[root@mediator-host ~]1# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator
The account username has been modified successfully.
[root@mediator-host ~]1#

A7 3> (b) :XROIAYVREERIFTLET,.

MEDIATOR USERNAME=mediator MEDIATOR PASSWORD=mediator2
MEDIATOR NEW USERNAME=mediatoradmin mediator change user
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[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user

The account username has been modified successfully.
[root@mediator-host ~]1#

INAT—RDEE
RZAT—RIZROFIERZEBLTCEBCEET,

A2 DAHRA
CDRRIIE. ONTAPAXFT 4 T—42—H—EXDNA VI M—=)LENTWALinuxA KX R TRITLET,

CHDOAX Y REZZTTETRVESIE. XOFDLSICRENRAZFERLTIOAV Y REETTINELHD F
ER

/usr/local/bin/mediator change password

FIE
RDOVWTNHDZ2RITLTNRT—FZ2EELE T,

*F7F>ar (a)  AYYRZFEITL mediator change password. RDFIUIRTLSICTFOY T RIS
BWELEI.

[root@mediator-host ~]1# mediator change password
Change the Mediator API password by entering the following values:
Mediator API User Name: mediatoradmin
0ld Password:
New Password:
Confirm Password:

The password has been updated successfully.
[root@mediator-host ~1#

cZA 73y (b) XROOAVYRZERTLET,

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2 mediator change password

CDHTIE. NZXT—FRAH Tmediator1] 15 mediator2] ICEBEINTWVWET,
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[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR_PASSWORD=mediator1 MEDIATOR_NEW_PASSWORD=mediator2
mediator change password

The password has been updated successfully.

[root@mediator-host ~]1#

ONTAPXF 4 I—42—H—EX%=ELELFT,
ONTAPXF 4 T—&—H—E X% EILT B3I ROFIEBERITLE T,

FliE
1. ONTAPX T4 IT—&X—%{EIELF T,

systemctl stop ontap mediator
2. SCSTZfFLEL &Y,
systemctl stop mediator-scst
3. ONTAPX 7 4 T—4X—CSCSTZEMICLF T,

systemctl diable ontap mediator mediator-scst

ONTAPX T4 I—R—H—EXZBEBMICTS
ONTAPXF ¢ T—4—H—E X2BEEMICTZICIE. ROFIBEETLE T,

FIE
1. ONTAPX T4 T—&R—¥YSCSTZEMICLF T,

systemctl enable ontap mediator mediator-scst
2. SCSTzRRL £,

systemctl start mediator-scst
3. ONTAPX T 4 I—X—%Z &L £,

systemctl start ontap mediator

ONTAPAT 4 T—R—HEETH S L DHEER

ONTAPXT 4 T—2—% A VX L—JLL7c5. ONTAPXT 4 T—R—H—EZXHRRTINTWVS L =R
TERIRENDD XY,

FIE
1. ONTAPAF 4 T—2—H—ERXADRT—2RAZRRLET,
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a. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl915530002 ~1#
b. systemctl status mediator-scst

[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd

[root@Rscsprl915530002 ~]#

2. ONTAPXTF 4 I—R—H—EXTHEAHAINTVSZR—E2ERELE T,
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netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260|31784'

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 388% LISTEN

RAMAYTF U RZRITITDHDSCSTOFHT7 VA VX =)L

SCSTZT7>VAVAM=ILTBICIE. TVRAM=ILTNTWVWBONTAPA T4 T—HX—D/N— 3 VICERT
%SCST tar/\> RILDARETT,

FiE
1. RORICTRT LIS, BYIRSCSTAY RILEADYO—R L THELE T,

N—=3Yy fERY Btar/A\> RIL
ONTAPX 7 4 T—%—1.9 scst-3.8.0.tar.bz2
ONTAPX 71 I—%—1.8 scst-3.8.0.tar.bz2
ONTAPX T 4 T—&—1.7 scst-3.7.0.tar.bz2
ONTAPX 7 4 T—%—1.6 scst-3.7.0.tar.bz2
ONTAPX T 4 T—%—15 scst-3.6.0.tar.bz2
ONTAPX T 4 T—%—14 scst-3.6.0.tar.bz2
ONTAPX 71 I—%—1.3 scst-3.5.0.tar.bz2
ONTAPX 7 4 T—%&—1.1 scst-3.4.0.tar.bz2
ONTAPX 71 I—4%—1.0 scst-3.3.0.tar.bz2

2. Tscsty T4 L MUTHRODAT Y RERITLET,
a. systemctl stop mediator-scst
b. make scstadm uninstall

C. make iscsi uninstall



d. make usr uninstall
€. make scst uninstall

f. depmod

RAMDAYTF U RZRITTB1HDDSCSTOFH X =)L

SCSTZFETA YA L—ILTBICIEF. TV R M—ILENTWVWBONTAPXT 1 T—R—DN\N—2 3 VICERY
BSCSTtar/NY FIHHWETY (28R LEOR) o
1. Tscsty T4 LI FUTROIARY RZERITLET,

ad. make 2release

b. make scst install

C. make usr install

d. make iscsi install

e make scstadm install

f. depmod

g- cp scst/src/certs/scst_module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

h. patch /etc/init.d/scst < /opt/netapp/lib/ontap mediator/systemd/scst.patch
2. X aT7T—rHEMIHRL>TVWBREBEEIE. VT —bT3HIIC. XOFIEZRITLET,

a. Tscst vdisk] « [Iscst) « KU Tiscsi scst] EXa—ILDZ T 7 ILEERERLET,

[root@localhost ~]# modinfo -n scst vdisk
[root@localhost ~]# modinfo -n scst
[root@localhost ~]1# modinfo -n iscsi scst

b. A—ILDV) —X%ZMHRLET,

[root@localhost ~]1# uname -r

C EIFAIICH—RILTELLFT,

[root@Rlocalhost ~]# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-
file \sha256 \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.priv \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.der \

~module-filename
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d UEFIZ7 7—LDJ T 7 TCIEELWXF—%A VX —=I)LLET,
UEFIF—0D 1 > X F=ILFIEIE. RDFZFRICHD £,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

S EINT-UEFIF—IXRDIGFRICH D £,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r

3. UT—bZERITLET

reboot

ONTAPXT 4 T—X—H—EXZT7>VA YA —ILLET,
BEICHE LT ONTAPX T4 I—R—HF—EXZHIBRTE T,

IR Y B HIIC

ONTAPX T4 T—4—H—EXZHIFR T 381IC. ONTAPXF 4 T—X—%ONTAPH SBT3 HERH D
£9,

BRI DRAB

CDRRIIE. ONTAPAT 4 IT—H—H—EXDRA VA M—)LTNTWVWBLINnUX KX hTERITTIHELDHD
£9,

COOAXY RZRITTETRVERIE. ROBIDESICHENAZFERLTIOAV Y RZRITIZIHELNDHD F
ERS

/usr/local/bin/uninstall ontap mediator

ATv T
1. ONTAPXF 4 I—R—H—EXZT7>VA YA M=ILLET,

uninstall ontap mediator

[root@mediator-host ~]# uninstall ontap mediator

ONTAP Mediator: Self Extracting Uninstaller

+ Removing ONTAP Mediator. (Log:
/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.log)

+ Remove successful.
[root@mediator-host ~1#
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—BNR B EBLIBEDBLER
ONTAPX T 4 T—&2—1.7L&ETIE. ROFIEZFER L C—BKNLGBCEBLIBEZBEMTT XY,

C) CDFIJEIZ. ONTAPAT 4 T—R—1.7UEZERITLTVWBR Y AT LTDA Y R—FbEINE
ER

BRI DHB

* ZDRAVIE ONTAPAT A T—R—H—EXNA VI —ILETNTVWBLINUX KRR FTEITLET,

* CDRRVIE. ONTAPX T 4 T=R—DA Y X h—LRICRZ FDARX FRXTIIFIPT R L INEBS N
fefeIc. ERTNICBCERMAENRILESNIIBERICOARITTERI,

s —FH B ERIFAEREHE TE3 Y —RN—TIBEICET A cHE. COXRA UV %ERLTEE
BE*BERLET, BEELIBEEN TV, COFIEIFEKBLET,

ATv S
REDKRIAMDFLW—RNLRECEBLMREZTBEMRT B ICIE. ROFIEZXRITLET,

1. ONTAPXF 4 I —2—HY—E X =BikghLFx7d,

./make self signed certs.sh overwrite
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[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

BEERMAEZFERTE S Y — FN—T(AZICEETRZ S
BEBRIAEN TR~ FSNTVBHEEIE. FETER Y —R—F DIRBICESHIZ LN TER

ERR
* B — RN—T 1 FEEAZ X ONTAP 9 .16. 14 H &K U —EBDLAFIDONTAP/Nw F U 1) —
@ TODATR—EINTUVET, 2B L T "NetApp Bugs Online® /N4 IDCONTAP-243278"
* H— R/N—F ¢ DEFEAZ(|Z. ONTAP Mediator 1.7 % RT3 AT LTDHIAYR—k
INEY,
X2 DARBE

* ZDRRUIE. ONTAPAT 4 T—R—H—EZXANRAL VI F=ILENTWVWBLINUXKRXA FTETLET,

CDRARVIE. ERENT-BCEBLIAZ®. EEINETUORR (CA) ISEE L/-EIREEICE
MR DINBENDHIBRICETTEEXT, CNERIRITBICIE. BETEIRRAF—TVISXNSIF
v (PKI) #ERICT VR TRIMELRHDET,

KDOEIE. EONTAPX T4 T—42—3FAZ0BEMERLTUVWES,
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ONTAP Mediator Certificate Purposes

Root CA

* PKl used to secure
the private
Certificate
Authority's key

* Only need the
public cert after
signing the
Intermediate CA
cert.

Intermediate

* Used as a signing
authority

* Creates the server
cert + signs all
client certs

* Needs a key + srl
file to perform
signing

Server Chain

* Used for SSL
mutual
authentication /
encryption

Server Cert

* Used for HTTPS

= Need the private
key for encryption
ops

Client Certs

* Used by ONTAP for
mutual
authentication

* Unique per cluster
pair

* Generated
automatically
when adding a
mediatorto a

cluster.

* ROEIE. Webt —/NEONTAPX T 4 T—2—H—NDEY 7Y TOREZRLTVWET,

ONTAP Mediator Certificates

intermediate Cert

Server Cart.
B —

sintermediate.crt =ontap_mediator_server.crt
sintarmediate. key sontap_mediator_server.key
sintarmadiate.srl

sroot_ca.crt

ontap_mediator_servercrt
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini
WebServer Setup

+ set-placeholder = mediator_cert=/opt/netapp/lib/fontap_mediator/fontap_mediator/server_configfontap_mediator_server chain.crt
» get-placeholder = mediator_key=/opt/netapp/lib/ontap_s p_mediaton _configlontap_maediator_sarver key
* set-pl holder = ca_i fopt/netapp/lib/ontap_mediatorfontap_mediator/server_configiroot ca.crt

ontap_mediator.user_config.yaml
ONTAP Mediator Server Setup

+ cert_path: Yopt/netapp/libfontap_mediator/ontap_mediator/server_configlontap mediotor servercrt!
* key_path: Jopt/netapp/libfontap_mediatorfontap_mediator/server_configlontap mediator_semverkey'
+ ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate.crt!

= ca_key_path: Yopt/netapp/lib/fontap_mediator/fontap_mediator/server_configfintermediate. kay'

» ca_serial_path: Yopt/netapp/libfontap_mediatorfontap_mediatorfserver_config/intermediate srl'

FlE1 : CASEFAZE ZHITL TWB Y — RN—T 1 D' SEEFAEZEIR I 5
ROFIRZERL T PKIEREERD SAERAZE ZEIS TE X9,

ROBIE. ca.csr ICHBBECEBRIMBET VX —. DFD. ‘ca.srl. B&LU cacrtZ
*/opt/netappl/lib/ontap_mediator/ontap_mediator/server_config! tt — K /X\—F « DIRRE 7/ X —ICBEHZ 3
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FHiEZETR LTV cakey £95,

ROBlIE, ONTAPXF 1 T—8—H—E RICUBLIERBIVELEEERLTVET, CO
() FELERBEHET. PKRERH STRBZBICEET, EVRR-—XICBhETFIE
EBELET,

FIE
1. PKINBANGERAIZE Z £ T 27 DICERT3MERE A>T FaLl—>3 > T 7M)L%E
openssl ca.cnf fEBLFT “ca.keyo
a. WEEEERL cakey £,
-

openssl genrsa -aes256 -out ca.key 4096

a. #8771 )l openssl ca.cnf (ICHDFT
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.cnf)

i3 ERSNIGERBICKERTONT 1 EERLE T,
2. MR T 7ML 2FRAL T, GASELERZEMRL cacsr 7,
o
openssl req -key <private key name>.key -new -out <certificate csr name>.csr

-config <config file name>.cnf

[root@scs000216655 server configl# openssl req -key ca.key -new -config
openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@scs000216655 server configl# cat ca.csr

MIIE6TCCAtECAQAWgaMxCzAJBgNVBAYTALIVTMRMWEQYDVQQIDAPDYWxpZmOybmlh

erARKhY9z0e8BHP13g==

3. EIABBREREPKISEIEEL cacsr TERERDET.

PKIFZREEBIFERZEIEL. ICBBL T .csr SEAZEZERL "ca.crt &9 THIC. PRIGGLAED'S
AEFAEICER LIEIRAE ZBUS T B ENHD “root ca.crtca.crt £9,

SnapMirrort & % 2kttt (SM-BC) 05 XX DHFEIE. FEAE L AAAEZONTAPY 5 X
() 2CEMTBBEABDET ca.cort root_ca.cre, #BELT "SnapMirror Active

= —10]

SYNCAHMONTAPX F 4 T—R— ¥ 75 AL DHE

FlE2 : Y—R/N—T7 1 DCAFEFAE TE AL TH—/\FBBE %= £ T 3
H—NEERZE L. MEBE Y —RN—TAEBE ca.crt ICL2TERTNTLBIRELRHD 9
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‘ca.keyo 7ol BT 7L
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_server.cnf |Zl&. OpenSSLIC &k > TH

TENBY—N—GREICHERTONT 1 ZIEE T REDBUNEENTLET,

H—NEEREEZX AN T BICIE. XOOAT Y REETLETD,

FI
1.

F

B

H—NFEAZEERER (CSR) ZEMTBICIE. TAILEHSRODIARY REETL
/opt/netapp/lib/ontap mediator/ontap mediator/server config &9,

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

CSRO'SH—NFEAZEZER T BICIE. T HILADSXROIARY REETL
/opt/netapp/lib/ontap mediator/ontap mediator/server config &9,

ca.crt ' 7 7AILE “ca.key 771 ILIIPKIMERD SEIE SN E LT, BIDRAES (.
@ RE) ZFEHALTWAHEIE intermediate.crt intermediate.key. LUV ZEEFNE
NEICEETZ £Y ca.crt ca.key intermediate.crt intermediate.keyo

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt -CAkey
ca.key -CAcreateserial -sha5l12 -days 1095 -reg -in ontap mediator server.csr
-out ontap mediator server.crt

° -CAcreateserial A/ a>aERATZ . FHALTWAMRBAERAICI LTI 7IILEIET7 710
ILHBEREN “ca.srl intermediate.srl £,

B3 : ONTAPX T4 T—4— 1M THLWHY — R/N—F ¢ DCASFBBEZ ¥ H— /\F[BAZ % XT3

FEFAEDREIE. ICH BT 7T )L TONTAPA T T—X2—H—EXICREINFT

/o

pt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.config

.yamlo CDT77AIICIE. ROBMUDNEENTUVET,

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediato
r server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediato
r server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

* “cert_path' & & U ‘key_path'i&. T —/\FEEAZEZEH T,
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* ca cert path. ca key path. H&U ‘ca_serial_path |ZCAFGEBAEZH T,
FI&E
L IRTOT 74N ET—RFN—T 1 DFERBICEFMIAE T ca.*o
2. BLUMRAEN SFAEF T — > Z1EM L ca.crt ontap mediator server.crt £735,

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
3. TrMILEEHL /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini ¥Jo,
« « BEUVDEZEFHL mediator cert mediator key ‘ca_certificate’ £,

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator ser
ver chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator ser
ver.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° mediator cert fBEIFT 71JLD/NRX ‘ontap mediator server chain.crt T9Y,

° mediator key value 'l 77 IADF—/VXTY ‘ontap mediator server.crt
ontap mediator server.keyo

° ca_certificate fBIZT7 71ILD/NX “root ca.crt T,

4 FLLERTNTEIRZEORDBENELKBRESNTVWR L EHELE T,
° LinuxZ JL—PiB%& : netapp:netapp
° LinuxtfR : 600

5 ONTAPXT 4 I—2—%HBE&#HL £,

systemctl restart ontap mediator

FlE4 : REIZIHLC T Y—RN—FT 0 OFERZEICHIONI £3%a12EFBLE T,

CIIRDBBIDOY — RN—FT SFRERERITZ D, Y—RN—FT 1 BE%FIDGBFRICRERET S D
TETXT ca.*

FI&E
1L 770IVADT 74 OEREZ EEETTBELSICT7AILEBRL

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.use
r config.yaml ontap mediator.config.yaml F9,

PKIFEBR D S BXE L Ic B Z DIZFTICRFE L /2355, intermediate.crt intermediate.key
/opt/netapp/lib/ontap mediator/ontap mediator/server config
ontap mediator.user config.yaml 7 7T JLIEZRDBEIDELSICAED FT,
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ZERAL CAERAZEICBA L BRI intermediate.crt

@ ontap mediator server.crt intermediate.srl 7 7AILHERINF T, FHIC
DVWTIE. ZBRBRLTLKIEEWFE2 | — F/N—TFT 1 DCAGERRE TE® L T —/\GEA
ETzERT D,

[root@scs000216655 server configl# cat ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the following
key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermediat
e.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermediat
e.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermediat

e.srl'

. BERAENGIEREICER T B FAE 2 IR T 2AAEEEZ A L TL3IBEISL root_ca.crt
intermediate.crt ontap mediator server.crt. H&UVIAENSIAEF T — > ZERL
intermediate.crt ontap mediator server.crt £9o,

@ COFIEDFIH T, PKIHEED SFIEAE LAIRAEZ AF L THEKBEN DD ET

intermediate.crt ontap mediator server.crto



cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. 771I)LZEHL /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini £9,
v BLUDEZEHL mediator cert mediator key ‘ca_certificate’ £ 9,

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator

erver chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator

erver.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* mediator cert {BIFT7 71JLD/NR ‘ontap mediator server chain.crt TYo,

* CO mediator key fBIE. 77 MILADF—/VX (ontap mediator server.crt) T3,
ontap mediator server.key

* ca certificate fBIFT 7 A ILD/NRX “root ca.crt TTYo

SnapMirror ¥ = X##5itt (SM-BC) 5 X2 DiFEIE. FSEBHE LARZE
(D ZONTAPY S X ZITEMT 32HENH D FJ intermediate.crt root ca.crt
o ZBBR L T "SnapMirror Active SyncFHDONTAPX 74 T—R— U 5 X2 DK

=/n

E

C. HLLEMTNTEAZDXDEMENELSRESNTWVWS L ZHERLE T,
* LinuxZ )L—7PFiB%&  netapp:netapp
* Linux#EPR : 600
2. BT 7 THBAESNEF NS, ONTAPX T+ T—42—%=HBEHL X7,

systemctl restart ontap mediator
AFEAEREEDMED CZTIINa—FT >0
SFRREDHRED FONT 1+ R TETE I,

SERAE DB NHARR = FESR
EEAE D BNELE R T B ICIE ROAR Y FZ2ERALE T,
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[root@scs000216982 server configl# openssl x509 -in ca.crt -text -noout
Certificate:
Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

CAGIEBAE TDX509v3HL5R DHEER
RDAR > FzfER LT, CASEFRE DX509v3HiakZ R L £ 96

T openssl ca.cnf BERINTONT 1 IE "v3_ca. D ‘cacrt' &S ICRR TN "X509v3 extensions’ &
ED

[root@scs000216982 server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@scs000216982 server config]# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyldentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@scs000216982 server configl# openssl x509 -in ca.crt -text -noout
Certificate:
Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
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Y—NEERAEE LUV T2 7 bORBLDX509vIILEZ R 5

‘v3 req B TZ 7ML TEERSNLTONT 1 1E
‘openssl server.cnf'. sEBAETYRIZIEIMN "X509v3 extensions I,

ROFITIE. ONTAPATF 4 T—R—HDA VA R=)LENTUVBLINUXVMTIOYY RE hostname -I°AY >
RERETIB LT, V232D “hostname -A BHZEIETET XY "alt nameso

EHODELWMEICDWTIE. Ry hD—OBBEICHERELTLET L,

[root@scs000216982 server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@scs000216982 server configl# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abced:abcd

[root@scs000216982 server configl# openssl x509 -in ca.crt -text -noout
Certificate:
Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abcd:abed
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MBI RAEE —MIT B =HRI S
BHEDOWERNAREL — BT EHESINZEERTEEI,

F—CEAAEICH LT, ENENRDOO0penSSLOAX Y RZERAL T,

[root@scs000216982 server config]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeecd4a9dbc

[root@scs000216982 server configl# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eceed4a9dbc

mADBEN—HT 2I5E. -modulus R LIEAZORTICERMENH O HEICEFTES 5 cZml
9,

H— N\FEERE DS EDCASEERED SER EN TV C L =T %
H— /\FEEAZE DS EDCASERAZEN SIER S NIcC e ZHEER T BICIE. ROOAX Y RZEAL X T,
[root@scs000216982 server config]# openssl verify -CAfile ca.crt

ontap mediator server.crt

ontap mediator server.crt: OK

Online Certificate Status Protocol (OCSP) #&ifZz{ER L TW3HE&IE. A7 > FZfER L "OpenSSL -1&5E"
9,

ONTAPAXA T 4 T—A—FADOSTHRA MDAV TFH VX

RERINT A—IVRA%EEBBICIE. ONTAPXT 4 T—X—FDKR R FOS%E EHICR
FIAINEHLRHD X,

RALZEDT—Fr93

5 RADEERREICE 575K AMEY T— R LET, ONTAPAT 4 T—Z—HNF TS5 OB, &
S 2AHNEEICETICHETERBBZYRIDBD £T, BRIINUERIBESIE. —E X1 Y RY%E
BI3rabEHdLET,

ONTAPX T« T—&—(3) 7 — bRICBBNICER TN, ONTAPY 5 X2 TUREICERE L BRI BAN S
nx9,

RANNY =200

SATZVRyumN\y T —2 (A= ZlR<) BR2ACEHRTET I T, BRICT 3 ICITBESHHUEICK
BHSENHDET. BEFHIUELIZERIE. T—EXVr U RUZERATEI L ZE8MOLET,
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NV T =% A VA R—=)LLTEHE yum-utils’ &, 37> RZ{@EH L ‘needs-restarting’ T. /Ny —2DE
BIC)T— b HRENESHEHERLET,

RITPO O XICIFTCICIERMEINE WS, ONTAPX T ¢ T—X —DIREEZRAEHFEINIESITY
T—hrI23RELRHD X,

RAROSDO—FXINDIAF—TvTFIL—F

SCSTId. AL TWLWAA—RILBICOYNAILETNTVBIREDRHD F T, OSEEFHITBICIE. X>TF
Y ARENBETT,

FE

RRAMOSH—XINZTvTIL—RTBICIE. ROFIEZETLET,

1. ONTAPX 71 T—2— D=1k

2. SCSTNY T —S%TUAYAM=ILLET, (SCSTICIFTYFIL—RXAZILIEHD £FEA) -
3.0SzT7vFJL—RL. BEFHILET,

4. SCSTN\NY 7 —S=ZBA YA M—=ILLET,

5. ONTAPX T4 I—&R—H—EXZBEBAMILF T,

R MR MR FIZIPICESE
A2 DAHRA
* ZDARTIE. ONTAPATF A T—R—H—EXANRA VI b—=ILTNTWVWBLINUXKRA R TEITLET,

* CDRRVIE. ONTAPRAT A T—=2—DA VA S —ILBIZRZA FDRI MR ERLIFIPT RLZIDEEIN
fefe®Is. ERENcEEERRASHIRILESNIIGEICOARITTETET,

c RN GECERIRAEZERTCESI Y - FN—TrARASICES R ch . COXXIZEALTEE
BREZBENLE Y. BEBRIAAEEV BTV E. COFIRIFKKLE T,

ATvS
WEDRI LOFLW—RNLZBECELIMPEZBEER T 3ICIF. XOFIEZETLET,

1. ONTAPX 7+ I—42—%ZHBiEL#hL £7,

./make self signed certs.sh overwrite
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[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl# systemctl restart ontap mediator
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